Internet

Secure-IT server settings:

1) RDP proxy enabled on 443, ssl IP
2) Web-IT proxy enabled

Source: ssl IP, 443

Destination: web IP, 80
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AppPortal client

Secure-IT server settings:

1) RDP proxy enabled on 443, ssl IP
2) CB proxy enabled

Source: ssl IP, 443

Destination: cb IP, 8080
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AppPortal client

Web client

S

Secure-IT server settings:

1) RDP proxy enabled on 443, ssl IP
2) WeDb-IT proxy enabled

Source: ssl IP, 443

Destination: web IP, 80

3) CB proxy enabled

Source: ssl IP, 9443

Destination: cb IP, 8080
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: ) (TS or VDI)
Firewall 1 NAT rules: ts/vdi IPs

TCP 443 and 9443 from ext IP to ssl IP

Firewall 2 NAT rules:

- 8080 from ssl IP to cb IP (only needed
if Secure-IT carries CB proxy role)

- 80 from ssl IP to web IP

- 3389 from ssl IP to ts/vdi IPs
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Target servers
: ) (TS or VDI)
Firewall 1 NAT rules: ts/ivdi IPs

TCP 443 and 9443 from ext IP to ssl IP

Firewall 2 NAT rules:

- 8080 from ssl IP to cb IP (only needed
if Secure-IT carries CB proxy role)

- 8080 from web IP to cb IP

- 3389 from ssl IP to ts/vdi IPs
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