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Introduction

Dell Networking provides customers with the most efficient use of modern networking equipment at the lowest
cost for Data Center, Campus and Remote networks. Dell Servers, Storage and Networking products with
Dell Solutions and Services enable organizations achieve unique business goals, improve competitiveness

and better serve their customers.

= i

SoHo Remote
Office

.
Sececcccccs’

.
Remote
Data Centers
Dell Campus
Networking
Dell Data Center
Networking

Dell Network
Controllers
and Security

Figure 1 Comprehensive Modern Network

Dell Campus Networking solutions provide fast, efficient and secure wired and wireless access to help you

meet new application and service delivery requirements.

Dell Campus
Networking

Figure 2  Campus Network
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Dell Networking N-Series switches and W-Series wireless networking and access management products
provide solutions for Network Access Control (NAC) with posture assessment. While typically categorized as
Campus Networking, these features can also extend into the Remote and Branch Office.

The Dell Networking W-Series ClearPass Access Management System is a comprehensive solution for policy
management, Bring Your Own Device (BYOD) and guest access. The W-ClearPass OnGuard module can
provide advanced endpoint posture assessments and health checks to help ensure security compliance and
network protection. Dell Networking provides exceptional feature integration with N-Series switches and W-
Series wireless products. This document highlights the key features necessary to deliver a Network Access
Control (NAC) solution for customers deploying health and posture compliance.

This deployment guide is designed to lead a network administrator through the design and configuration of
network access services and features for several Dell Networking products. Specifically, this guide is focused
on the integration of the W-ClearPass Access Management product with the Dell Networking N-Series
switches and W-Series WLAN products.

The examples in the following sections are designed to demonstrate the basic configuration necessary to
enable OnGuard. An administrator should use these configuration steps as a base, adding the specific
security and policy requirements that are required by their organization. While the example networks are
simplified, these solutions can scale to any size network.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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Campus Network Solution

Campus Networking Topology

W-ClearPass Appliance En—a E'—a
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Dell PowerEdge Rack Server
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Active Directory

Dell PowerEdge Rack Server

W-Series
L A Access
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DHCP @
Dell PowerEdge Rack Server
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Wired ""'".;-."
PC
— S i—

Figure 3 ~ Campus Network, Wired and Wireless

The topology above (Figure 3) shows a complete wired plus wireless solution. The NAC and posture
examples in sections 3, 4 and 5 can be used independently or they can work in unison for a complete
solution.

W-ClearPass Access Management System

At the center of the access management system is the W-ClearPass Policy Manager. The ClearPass Policy
Manager is a comprehensive policy management solution that can secure next-generation mobility services,
enhance network access security and compliance and streamline network operations for wired, wireless and
virtual private network (VPN) environments. Specific network access privileges can be based on user role,
device type, health of endpoint, time-of-day and more.

The W-ClearPass OnGuard application is used with the Policy Manager to enable advanced posture
assessments and health checks of devices that are on the network or requesting access to the network.
OnGuard can be used as a persistent client application or a dissolvable client (i.e. a client that does not
require permanent installation) that is used at the time of network access.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0 DALLEMC



2.3 Networking Equipment and Features Utilized

2.31 N-Series Switches

The N-Series is a family of energy-efficient and cost-effective 1GbE and 10GbE switches designed for
modernizing and scaling network infrastructure. The variety of models and options, including POE+, makes
these switches an optimal choice for access switches in any campus environment.

RADIUS Change of Authorization (RADIUS CoA)

Radius CoA enables W-ClearPass OnGuard to detect changes in posture and automatically enforce policies
without the need to force a disconnect. This allows the user to maintain connectivity while issues with their
device are assessed. Dell Networking N-Series Firmware Version v6.2, introduced this key feature to enable
a better NAC and posture assessment with W-ClearPass OnGuard. This document contains examples
validated using firmware version 6.2.6.6.

N-Series switches capable of running the v6.2.6.6 firmware include:
e N1500 Series
e N2000 Series
¢ N3000 Series
¢ N4000 Series

For further information on the N-Series line of switching products, see www.dell.com/networking.

2.3.2  W-Series Controllers, Access Points, and Instant Access Points
W-Series wireless networking products include a wide variety of solutions to enable wireless networking
access. Controller based products offer high performance, fully featured solutions to satisfy any size
business. Controller-less W-Instant Access Point (W-IAP) products offer many of the same features in a
simple to use and affordable solution. Both controller-based and W-IAP solutions offer integration with W-
ClearPass for unmatched access and policy control of wireless devices.

For further information on the W-Series line of wireless networking products, see www.dell.com/wireless

DEALLEMC
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3 Wired Access with Dell N-Series

3.1 Topology
'

W-ClearPass Appliance E.=fa
u M-Series Switch

Dell PowerEdge Rack Serve

-
L

Active Directory

Dell PowerEdge Rack Serve

DHCP

Dell PFowerEdge Rack Server

Wiirad
WIreg

Figure 4  Wired Topology

3.2 Example Scenario - Wired

The following example details a typical scenario involving a user requiring wired access to a corporate or
guest network. Posture compliance with OnGuard is the key feature demonstrated.

In this scenario, a user requires network access with a device not supplied by a corporate IT department and
is connecting to network via a wired Ethernet connection.

The user connects to the network via a wired Ethernet connection.

The user is prompted for credentials to access the network.

W-ClearPass authenticates the user’s credentials.

W-ClearPass detects if OnGuard has been installed and if the device is healthy.

a. If OnGuard is installed and the device is healthy, W-ClearPass places the user in the appropriate
vlan.

b. If OnGuard is installed and the device is not healthy, W-ClearPass places the user in a
guarantine vlan.
Users are automatically re-authenticated and placed into the appropriate vlan, once the issue is
resolved. In some cases, auto-remediation can perform changes without user action.

Huwn e
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c. If OnGuard has not been installed, the user is manually directed to a webpage to run a one-time
scan, or to install the OnGuard persistent client.
OnGuard scans the device and determines if the client is compliant with the health policy.
i. If healthy, W-ClearPass places the user in the appropriate vlan.
ii. If not healthy, W-ClearPass places the user in a quarantine vlan
Users are automatically re-authenticated once the issue is resolved and placed into the
appropriate vlan. In some cases, auto-remediation can perform changes without user action.
The above scenario can be used for any type of guest or employee network. The example in this paper uses
a single employee vlan and a quarantine vlan. Administrators can setup W-ClearPass to assign users to
different vlans to support guest networks, contractor networks, or multiple employee group vlans.

This example uses username/password credentials that are stored in a Windows Server Active Directory. Any
type of authentication, including certificates, can be used with OnGuard posture policies. This guide does not
go into detail on configuring authentication types. For further information on BYOD topics through Onboard
and Guest access, please see the W-ClearPass User Guide or other available deployment guides at
www.dell.com/support.

The configuration examples in sections 3.3 and 3.4 detail a basic solution utilizing W-ClearPass OnGuard and
an N-Series switch. All the scenarios presented contain a policy decision and enforcement based on posture
information from OnGuard.

The configuration for the N-Series switch remains the same regardless of the type of OnGuard client or OS
used. The configuration for W-ClearPass differentiates between the following combinations of OnGuard client
types and PC OS:

e OnGuard Persistent application
e OnGuard Dissolvable application
e Windows 7/8

e Mac OSX

e Linux Ubuntu

The solution utilizes a webpage hosted by W-ClearPass for access to both OnGuard application types for
employees and guests scenarios. In scenario step 4c, the user is given the URL to this webpage manually.
See the Creating an OnGuard Landing Webpage section for details.

Dell N-Series Configuration - Wired

Note: The following configuration commands are not intended to comprise the full configuration needed for a
fully functional access switch. The commands below contain the key configurations needed to enable the
features described in this document. See the attached configuration file (N-Series Configuration example.txt)
for the running-config.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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N3048P configuration commands

Description of commands

configure
vlan 6,8
exit

ip routing

interface vlan 1
ip address 172.25.172.47 255.255.0.0
exit

interface vlan 6

ip address 10.1.6.2 255.255.255.0

ip dhcp relay information option-insert
exit

interface vlan 8

ip address 10.1.8.2 255.255.255.0

ip dhcp relay information option-insert
exit

ip dhcp relay information option

ip helper-address 172.25.172.189 dhcp

dotlx system-auth-control
aaa authentication dotlx default radius
aaa authorization network default radius

aaa server radius dynamic-author

client 172.25.172.188 server-key "radius_key"
auth-type any

exit

radius-server host auth 172.25.172.188
name "Default-RADIUS-Server"
source-ip 172.25.172.47

usage 802.1x

key "radius_key"

exit

< Create 2 VLANSs, one for employee (vlan 6) and another for
quarantine (vlan 8).

< Configure IP address. Vlan 1 is used for corporate resource traffic.

< Configure IP address. Vlan 6 is used for employee traffic.

< Configure dhcp relay to enable circuit ID option (option 82).

< Configure IP address. Vlan 8 is used for quarantined employee
traffic.
< Configure dhcp relay to enable circuit ID option (option 82)

< Configure global dhcp relay to enable circuit ID option (option 82).

< Configure global relay of DHCP UDP packets to corporate DHCP
server address.

< Configure to enable dotlx authentication.
< Specifies authentication method.
< Specifies authorization method.

< Configure system to begin listening for RADIUS CoA requests.
< Configure shared secret key used for RADIUS CoA requests.
< Configure accepted authorization types.

< Configure to specify a RADIUS server.

< Descriptive name (default).

< Specify a source ip address used with the RADIUS server.
< Specify usage type.

< Configure shared secret used for the RADIUS server.

Note: This example uses a single switch for Layer2 and Layer3 traffic. Some of the commands shown
above, particularly for the DHCP relay feature, may not be required on the access switch being used.
Commands unique to the interface ports are not shown. For more detail, see the attached configuration file.

Dell W-ClearPass Configuration - Wired

W-ClearPass is configured using the ClearPass GUI through a standard browser. This guide presents the key
steps necessary to configure the example scenario. To improve readability, the included screenshots do not

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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show the entire browser. In most cases, the navigation window on the left hand side of the screen is not
shown. To ensure readers understand the configuration location currently shown, the navigation path is
provided in the configuration steps. In the screenshots, the current tab is highlighted with a dark blue color.

W-ClearPass allows administrators to configure policies and profiles directly from the main service
configuration screen. When using this method of configuration, the necessary windows are opened

automatically, which can streamline the amount of time it takes an experienced user to configure a fully
functional service. In this guide, each profile and policy will be built prior to the creation of the service to aid in
the description of navigating the configuration provided in this document.

Note: This guide does not detail the initial setup of the W-ClearPass server. For more information on VM

installation, initial server configuration and licensing, refer to the W-ClearPass User Guides at

www.dell.com/support.

EMPLOYEES, GUESTS, CONTRACTORS

@ G
AAR/POLICY DEVICE
MANAGEMENT ONBOARDING

.'\S'_ ClearPass Policy Manager
il L. . .
/’a Role-based Policies, Enterprise-grade AAA with Device
= Profiling

7 ClearPass Onboard
?‘:;If Mobile Devices Provisioning

Figure 5  W-ClearPass Welcome Screen

000
eee

VISITOR
MANAGEMENT

&

DEVICE HEALTH

I ClearPass Guest

Guest Management

ClearPass Insight
Advanced Analytics, In-depth Reporting, Compliance &
Regulation

The W-ClearPass welcome screen (Figure 5) is the main screen used to navigate to each W-ClearPass
application. W-ClearPass Policy Manager is at the core of the solution and is the focus of most of this
document. For more information on each of the W-ClearPass applications, see the W-ClearPass User Guide

at http://www.dell.com/support.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0

DA LEMC


http://www.dell.com/support
http://www.dell.com/support

341

13

Add the N-Series Switch as a Network Device

Before W-ClearPass will recognize authentication requests, the switch originating the request must be added
to the list of network devices in W-ClearPass. The IP Address and RADIUS shared secret (step 4) must
match the configuration used on the switch.

1. From the W-ClearPass Welcome screen (Figure 5), click the ClearPass Policy Manager module.

The ClearPass Policy Manager opens.

2. Navigate to the Network Devices page by selecting, Configuration > Network > Devices.

3. Click +Add.
The Add Device window opens.

4. Enter the Name of the switch, IP Address, Description and RADIUS Shared Secret (Figure 6).

5. Select IETF from the Vendor Name: dropdown box.
6. Click Add.

SNMP Write Settings

m SNMP Read Settings

CLI Settings

N3048P Switch

172.25172.47
192.168.1.1-20)

Name:

IP or Subnet Address:

Description:
4

RADIUS Shared Secret:  [seeseessseeeen ® Verify:

TACACS+ Shared Secret: ® Verify:

Vendor Mame: [ETF (x|

Enable RADIUS CoA: L RADIUS CoA Port: 3799
Attribute Value

1.|Click to add...

(e.g., 192,168.1.10 or 192.168.1.1/24 or

Figure 6

N-Series device settings

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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Add Active Directory as an Authentication Source

1. To add Active Directory as an authentication source, open the Authentication Sources page by
selecting Configuration > Authentication > Sources.

2. Click +Add.

3. Enter details for the authentication source as shown in Figure 7.

Figure 7 shows a partial configuration of the Active Directory Authentication Source. This example uses a
Windows Server with Active Directory installed as the source for username/password credential store.
W-ClearPass supports many different authentication sources. For additional details on configuring Active
Directory and other authentication source types, see the W-ClearPass User Guide at www.dell.com/support.

Configuration » Authentication » Sources » Add - CPDC

Authentication Sources - CPDC

Summary General m Attributes

Connection Details

Hostname: CPDC.CPtest.lab
Connection Security: MNone r
Port: 389 (For secure connection, use 636)

Verify Server Certificate: ¥ Enable to verify Server Certificate for secure connection

Bind DN: Administraton@ C Ptest.lab
(e.g. administrator@example.com OR cn=administrator,cn=users,dc=example,dc=com)

Bind Password:  |sssssssssssssss *
NetBIOS Domain Name: CPTEST

Base DN: dc=CPtest,dc=lab Search Base Dn

Search Scope: SubTree Search A

LDAP Referrals: Follow referrals

Bind User: ¢/ Allow bind using user password

User Certificate : userCertificate

Always use NETBIOS name: Enable to always use NETBIOS name instead of the domain part in username for authentication

Figure 7 Active Directory Authentication Source

Create the 802.1x Wired Service with Posture Checks

W-ClearPass includes templates for many common services. These templates allow administrators to easily
build the services and their associated policies. This section details the use of the 802.1X Wired template
located in the Start Here (Figure 8) section within the Configuration section.

1. To create an 802.1x Wired Service with Posture Checks, navigate to Configuration > Start Here.
The template list is displayed.

2. Click the 802.1X Wired template (Figure 8).
The General tab of the 802.1X Wired Service Template (Figure 9) opens.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0 DALLEMC
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Configuration » Start Here

To configure a Service and related policies using the full wizard, go here.

I= 802.1X Wired
To authenticate users to any wired network via 802.1X.

Figure 8  802.1X Wired Template

Service Templates - 802.1X Wired

m Authentication Wired Network Settings Posture Settings Enforcement Details

Select Prefix: [ Select v]

Name Prefix™: [Posture Scenario

For end-hosts connecting through an Ethernet LAN, with authentication via IEEE 802.1X. This template configures
AD Authentication Source; joins this node to an AD Domain; creates Enforcement Policy for AD based attributes;
creates Network Access Device.

< Back to start Here R Wex:> ] Add Sevce | Cancel

Figure 9  802.1X Wired — General Tab

3. Type in the Name Prefix to identify the service name and policy names generated by the template.
802.1X Wired will be appended to the Name Prefix.

4. Click Next >.
The Authentication tab (Figure 10) opens.

Configuration » Start Here

Service Templates - 802.1X Wired

General Authentication Wired Network Settings Posture Settings Enforcement Details

Select Authentication Source: | CPDC r

Figure 10 802.1X Wired — Authentication Tab

5. From the dropdown menu, select the Authentication Source that was configured in the previous
steps. Additional authentication sources can be added later.

6. Click Next >.
The Wired Network Settings tab (Figure 11) opens.
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Service Templates - 802.1X Wired

General Authentication Wired Network Settings Posture Settings Enforcement Details

Select a network access device from the list, or create a new one

Select Switch: [ N3D48P Switch v
Device Name: N3048P Switch

IP Address: 172,25 172.47

Vendor Name: IETF v

RADIUS Shared Secret: |[sresssssessesss
Enable RADIUS CoA: L4
RADIUS CoA Port: 3799

«Back to Start Here Delete Add Service

Figure 11  802.1X Wired — Wired Network Settings Tab

7. From the dropdown menu, select the network device (N-Series switch) that was configured in the
previous steps.

8. Click Next >.
The Posture Settings tab (Figure 12) opens.

Configuration » Start Here

Service Templates - 802.1X Wired

General Authentication Wired Network Settings Posture Settings Enforcement Details

Enable Posture Checks to perform health checks after authentication.

Enable Posture Checks: | ¥
Host Operating System™: ¥ windows ® Linux  Mac 0S X

Quarantine Message: You have been Quarantined!

Figure 12 802.1X Wired — Posture Settings Tab

9. Select the operating systems OnGuard needs to support.
10. Enter a quarantine message in the Quarantine Message: field.

This message is displayed anytime OnGuard detects a posture compliance issue.
11. Click Next >.

The Enforcement Details tab (Figure 13) opens.
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Configuration » Start Here

Service Templates - 802.1X Wired

General Authentication Wired Network Settings Posture Settings Enforcement Details

Create a new Enforcement Policy

Attribute Name Attribute Value VLAN/Role

If | Department ¥ | equals |Employee then assign VLAN/Role [6
If | Account Expires v | equals then assign VLAN/Role
If | Account Expires ¥ | equals then assign VLAN/Role

Default VLAN/Role™:
Initial VLAN/Role™:
Quarantine VLAN/Role™:

« Back to Start Here Delete || Next > | FLGLETI N

Figure 13  802.1X Wired — Enforcement Details Tab

12. Enter the VLAN information for your network. At least one rule and the three VLAN/Role fields at the
bottom of the list are required. These settings can be changed and added to later.

13. Click Add Service.
Two Services are now added to the list of Services (Figure 14). Numbering may vary between
deployments.

The services can be viewed by selecting Configuration > Services. The two services shown in Figure 14 will
be modified after the Posture, Role Mapping and Enforcement Policies are configured.

12. 12 Posture Scenario 802.1X Wired WEBAUTH Web-based Health Check only 2]
Posture Checks
13.| 13 Posture Scenario 802.1X Wired RADIUS 802.1X Wired =)
Showing 1-13 of 13 Copy| Exportl Delete|

Figure 14 Services added from the 802.1X Wired Service Template Wizard
Define Posture Policies

The 802.1x Wired template creates three posture policies (Figure 15) with the prefix name used in the
template. To view the posture policies, navigate to Configuration > Posture > Posture Policies.

Posture Scenario 802.1¥ Wired Linux

5" Posture Checks

5 ‘ Posture Scenario 802,1% Wired Mac 05 X
' Posture Checks

7 ‘ Posture Scenario 802.1¥ Wired Windows

Posture Checks

Figure 15 Posture Policy List
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Edit the Posture Policy for Windows, Mac OS X and Linux

Figure 16 shows the default policy that was created by the Service Template. For the purposes of this

example, the only posture check will be to enable checks for a firewall.

Configuration » Posture » Posture Policies » Edit - Posture Scenario 802.1X Wired Windows Posture Checks

Posture Policies - Posture Scenario 802.1X Wired Windows Posture Checks

Note: This Posture policy is created by Service Template

m Policy Posture Plugins Rules

Policy:

Policy Mame: Posture Scenario 802.1X Wired Windows Posture Checks
Description:

Posture Agent: Web Agent

Host Operating System: WINDOWS
Restrict by Roles:

Posture Plugins:
The list of selected plugins:

Plugin Name Plugin Configuration Status
1. | ClearPass Windows Universal System Health Validator View Configured
Rules:

Rules Evaluation Algorithm: First applicable
Conditions
1.|Passes all SHV checks - ClearPass Windows Universal System Health Validator

2.|Fai|s one or more SHV checks - ClearPass Windows Universal System Health validator

Figure 16  Windows Posture Policy - Summary Tab

Posture Token
HEALTHY
QUARANTIME

1. To edit the Windows posture policy, navigate to Configuration > Posture > Posture Policies and
select the Windows Posture Policy (Posture Scenario 802.1X in this example).

2. Keep all the default settings on the Policy tab, as shown in Figure 17.

Configuration » Posture » Posture Policies » Edit - Posture Scenario 802.1X Wired Windows Posture Checks

Posture Policies - Posture Scenario 802.1X Wired Windows Posture Checks

Note: This Posture policy is created by Service Template

Summary laﬂ Posture Plugins Rules

Policy Mame: Posture Scenario 802.1X Wired Windows Posture |
Description:
&
Posture Agent: MAP Agent '® OnGuard Agent (Persistent or Dissolvable)
Host Operating System: ® Windows W Linux ' Mac 0S5 X
Restrict by Roles: a

Select or type role names

| Raf _ Add

Figure 17 Windows Posture Policy — Policy Tab
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To configure each individual posture check, select the Posture Plugins tab and click the Configure
button (Figure 18) next to the ClearPass Windows Universal System Health Validator (a.k.a.
OnGuard).

The ClearPass Windows Universal System Health Validator window (Figure 19) will open. This
window allows customization of each posture category for each type of Windows OS. In this example,
only checks for firewall applications on Windows 7 OS will be enabled.

Configuration » Posture » Posture Policies » Edit - Posture Scenario 802.1X Wired Windows Posture Checks

Posture Policies - Posture Scenario 802.1X Wired Windows Posture Checks

Summary Policy Posture Plugins Rules

Select one/more plugins:

Plugin Name Plugin Configuration Status
s |CIearPass Windows Universal System Health Validator Configured
|Windows System Health Validator Configure | View | -
|Windows Security Health Validator Configure | View | -

Figure 18 Windows Posture Policy — Posture Plugins Tab

4.
5.

Note:

In the left pane, navigate to Windows 7 > Firewall (Figure 19).

Keep all default settings as shown in Figure 19.

These options will check Windows 7 devices for any active firewalls. If there is not an active (on)
firewall application, then OnGuard will report the device as unhealthy.

At this time, other health check options can be enabled or disabled depending on the organization’s
security policies.

The AntiVirus check is also enabled by default. If you do not want OnGuard to quarantine your test

device due to the absence of an antivirus client, disable it at this time by unchecking the appropriate box.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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#Enable checks for Windows 7

# A firewall application is on

Remediation checks ¥ Auto Remediation

Windows 7 Product-specific checks I (Uncheck to allow any product)

1k Services =
12X Processes

12X Registry Keys

L2 AntiVirus

L AntiSpyware

o] Firewall

iX Peer To Peer

{Z Patch Management
12 Windows Hotfixes
44 USB Devices

£x Virtual Machines

1 Network Connection
14X Disk Encryption

R T | PR S U | S .

4 v
Windows Server 2008 ¢

Windows 8 o

Quarantine Message You have been Quarantined!

Figure 19 Windows Posture Policy — Validator settings

7. Click Save and move to the Rules tab.

ClearPass Windows Universal System Health Validator o

Windows Server 2003

¥l User Motification

5

[Save ] Cancsl|

The Rules tab (Figure 20) allows the administrator to define the conditions that determine the type of
posture token assigned, based on the outcome of the health scan. In this example, the default
settings are used. Any single failure of the health scan will produce a Quarantine token. This token
will be used later to determine enforcement policies during authentication or a re-authentication
forced by OnGuard.

Configuration » Posture » Posture Policies » Edit - Posture Scenario 802.1% Wired Windows Posture Checks

Posture Policies - Posture Scenario 802.1X Wired Windows Posture Checks

Posture Plugins m

Summary Policy

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0

Rules Evaluation Algorithm: First applicable

Conditions Posture Token
1.|Passes all SHV checks - ClearPass Windows Universal System Health Validator HEALTHY
2.|Fai|s one or more SHVY checks - ClearPass Windows Universal System Health Validator QUARANTINMNE
Move Up || Move Down | EditRule || Remove Rule |

Figure 20 Windows Posture Policy — Rules Tab
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8. Repeat the posture policy configurations for Mac OS X and Linux Posture Policies. These policies are
located in the same Posture Polices area as the Windows example above (i.e. Configuration >
Posture > Posture Policies).

Define Roles and Role Mappings

Role mappings are used to apply conditions to each user to classify them into roles. The roles are then used
to identify users and can be used to enforce policies within the service. There are numerous conditions and
rules that can be used to form a Role Mapping. For more information on roles and Role Mapping, refer to the
W-ClearPass Policy Manger User Guide at www.dell.com/support.

For the purpose of this guide, this example will use default roles built into the W-ClearPass Policy Manager.
The two roles used are [Employee] and [Guest]. Default configurations in W-ClearPass are identified by the
brackets surrounding the name.

Create a new Role Mapping

1. Navigate to Configuration > Identity > Role Mappings.

2. Click the + Add link in the upper right hand corner.

3. Name the policy. For this example, the name N-Series Wired Role Mapping is used. In the Default
Role drop down, choose [Guest].

4. Click Next >.

5. Onthe Mapping Rules tab, click Add Rule.
The Rules Editor opens (Figure 21), enter the following:
e Type: Authorization: CPDC (Name of the Active Directory used in this example.)
e Name: Department
e Operator: CONTAINS
e Value: Employee (Value used in the department field of the Active Directory user account.)

6. Use the [Employee] role for the Role Name.

Rules Editor o

Matches ® aNY or 0 &LL of the following conditions:

Type Name Operator Value
1.|Auth0r\zati0n:CPDC Departrment COMTAING Ernployes b
2.|Cllck to add...
Role Name: [Employes] ¥

Figure 21 Role Mapping — Mapping Rule
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Administrators can build sophisticated condition lists and any number of rules to be as specific as
needed to identify multiple user types. This simplistic example will result in any user with the
“Employee” department name in Active Directory being assigned the [Employee] role. Any user that
does not have the Active Directory department field populated with “Employee” will be assigned the
default [Guest] role.

7. Click Save.
Click Next > to move to the Summary tab.
9. Verify the information is correct, then click Save.
The new Role Mapping will appear in the Role Mapping list.

©

The Role Mapping that was just created will be used in the 802.1X RADIUS Service. No Role Mapping will be
used for the Health Check Service. A more detailed explanation of the two services is discussed later in this
section.

Define Enforcement Profiles and Policies

Enforcement Policies are a group of rules with conditions that direct enforcement actions that ultimately are
sent to the Network Access Device, which in this example is the N-Series switch. Enforcement profiles are a
collection of attributes that define those enforcement actions.

The 802.1x Wired template with posture checks produced two services, the Health Check Service and the
Radius Service. Both of these services need Enforcement Policies, and their associated Enforcement
Profiles. The Health Check Service will produce a posture token (by executing an action), while the Radius
Service will use that token (within its conditions) to determine a VLAN assignment action.

Enforcement Profiles are used within the Enforcement Policies, so the profiles are configured first.

Health Check Enforcement Profiles and Policies

Terminate Session Profile for the Health Check Service

The Health Check Service requires a profile to terminate the session so that the RADIUS 802.1X
authentication Service can use the posture token in a new authentication routine. The terminate session
profile will utilize the Change of Authorization feature to force a re-authentication.

1. Navigate to the list of Enforcement Profiles by selecting, Configuration > Enforcement > Profiles.
2. Click the + Add link in the upper right hand corner.
3. From the Template dropdown menu, choose RADIUS Change of Authorization (CoA).
4. Name the policy.
This example uses Dell Terminate Session as the profile name.
5. Leave all the other settings as default, and click Next > to move to the Attributes tab.
6. On the dropdown menu for Select RADIUS CoA Template, choose IETF-Terminate-Session-IETF.
7. Click Next > and review the Summary tab (Figure 22).
8. Click Save.
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Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Enforcement profile has not been saved

Profile Attributes
Profile:
Template: RADIUS Change of Autharization (Coa)
Mame: Cell Terminate Session
Description:
Type: RADIUE_Cod

Action:

Coa

Device Group List: =
Attributes:
Select RADIUS Coa Template:

Type Name value

1.|Radius:IETF Calling-Station-Id = 3t{Radius:IETF: Calling-Station-Id}

Figure 22 Enforcement Profile — RADIUS_CoA

Enforcement Policy for the Health Check Service
The following details an example of configuring the Enforcement Policy for the Health Check Service. The
pre-populated policy from the template is sufficient for this example and most of the default settings are kept.

1
2.

o U h W

Navigate to the list of Enforcement Policies by selecting, Configuration > Enforcement > Policies.
Click the pre-populated policy name for the Health Check Service.

In this example, the name is Posture Scenario 802.1X Wired OnGuard Agent Enforcement
Policy, and its type is WEBAUTH. The template automatically generates this policy based on the
prefix name.

Click the Enforcement tab.

Under the Default Profile, choose the [RADIUS_CoA] Dell Terminate Session configured previously.
Navigate to the Rules tab.

Highlight the first rule by clicking it, then click Edit Rule to open the rule.

For the example in this guide, the pre-populated conditions work well. No changes are made to the
default conditions.

Within the list of Profile Names (Figure 23), select the [RADIUS_CoA] [Aruba Terminate Session]
and click Remove. Use the dropdown menu to select [RADIUS_CoA] Dell Terminate Session.
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Rules Editor o

Conditions

Match all of the following conditions:

Type Name Operator Value
1‘|T\ps Posture NOT_EQUALS HEALTHY (0) o
2‘|Chck to add...

Enforcement Profiles

Prafile Names: [Agent] Posture Scenario 802,13 Wvired Quarant
[RADIUS_CoA] Dell Terminate Session [ Moveup |
Move Down
—Select to Add- v

m Cancel

Figure 23  Enforcement Rule #1 — Enforcement Policy for OnGuard Service

The first part of the rule states that any posture token values not equal to HEALTHY(0) will trigger this
rule to be enforced. The Enforcement Profiles under the condition are the actions that will be applied
if the conditions in this rule are met. The first profile in the list is named [Agent] Posture Scenario
802.1X Wired Quarantined Agent Enforcement. This profile simply displays a quarantine message
to the client. This profile can be seen in the list of Enforcement Profiles at Configuration >
Enforcement > Profiles. The profile was created from the Service template during the Service
creation earlier. The settings for this profile are kept as default and are not shown in this guide.

8. Click Save to commit changes to the rule.

9. Click the second rule to highlight it, then click Edit Rule to open the rule.
For the example in this guide, the pre-populated conditions work well. No changes need to be made
to the default conditions.

10. Within the list of Profile Names (Figure 24), select the [RADIUS_CoA] [Aruba Terminate Session]
and click Remove. Use the dropdown menu to select [RADIUS_CoA] Dell Terminate Session.

Rules Editor o

Conditions

Match aLL of the following conditions:

Type Name Operator Yalue
1‘|T\ps Posture NOT_EQUALS HEALTHY (0) o
2‘|Chck to add...

Enforcement Profiles

Profile Names: [Agent] Posture Scenario 802.1X Wired Guarant

[RADIUS_CoA] Dell Terminate Session m
Move Down
—Select to Add- v
[Sove|
Figure 24  Enforcement Rule #2 — Enforcement Policy for OnGuard Service
DELLEMC
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The first part of the rule states that any posture token values equal to HEALTHY/(0) will trigger this
rule to be enforced. The Enforcement Profiles underneath the condition are the actions that will be
applied if the conditions in this rule are met. The first profile in the list is named [Agent] Posture
Scenario 802.1X Wired Healthy Agent Enforcement. This profile simply displays a healthy
message to the client. This profile can be seen in the list of Enforcement Profiles at Configuration >
Enforcement > Profiles. The profile was also created from the Service template during the Service
creation earlier. The settings for this profile are being kept as default and are not shown in this guide.

11. Click Save to commit changes to the rule.
12. Click Save again to commit changes to the Enforcement Policy.
This concludes the Enforcement Policy and profiles for the Health Check Service.

The next steps detail the configuration for the policy and profiles used in the RADIUS 802.1X Service.

RADIUS 802.1X Enforcement Profiles and Policies

Enforcement Profile for the RADIUS 8021.X Service

The RADIUS 8021.X Service requires an Enforcement profile to enable the assignment of VLANS. In this
example, a client device that fails a health check will be assigned to a Quarantine VLAN. A client device that
passes a health check will be assigned an Employee VLAN.

The following steps create a profile to enforce an Employee VLAN assignment.

Navigate to the list of Enforcement Profiles by selecting, Configuration > Enforcement > Profiles.
Click the + Add link in the upper right hand corner.

From the Template dropdown menu, choose VLAN Enforcement.

Name the policy.

This example uses N-Series VLAN Employee as the profile name.

Leave all other settings as default, and click Next > to move to the Attributes tab.

On the fifth attribute, Tunnel-Private-Group-Id, click Enter VLAN. Manually enter the number of the
VLAN used for Employees.

In this example, Employees are assigned to VLAN 6.

Save the attribute line by clicking the disk icon to the right.

Click Next > and review the Summary tab.

Click Save.

10. Review the Summary tab.

The Summary tab should look similar to Figure 25.

=

o o

© © N
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Configuration » Enforcerment » Profiles » Add Enforcement Profile

Enforcement Profiles

Enforcement profile has not been saved

Profile Attributes
Profile:
Template: WLAN Enforcement
Marne: M-Series YLAN Employes
Description:
Type: RADIUS
Action: Accept
Device Group List: -
Attributes:

Type Name Yalue
1.|Radius:IETF Session-Timeout = 10800
2.|Radius:IETF Termination-Action = RaDIUS-Request (1)
3.|Radius:IETF Tunnel-Type = WLAM (130
4.|Radius:IETF Tunnel-Medium-Type = IEEE-802 (&)
5.|Radius:IETF Tunnel-Private-Group-Id = ]

Figure 25 Enforcement Profile — VLAN Employee

The following steps create a profile to enforce a Quarantine VLAN assignment.

N N

7.
8.
9.
10.

Navigate to the list of Enforcement Profiles by selecting, Configuration > Enforcement > Profiles.
Click the + Add link in the upper right hand corner.

From the Template dropdown menu, choose VLAN Enforcement.

Name the policy. This example uses N-Series VLAN Quarantine as the profile name.

Leave all other settings as default, and click Next > to move to the Attributes tab.

On the fifth attribute, click Enter VLAN. Manually enter the number of the VLAN used for Quarantined
users.

In this example, Quarantined users are assigned to VLAN 8.

Save the attribute line by clicking the disk icon to the right.

Click Next > and review the Summary tab.

Click Save.

Review the Summary tab.

Enforcement Policy for the RADIUS 8021.X Service

The following steps configure the Enforcement Policy for the RADIUS 802.1X Service. The pre-populated
policy from the template is sufficient for this example and many settings will be kept as default. The next steps
will describe the contents of the Enforcement Policy.

1
2.

Navigate to the list of Enforcement Policies by selecting, Configuration > Enforcement > Policies.
Click the pre-populated policy name for the Health Check Service.

In this example, the name is Posture Scenario 802.1X Wired Enforcement Policy, and its type is
RADIUS. The template has automatically generated this policy based on the prefix name.

Click the Enforcement tab.
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4. Under the Default Profile, choose [N-Series VLAN Quarantine].

This example uses the quarantine profile to place users that fail authentication checks into
guarantine. If the administrator chooses, a profile to deny access or place users into a different vlan is

possible here.
5. Navigate to the Rules tab.
6. Remove all the default rules by selecting each rule and clicking Remove Rule.

In this example, this authentication policy has only two outcomes given the correct credentials.

The user is authenticated, is identified as an Employee, and has a Healthy token.
The user is authenticated, and does not have a Healthy token.

The first outcome will place the user in the Employee Vlan (6). The second outcome will place the

user into a Quarantine Vlan (8).

If the administrator has other user classifications and conditions, they can be added now. Additional

profiles or user roles may be required.

7. To configure rules per the example above, click Add Rule.
8. Create two conditions.
Note: The first condition must be saved before the second condition can be created.

Condition 1
e Type: Tips
¢ Name: Role

Operator: MATCHES_ANY (could also use EQUALS)
Value: [Employee] (add other roles to the list here if applicable)

Condition 2

Type: Tips

Name: Posture
Operator: EQUALS
Value: HEALTHY (0)

9. Under the Enforcement Profiles section, choose [RADIUS] N-Series VLAN Employee.
10. The Rules Editor window should look like Figure 26 below.
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Rules Editor e

Caonditions

mMatch aLL af the following conditions:
Type Mame Operator Value
1.‘T|p5 Role MATCHES_aNY [Employee] i
2.‘Tip5 Posture EQUALS HEALTHY (0} g
3. Click to add...
Enforcement Profiles
Profile Names: [RADIUS] M-Series YLAN Employee -
Move Up
Move Down
Remowve
--Select to Add-- v
[Sovo|
Figure 26 Enforcement Policy — Healthy Employee Rule
11. Click Save.
12. To create a second rule, click Add Rule.
13. Create two conditions.
Note: The first condition must be saved before the second condition can be created.
Condition 1
e Type: Tips
¢ Name: Role
e Operator: EQUALS
e Value: [User Authenticated]
Condition 2
e Type: Tips
e Name: Posture
e Operator: NOT_EQUALS
e Value: HEALTHY (0)
14. Under the Enforcement Profiles section, choose [RADIUS] N-Series VLAN Quarantine.
15. The Rules Editor window should look like Figure 27 below.
ClearPass NAC and Posture Assessment for Campus Networks | version 1.0 DELLEMC
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Conditions

Rules Editor e

Match ALL of the following conditions:
Type Name Operator Value
1‘|Tips Role EQUALS [User Authenticated] o
2, |Tips Posture NOT_EQUALS HEALTHY (07 i
3. |Click to add...
Enforcement Profiles
Prafile Names: [RADIUS] M-Series WLAN Quarantine
Move Up
Move Doven
Remove
—-Select to Add-- v
(Sove]

Figure 27 Enforcement Policy — Not Healthy Rule

16. Click Save to save the rule.
17. Click Save again to save the Enforcement Policy.

Configure the Services
Now that all the components of the Services are defined and configured, the Services themselves need to be
configured.

1. Navigate to Configuration > Services.

1. Select the Service: Posture Scenario 802.1X Wired.

2. Select the Service tab.
The template populates the Service Rules with two rules that require all rules to match. In this
example, a simpler configuration is used. Only the first condition is used. All devices connecting via
Ethernet are classified by this Service. Administrators can add other rules to narrow the devices that
this Service will be applied to at any time.

3. Click the second rule, named Service-Type, and delete it by clicking the delete icon (trashcan). The
Service tab should look like Figure 28. Deleting this is optional, and can be added back in for an
actual deployed service.

Note: Configuring the Service Rules are key to properly map the authentication request to the proper
service. In a complex deployment, administrators can have multiple Services with similar functions that have
different actions depending on the method of network access. This allows for a posture check Service for
both wired and wireless access to enable different enforcement actions. For more information on Service
Rules, see the Dell Networking W-Series ClearPass Policy Manager User Guide at
http://www.dell.com/support/.
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Configuration » Services » Edit - Posture Scenario 802, 1% wWired

Services - Posture Scenario 802.1X Wired

Summary m Authentication Roles Enforcement

Mame: Posture Scenario 802, 1% Wired
Description: To authenticate users to any wired network
wia B02.1¥. i
Type: 802.1x Wired
Status: Enabled
Monitor Mode: Enzble to monitor network access without enfarcement
IMore Options: Authaorization Posture Compliance Audit End-hosts Profile Endpoints L Accounting Proxy

Matches ® ANY or ) ALL of the following conditions:

Type Name Operator Yalue
1.|Rad|us:IETF MAS-Port-Type EQUALS Ethernet (15}
2.|Clu:k to add...

Figure 28 802.1X Wired Service - Service tab

4. Move to the Authentication tab (Figure 29).
This example uses Microsoft Active Directory with username/password for the credentials.
Authentication methods for this example are satisfied by using MSCHAPvV2 and PEAP. Administrators
can use any type of authentication method required by their network security policy.

Configuration » Services » Edit - Posture Scenario 802, 1x Wired

Services - Posture Scenario 802.1¥ Wired

Summary Service Authentication Roles Enforcement

authentication Methods: [EAP MSCHAPZ)
[EAR PEAR]

Move Up
Move Down
Remove
View Details

Modify

-Select to Add-- v

Authentication Sources: CPDC [Active Directary] Mave Up
Move Down

Remove
View Details

Modify

--Select to Add-- v

Strip Username Rules: Enable to specify a comma-separated list of rules to strip username prefixes or suffizes

Figure 29 802.1X Wired Service — Authentication tab

Remove or add authentication methods as needed.

Remove or add authentication sources as needed.

Move to the Roles tab (Figure 30).

For the Role Mapping Policy, select N-Series Wired Role Mapping from the dropdown menu.

® N o o

DA LEMC
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Configuration » Services » Edit - Posture Scenario 802, 1% Wired

Services - Posture Scenario 802.1X Wired

Summary Service Authentication m Enforcement

Rale Mapping Palicy: N-Series Wired Rale Mapping v

Role Mapping Palicy Details

1.

Description:
Default Role: [Guest]

Rules Evaluation algorithm:  first-applicable

Conditions Role

{authorization: CPDC: Department Employee) [Employee]

Figure 30 802.1X Wired Service- Roles tab

0.

Move to the Enforcement tab.
The template populates the appropriate Enforcement Policy in the dropdown menu.

10. Verify that the correct policy details are shown (Figure 31).

Configuration » Services » Edit - Posture Scenario 802, 1% Wired

Services - Posture Scenario 802.1X Wired

Summary Service Authentication Roles

Use Cached Results: ¥ llse cached Roles and Posture attributes from previous sessions
Enforcement Policy: Paosture Scenario 802,13 Wired Enforcement P ¥
Enforcement Policy Details

Description:

Default Profile: M-Series YLAN Quarantine

Conditions

Rules Evaluation algorithrm:  first-applicable

Enforcement Profiles

(Tips:Role [Employee]) —_—

{Tips:Posture HEALTHY (03) N-Series YLAN Employee
(Tips:Role [User sAuthenticated]) —_— .
(Tips:Posture © HEALTHY (03) MN-Series YLAN Quarantine

Figure 31 802.1X Wired Service — Enforcement tab

11
12.
13.
14.

15.
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Click Save to save the Service.

Select the Service: Posture Scenario 802.1X Wired Posture Checks.

Select the Service tab.

For this example, keep all the default settings.

Select the Roles tab.

In this example, no Roles are needed for this Health Check Service.

Select the Posture tab (Figure 32).

During testing, Posture Policies can be kept as default, but it is recommended to modify each OS
specific policy to reflect the heath posture being tested. Click the desired policy agent type and click
Modify to open the policy window. Select the Posture Plugins tab, and click the Configure button
under Plugin Configuration. Default settings enable AntiVirus and Firewall checks for each OS
version. For initial testing, it is recommended that functionality be validated with a single OS and

health check setting (e.g. Windows 7 and Firewall). Click Save to save the Plugin Configuration, and
Save again to save the Posture Policy.
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It is also useful to have control over the health status of the client. Auto-remediation can automatically

fix many health issues on the device. If administrators want to verify assigned vlans and other
enforcement actions, it is recommended that they uncheck the Remediate End-Hosts checkbox.
This box can be checked at any time after verifying the policy actions are behaving as expected.

Configuration » Services » Edit - Posture Scenario 802.1% Wired Posture Checks

Services - Posture Scenario 802.1X Wired Posture Checks

Mote: This Service is created by Service Template
Summary Service Roles Enforcement

Posture Policies:

Paosture Policies: Cnly OniGuard agent type Posture Policies are applicable for this service
Posture Scenario 802,13 Wired Windows Postu

Posture Scenario 802. 1% Wired Linux Posture C \ﬁ::rg';tv:ils
Posture Scenario 802. 1% Wired Mac 05 ¥ Posti

Modify
—-Select to Add- v
Default Posture Token: QUARANTINE (20) v
Femediate End-Hosts: Enable auto-remediation of non-compliant end-hasts
Remediation URL: |
Posture Servers:
Posture Servers:
Remove
View Details
Modify
—-Select to Add- v

Figure 32 802.1X Wired Posture Service — Posture tab

16. Move to the Enforcement tab (Figure 33).
The template populates the appropriate Enforcement Policy in the dropdown menu.
17. Verify that the correct policy details are shown.

Configuration » Services » Edit - Posture Scenario 802.1x Wired Posture Checks

Services - Posture Scenario 802.1X Wired Posture Checks

Note: This Service is created by Service Template
Summary Service Roles Posture

Use Cached Results: Use cached Roles and Posture attributes from previous sessions

Enforcement Palicy: Pasture Scenario 802.1X Wired OnGuard Agen ¥ add new Enforcement Policy
Enforcement Policy Details

Description:

Default Profile: Dell Terminate Session

Rules Evaluation algorithm:  first-applicable

Gonditions Enforcement Profiles
5. (Tips: Posture HEALTHY (@) Posture Scenario 802,1% Wired Quarantined agent Enforcement, Dell Terminate
Sessian
2, (Tips:Posture HEALTHY (0)) Posture Scenario 802, 1% Wired Healthy Agent Enforcement, Dell Terminate Session

Figure 33 802.1X Wired Posture — Enforcement tab

18. Click Save to save the Service.

Configuration of the W-ClearPass Services to include all supporting policies and roles is now
complete.
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3.4.8 Testing the Configuration

The W-ClearPass and N-Series configuration in this guide can be tested with any client. The following details
the use of a Windows 7 laptop.

1

o Uk

N

10.

11.
12.

Ensure the Windows 7 client WiredAutoConfig is started and 802.1x Authentication is properly
configured on the Local Area Connection.

Ensure the user is defined and entered into the Active Directory with a Department of “Employee”.
Ensure the laptop is part of the domain.

Connect the laptop to an access port on the switch.

Ensure firewall is enabled.

Enter credentials when prompted on the laptop.

User is authenticated, placed into quarantine due to absence of a health token.

Install OnGuard through browsing to download URL.

Wait for OnGuard to scan health once installed.

OnGuard initiates a re-authentication. User is placed into the employee vian.

Turn off firewall.

Wait for OnGuard to rescan health after detecting a change to the firewall.

OnGuard initiates a re-authentication. User is placed into the quarantine vian.

Turn firewall on.

Wait for OnGuard to rescan health after detecting a change to the firewall.

OnGuard initiates a re-authentication. User is placed into the employee vian.

3.4.9  Miscellaneous Items for Wired Posture Checks
There are several issues that need to be solved to enable health checks on any unmanaged device through
BYOD. This section discusses some common issues and how they may be addressed, but does not cover all
the potential issues and solutions.

Access to OnGuard clients

In this example, a user without OnGuard is placed into a quarantine vlan. This vlan can be setup to allow
access to the W-ClearPass sever, where the user can download either the persistent client or use the
dissolvable application. The method that is used to inform the user of, or redirect the user to the W-ClearPass
URL is left to the administrator. There are several options available:

Manually communicate the direct agent URL listed on W-ClearPass at Administration > Agents and
Software Updates > OnGuard Settings.

Create a landing page with W-ClearPass Guest to simplify the URL and provide links for all OS and agent
types. This landing page is detailed in the wireless example in the Creating an OnGuard Landing
Webpage section.

Use third party software or a dedicated DNS server to enable redirection to the URL noted in one of the
previous two options.

Once the user has access to OnGuard and performs a health check, the user can be allowed onto the
network for full access.
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Client behavior with DHCP

When utilizing the example of placing users into a different vlian for quarantine, the device must obtain
another IP address through DHCP for the new vlan. Client behavior relating to the release and renewal of IP
addresses can depend on the OS, network card and network driver. Some clients may not release their IP
address, even after the port on the switch transitions to a new vlan. In these cases, the client must be forced
to renew their DHCP lease.

Some solutions that force a DHCP renewal are:

e Short lease times

e Manual disconnect from OS

¢ Manual disconnect through reseating cable
e Bounce the switch port

e Reboot or restart the device

In many of the above cases, the user will need to be notified that they may need to perform an action.
Providing directions, through instructions either on a landing page or through client messages from the W-
ClearPass OnGuard agent, is always a good practice.
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4 Wireless Access with Dell W-Series Controllers

4.1 Topology
F

W-ClearPass Appliance E-—a E.—a
u N-Series Switch W-Series Controller

Deell PowerEdge Rack Server

-~
L

Active Directory

Dell PowerEdge Rack Server W-Series
. J Access
- - o Point
DHCP @
Deell PowerEdge Rack Server
\ v,

.)))

- Wireless
[

Figure 34 Wireless Topology

4.2 Example Scenario - Wireless

The following example details a typical scenario involving a user requiring access to a corporate or guest
network. Posture compliance with OnGuard is the key feature demonstrated.

In this scenario, a user requires network access with a device not supplied by a corporate IT department and
is connecting to network via a wireless connection.

The user connects to the network via a wireless SSID.

The user is prompted for credentials to access the network.

W-ClearPass authenticates the user’s credentials.

W-ClearPass detects if OnGuard has been installed and if the device is healthy.

d. If OnGuard is installed and the device is healthy, W-ClearPass places the user in the appropriate
User Role.

e. If OnGuard is installed and the device is not healthy, W-ClearPass places the user in a
guarantine User Role.
Users are automatically re-authenticated once the issue is resolved and placed into the
appropriate User Role. In some cases, auto-remediation can perform changes without user
action.

=
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f. If OnGuard has not been installed, the user is automatically redirected to a webpage to run a one-

time scan, or to install the OnGuard persistent client.

OnGuard scans the device and determines if the client is compliant with the health policy.

i. If healthy, W-ClearPass places the user in the appropriate vlan.

ii. If not healthy, W-ClearPass places the user in a quarantine vlan
Users are automatically re-authenticated once the issue is resolved and placed into the
appropriate User Role. In some cases, auto-remediation can perform changes without user
action.

The scenario detailed above can be used for any type of guest or employee network. The example in this
paper uses a single employee vilan. The user is assigned a full access Employee Role or a restricted
Quarantine Role. Administrators can setup W-ClearPass to assign users to different Roles to support guests,
contractors or employees.

The credentials used in this example are username/password, and are stored in a Windows Server Active
Directory. Any authentication type, including certificates, can be used with OnGuard posture policies. This
guide does not go into detail on configuring all authentication types. For further information on BYOD topics
through Onboard and Guest access, please see the W-ClearPass User Guide or other available deployment
guides at www.dell.com/support/.

The configuration examples in sections 4.3 and 4.4 detail a basic solution utilizing W-ClearPass OnGuard and
an N-Series switch. All scenarios contain a policy decision and enforcement based on posture information
from OnGuard.

The configuration for the W-Series controller remains the same regardless of the type of OnGuard client or
OS used. The configuration for W-ClearPass will differentiate between the following combinations of OnGuard
client types and PC OS:

OnGuard Persistent application

OnGuard Dissolvable application

Windows 7/8

Mac OSX

Linux Ubuntu
The solution will enable a webpage hosted by W-ClearPass for access to both OnGuard application types for
employees and guests scenarios. See the Creating an OnGuard Landing Webpage section for details.
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Dell W-Series Controllers Configuration — Wireless

The full configuration necessary to enable wireless access has many components and options. This example
assumes the administrator has a fully functioning basic WLAN configuration. The administrator should
configure the following prior to implementing this example.

Controller Network settings — VLANS, Ports, IP
AP configuration — AP Group, Virtual AP, SSID
AP Installation — APs provisioned to an AP Group

For more information on basic configuration, see the Dell Networking W-Series ArubaOS User Guide.

The configuration settings in this section are crucial to enable the authentication and access per the OnGuard
example scenario.

Note: Most configuration changes require the administrator to commit the change by pressing the Apply
button. This saves the change to the running config. Clicking on another area of the GUI before committing
the changes will cause the changes not to be saved. Clicking Save Configuration saves the running config
to the start-up config. The instructions below do not detail when to save the configuration.

Define 802.11 Security

1. Navigate to Wireless > AP Configuration, on the Configuration tab click the “AP Group Name”.

Note: AP group names, SSIDs, and other descriptive settings are unique to this example.
Screenshots will show the names as used in the test setup.
2. Expand Wireless LAN + Virtual AP + SSID (Figure 35).

Figure 35 shows authentication and encryption settings of the Virtual AP within the “AP Group”.
Administrators may keep their current security settings. W-ClearPass will support all types and
sources used by the W-Series controller.

3. Select WPA2 and AES using the radio buttons in the 802.11 Security section.

Configuration > AP Group > Edit "ClearPass_DG"

Profiles Profile Details
El wireless LN

= virtusl 2P SSID Profile > |Employee_CPDG-ssid_prof ¥ Show Reference Save As Reset

=l Employee_CPDGE-vap_prof Basic | aAdvanced

Employes_CPDG-
B aa aaa_prof Network

B eozk daalt Network Name (SSID) Employes_CPDG

Hotspot 2.0 802.11 Security

Employee CPDG-

= 5510 :
ssid_prof Hetwork Authentication

Mone 802.1x/WEP '® WPAZ WPAZ-PEK
Mized
EDCA Paramaters Station
Encryption * AES bSec-128 bSec-256
EDCA Paramet ters AP

Employee_CPDG- Keys

High-throughput SSID htssid_prof

802.11r

MM Traffic Management

Figure 35 SSID Profile — 802.11 Security

4. Click Apply to commit the changes.
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Set W-ClearPass as the RADIUS Server

1. Navigate to Security > Authentication, on the Servers tab, select RADIUS Server (Figure 36).

2. Add W-ClearPass, specify the Host, Key and NAS IP.
Security > Authentication > Servers

Servers | Asd Profiles | L2 Authentication | L3 authentication

2]

Server GQroup

User Rules

Advanced

RADIUS Server = ClearPass Show Reference Save As Reset
[=] RADIUS Server
Host [i72.25.172.188 |
ClearPass |““““ ®|
Key Retype:
LOAP Serwer
|........ @l
Internal DB Auth Port 1512
. Acct Port 1513
= Tacacs Accounting
Server Fetransmits E |
# TACACS Server Timeout sec
Mas 1D | *|
[# XML APT Serwer
MAS IP [i7z.25.172.44 |
[#] RFC 3576 Serwer Enable IPVE
[+ uwindows Server NAS IPvE | |
N R |
Source Interface
ipvBaddr |
Use MD5
Use IP address for calling station ID
Mode
Lowercase MAC addresses
MAC address delimiter none ¥

Searvice-tirne of FRAMFEM-IISFR

Figure 36 RADIUS Server settings

3. Click Apply to commit the changes.

Set W-ClearPass as the RFC 3576 Server

1. Navigate to Security > Authentication, on the Servers tab, select RFC 3576 Server (Figure 37).

2. Add the server using the IP address of W-ClearPass.
3. Specify the Key.
4. Click Apply to commit the changes.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0

DA LEMC



Security = Authentication > Servers

Servers | aas Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
B Server Graup RFC 3576 Server > 172.25.172.188 Show Reference | Save As | Reset
RADIUS Server
[ ®
ClearPass Key Retype:
R @

E LDAP Server
[#  Internal DB

= Tacacs Accounting
Server

[# TACACS Server
¥ HML API Server

[=] RFC 3576 Server

172.25.172 188

[#  windows Server

Figure 37 RFC 3576 Server

4.3.4  Create a Server Group

1. Navigate to Security > Authentication, on the Servers tab, select Server Group (Figure 38).
2. Add a server group using a descriptive name (example: Employee CPDG_svrgrp-vgs43).

3. Under Servers, click the New button.

4. Under Server Name, use the dropdown menu and choose the W-ClearPass Radius sever
previously configured.

Click Add Server.

Click Apply to commit the changes.

o o

Security > Authentication > Servers

Servers | Aaaad Profiles | L2 authentication | L3 Authentication | User Rules | Advanced

Bl Server Group Server Group > Employee_CPDG_srvgrp-vgs43 Show Reference | Save As | Reset

default

Employes_CPOG _srvarp-vgsdl Fail Through

internal

E  RADIUS Server

ClaarPass

F  LDaP Server

Internal DB

Figure 38 Server Group

Load Balance

Servers
Name Server-Type
ClearPass Radius

Mew
Server Rules
Priority Attribute
Mew

Operation Operand
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435 Define User Roles

This example contains two roles. If the device is healthy, the user is assigned an “Employee” role. To keep it
simple, this example uses an “Employee” role with just an “allow-all” policy. If the device is not healthy, the
user is assigned a quarantine role to allow only a set of restricted protocols and destinations. In this example,
the user will only be allowed to access the W-ClearPass server OnGuard landing webpage. The details of this
landing page are shown in the Creating an OnGuard Landing Webpage section.

4351 Creating an Employee User Role

Navigate to Security > Access Control, select the User Roles tab. (Figure 39).

Click Add.

Enter a Role Name under Misc. Configuration (example: Employee).

Select the appropriate Role VLAN ID.

Click Add under the Firewall Policies tab.

Select Choose From Configured Polices, choose allowall (session) from the dropdown menu.
Click the Done button.

8. Click Apply to commit the changes.

Security = User Roles > Edit Role{(Employee)

NOo bW

User Roles | Syster Roles | Policies | Time Ranges | Guest Access

« Back
Firewall Policies = Bandwidth Contracts Misc. Configuration
Name Rule Count Location i i -
lobal-sac] o Re-authentication a - !wnutes ' (0 disables re
global-sacl Interval authentication, & positive value enables
apprf-Emplovee-sacl o authentication 0-4096)
allowall 2 Role WLAN ID [} ¥
Add VPN Dialer Mot Assigned ¥
LZTP Pool Mot Assigned ¥ | (default-12tp-pool)
FPTP Fool Mot Assigned ¥ | (default-pptp-pool}
Captive Portal Profile Mot Assigned ¥
Captive Portal Check
far Accounting
WIA Connection Profile | Mot Assigned ¥
Max Sessions 65535 | {0 - 65535)
idp profile name nong ¥
Stateful NTLM Profile Mot Assigned ¥
Stateful Kerberos -
Profile Mot Assigned ¥
WISPr Profile Mot Assigned T
Enable Deep Packet 7
Inspection
Enable web Content 7
Classification =

Figure 39 Employee Role

4352 Creating a Quarantine User Role

Create a Destination Alias
The first step is to create a destination alias, which will be used in the firewall rules.

1. Navigate to Advanced Services > Stateful Firewall, select the Destinations tab (Figure 40).
2. Click Add.
3. Enter a descriptive Destination Name (example: OnGuard-page).
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Click Add under Type.

Select host from Rule Type dropdown menu.
Enter the IP Address of W-ClearPass server.
Click Add.

8. Apply configuration.

No o

Advanced Services > Stateful Firewall > Destinations > Edit Destination {OnGuard-page)

Global Setting | ACL White List | White List BW Contracts = Network Services | Destination

IF VYersion IFvd ¥
Destination Name
Destination Description
Invert
Type IP Address
host 172.25.172.168 32

Add

Commands

Figure 40 Destination configuration

Create a Quarantine User Role

OnGuard-page

NetMask/Range

« Back

BW¥ Contracts = BW Contracts Exception List

Actions
Delete | & ¥

Apply

Migw Commands

1. Navigate to Security > Access Control, select the User Roles tab.

Click Add.

Click Add under the Firewall Policies tab.
Select Create New Palicy, click Create.

Select Session as the Policy Type.
Click Add.
Select the following (leave others as default):

©ONOUA WD

Source — user.

Enter a Role Name under Misc. Configuration (example: OnGuard-redirect).
Select the appropriate Role VLAN ID (example uses the same vlan as employee vian).

Enter a descriptive Policy Name (example: Allow_Access_OnGuard_Weblogin_page).

Destination — alias — select OnGuard-page (destination from previous steps).

Service/Application — service — select svc-http (tcp 80).

Action — permit.

10. Click Add.
11. Click Add.
Select the following (leave others as default):

Source — user.

Destination — alias — select OnGuard-page (destination from previous step).

Service/Application — service — select svc-https (tcp 443).

Action — permit.

12. Click Add.
13. Click Done.
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Note: Administrators will need to add rules to this firewall policy to enable access to services and
hosts that are key to joining and authenticating to the network. One example of a service needed to
communicate while in this quarantine role is DHCP. In Figure 41, only the http(s) rules with the
destination alias are shown.

Security = User Roles = Edit Role{OnGuard-redirect) = Edit Session (Allow_Access_OnGuard_Weblogin_page)

User Roles | System Roles | Policies | Time Ranges | Guest Access

Rules

IP Yersion Source Destination ServicefApplication Action Log Mirror Queue Time Range Pause
1P user Cnsuard-page svo-htp perrit Low

IPwa user onGuard-page svo-https permit Low

Add

Mote: doplfcationAleb category rde wiil not be soofied do unsupported platform
Figure 41 Firewall Rule for user role

14. Click Add under the Firewall Policies tab (Figure 42).

15. Select Choose From Configured Polices, choose captiveportal (session) from the dropdown menu.
16. Click Done.

17. Click Apply to commit the changes.

Security > User Roles > Edit Role{OnGuard-redirect}

User Roles | System Roles | Policies | Time Ranges | Guest Access

« Bacl
Firewall Policies = Bandwidth Contracts Misc. Configuration
Name Rule Count Location et 0 minutes ¥ | (0 disables re-
alobal-sacl i} Interval authentication. A positive value enables
apprf-OnGuard-redirect-sacl a authentication 0-4096)
ra-quard 1 Role WLAN ID [ v
Allow Access OnGuard Weblogin page 2 . :
. VPN Dialer Mot Assigned ¥
captiveportal [3
add LZTP Pool Mot Assigned ¥ | (default-12tp-pool)
PPTP Poal Mot Assigned ¥ | (default-pptp-poal)
Captive Portal Profile OnGuard v
Captive Partal Check far 7
Accounting
Y14 Connection Profile Mot Assigned ¥
Max Sessions 65535 (0 - 65535)
idp profile name none ¥
Stateful NTLM Profile Mot Assigned ¥

Stateful Kerberos Profile Mot Assigned ¥
WISPr Profile Mot Assigned ¥

Enable Deep Packet
Inspection

Enable Web Content
Classification

rd

7

Figure 42 Quarantine user role
Note: The Captive Portal Profile setting under Misc. Configuration shows an OnGuard profile in the

figure above. This profile will be created in the next steps. This role must be revisited to set this profile after
creating it.
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4.3.6

43

Create Captive Portal Authentication Profile

This example utilizes a captive portal for users to access the OnGuard installation files. Users that do not
have OnGuard installed can open a browser and be redirected to a webpage instructing the user to run a
health scan. This is an easy, no-touch method to provide access to installation links. Details on building the
webpage are shown in the Creating an OnGuard Landing Webpage section.

1. Navigate to Security > Authentication, select the L3 Authentication tab > Captive Portal
Authentication.

Enter a descriptive name, click Add (example: OnGuard).
Click the name that was added under Captive Portal Authentication in the left-hand column.
Under Default Role select the quarantine role previously created (example: OnGuard-redirect).
Under Default Guest Role select the quarantine role previously created (example: OnGuard-
redirect).

Under Login page, the URL for the landing page described above should be entered. For this
example, the configured webpage is hosted on W-ClearPass. The URL in this example is

o wn

o

http://172.25.172.188/guest/OnGuard.php. This page name will be used in the Creating an
OnGuard Landing Webpage section.

7. Click Apply to commit the changes.
8. Click the Server Group setting located under the profile created above.
9. Under the Server Group dropdown menu, choose the server group created previously (example:

Employee CPDG_svrgrp-vgs43).
10. Click Apply to commit the changes.

Security > Authentication > L3 Authentication

Servers | Ash Profiles

[=] Captive Portal &uthentication

[#  default

= onGuard

Setwer Employee_CPDE_srwgrp-

Group  wigsd3

[# test

WISPr Authentication

YPM Authentication

YIA Authentication

WIA Connection

YIA Web Authentication

B M B B B B #

L2 authentication = L3 Authentication | User Rules = Advanced

Captive Portal Authentication Profile = DnGuard

Show Reference

Default Rale

OnGuard-redirect ¥

Default Guest Role

onGuard-redirect ¥

Stateful MTLM Authentication

Stateful Kerberos Authentication

Redirect Pause 10 sEC
User Login

Guest Login

Logout popup window

Use HTTP for authentication

Lagaon wait minimum wait i3 sec
Logon wait maximumm wait 10 sec
logon wait CPU utilization threshold 60 %o
Max Authentication failures 0

Show FQDN

Authentication Protocol Pap v

Login page

hitp://172.25.172 188/ques

Welcorne page

Fauthfwelcome html

Show Welcome Page o

Add switch IP address in the redirection URL

Adding user vlan in redirection URL

Add a controller interface in the redirection URL address

Figure 43 Captive Portal Profile
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4.3.7  Update the Quarantine User Role

Now that the captive portal profile has been created, the quarantine user role is updated.

1. Navigate to Security > Access Control, select the User Roles tab.

2. Click Edit corresponding to the quarantine user role (example: OnGuard-redirect).

3. On the right-hand side, under Captive Portal Profile, select the profile created in the last step
(example: OnGuard).

4. Under Captive Portal Check for Accounting, ensure the checkbox is selected.

5. Click Apply to commit the changes.

438 Add AAA Profile

Note: Administrators may already have a functional AAA profile. Modifying the existing profile is also an

option.
1. Navigate to Security > Authentication, select the AAA Profiles tab.
2. Click Add.
3. Enter a descriptive name (example: Employee_CPDG-aaa_prof) and click Add.
4. Click the name to edit the profile.
5. Under Initial role, select the quarantine role created previously (example: OnGuard-redirect).

This setting ensures the initial role given to any user is the role designated for devices with unknown
health status. The other settings can remain default for this example. It is always a good practice to
specify all default role settings per your network security policies.

6. Click Apply.

Click the 802.1x Authentication Server Group setting located under the profile created above.

8. From the dropdown menu, choose the server group created previously (example:
Employee CPDG_svrgrp-vgs43).

9. Click Apply to commit the changes.

10. Click the RADIUS Accounting Server Group setting located under the profile created above.

11. From the dropdown menu, choose the server group created previously
(example: Employee_CPDG_svrgrp-vgs43).

12. Click Apply to commit the changes.

13. Click RFC 3576 server.

14. Enter the IP address of the ClearPass server in the box, click Add.

15. Click Apply to commit the changes.

16. Click the IP address, and enter the same key used for the RADIUS Server settings.

17. Click Apply to commit the changes.

All other settings can remain default.

~N
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Security > Authentication > Profiles

Servers | AAs Profiles | L2 authentication | L3 Authentication | User Rules | Adwvanced
= aan 3
AAA Profile > Employee_CPDG-aaa_prof Show Reference Save As Reset
[# CPDG_test-aaa_prof
Initial role OnGuard-redirect ¥
[# default
MAC Authentication Default Role guest v
[#  default-dat1x -
802.1% Authentication Default Raole logon v
B default-dotLe-psk Download Role from CPREM
B defacltmac-auth L2 Authentication Fail Through
B default-opan Multiple Server Accounting
[#  default-xml-api
U idle ti " Enable
ser idle timeou
=] Employes_CPDG-aaa_prof ceconds
MAC Authentication N N
RADIUS Interirn Accounting
MAC Authentication Serwer —
Group default User derivation rules --MONE-- ¥
Wired to Wirel R i L
802,1% Authentication gﬁ;’;}"“f“ (S W9 WSS IHeemming
SIP authentication role --MONE-- M
202.1% - I
Device Type Classification i

Authentication Employes_CPDG_srwgrp-

Server Group wgsd3
Enforce DHCP

RADIUS

Accounting PaM Firewall Integration
Server Employes_CPDiE_srwgrp-

Group wgsd3d

[# ¥ML AP server

[# RFC 3576 server

Figure 44  AAA profile
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Add the AAA Profile to the Virtual AP Profile

The AAA profile needs to be used within the Virtual AP profile used for wireless user access.

Navigate to Wireless > AP Configuration, on the Configuration tab click the “AP Group Name”.
Expand Wireless LAN + Virtual AP.

Click the Virtual AP profile in use (example: Employeee_CPDG-vap_prof).

Click the AAA setting.

Under the AAA Profile drop down menu, select the profile created in the previous step
(example: Employee_CPDG-aaa_prof).

6. Click Apply to commit the changes.

Security > Authentication > Servers

s wnE

Servers | Aaaad Profiles | L2 authentication | L3 Authentication | User Rules | Advanced

[E Server Group

Server Group > Employee_CPDG_srvgrp-vgs43 Show Reference Save As Reset

default

Employes_CPOG _srvarp-vgsdl Fail Through

internal Load Balance

Servers
Name Server-Type
ClearPass ClearPass Radius Mo

E  RADIUS Server

trim-FQDN Match-Rule

Mew
F  LDaP Server Server Rules
Priority Attribute
Mew

Operation Operand Type Action Yalue validated

Internal DB

Figure 45 Server Group

Dell W-ClearPass Configuration - Wireless

W-ClearPass is configured via a GUI on standard browsers. This guide will show the key steps and
screenshots for configuring the example scenario. The entire browser window is not shown in each
screenshot to improve readability. In most cases, the navigation window on the left hand side of the screen is
not shown. To ensure readers understand the configuration location currently shown, the navigation path is
given before each screenshot. Within each major section, the current tab is highlighted with a dark blue color.

W-ClearPass allows administrators to configure policies and profiles directly from the main service
configuration screen. When using this method of configuration, the necessary windows are opened
automatically, which can streamline the amount of time it takes an experienced user to configure a fully
functional service. In this guide, each profile and policy will be built prior to the creation of the service to aid in
the description of navigating this configuration in this document.

Note: This guide does not detail the initial setup of the W-ClearPass server. For more information on VM
install, initial server configuration and licensing; refer to the W-ClearPass User Guides at
www.dell.com/support

Add W-Series as a Network Device

Before W-ClearPass will recognize authentication requests, the controller originating the request must be
added to the list of network devices in W-ClearPass. The IP Address and RADIUS shared secret must match
the configuration used on the controller (Figure 46).

DEALLEMC
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4.
5.
6.

From the W-ClearPass Welcome screen, click the ClearPass Policy Manager module.

The ClearPass Policy Manager opens.

Navigate to the Network Devices page by selecting, Configuration > Network > Devices.

Click +Add.

The Add Device window opens.

Enter the Name of the switch, IP Address, Description and RADIUS Shared Secret (Figure 46).
Select Aruba from the Vendor Name: dropdown box.

Click Add.

m SNMP Read Settings SNMP Write Settings CLI Settings

MName:

W-7200 Controller

IP or Subnet Address: 172.26.172.44 (e.g., 192.168.1.10 or 192.168.1.1/24 or
192.168.1.1-20)
Description: W-Series wireless controller
#
RADIUS Shared Secret:  [sseserssnsecnes Verify:  [sesssssnnensens
TACACS+ Shared Secret: Verify:
Vendor Mame: Aruba v
Enable RADIUS CoA: ¥ RADIUS CoA Port: 3799

Attributes

Attribute Value i
1.|Click to add...

[Copy ] Seve] Cancel

Figure 46 W-Series device settings

Add Active Directory as an Authentication Source

Note: This is the same step documented previously in the wired example.

1

To Add Active Directory as an authentication source, open the Authentication Sources page by
selecting Configuration > Authentication > Sources.

Click +Add.

Enter details for the authentication source as shown in Figure 47.

Figure 47 shows a partial configuration of the Active Directory Authentication Source. This example uses a
Windows Server with Active Directory installed as the source for username/password credential store.
W-ClearPass supports many different authentication sources. For more details on Active Directory
configuration and other source types, see the W-ClearPass User Guide at www.dell.com/support.

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0
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Configuration » Authentication » Sources » Add - CPDC

Authentication Sources - CPDC

Summary General m Attributes

Connection Details

Hostname: CPDC.CPtest.lab
Connection Security: MNone ¥
Port: 389 (For secure connection, use 636)

Verify Server Certificate: ¥ Enable to verify Server Certificate for secure connection

Bind DN: Administraton@ CPtest.lab
(e.g. administrator@example.com OR cn=administrator,cn=users,dc=example,dc=com)

Bind Password: . *
NetBIOS Domain Name: CPTEST

Base DN: dc=CPtest. de=lab Search Base Dn

Search Scope: SubTree Search v

LDAP Referrals: ) Follow referrals

Bind User: ¥ Allow bind using user password

User Certificate : userCertificate

Always use NETBIOS name: | Enable to always use NETBIOS name instead of the domain part in username for authentication

Figure 47 Active Directory Authentication Source

Create 802.1x Wireless Service with Posture Checks

W-ClearPass includes templates for many common services. These templates allow administrators to easily
build the services and their associated policies. This section details the use of the Aruba 802.1X Wireless
template located in the Start Here section within Configuration.

Aruba 802.1X Wireless

To authenticate users to an Aruba wireless network via 802.1X.

Figure 48 Aruba 802.1X Wireless Template

1. To create an 802.1x Wireless Service with Posture checks, navigate to Configuration > Start Here.
2. Select 802.1x Wireless (Figure 48).
The General tab (Figure 49) opens.

48
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Service Templates - Aruba 802.1X Wireless

m Authentication Wireless Network Settings Posture Settings Enforcement Details

Name Prefix™: [Posture Senarig| ]

Description

For wireless end-hosts connecting through an Aruba 802.11 wireless access device or controller, with authentication via IEEE 802.1X
(Service rules customized for Aruba WLAN Mobility Controllers). This template configures an AD Authentication Source; joins this node
to the AD Domain; creates Enforcement Policy for AD based attributes; and creates an Aruba Network Access Device.

€ Back to Start ere R ext> | Ad serice | Cancel

Figure 43 Aruba 802.1X wireless — General Tab

3. Type in the name prefix to identify the service name and policy names generated by the template.
The name 802.1X Wireless will be appended to the name prefix.

4. Click Next >.
The Authentication tab (Figure 50) opens.

Service Templates - Aruba 802.1X Wireless

General Authentication Wireless Network Settings Posture Settings Enforcement Details

Select Authentication Source: [ CPDC v

Figure 50 Aruba 802.1X wireless — Authentication Tab

5. From the dropdown menu, select the Authentication Source that was configured in the previous
steps. Additional authentication sources can be added later.

6. Click Next >.
The Wired Network Settings tab (Figure 51) opens.

Service Templates - Aruba 802.1X Wireless

General Authentication Wireless Network Settings Posture Settings Enforcement Details

Select a wireless controller from the list, or create a new one

Select Wireless Controller: | W-7200 Controller v |

Wireless Controller Name: |W-7200 Centroller

Controller IP Address: 172.25.172.44
Vendor Name: Aruba v
RADIUS Shared Secret: | [s====reeeseenes *
Enable RADIUS CoA: L
RADIUS CoA Port: 3799
T Imne——— Delse

Figure 51 Aruba 802.1X wireless — Wireless Network Settings Tab

7. From the dropdown menu, select the network device (W-Series controller) that was configured in the
previous steps.
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8. Click Next >
The Posture Settings tab (Figure 52) opens.

Service Templates - Aruba 802.1X Wireless

General Authentication Wireless Network Settings Posture Settings Enforcement Details

Enable Posture Checks to perform health checks after authentication.

Enable Posture Checks:

Host Operating System™: ¥ windows ¥ Linux # Mac 0s X

Quarantine Message: [You have been Quarantined!]

 Badcto Start Here R Next> | Add Service | Cancel
Figure 52 Aruba 802.1X wireless — Posture Settings Tab

9. Select the operating systems OnGuard needs to support.
10. Enter a Quarantine Message in the Quarantine Message: field.

This message is displayed anytime OnGuard detects a posture compliance issue.
11. Click Next >

The Enforcement Details tab (Figure 53) opens.

Configuration » Start Here

Service Templates - Aruba 802.1X Wireless

General Authentication Wireless Network Settings Posture Settings Enforcement Details

Create a new Enforcement Policy

Attribute Name Attribute Value Aruba Role

If | Department v | equals Employee then assign Role Employee

If | Account Expires ¥ | equals then assign Role

If | Account Expires v | equals then assign Role

Default Role™: OnGuard-redirect

Initial Role™: OnGuard-redirect

Quarantine Role™: OnGuard-redirect

«. Back to Start Here Delete | | Next >

Figure 53 Aruba 802.1X wireless — Enforcement Details Tab

12. Enter in the user role information configured on the wireless controller. User Role names must match
exactly. These settings can be changed and added to later.
13. Click Add Service.

Two Services are now added to the list of Services (Figure 54). (Numbering may vary between
deployments).

The services can be viewed by navigating to Configuration > Services. The two Services shown in Figure
54 will be modified after the Posture, Role Mapping and Enforcement Policies are configured.
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4451

51

] I
16. 16 Posture Senario Aruba 802.1X Wireless gy Web-based Health Check Only (o]
Posture Checks
1?.| 17 Posture Senario Aruba 802.1X Wireless RADIUS DELL W-Series Wireless (o]
Showing 1-17 of 17 Copy | Expurl| Delete |

Figure 54 Services added from template wizard

Define Posture Policies

The Aruba 802.1x Wireless template creates three posture policies (Figure 55) with the prefix name used in
the template. These policies are identical to the policies generated during the wired example.

Administrators can use the same policies for both wired and wireless to simplify the configuration. In this
example, using the previous policies will easily work.

Posture Scenario 802.1X Wired Linux

5" Posture Checks

& ‘ Posture Scenario 802, 1% Wired Mac 05 X
' Posture Checks

- ‘ Posture Scenario 802, 1% Wired Windows

Posture Checks
Figure 55 Posture Policy List

If the wired example has not been completed in your network, go to the Wired Define Posture Policies section
and configure the posture policy. Return to this section after completing the posture profile configurations.

Define Roles and Role Mappings

Role Mappings are used to apply conditions to each user to classify them into Roles. The Roles are then used
to identify users and can be used to enforce policies within the Service. There are numerous conditions and
rules that can be used to form a Role Mapping. For more information on Roles and Role Mapping, refer to the
W-ClearPass Policy Manger User Guide at www.dell.com/support.

For the purpose of this guide, this example will use default Roles built into the W-ClearPass Policy Manger.
The two Roles being used are [Employee] and [Guest]. Default configurations in W-ClearPass are identified
by the brackets surrounding the name.

Create a new Role Mapping

1. Navigate to Configuration > Identity > Role Mappings (Figure 56).

2. Click the + Add link in the upper right hand corner.

3. Name the policy. For this example, the name W-Series Wireless Role Mapping is used. In the
Default Role drop down, choose [Guest].

4. Click Next >.

5. Onthe Mapping Rules tab, click Add Rule.
The Rules Editor opens (Figure 56), enter the following.
e Type: Authorization: CPDC (name of the Active Directory used in this example)
e Name: Department
e Operator: CONTAINS
e Value: Employee (value used in the department field of an Active Directory user account)

ClearPass NAC and Posture Assessment for Campus Networks | version 1.0 DALLEMC
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6. Use the [Employee] Role for the Role Name.

Rules Editor o
Matches ® ANY or 0 ALL of the following conditions:
Type Name Operator Value
1.|Authmr\zatimn:CDDC Department CONTAINS Employes t
2. |Click to add...
Role Name: [Employea] r

[Save ] Cance’
Figure 56 Role Mapping — Mapping Rule

Administrators can build sophisticated condition lists and any number of Rules to be as specific as
needed to identify many types of users. This simplistic example will result in any user with the
Employee department name in Active Directory being assigned the [Employee] Role. Any user that
does not have this Active Directory department field populated with Employee will be assigned the
default [Guest] Role.

7. Save the Rule.
Next > to move to the Summary tab.
9. Verify the information is correct, then click Save.
The new role mapping will appear in the Role Mapping list.

®

The Role Mapping that was just created will be used in the 802.1x RADIUS Service. No Role Mapping will be
used for the Health Check Service. A more detailed explanation of the two services is discussed later in this
section.

Define Enforcement Policies and Profiles

Enforcement Policies are a group of rules with conditions that direct enforcement actions that ultimately are
sent to the Network Access Device, which in this example is the W-Series controller. Enforcement profiles are
a collection of attributes that define those enforcement actions.

The Aruba 802.1x Wireless template with posture checks produced two Services the Health Check Service
and the Radius Service. Both of these services need Enforcement Policies, and their associated Enforcement
Profiles. The Health Check Service will produce a posture token (by executing an action), while the Radius
Service will use that token (within its conditions) to determine a User Role assignment action.

Enforcement Profiles are used within the Enforcement Policies, so the profiles are configured first.

Health Check Enforcement Profiles and Policies

Terminate Session Profile for the Health Check Service
The Health Check Service requires a profile to terminate the session so that the RADIUS 802.1X
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authentication Service can use the posture token in a new authentication routine. The terminate session
profile will utilize the Change of Authorization feature to force a re-authentication.

W-ClearPass has a default terminate session profile that can be used with the W-Series controller. The name
of the profile is [Aruba Terminate Session]. This example uses the default profile.

Enforcement Policy for the Health Check Service
The following will detail an example of configuring the Enforcement Policy for the Health Check Service. The
pre-populated policy from the template is sufficient for this example and most of the default settings are kept.

1. Navigate to the list of Enforcement Policies by selecting Configuration > Enforcement > Policies.
2. Click the pre-populated policy name for the Health Check Service.
In this example, the name is Posture Scenario Aruba 802.1X Wireless OnGuard Agent
Enforcement Policy, and its type is WEBAUTH. The template automatically generates this policy
based on the prefix name.
Click the Enforcement tab.
Under the Default Profile, ensure the [RADIUS_CoA] Aruba Terminate Session is selected.
5. Navigate to the Rules tab (Figure 57).
For the example in this guide, the pre-populated conditions and actions work well. No changes are
made to the default conditions.

> W

Configuration » Enforcement » Policies » Edit - Posture Senario Aruba 802.1X Wireless OnGuard Agent Enforcement Policy

Enforcement Policies - Posture Senario Aruba 802.1X Wireless OnGuard Agent Enforcement
Policy

Note: This Enforcement Policy is created by Service Template

Summary Enforcement m

Rules Evaluation Algorithm: '® Select first match ' Select all matches

Enforcement Policy Rules:

Conditions Actions
1 (Tips:Posture HEALTHY (07 Posture Senario Aruba 802.1X Wireless Quarantined Agent
’ \Tps: Lo Enforcement, [Aruba Terminate Session]
h =
5. (Tips:Posture HEALTHY (0)) Posture Senario Aruba 802:1){ \..-'|relelss l_-|ea|thy Agent
Enforcement, [Aruba Terminate Session]
Add Rule Move Up || Move Down | Edit Rule || Remove Rule |

Figure 57  Enforcement Policy for OnGuard Service

The first condition states that any posture token values not equal to HEALTHY (0) will trigger this rule to be
enforced. The Enforcement Profiles underneath the condition are the actions that will be applied if the
conditions in this rule are met. The first profile in the list is named [Agent] Posture Scenario Aruba 802.1X
Wireless Quarantined Agent Enforcement. This profile simply displays a quarantine message to the client.
This profile can be seen in the list of Enforcement Profiles at Configuration > Enforcement > Profiles. The
profile was also created from the Service template during the Service creation earlier. The settings for this
profile are being kept as default and are not shown in this guide.

The second condition states that any posture token values equal to HEALTHY/(0) will trigger this rule to be
enforced. The Enforcement Profiles underneath the condition are the actions that will be applied if the
conditions in this rule are met. The first profile in the list is named [Agent] Posture Scenario Aruba 802.1X
Wireless Healthy Agent Enforcement. This profile simply displays a healthy message to the client. This
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profile can be seen in the list of Enforcement Profiles at Configuration > Enforcement > Profiles. The
profile was also created from the Service template during the Service creation earlier. The settings for this
profile are being kept as default and are not shown in this guide.

This concludes the Enforcement Policy and profiles for the Health Check Service. The next steps detail the
configuration for the policy and profiles used in the RADIUS 802.1X Service.

RADIUS 802.1X Enforcement Profiles and Policies

Enforcement Profile for RADIUS 802.1X Service

The RADIUS 8021.X Service requires an Enforcement profile to enable the assignment of a user role. In this
example, a client device that fails a health check will be assigned to a quarantine user role named OnGuard-
redirect. A client device that passes a health check will be assigned an employee user role named
Employee. These user roles were previously configured in the W-Series controller.

The following steps create a profile to enforce a user role assignment.

Navigate to the list of Enforcement Profiles by selecting Configuration > Enforcement > Profiles.
Click the + Add link in the upper right hand corner.

From the Template dropdown menu, choose Aruba RADIUS Enforcement

Name the policy.

This example uses W-Series Employee Role as the profile name.

Leave all other settings as default, and click Next > to move to the Attributes tab.

On the attribute value, click the value Enter role here. Manually enter the name of the user roles
configured on the W-Series controller for employees.

In this example, Employee was the user role. Ensure the user role name exactly matches the user
role name on the controller.

7. Save the attribute line by clicking the disk icon to the right.

Click Next > and review the Summary tab.

9. Click Save.

The summary tab should look similar to the picture below (Figure 58).

o=

o o

®
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Configuration » Enforcement » Profiles » Edit Enforcement Profile - W-Series Employe Role

Enforcement Profiles - W-Series Employe Role

m Profile Attributes

Profile:
Mame: W-Series Employe Role
Description:
Type: RADIUS
Action: Accept

Device Group List: =

Attributes:
Type Name Value
1.|Radius:Aruba Aruba-User-Role = Employee

Figure 58  Enforcement Profile — Employee Role

The following steps create a profile to enforce a quarantine user role assignment.

Navigate to the list of Enforcement Profiles by selecting Configuration > Enforcement > Profiles.
Click the + Add link in the upper right hand corner.

From the Template dropdown menu, choose Aruba RADIUS Enforcement.

Name the policy.

This example uses W-Series Redirect to OnGuard as the profile name.

Leave all other settings as default, and click Next > to move to the Attributes tab.

On the attribute value, click the value Enter role here. Manually enter the name of the user roles
configured on the W-Series controller for employees.

In this example, OnGuard-redirect was the user role. Ensure the user role name exactly matches the
user role name on the controller.

7. Save the attribute line by clicking the disk icon to the right.

8. Click Next > and review the Summary tab.

9. Click Save.

o=

oo

Enforcement Policy for the RADIUS 802.1X Service

The following steps configure the Enforcement Policy for the RADIUS 802.1X Service. The pre-populated
policy from the template is sufficient for this example and many settings will be kept as default. The next steps
will describe the contents of the Enforcement Policy.

1. Navigate to Configuration > Enforcement > Policies.
2. Click the pre-populated policy name for the Health Check Service.
In this example, the name is Posture Scenario Aruba 802.1X Wireless Enforcement Policy, and
its type is RADIUS. The template has automatically generated this policy based on the prefix name.
3. Click the Enforcement tab.
4. Under the Default Profile, choose [W-Series Redirect to OnGuard].
This example uses the quarantine profile to place users that fail authentication checks into the

DEALLEMC
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guarantine user role. If the administrator chooses, a profile to deny access or place users into a
different user role is possible here.
Navigate to the Rules tab. Remove all the default rules by selecting each rule and clicking Remove
Rule.
In this example, this authentication policy has only two outcomes given the correct credentials.

e The user is authenticated, is identified as an Employee, and has a Healthy token

e The user is authenticated, and does not have a Healthy token

The first outcome will place the user in the employee user role Employee. The second outcome will
place the user into a quarantine user role OnGuard-redirect.

If the administrator has other user classifications and conditions, they can add them here at this time.
Additional profiles or user roles may be required.

To configure rules per the example above, click Add Rule.

Create two conditions

Note: The first condition must be saved before the second condition can be created.
Condition 1

e Type: Tips

e Name: Role

e Operator: EQUALS

o Value: [Employee] (add other roles to the list here if applicable)

Condition 2

e Type: Tips

e Name: Posture

e Operator: EQUALS
e Value: HEALTHY (0)

Under the Enforcement Profiles section, choose [RADIUS] W-Series Employee Role.
The Rules Editor windows should look like Figure 59 below.
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Match ALL of the following conditions:
Type Name Operator Value
1.|Tips Role EQUALS [Employee] i
2.|Tips Posture EQUALS HEALTHY (0) @
3.|click to add...
Profile Names: [RADIUS] W-Series Employe Role -
Move Up
Move Down
| —Select to Add— v
 Save |
Figure 59 Enforcement Policy — Healthy Employee Rule
10. Click Save.
11. Create a second rule, click Add Rule.
12. Create two conditions.
Note: The first condition must be saved before the second condition can be created.
Condition 1
e Type: Tips
¢ Name: Role
e Operator: EQUALS
e Value: [User Authenticated]
Condition 2
e Type: Tips
¢ Name: Posture
e Operator: NOT_EQUALS
e Value: HEALTHY (0)
13. Under the Enforcement Profiles section, choose [RADIUS] W-Series Redirect to OnGuard.
14. The Rules Editor windows should look like Figure 60 below.
DELLEMC
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Match ALL of the following conditions:
Type Name Operator Value

1. ‘Tips Role EQUALS [User Authenticated] i

- ‘Tips Posture NOT_EQUALS HEALTHY (0) o

3. click to add...
Enforcement Profiles

profile Names: [RADIUS] W-Series Redirect to OnGuard

Move Up
Move Down
| —Select to Add— v |
[Save

Figure 60 Enforcement Policy — Not Healthy Rule

15. Click Save to save the rule.
16. Click Save again to save the Enforcement Policy.

Configure the Services
Now that all the components of the Service are defined and configured, the Services themselves need to be
configured.

1. Navigate to Configuration > Services.

2. Select Service: Posture Scenario Aruba 802.1X Wireless.

3. Select the Service tab.
The template populates the Service Rules with two rules and requires all rules match. For this
example, the only change will be to define the SSID name. Administrators can add other rules to
narrow the devices that this Service will be applied to at any time.

4. Click the third rule and change Operator to CONTAINS and the Value to the name of the SSID of
your network. In this example, the SSID name is Employee_CPDG. The Service tab should look like

Figure 61.

DA LEMC



Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless

Services - Posture Senario Aruba 802.1X Wireless

Summary m Authentication Roles Enforcement

Mame: Posture Senario Aruba 802.1X Wireless
Description: To authenticate users to an Aruba wireless
network via 802.1X. .
Type: DELL W-Series Wireless
Status: Enabled
Monitor Mode: ) Enable to monitor network access without enforcement
More Opfions: ) Authorization ! Posture Compliance | Audit End-hosts | Profile Endpoints || Accounting Proxy

Service Rule

Matches ‘' ANY or ® ALL of the following conditions:

Type Name Operator Value b
1.|Radius:IEI’F MNAS-Port-Type EQUALS Wireless-802.11 (19) ij
L . Login-User (1), Framed-User o .
2.|Radius:IETF Service-Type BELONGS_TO (2), Authenticate-Only (8) By w
3.|Radius:Aruba Aruba-Essid-Name CONTAINS Employee_CPDG ij

4. [Click to add...

Figure 61 802.1X Wireless Service - Service tab

5. Move to the Authentication tab (Figure 62).
This example uses Microsoft Active Directory with username/password for the credentials.
Authentication methods for this example can be kept as default. Administrators can use any type of
authentication method required by their network security policy.

6. Remove or add authentication methods.

7. Remove or add authentication sources as needed.

Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless

Services - Posture Senario Aruba 802.1X Wireless

Summary Service Authentication Roles Enforcement

Authentication Methods: [EAP PEAP] - Add new Authentication Method
Move Up
[EAP FAST] Move Down
[EAP TLS] ™~ Remove |
[EAP TTLS] View Details
Modify
—-Select to Add-- v
Authentication Sources: CPDC [Active Directory] - Wiove Up Add new Authentication Source
Move Down
Remove
View Details
Modify
—-Select to Add-- v
Strip Username Rules: ) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Figure 62 802.1X Wireless Service — Authentication tab

8. Move to the Roles tab (Figure 63).
9. For the Role Mapping Policy, select W-Series Wireless Role Mapping from the dropdown menu.

DELLEMC
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Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless

Services - Posture Senario Aruba 802.1X Wireless

Summary Service Authentication m Enforcement

Role Mapping Policy: W-Series Wireless Role Mapping Al Modily |
Role Mapping Policy Details

Description:

Default Role: [Guest]
Rules Evaluation Algorithm: first-applicable

Conditions Role

1. (Authorization: CPDC:Department Employee) [Employes]

Figure 63 802.1X Wireless Service- Roles tab

10. Move to the Enforcement tab.

The template has populated the appropriate Enforcement Policy in the dropdown menu.
11. Verify that the correct policy details are shown (Figure 64).

Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless

Services - Posture Senario Aruba 802.1X Wireless

Summary Service Authentication Roles

Use Cached Results: ¥/ Use cached Roles and Posture attributes from previous sessions
Enforcement Policy:

Posture Senario Aruba 802 1X Wireless Enforc v | LT
Enforcement Policy Details

Description:

Default Profile: W-Series Redirect to OnGuard
Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
(Tips:Role [Employee]) P
L. (Tips:Posture HEALTHY (0)) w-Series Employe Role
(Tips:Role [User Authenticated]) e .
2, (Tips:Posture ) HEALTHY (0)) W-Series Redirect to OnGuard

Figure 64 802.1X Wireless Service — Enforcement tab

12. Click Save to save the Service.

13. Select the Service: Posture Scenario Aruba 802.1X Wireless Posture Checks.

14. Select the Service tab.
For this example, keep all the default settings.

15. Select the Roles tab.
For this example, no Roles are needed for this Health Check Service.

16. Select the Posture tab (Figure 65).
During testing, Posture Policies can be kept as default, but it is recommended to modify each OS
specific policy to reflect the heath posture being tested. Click the desired policy agent type and click
Modify to open the policy window. Select the Posture Plugins tab, and click the Configure button
under Plugin Configuration. Default settings enable AntiVirus and Firewall checks for each OS
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version. For initial testing, it is recommend that functionality be validated with a single OS and health
check setting (e.g. Windows 7 and Firewall). Click Save to save the Plugin Configuration, and Save
again to save the Posture Policy.

It is also useful to have control over the health status of the client. Auto-remediation can fix many
health issues automatically on the device. If administrators want to verify assigned vlans and other
enforcement actions, it is recommended that they uncheck the Remediate End-Hosts checkbox.
This box can be checked at any time after verifying the policy actions are behaving as expected.

Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless Posture Checks

Services - Posture Senario Aruba 802.1X Wireless Posture Checks

Summary Service Roles Posture Enforcement

Posture Policies:

Posture Policies: Only OnGuard agent type Posture Policies are applicable for this service
Posture Senario Aruba 802.1X Wireless Windov

Posture Senario Aruba 802.1X Wireless Linux F %
Posture Senaric Aruba 802.1X Wireless Mac O}

Modify
--Select to Add-- v
Default Posture Token: QUARANTINE (20) v
Remediate End-Hosts: ¥/ Enable auto-remediation of non-compliant end-hosts
Remediation URL:
Posture Servers:
Posture Servers:
Remove
View Details
Modify
—-Select to Add-- v

Figure 65 802.1X Wireless Posture Service — Posture tab

17. Move to the Enforcement tab (Figure 66).
The template has populated the appropriate Enforcement Policy in the dropdown menu.
18. Verify that the correct policy details are shown.
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Configuration » Services » Edit - Posture Senario Aruba 802.1X Wireless Posture Checks

Services - Posture Senario Aruba 802.1X Wireless Posture Checks

Summary Service Roles Posture m

Use Cached Results: Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: Posture Senario Aruba 802.1X Wireless OnGu: ¥ Add new Enforcement Policy
Enforcement Policy Details

Description:

Default Profile: [Aruba Terminate Session]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
Posture Senario Aruba 802.1X Wireless Quarantined Agent

. I - : ;
L (Tips:Posture HEALTHY (0)) Enforcement, [Aruba Terminate Session]

— . Posture Senario Aruba 802.1X Wireless Healthy Agent
2 (Tips:Posture HEALTHY (0)) Enforcement, [Aruba Terminate Session]

Figure 66 802.1X Wireless Posture — Enforcement tab

19. Click Save to save the Service.
Configuration of the W-ClearPass Services to include all supporting policies and roles is now
complete.

448 Creating an OnGuard Landing Webpage
The W-Series controller has a very useful captive portal function that can be used on both guest and
employee networks. In this example, an employee network is enabled with a captive portal to allow easy
access to the OnGuard download URL. It also provides access to the OnGuard dissolvable client URL.

W-ClearPass Guest provides a web-hosting feature. Using this feature allows for a single solution that does
not require a separate webpage. Administrators also have the option of using their own web hosting solution if
desired.

1. From the W-ClearPass Welcome screen (Figure 67), select the ClearPass Guest module.
W-ClearPass Guest will open in a new browser tab.

DA LEMC
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EMPLOYEES, GUESTS, CONTRACTORS

10

@ C iile E

B . cee

AAA/POLICY DEVICE VISITOR DEVICE HEALTH
MANAGEMENT ONBOARDING MANAGEMENT

|®, . ClearPass Policy Manager

/ . . B .

‘@ Role-based Policies, Enterprise-grade AAA with Device
“  Profiling

‘§’ ClearPass Guest
E, Guest Management

=

" Advanced Analytics, In-depth Reporting, Compliance &
Regulation

Mobile Devices Provisioning

ClearPass Onboard ‘ ‘ ! ClearPass Insight

Figure 67 W-ClearPass Welcome page

Navigate to Home > Configuration > Pages > Web Logins.

Click Create a new web login page on the upper right.

Enter a descriptive name in the Name field (example: OnGuard Portal).

Enter a name used in the URL for the Page Name field (example: OnGuard).

The Page Name should match name used in the URL in the Create Captive Portal Authentication

Profile section (http://ClearPass.IP.address/guest/page_name.php where page _name is the name

entered in this step).

6. Under Login Method, choose Policy —initiated — An enforcement policy will control a change of
authorization.

7. Under Login Form - Authentication, choose Anonymous — Do not require a username or
password.

8. Check Auto-Generate the anonymous account (leave the Anonymous User field blank, it will be
auto-populated).

9. Check Enable bypassing the Apple Captive Network Assistant if desired.

10. Under Login Form — Custom Labels check Override the default labels and error messages.

11. Under Login Form - Pre-Auth Check, select Local- match a local account.

12. Under Login Form — Log In Label, enter a descriptive label (example: Press to Run Health Check).

13. Under Login Page — Header HTML, enter any instructions or webpage html customization for the

header. In this example, the following html was used:

o un
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{nwa_text id=7980}<p>
<br>
To determine if your client meets the minimum security requirements:

<br>

<br>

Press the button below to run the dissolvable agent

<br>

<br>

</p>{/nwa_text}

14. Under Login Page — Footer HTML, enter addition instructions and the URL for each OnGuard

download link. The URL can be determined by accessing the W-ClearPass Policy Manager GUI, and
navigating to Administration > Agents and Software Updates > OnGuard Settings.
In this example, the following html was used:

{nwa_text id=7979}<p>
<br>
<p>0OR</p>

<br>

<br>

<p>Click the link to download the persistent client.

<br>

<br>

</p>

<a href="http://172.25.172.188/agent/installer/windows/ClearPassOnGuardinstall.exe">Windows
OnGuard Persistent Agent

</a>

<br>

<br>

<a href="http://172.25.172.188/agent/installer/mac/ClearPassOnGuardinstall.dmg">Mac OSX
OnGuard Persistent Agent

</a>

<br>

<br>

<a
href="http://172.25.172.188/agent/installer/ubuntu/ClearPassOnGuardinstall.tar.gz">Ubuntu
OnGuard Persistent Agent

</a>

</p>{/nwa_text}
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15. Under Post-Authentication - Health Check, check the checkbox for Require a successful OnGuard
health check.
16. Under Post-Authentication - Health Check, select Native agents only.
17. Click Save Changes.
The following figures (Figure 68 - Figure 72) detail the steps above.

|OnGuard Portal 2]

Enter a name for this web login page.

|0nGuard |
Page Name:  Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php”.

* Name:

Description:

Comments or descriptive text about the web login.

| Aruba Networks v |

Select a predefined group of settings suitable for standard network configurations.

* vendor Settings:

| Policy-initiated — An enforcement policy will contrel a change of authorization ¥
Login Method: = select how the user's network login will be handled.
Server-initiated logins require the user's MAC address to be available, usually from the captive portal redirection process.

| Do not check — login will always be permitted A |
Security Hash: | select the level of checking to apply to URL parameters passed to the web login page.
Use this option to detect when URL parameters have been modified by the user, for example their MAC address.

Figure 68 Web Login Page
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Login Form

Options for specifying the behaviour and content of the login form.

Authentication:

Auto-Generate:

* aAnonymous User:

Prevent CMA:

Custom Form:

Custom Labels:

* pre-auth Check:

Pre-Auth Error:

Terms:

Log In Label:

|An0n\,rmous — Do not require a usemame or password v

Select the authentication requirement.

Access Code requires a single code (username) to be entered.

Anonymous allows a blank form requiring just the terms or a Log In button. A pre-existing account is requirad.
Auto is similar to anonymous but the page is automatically submitted.

Access Code and Anonymous require the account to have the Username Authentication field set.

[« Auto-generate the anonymous account
The account will be created without a session limit or expiration time, and with the Guest role (ID 2).

The account to use for anonymous authentication.
The password will be visible within the HTML.
It is recommended to increase the account Session Limit to the number of guests vou wish to support.

¥ Enable bypassing the Apple Captive Network Assistant

The Apple Captive Metwork Assistant (CMA) is the pop-up browser shown when joining a network that has a captive portal.
Mote that this option may not work with all vendors, depending on how the captive portal is implemented.

) provide a custom login form

If selected, you must supply your own HTML login form in the Header or Footer HTML areas.

¥ gverride the default labels and error messages
If selected, yvou will be able to alter labels and error messages for the current login form.

| Local — match a local account v |
Select how the username and password should be checked before proceeding to the NAS authentication.

The text to display if the username and password lookup fails.
Leave blank to use the default (Invalid username or passwaord).

] Require a Terms and Conditions confirmation
If checked, the user will be forced to accept a Terms and Conditions checkbox.

|Press to Run Health Check |
The form label for the log in button.
Leave blank to use the default (Log In).

Figure 69 Web Login Page Continued
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Default Destination
Options for controlling the destination clients will redirect to after login.

* Default URL: | Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

) Force default destination for all clients
If selected, the client’s default destination will be overridden regardless of its value.

Override Destination:
Login Page

Options for controlling the look and feel of the login page.
| (Default) v

Choose the skin to use when this web login page is displayed.

* Skin:

Title:  The title to display on the web login page.
Leave blank to use the default (Login).

{nwa_cookiecheck}
{if $e:|::|:m.5g}{nwa_ic.antext Type=srrorli{ferrmsg|escapsl
{/owa_icontext}{/if}

K

{nwa_text id=T980}<p>
<br>
To determine if your client meets the minimum

Header HTML: |security regquiremsnts:

<br>

<br>

Press the button below to run the dissolwvable agent
<br>

T

b

| Insert... v

HTML template code displayed before the login form.

{nwa_text id=T7979}<p>
<br>
<p>0R</p>

3

<br>
<br>

<p>Click the link to download the persisctent client.
Footer HTML: | |kbr>

<br>
</Sp>
<3 -
href="http://172.25.172.188/agent/installer,/windows/Cle
o e AT £o11 1 A R | From . FRp P

HTML template code displayed after the login form.

Figure 70 Web Login Page Continued
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Login Message:

* Login Delay:

Advertising:

Social Logins

Social Login:

Allowed Access:

Denied Access:

* Deny Behavior:

Advertising Services
Enable advertising content on the login page.

{nwa text id=7978}<p>
Logging in, please wait...
</p>{/nwa_textc}

[Insert

HTML template code displayed while the login attempt is in progress.

o]

The time in seconds to delay while displaying the login message.

] Enable Advertising Services content

Optionally present guests with various social login options.

I_] Enable login with social network credentials

MNetwork Login Access
Controls access to the login page.

A

Enter the IP addresses and networks from which logins are permitted.

Enter the IP addresses and networks that are denied login access.

| Send HTTP 404 Mot Found status ¥

Select the response of the system to a request that is not permitted.

Figure 71 Web Login Page Continued
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Post-Authentication
Actions to perform after a successful pre-authentication.

¥ Require a successful OnGuard health check
If selected, the guest will be required to pass a health check prior to accessing the netwark.

Health Check:

| Native agents only v |
Client Agents:  select the agent options for client scanning.
Mative agents are available for Microsoft Windows and Apple 0S X. All other OS will fall back to Java.

Header HTML:

|Insert._ ¥
HTML template code displayed before the health check text.

Footer HTML:

|Insert... v
HTML template code displayed after the health check text.

[ Mark the user's MAC address as a known endpoint
If selected, the endpoint’s attributes will also be updated with other details from the user account.

',‘ Save Changes 1t Save and Reload

Figure 72 Web Login Page Continued

Update Endpoint:
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The web login page can be viewed directly from the configuration page by selecting the name of the web login
and clicking Test underneath the name (Figure 73).

Home » Configuration » Pages » Web Logins
ﬂ'f}' Create a new web login page

Web Logins

Many NAS devices support Web-based authentication for visitors.
By defining a web login page on the ClearPass Guest you are able to provide a customized graphical login page for visitors accessing the network through these NAS devices.

Use this list view to define new web login pages, and to make changes to existing web login pages.

@ Onboard device provisioning pages are now managed from the Web Login tab within provisioning settings

Page Title Page Name Page Skin
I“ﬁ OnGuard Portal OnGuard (Default)
;5’ Edit _:_l Duplicate Q3 Delete o Test
1 web login g'} Reload Show all rows v

Figure 73 Displaying the web login page

The page will be displayed in a new browser tab. It should look like the Figure 74 if all the example settings
and html are used.

. ClearPass Gl

Login

To determine if your client meets the minimum security requirements:

Press the button below to run the dissolvable agent

Press to Run Health Check

OR

Click the link to download the persistent client.

Windows OnGuard Persistent Agent

Mac OSX OnGuard Persistent Agent

Ubuntu OnGuard Persistent Agent

Figure 74 Example Web Login Page
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Testing the Configuration

The W-ClearPass and N-Series configuration in this guide can be tested with any client. The following details
the use of a Windows 7 laptop.

1.

ok N

o

10.

Ensure user is defined and entered into the Active Directory with a Department of Employee. Ensure
the laptop is part of the domain.

Connect laptop to the appropriate SSID. Ensure the laptop firewall is enabled.

Enter credentials when prompted on the laptop.

User is authenticated, placed into the quarantine user role due to absence of a health token.

Open a browser to be redirected to the landing page. Install OnGuard by clicking the appropriate
download link (persistent or dissolvable).

Wait for OnGuard to scan health once installed. OnGuard initiates a re-authentication. User is placed
into the employee user role.

Turn off the laptop firewall.

Wait for OnGuard to rescan health after detecting a change to the firewall. OnGuard initiates a re-
authentication. User is placed into the quarantine user role.

Turn firewall on.

Wait for OnGuard to rescan health after detecting a change to the firewall. OnGuard initiates a re-
authentication. User is placed into the employee user role.
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5 Wireless Access with Dell W-Series Instant Access Points

51 Topology

W-ClearPass Appliance Eu—a
u M-Series Switch

Del PowerEdge Rack Sernver

Active Directory

Dell PowerEdge Rack Server

. / o~ W-Series

e \ Instant
Access
DHCR @ Point

Del PowerEdge Rack Sernver

-
E Wireless
FC

Figure 75 Wireless topology with W-Series Instant Access Points

5.2 Example Scenario — W-Series Instant

The following example details a typical scenario involving a user requiring access to a corporate or guest
network. Posture compliance with OnGuard is the key feature demonstrated.

Example of Wireless Network Access BYOD with Posture Checks

In this scenario, a user requires network access with a device not supplied by a corporate IT department and
is connecting to network via a wireless connection.

The user connects to the network via a wireless SSID.

The user is prompted for credentials to access the network.

W-ClearPass authenticates the user’s credentials.

W-ClearPass detects if OnGuard has been installed and if the device is healthy.

g. If OnGuard is installed and the device is healthy, W-ClearPass places the user in the appropriate
User Role.

h. If OnGuard is installed and the device is not healthy, W-ClearPass places the user in a
guarantine User Role.
Users are automatically re-authenticated once the issue is resolved and placed into the

=
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appropriate User Role. In some cases, auto-remediation can perform changes without user
action.
i. If OnGuard has not been installed, the user is automatically redirected to a webpage to run a one-

time scan, or to install the OnGuard persistent client.

OnGuard scans the device and determines if the client is compliant with the health policy.

i. If healthy, W-ClearPass places the user in the appropriate vlan.

ii. If not healthy, W-ClearPass places the user in a quarantine vlan
Users are automatically re-authenticated once the issue is resolved and placed into the
appropriate User Role. In some cases, auto-remediation can perform changes without user
action.

The scenario detailed above can be used for any type of guest or employee network. The example in this
paper uses a single employee vlan. The user is assigned a full access Employee Role or a restricted
Quarantine Role. Administrators can setup W-ClearPass to assign users to different Roles to support guests,
contractors or employees.

The credentials used in this example are username/password and are stored in a Windows Server Active
Directory. Any authentication type, including certificates, can be used with OnGuard posture policies. This
guide does not go into detail on configuring all authentication types. For further information on BYOD topics
through Onboard and Guest access, please see the W-ClearPass User Guide or other available deployment
guides at www.dell.com/support/.

The configuration examples in sections 4.3 and 4.4 detail a basic solution utilizing W-ClearPass OnGuard and
an N-Series switch. All scenarios contain a policy decision and enforcement based on posture information
from OnGuard.

The configuration for the W-Series IAP remains the same regardless of the type of OnGuard client or OS
used. The configuration for W-ClearPass will differentiate between the following combinations of OnGuard
client types and PC OS:

OnGuard Persistent application

OnGuard Dissolvable application

Windows 7/8

Mac OSX

Linux Ubuntu
The solution will enable a webpage hosted by W-ClearPass for access to both OnGuard application types for
employees and guests scenarios. See the Creating an OnGuard Landing Webpage section for detalils.
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53 Dell W-Series Instant AP Configuration — Wireless

The full configuration to enable wireless access has many components and options. This example assumes
the administrator has a fully functioning basic WLAN configuration. The administrator should have the
following configurations prior to implementing this example:

e Virtual Controller Network settings — VLANS, Ports, IP
e AP configuration — Networks

For more information on basic configuration, see the Dell Networking W-Series Instant User Guide at
http://www.dell.com/support/.

The configuration settings in this section are the crucial settings to enable the authentication and access per
the OnGuard example scenario.

54 Configure Authentication Server

1. Click Security in the upper right-hand corner of the Instant GUI.
2. On the Authentication Servers tab, click New.
3. Enter the Name, IP address and Shared key for the W-ClearPass server (Figure 76).
4. Enable RFC 3576 by selecting Enabled from the drop down list.
5. Click OK.
Edit
Name: ClearPass

1P address: m‘
Auth port: ILSLZ—
Accounting port; |1.81.3—
Shared key: [errsesees @)
Retype key: m
Timeout: IS— SEC.
Retry count: |3—
RFC 3576: [Enabled V|
Air Group CoA port: ISEIE-JEI—
MNAS IP address: I—
MNAS identifier: l—
Dead time: IS— mmin.
DRP IP: [ ]
DRP Mask: [ ]
DRP VLAN: [ ]
DRP Gateway: I—

OK | Cancel

Figure 76 Authentication Server settings
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5.4.1  Configure External Captive Portal

1.
2.
3.

Continuing within the Security settings, click the External Captive Portal tab.

Click New to add a new captive portal.

Enter the information corresponding to the web login page created in the W-ClearPass Guest
configurations in the previous section. The final configuration should look like Figure 77.
Click OK.

New
Name: |OnGua|'l:|
Type: | Radius Authenticatio ¥
IP or hostname: |1?2.25.1?2.188
URL: I-“guest-’OnGuard.php
Part: laa3
Use https: |Ena|:u|ed r
Captive Portal failure: |Alluw internet T |
Automatic URL Whitelisting: | Disabled v
Redirect URL: |

OK| Cancel

Figure 77 Instant captive portal settings

Note: The URL is case sensitive. Ensure the page name from the web login configuration is the same as the
URL entered in the captive portal.

542  Configure User Roles

1

2.
3.

©®N o v

Click the Roles tab.

Click New to add a new role.

Enter the name Employee, and click OK.

The default access rules are “allow all” to all destinations. Similar to the controller-based example,
this example will use the default “allow all” rules. Administrators will need to add access rules for their
employee roles to comply with their specific security policy.

Click New under the Roles window to add a new role. This role will be the quarantine role designed
to direct users to the captive portal to access OnGuard information and links.

Enter the name OnGuard-redirect, and click OK.

Click New under Access Rules window.

Under Rule type, select Captive portal.

Under Splash page type, select External.

Under Captive portal profile (Figure 78), select the profile created in the previous step.
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New Rule

Rule type: Splash page type: Captive portal profile:

|Ca|:-tive portal A External v OnGuard Y | Edit

OK Cancel
Figure 78 Instant Role settings — captive portal rule
10. Click New under Access Rules window.
11. Under Rule type, select Access control (Figure 79).
12. Under Service, select Network, choose http from the drop down list.
13. Under Action, keep Allow.
14. Under Destination, select to a particular server.
15. Enter the IP address to the W-ClearPass server.
Mew Rule
Rule type: Service: Action: Destination:
Access control A * network http ¥ Allow A |to a particular server r
Application
IP:
Application category 172.25.172.188
Web category
Web reputation
COptions: Log Classify media DSCP tag
Blacklist Disable scanning 802.1p priority
OK Cancel

Figure 79 Instant Role settings — http rule

16. Repeat the above rule for https.
17. Click OK.

Note: Administrators will need to add rules to this firewall policy to enable access to services and hosts that

are key to joining and authenticating to the network. One example of a service needed to communicate while
in this quarantine role is DHCP and RADIUS. In Figure 80, only the http(s) rules with examples for dhcp and
dns are shown.
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Security Help

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | Walled Garden | External Captive Portal

Roles Access Rules for OnGuard-redirect
Employee = Enforce captive portal
default_wired_port_profile ® allow http on server 172.25.172.188
wired-instant ® Allow https on server 172.25.172.188
Employee_CPDG @ allow dhcp to all destinations
onGuard-redirect ® pllow dns to all destinations

New | Delete MNew

OK Cancel

Figure 80 Instant Role Settings — Quarantine Role

5.4.3  Configure the Employee Network

If there is not a WLAN network configured, you can create a hew one at this time. If you are editing an
existing network, click the network name and then click edit

Choose Enterprise on the sliding bar to the left.

Select WPA-2 Enterprise.

Under Authentication server 1, choose the authentication server configured at the beginning of this
section (example: ClearPass).

1. Navigate to WLAN Settings tab — Employee.

2. Click Next.

3. VLAN tab — Virtual controller managed, and Default.
4. Click Next.

5. Security tab.

6.

7.

8.
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Edit Employee_CPDG Help

'] WLAN Settings 2 3 B

Security Level

Mare Key management: | WPA-2 Enterprise r
Secure
Termination: | Disabled v
L . Authentication server 1: |CIearPass v | Edit
% - Enterprise
Authentication server 2: | -- Select Server -- v
Personal .
Reauth interval: EI hrs. v
Open Authentication survivability: | Dizabled A
MAC authentication: Perform MAC authentication before 802.1X
MAC authentication fail-thru
SLeecsLTre Accounting: | Disabled A
Blacklisting: | Disabled r

Fast Roaming

Opportunistic Key Caching(OKC):
802.11r:

802.11k:

802.11v:

Back Mext Cancel

Figure 81 Instant WLAN Network Settings — Security tab

9. Click Next.

10. For the Access Rules, leave it as Unrestricted. During the 802.1x authentication, W-ClearPass will
assign either the Employee role, or the OnGuard-redirect quarantine role.

11. Click Finish.

Note: In this example, the Employee_CPDG SSID was configured to be the same as the SSID in the
controller-based example. Using the same SSID in two independent systems within range of each other is
not recommended. This document assumes only one system is running at a time.

This concludes the Instant access point configuration.

5.5 Dell W-ClearPass Configuration — Instant

The W-Instant example heavily leverages the controller-based configuration for the W-ClearPass portion.

All Services, Roles, Role Mappings, Posture Policies, Enforcement Polices and Enforcement Profiles can be
used exactly as they are configured in Section 4.4. The web login page used for the captive portal can also be
used again.
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Note: If the example from Section 4.4 was completed, the services can be kept active and used with the
Instant example from Section 5. If the reader has not competed those steps, go back to Section 4.4 once the
network device setting has been done below. Ensure all named settings from both examples correlate with
any uniquely named settings used during your configuration.

551 Add the N-Series Switch as a Network Device

The only additional configuration needed is to add the W-Instant APs as Network Devices. This will allow
each W-IAP to be identified as a trusted network access device.

The W-IAPs are added in Configuration > Network > Devices.

1. From the W-ClearPass Welcome screen, click the ClearPass Policy Manager module.
The ClearPass Policy Manager opens.
2. Navigate to the Network Devices page by selecting, Configuration > Network > Devices.
3. Click +Add.
The Add Device window opens.
4. Enter the Name of the W-IAP, IP Address, Description and RADIUS Shared Secret.
5. Select Aruba from the Vendor Name: dropdown box.
6. Click Add.

Edit Device Details o
m SNMP Read Settings SNMP Write Settings CLI Settings

Mame: W-IAP225

IP or Subnet Address: 172.25.172.186 (e.g., 192,168.1.10 or 192.158.1.1/24 or
192,168.1.1-20)

Description:

RADIUS Shared Secref: | ssssssssssssnes Verify: ...............
TACACS+ Shared Secret: Verify:
Vendor Name: Aruba -
Enable RADIUS CoA: L4 RADIUS CoA Port: |3799
Attribute Value i

1.|Clic|-< L

Copy | Sove | Cancel|

Figure 82 Network Device settings

Note: Each access point will need to be added to the list. The request originates from the access point IP
address, not the common virtual controller IP address.
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Testing the Configuration

The W-ClearPass and W-Series configuration in this guide can be tested with any client. The following details
the use of a Windows 7 laptop.

1.

arLD

10.

Ensure the user is defined and entered into the Active Directory with a Department of Employee. Ensure
the laptop is part of the domain.

Connect laptop to the appropriate SSID. Ensure the laptop firewall is enabled.

Enter credentials when prompted on the laptop.

User is authenticated, placed into the quarantine user role due to absence of a health token.

Open a browser to be redirected to the landing page. Install OnGuard by clicking the appropriate
download link (persistent or dissolvable).

Wait for OnGuard to scan health once installed. OnGuard initiates a re-authentication. User is placed into
the employee user role.

Turn off the laptop firewall.

Wait for OnGuard to rescan health after detecting a change to the firewall. OnGuard initiates a re-
authentication. User is placed into the quarantine user role.

Turn firewall on.

Wait for OnGuard to rescan health after detecting a change to the firewall. OnGuard initiates a re-
authentication. User is placed into the employee user role.
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Configuration details

Table 1 presents the versions of the hardware and software components used to configure and validate the

examples presented in this guide.

Table 1 Component table example
Component Description
N-Series firmware 6.2.6.6
W-Series Controller firmware 6.4.2.3
W-Instant firmware 6.4.2.3-41.1.4
W-ClearPass version 6.5.0.71095
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B Additional resources

Support.dell.com is focused on meeting your needs with proven services and support.

DellTechCenter.com is an IT Community where you can connect with Dell EMC Customers and Dell EMC
employees to share knowledge, best practices and information about Dell EMC products and installations.

Referenced or recommended Dell EMC publications:

Manuals and documentation for W-ClearPass Virtual Appliances
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http://www.delltechcenter.com/
http://www.dell.com/support/home/us/en/04/product-support/product/powerconnect-w-clearpass-vrt-appln/manuals

C Attachments

This document includes the following attachments.

N-Series Configuration example.txt
W-Series Controller Configuration example.txt
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D Support and Feedback

Contacting Technical Support
Support Contact Information Web: http://Support.Dell.com/
Telephone: USA: 1-800-945-3355

Feedback for this document
We encourage readers of this publication to provide feedback on the quality and usefulness of this

deployment guide by sending an email to Dell Networking Solutions@Dell.com
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!

configure

vlan 6,8,10

exit

vlan 10

name "AP"

exit

hostname "SW2"

stack

member 1 2    ! N1524P

exit

ip routing

ip dhcp relay information option

ip helper-address 172.25.172.189 dhcp

interface vlan 1

ip address 172.25.172.47 255.255.0.0

exit

interface vlan 6

ip address 10.1.6.2 255.255.255.0

ip dhcp relay information option-insert

exit

interface vlan 8

ip address 10.1.8.2 255.255.255.0

ip dhcp relay information option-insert

exit

ip default-gateway 172.25.172.254

dot1x system-auth-control

aaa authentication dot1x default radius

aaa authorization network default radius

aaa server radius dynamic-author

client 172.25.172.188 server-key "serverkey"

auth-type any

exit

radius-server host auth 172.25.172.188

name "Default-RADIUS-Server"

source-ip 172.25.172.47

usage 802.1x

key "serverkey"

exit

radius-server host acct 172.25.172.188

name "Default-RADIUS-Server"

exit

dhcp l2relay

dhcp l2relay vlan 1-100

dhcp l2relay circuit-id vlan 6,8

!

interface Gi1/0/1

dot1x port-control force-authorized

exit

!

interface Gi1/0/2

dhcp l2relay

dhcp l2relay trust

dot1x port-control force-authorized

exit

!

interface Gi1/0/4

dot1x port-control force-authorized

exit

!

interface Gi1/0/15

dhcp l2relay

switchport access vlan 6

exit

!

interface Gi1/0/23

switchport access vlan 10

dot1x port-control force-authorized

exit

!

interface Gi1/0/24

switchport mode trunk

dot1x port-control force-authorized

exit

snmp-server engineid local 800002a203001ec9e5bb27

exit




version 6.4

enable secret "8b836604016df0bd115f265f97151d69e39b0fd4263a1fe4fb"

enable bypass

hostname "W-7030"

clock timezone CST -6

location "Building1.floor1" 

controller config 36

ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0

ip access-list eth validuserethacl

  permit any 

!

netservice svc-dhcp udp 67 68 alg dhcp

netservice svc-ipp-tcp tcp 631

netservice svc-citrix tcp 2598

netservice svc-tftp udp 69 alg tftp

netservice svc-netbios-ssn tcp 139

netservice svc-pcoip-udp udp 50002

netservice svc-papi udp 8211

netservice svc-natt udp 4500

netservice svc-ica tcp 1494

netservice web tcp list "80 443"

netservice svc-smtp tcp 25

netservice svc-msrpc-udp udp 135 139

netservice svc-msrpc-tcp tcp 135 139

netservice svc-syslog udp 514

netservice svc-microsoft-ds tcp 445

netservice svc-lpd tcp 515

netservice svc-cfgm-tcp tcp 8211

netservice svc-http-proxy2 tcp 8080

netservice vnc tcp 5900 5905

netservice svc-http tcp 80

netservice svc-telnet tcp 23

netservice svc-bootp udp 67 69

netservice svc-sccp tcp 2000 alg sccp

netservice svc-h323-udp udp 1718 1719

netservice svc-ipp-udp udp 631

netservice svc-vmware-rdp tcp 3389

netservice svc-esp 50

netservice svc-vocera udp 5002 alg vocera

netservice svc-noe-oxo udp 5000 alg noe

netservice svc-http-proxy1 tcp 3128

netservice svc-sec-papi udp 8209

netservice svc-gre 47

netservice svc-rtsp tcp 554 alg rtsp

netservice svc-l2tp udp 1701

netservice svc-svp 119 alg svp

netservice svc-snmp udp 161

netservice svc-pptp tcp 1723

netservice svc-sip-tcp tcp 5060

netservice svc-icmp 1

netservice svc-smb-tcp tcp 445

netservice svc-ssh tcp 22

netservice svc-v6-icmp 58

netservice svc-pcoip2-tcp tcp 4172

netservice svc-pop3 tcp 110

netservice svc-ntp udp 123

netservice svc-h323-tcp tcp 1720

netservice svc-adp udp 8200

netservice svc-netbios-ns udp 137

netservice svc-dns udp 53 alg dns

netservice svc-v6-dhcp udp 546 547

netservice svc-kerberos udp 88

netservice svc-sip-udp udp 5060

netservice svc-http-proxy3 tcp 8888

netservice svc-netbios-dgm udp 138

netservice svc-sips tcp 5061 alg sips

netservice svc-snmp-trap udp 162

netservice svc-ike udp 500

netservice svc-nterm tcp 1026 1028

netservice svc-noe udp 32512 alg noe

netservice svc-pcoip-tcp tcp 50002

netservice svc-pcoip2-udp udp 4172

netservice svc-https tcp 443

netservice svc-ftp tcp 21 alg ftp

netservice svc-smb-udp udp 445

netdestination6 ipv6-reserved-range

  invert

  network 2000::/3

!

netdestination OnGuard-page

  host 172.25.172.188

!

netexthdr default

!

time-range working-hours periodic

 weekday 08:00 to  18:00

!

time-range night-hours periodic

 weekday 18:01 to  23:59

 weekday 00:00 to  07:59

!

time-range weekend periodic

 weekend 00:00 to  23:59

!

ip access-list session svp-acl

  any any svc-svp  permit queue high 

  user host 224.0.1.116 any  permit 

!

ip access-list session apprf-stateful-dot1x-sacl

!

ip access-list session logon-control

  user any udp 68  deny 

  any any svc-icmp  permit 

  any any svc-dns  permit 

  any any svc-dhcp  permit 

  any any svc-natt  permit 

  any network 169.254.0.0 255.255.0.0 any  deny 

  any network 240.0.0.0 240.0.0.0 any  deny 

!

ip access-list session apprf-default-vpn-role-sacl

!

ip access-list session apprf-voice-sacl

!

ip access-list session ap-uplink-acl

  any any udp 68  permit 

  any any svc-icmp  permit 

  any host 224.0.0.251 udp 5353  permit 

!

ip access-list session vocera-acl

  any any svc-vocera  permit queue high 

!

ip access-list session icmp-acl

  any any svc-icmp  permit 

!

ip access-list session http-acl

  any any svc-http  permit 

!

ip access-list session v6-logon-control

  ipv6  user any udp 68  deny 

  ipv6  any any svc-v6-icmp  permit 

  ipv6  any any svc-v6-dhcp  permit 

  ipv6  any any svc-dns  permit 

  ipv6  any network fc00::/7 any  permit 

  ipv6  any network fe80::/64 any  permit 

  ipv6  any   alias ipv6-reserved-range any  deny 

!

ip access-list session v6-http-acl

  ipv6  any any svc-http  permit 

!

ip access-list session sip-acl

  any any svc-sip-udp  permit queue high 

  any any svc-sip-tcp  permit queue high 

!

ip access-list session tftp-acl

  any any svc-tftp  permit 

!

ip access-list session citrix-acl

  any any svc-citrix  permit tos 46 dot1p-priority 6 

  any any svc-ica  permit tos 46 dot1p-priority 6 

!

ip access-list session vmware-acl

  any any svc-vmware-rdp  permit tos 46 dot1p-priority 6 

  any any svc-pcoip-tcp  permit tos 46 dot1p-priority 6 

  any any svc-pcoip-udp  permit tos 46 dot1p-priority 6 

  any any svc-pcoip2-tcp  permit tos 46 dot1p-priority 6 

  any any svc-pcoip2-udp  permit tos 46 dot1p-priority 6 

!

ip access-list session apprf-OnGuard-redirect-sacl

!

ip access-list session srcnat

  user any any  src-nat 

!

ip access-list session ra-guard

  ipv6  user any icmpv6 rtr-adv  deny 

!

ip access-list session global-sacl

!

ip access-list session v6-dhcp-acl

  ipv6  any any svc-v6-dhcp  permit 

!

ip access-list session cplogout

  user   alias controller svc-https  dst-nat 8081 

!

ip access-list session apprf-authenticated-sacl

!

ip access-list session allow-diskservices

  any any svc-netbios-dgm  permit 

  any any svc-netbios-ssn  permit 

  any any svc-microsoft-ds  permit 

  any any svc-netbios-ns  permit 

!

ip access-list session v6-control

  ipv6  user any udp 547  deny 

  ipv6  any any svc-v6-icmp  permit 

  ipv6  any any svc-dns  permit 

  ipv6  any any svc-papi  permit 

  ipv6  any any svc-sec-papi  permit 

  ipv6  any any svc-cfgm-tcp  permit 

  ipv6  any any svc-adp  permit 

  ipv6  any any svc-tftp  permit 

  ipv6  any any svc-dhcp  permit 

  ipv6  any any svc-natt  permit 

!

ip access-list session vpnlogon

  user any svc-ike  permit 

  user any svc-esp  permit 

  any any svc-l2tp  permit 

  any any svc-pptp  permit 

  any any svc-gre  permit 

!

ip access-list session apprf-guest-sacl

!

ip access-list session Allow_Access_OnGuard_Weblogin_page

  user   alias OnGuard-page svc-http  permit 

  user   alias OnGuard-page svc-https  permit 

  any any any  permit 

!

ip access-list session v6-ap-acl

  ipv6  any any svc-gre  permit 

  ipv6  any any svc-syslog  permit 

  ipv6  any user svc-snmp  permit 

  ipv6  user any svc-snmp-trap  permit 

  ipv6  user any svc-ntp  permit 

  ipv6  user any svc-ftp  permit 

!

ip access-list session apprf-Employee-sacl

!

ip access-list session v6-icmp-acl

  ipv6  any any svc-v6-icmp  permit 

!

ip access-list session v6-allowall

  ipv6  any any any  permit 

!

ip access-list session apprf-default-via-role-sacl

!

ip access-list session validuser

  network 127.0.0.0 255.0.0.0 any any  deny 

  network 169.254.0.0 255.255.0.0 any any  deny 

  network 224.0.0.0 240.0.0.0 any any  deny 

  host 255.255.255.255 any any  deny 

  network 240.0.0.0 240.0.0.0 any any  deny 

  any any any  permit 

  ipv6 host fe80:: any any  deny 

  ipv6 network fc00::/7 any any  permit 

  ipv6 network fe80::/64 any any  permit 

  ipv6  any any any  permit 

!

ip access-list session captiveportal

  user   alias controller svc-https  dst-nat 8081 

  user any svc-http  dst-nat 8080 

  user any svc-https  dst-nat 8081 

  user any svc-http-proxy1  dst-nat 8088 

  user any svc-http-proxy2  dst-nat 8088 

  user any svc-http-proxy3  dst-nat 8088 

!

ip access-list session v6-dns-acl

  ipv6  any any svc-dns  permit 

!

ip access-list session allowall

  any any any  permit 

  ipv6  any any any  permit 

!

ip access-list session h323-acl

  any any svc-h323-tcp  permit queue high 

  any any svc-h323-udp  permit queue high 

!

ip access-list session dhcp-acl

  any any svc-dhcp  permit 

!

ip access-list session v6-https-acl

  ipv6  any any svc-https  permit 

!

ip access-list session allow-printservices

  any any svc-lpd  permit 

  any any svc-ipp-tcp  permit 

  any any svc-ipp-udp  permit 

!

ip access-list session skinny-acl

  any any svc-sccp  permit queue high 

!

ip access-list session https-acl

  any any svc-https  permit 

!

ip access-list session ap-acl

  any any svc-gre  permit 

  any any svc-syslog  permit 

  any user svc-snmp  permit 

  user any svc-snmp-trap  permit 

  user any svc-ntp  permit 

  user any svc-ftp  permit 

!

ip access-list session control

  user any udp 68  deny 

  any any svc-icmp  permit 

  any any svc-dns  permit 

  any any svc-papi  permit 

  any any svc-sec-papi  permit 

  any any svc-cfgm-tcp  permit 

  any any svc-adp  permit 

  any any svc-tftp  permit 

  any any svc-dhcp  permit 

  any any svc-natt  permit 

!

ip access-list session captiveportal6

  ipv6  user   alias controller6 svc-https  captive 

  ipv6  user any svc-http  captive 

  ipv6  user any svc-https  captive 

  ipv6  user any svc-http-proxy1  captive 

  ipv6  user any svc-http-proxy2  captive 

  ipv6  user any svc-http-proxy3  captive 

!

ip access-list session noe-acl

  any any svc-noe  permit queue high 

!

ip access-list session dns-acl

  any any svc-dns  permit 

!

vpn-dialer default-dialer

  ike authentication PRE-SHARE c1a6ce82f60ec778c1d777e2bca359aec31b4773ac20e7b5

!

dot1x high-watermark 85

dot1x low-watermark 80

user-role default-via-role

 access-list session global-sacl

 access-list session apprf-default-via-role-sacl

 access-list session allowall

!

user-role ap-role

 access-list session ra-guard

 access-list session control

 access-list session ap-acl

 access-list session v6-control

 access-list session v6-ap-acl

!

user-role OnGuard-redirect

 vlan 6

 captive-portal "OnGuard"

 access-list session global-sacl

 access-list session apprf-OnGuard-redirect-sacl

 access-list session ra-guard

 access-list session Allow_Access_OnGuard_Weblogin_page

 access-list session captiveportal

!

user-role stateful-dot1x

 access-list session global-sacl

 access-list session apprf-stateful-dot1x-sacl

!

user-role guest-logon

 captive-portal "default"

 access-list session ra-guard

 access-list session logon-control

 access-list session captiveportal

 access-list session v6-logon-control

 access-list session captiveportal6

!

user-role Employee

 vlan 6

 no captive-portal check-for-accounting  

 access-list session global-sacl

 access-list session apprf-Employee-sacl

 access-list session allowall

!

user-role voice

 access-list session global-sacl

 access-list session apprf-voice-sacl

 access-list session ra-guard

 access-list session sip-acl

 access-list session noe-acl

 access-list session svp-acl

 access-list session vocera-acl

 access-list session skinny-acl

 access-list session h323-acl

 access-list session dhcp-acl

 access-list session tftp-acl

 access-list session dns-acl

 access-list session icmp-acl

!

user-role default-vpn-role

 access-list session global-sacl

 access-list session apprf-default-vpn-role-sacl

 access-list session ra-guard

 access-list session allowall

 access-list session v6-allowall

!

user-role logon

 access-list session ra-guard

 access-list session logon-control

 access-list session captiveportal

 access-list session vpnlogon

 access-list session v6-logon-control

 access-list session captiveportal6

!

user-role authenticated

 access-list session global-sacl

 access-list session apprf-authenticated-sacl

 access-list session ra-guard

 access-list session allowall

 access-list session v6-allowall

!

user-role denyall

!

user-role guest

 access-list session global-sacl

 access-list session apprf-guest-sacl

 access-list session ra-guard

 access-list session http-acl

 access-list session https-acl

 access-list session dhcp-acl

 access-list session icmp-acl

 access-list session dns-acl

 access-list session v6-http-acl

 access-list session v6-https-acl

 access-list session v6-dhcp-acl

 access-list session v6-icmp-acl

 access-list session v6-dns-acl

!

!



no kernel coredump

interface mgmt

	shutdown

!



dialer group evdo_us

  init-string ATQ0V1E0

  dial-string ATDT#777

!



dialer group gsm_us

  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"

  dial-string ATD*99#

!



dialer group gsm_asia

  init-string AT+CGDCONT=1,"IP","internet"

  dial-string ATD*99***1#

!



dialer group vivo_br

  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"

  dial-string ATD*99#

!







vlan 6 

vlan 8 

vlan 10 





interface gigabitethernet 0/0/0

	description "GE0/0/0"

	trusted

	trusted vlan 1-4094

	no spanning-tree

!



interface gigabitethernet 0/0/1

	description "GE0/0/1"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/2

	description "GE0/0/2"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/3

	description "GE0/0/3"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/4

	description "GE0/0/4"

	trusted

	trusted vlan 1-200

	switchport mode trunk

	no spanning-tree

!



interface gigabitethernet 0/0/5

	description "GE0/0/5"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/6

	description "GE0/0/6"

	trusted

	trusted vlan 1-4094

!



interface gigabitethernet 0/0/7

	description "GE0/0/7"

	trusted

	trusted vlan 1-4094

!



interface vlan 1

	ip address 172.25.172.44 255.255.0.0

!



interface vlan 10

	ip address 10.1.1.3 255.255.255.0

!



interface vlan 6

	ip address 10.1.6.3 255.255.255.0

!



interface vlan 8

	ip address 10.1.8.3 255.255.255.0

!



uplink disable



crypto isakmp policy 20

  encryption aes256

!



crypto isakmp policy 10001

!



crypto isakmp policy 10002

  encryption aes256

  authentication rsa-sig

!



crypto isakmp policy 10003

  encryption aes256

!



crypto isakmp policy 10004

  version v2

  encryption aes256

  authentication rsa-sig

!



crypto isakmp policy 10005

  encryption aes256

!



crypto isakmp policy 10006

  version v2

  encryption aes128

  authentication rsa-sig

!



crypto isakmp policy 10007

  version v2

  encryption aes128

!



crypto isakmp policy 10008

  version v2

  encryption aes128

  hash sha2-256-128

  group 19

  authentication ecdsa-256

  prf prf-hmac-sha256

!



crypto isakmp policy 10009

  version v2

  encryption aes256

  hash sha2-384-192

  group 20

  authentication ecdsa-384

  prf prf-hmac-sha384

!



crypto ipsec transform-set default-ha-transform esp-3des esp-sha-hmac

crypto ipsec transform-set default-boc-bm-transform esp-3des esp-sha-hmac

crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac

crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac

crypto dynamic-map default-rap-ipsecmap 10001

  version v2

  set transform-set "default-gcm256" "default-gcm128" "default-rap-transform" 

!



crypto dynamic-map default-dynamicmap 10000

  set transform-set "default-transform" "default-aes" 

!



crypto map GLOBAL-IKEV2-MAP 10000 ipsec-isakmp dynamic default-rap-ipsecmap

crypto map GLOBAL-MAP 10000 ipsec-isakmp dynamic default-dynamicmap

crypto isakmp eap-passthrough eap-tls

crypto isakmp eap-passthrough eap-peap

crypto isakmp eap-passthrough eap-mschapv2



vpdn group l2tp

!



ip dhcp excluded-address 10.1.1.1 10.1.1.10

ip dhcp pool Vlan10

 default-router 10.1.1.3

 network 10.1.1.0 255.255.255.0

 authoritative

!

service dhcp

  



!



vpdn group pptp

!



tunneled-node-address 0.0.0.0



adp discovery enable

adp igmp-join enable

adp igmp-vlan 0



voice rtcp-inactivity disable

voice alg-based-cac enable

voice sip-midcall-req-timeout disable

ap ap-blacklist-time 3600

ap flush-r1-on-new-r0 disable





no ssh mgmt-auth public-key

ssh mgmt-auth username/password

mgmt-user admin root 5c687453011fd03b8522362fd2303c3e06487fa7acdd01c892









no database synchronize

ip mobile domain default

!

!

!

airgroup mdns "disable"

!

airgroup dlna "disable"

!

airgroup location-discovery "enable"

!

!

airgroup active-wireless-discovery "disable"

!

airgroupservice "airplay"

  id "_airplay._tcp"

  id "_raop._tcp"

  id "_appletv-v2._tcp"

  description "AirPlay"

!

airgroupservice "airprint"

  id "_ipp._tcp"

  id "_pdl-datastream._tcp"

  id "_printer._tcp"

  id "_scanner._tcp"

  id "_universal._sub._ipp._tcp"

  id "_universal._sub._ipps._tcp"

  id "_printer._sub._http._tcp"

  id "_http._tcp"

  id "_http-alt._tcp"

  id "_ipp-tls._tcp"

  id "_fax-ipp._tcp"

  id "_riousbprint._tcp"

  id "_cups._sub._ipp._tcp"

  id "_cups._sub._fax-ipp._tcp"

  id "_ica-networking._tcp"

  id "_ptp._tcp"

  id "_canon-bjnp1._tcp"

  id "_ipps._tcp"

  id "_ica-networking2._tcp"

  description "AirPrint"

!

airgroupservice "itunes"

  id "_home-sharing._tcp"

  id "_apple-mobdev._tcp"

  id "_daap._tcp"

  id "_dacp._tcp"

  description "iTunes"

!

airgroupservice "remotemgmt"

  id "_ssh._tcp"

  id "_sftp-ssh._tcp"

  id "_ftp._tcp"

  id "_telnet._tcp"

  id "_rfb._tcp"

  id "_net-assistant._tcp"

  description "Remote management"

!

airgroupservice "sharing"

  id "_odisk._tcp"

  id "_afpovertcp._tcp"

  id "_xgrid._tcp"

  description "Sharing"

!

airgroupservice "chat"

  id "_presence._tcp"

  description "Chat"

!

airgroupservice "googlecast"

  id "_googlecast._tcp"

  description "GoogleCast supported by Chromecast etc"

!

airgroupservice "DIAL"

  id "urn:dial-multiscreen-org:service:dial:1"

  id "urn:dial-multiscreen-org:device:dial:1"

  description "DIAL supported by Chromecast, FireTV, Roku etc"

!

airgroupservice "DLNA Media"

  id "urn:schemas-upnp-org:device:MediaServer:1"

  id "urn:schemas-upnp-org:device:MediaServer:2"

  id "urn:schemas-upnp-org:device:MediaServer:3"

  id "urn:schemas-upnp-org:device:MediaServer:4"

  id "urn:schemas-upnp-org:device:MediaRenderer:1"

  id "urn:schemas-upnp-org:device:MediaRenderer:2"

  id "urn:schemas-upnp-org:device:MediaRenderer:3"

  id "urn:schemas-upnp-org:device:MediaPlayer:1"

  description "Media"

!

airgroupservice "DLNA Print"

  id "urn:schemas-upnp-org:device:Printer:1"

  id "urn:schemas-upnp-org:service:PrintBasic:1"

  id "urn:schemas-upnp-org:service:PrintEnhanced:1"

  description "Print"

!

airgroupservice "allowall"

  description "Remaining-Services"

!

airgroup service "airplay" enable

!

airgroup service "airprint" enable

!

airgroup service "itunes" disable

!

airgroup service "remotemgmt" disable

!

airgroup service "sharing" disable

!

airgroup service "chat" disable

!

airgroup service "googlecast" disable

!

airgroup service "DIAL" enable

!

airgroup service "DLNA Media" disable

!

airgroup service "DLNA Print" disable

!

airgroup service "allowall" disable

!



ip igmp

!



ipv6 mld

!



no firewall attack-rate cp 1024

firewall enable ICE-STUN based firewall traversal

firewall attack-rate grat-arp 50 drop

ipv6 firewall ext-hdr-parse-len  100



!



!

firewall cp

!

ip domain lookup

!

country US

aaa rfc-3576-server "172.25.172.188"

   key 7716db466cb14f1c9982335a8ba2afd094f43b3aab5263f9

!

aaa authentication mac "default"

!

aaa authentication dot1x "default"

!

aaa authentication dot1x "dot1x_prof-fme78"

!

aaa authentication-server radius "ClearPass"

   host "172.25.172.188"

   key 6346aaac5f9458ff5d56298493a40081cd1acc55ab312f2f

   nas-ip 172.25.172.44

   use-ip-for-calling-station

   called-station-id type ipaddr include-ssid disable delimiter colon

!

aaa server-group "default"

 auth-server Internal

 set role condition role value-of

!

aaa server-group "Employee_CPDG_srvgrp-vgs43"

 auth-server ClearPass

!

aaa authentication via connection-profile "default"

!

aaa authentication via web-auth "default"

!

aaa authentication via global-config

!

aaa profile "default"

!

aaa profile "Employee_CPDG-aaa_prof"

   initial-role "OnGuard-redirect"

   authentication-dot1x "dot1x_prof-fme78"

   dot1x-default-role "logon"

   dot1x-server-group "Employee_CPDG_srvgrp-vgs43"

   radius-accounting "Employee_CPDG_srvgrp-vgs43"

   rfc-3576-server "172.25.172.188"

!

aaa authentication captive-portal "default"

!

aaa authentication captive-portal "OnGuard"

   default-role "OnGuard-redirect"

   default-guest-role "OnGuard-redirect"

   server-group "Employee_CPDG_srvgrp-vgs43"

   no user-logon

   guest-logon

   login-page "http://172.25.172.188/guest/OnGuard.php"

!

aaa authentication wispr "default"

!

aaa authentication vpn "default"

!

aaa authentication vpn "default-rap"

!

aaa authentication mgmt

!

aaa authentication stateful-ntlm "default"

!

aaa authentication stateful-kerberos "default"

!

aaa authentication stateful-dot1x

   server-group "Employee_CPDG_srvgrp-vgs43"

!

aaa authentication via auth-profile "default"

!

aaa authentication wired

!

web-server profile

!

guest-access-email

!

voice logging

!

voice dialplan-profile "default"

!

app lync traffic-control "default"

!

voice real-time-config

!

voice sip

!

aaa password-policy mgmt

!

control-plane-security

   no cpsec-enable

!

ids management-profile

!

ids wms-general-profile

!

ids wms-local-system-profile

!

ids ap-rule-matching

!

valid-network-oui-profile

!

upgrade-profile

!

license profile

!

activate-service-whitelist

!

file syncing profile

!

ifmap cppm

!

pan profile "default"

!

pan active-profile

!

lcd-menu

!

ap system-profile "apsys_prof-dbs96"

!

ap system-profile "default"

!

ap regulatory-domain-profile "default"

   country-code US

   valid-11g-channel 1

   valid-11g-channel 6

   valid-11g-channel 11

   valid-11a-channel 36

   valid-11a-channel 40

   valid-11a-channel 44

   valid-11a-channel 48

   valid-11a-channel 149

   valid-11a-channel 153

   valid-11a-channel 157

   valid-11a-channel 161

   valid-11a-channel 165

   valid-11g-40mhz-channel-pair 1-5

   valid-11g-40mhz-channel-pair 7-11

   valid-11a-40mhz-channel-pair 36-40

   valid-11a-40mhz-channel-pair 44-48

   valid-11a-40mhz-channel-pair 149-153

   valid-11a-40mhz-channel-pair 157-161

   valid-11a-80mhz-channel-group 36-48

   valid-11a-80mhz-channel-group 149-161

!

ap wired-ap-profile "default"

!

ap enet-link-profile "default"

!

ap mesh-ht-ssid-profile "default"

!

ap lldp med-network-policy-profile "default"

!

ap mesh-cluster-profile "default"

!

ap lldp profile "default"

!

ap mesh-radio-profile "default"

!

ap wired-port-profile "default"

!

ids general-profile "default"

!

ids rate-thresholds-profile "default"

!

ids signature-profile "default"

!

ids impersonation-profile "default"

!

ids unauthorized-device-profile "default"

!

ids signature-matching-profile "default"

   signature "Deauth-Broadcast"

   signature "Disassoc-Broadcast"

!

ids dos-profile "default"

!

ids profile "default"

!

rf arm-profile "arm-maintain"

   assignment maintain

   no scanning

!

rf arm-profile "arm-scan"

!

rf arm-profile "default"

!

rf optimization-profile "default"

!

rf event-thresholds-profile "default"

!

rf am-scan-profile "default"

!

rf dot11a-radio-profile "default"

!

rf dot11a-radio-profile "rp-maintain-a"

   arm-profile "arm-maintain"

!

rf dot11a-radio-profile "rp-monitor-a"

   mode am-mode

!

rf dot11a-radio-profile "rp-scan-a"

   arm-profile "arm-scan"

!

rf dot11g-radio-profile "default"

!

rf dot11g-radio-profile "rp-maintain-g"

   arm-profile "arm-maintain"

!

rf dot11g-radio-profile "rp-monitor-g"

   mode am-mode

!

rf dot11g-radio-profile "rp-scan-g"

   arm-profile "arm-scan"

!

wlan handover-trigger-profile "default"

!

wlan rrm-ie-profile "default"

!

wlan bcn-rpt-req-profile "default"

!

wlan dot11r-profile "default"

!

wlan tsm-req-profile "default"

!

wlan voip-cac-profile "default"

!

wlan ht-ssid-profile "default"

!

wlan ht-ssid-profile "Employee_CPDG-htssid_prof"

!

wlan hotspot anqp-venue-name-profile "default"

!

wlan hotspot anqp-nwk-auth-profile "default"

!

wlan hotspot anqp-roam-cons-profile "default"

!

wlan hotspot anqp-nai-realm-profile "default"

!

wlan hotspot anqp-3gpp-nwk-profile "default"

!

wlan hotspot h2qp-operator-friendly-name-profile "default"

!

wlan hotspot h2qp-wan-metrics-profile "default"

!

wlan hotspot h2qp-conn-capability-profile "default"

!

wlan hotspot h2qp-op-cl-profile "default"

!

wlan hotspot anqp-ip-addr-avail-profile "default"

!

wlan hotspot anqp-domain-name-profile "default"

!

wlan edca-parameters-profile station "default"

!

wlan edca-parameters-profile ap "default"

!

wlan dot11k-profile "default"

!

wlan ssid-profile "default"

!

wlan ssid-profile "Employee_CPDG-ssid_prof"

   essid "Employee_CPDG"

   opmode wpa2-psk-aes

   wpa-passphrase d47d76da637312bd0e635c32ee84f5f2e99453008db343c0

   ht-ssid-profile "Employee_CPDG-htssid_prof"

!

wlan hotspot advertisement-profile "default"

!

wlan hotspot hs2-profile "default"

!

wlan virtual-ap "default"

!

wlan virtual-ap "Employee_CPDG-vap_prof"

   aaa-profile "Employee_CPDG-aaa_prof"

   ssid-profile "Employee_CPDG-ssid_prof"

   vlan 6

!

ap provisioning-profile "default"

!

rf arm-rf-domain-profile

   arm-rf-domain-key "d089108a0479719ef290d74261546344"

!

ap spectrum local-override

!

ap-lacp-striping-ip

!

ap-group "ClearPass_DG"

   virtual-ap "Employee_CPDG-vap_prof"

   ap-system-profile "apsys_prof-dbs96"

!

ap-group "default"

!

airgroup cppm-server aaa

!

logging level debugging security process authmgr subcat dot1x



snmp-server enable trap

snmp-server trap source 0.0.0.0

snmp-server trap disable  wlsxAdhocNetwork

snmp-server trap disable  wlsxAdhocNetworkBridgeDetectedAP

snmp-server trap disable  wlsxAdhocNetworkBridgeDetectedSta

snmp-server trap disable  wlsxAdhocUsingValidSSID

snmp-server trap disable  wlsxAuthMaxAclEntries

snmp-server trap disable  wlsxAuthMaxBWContracts

snmp-server trap disable  wlsxAuthMaxUserEntries

snmp-server trap disable  wlsxAuthServerIsUp

snmp-server trap disable  wlsxAuthServerReqTimedOut

snmp-server trap disable  wlsxAuthServerTimedOut

snmp-server trap disable  wlsxChannelChanged

snmp-server trap disable  wlsxCoverageHoleDetected

snmp-server trap disable  wlsxDBCommunicationFailure

snmp-server trap disable  wlsxDisconnectStationAttack

snmp-server trap disable  wlsxESIServerDown

snmp-server trap disable  wlsxESIServerUp

snmp-server trap disable  wlsxFanFailure

snmp-server trap disable  wlsxFanTrayInserted

snmp-server trap disable  wlsxFanTrayRemoved

snmp-server trap disable  wlsxGBICInserted

snmp-server trap disable  wlsxIpSpoofingDetected

snmp-server trap disable  wlsxLCInserted

snmp-server trap disable  wlsxLCRemoved

snmp-server trap disable  wlsxLicenseExpiry

snmp-server trap disable  wlsxLowMemory

snmp-server trap disable  wlsxLowOnFlashSpace

snmp-server trap disable  wlsxOutOfRangeTemperature

snmp-server trap disable  wlsxOutOfRangeVoltage

snmp-server trap disable  wlsxPowerSupplyFailure

snmp-server trap disable  wlsxPowerSupplyMissing

snmp-server trap disable  wlsxProcessDied

snmp-server trap disable  wlsxProcessExceedsMemoryLimits

snmp-server trap disable  wlsxSCInserted

snmp-server trap disable  wlsxSignatureMatch

snmp-server trap disable  wlsxStaUnAssociatedFromUnsecureAP

snmp-server trap disable  wlsxStationAddedToBlackList

snmp-server trap disable  wlsxStationRemovedFromBlackList

snmp-server trap disable  wlsxSwitchIPChanged

snmp-server trap disable  wlsxSwitchRoleChange

snmp-server trap disable  wlsxUserAuthenticationFailed

snmp-server trap disable  wlsxUserEntryAuthenticated

snmp-server trap disable  wlsxUserEntryChanged

snmp-server trap disable  wlsxUserEntryCreated

snmp-server trap disable  wlsxUserEntryDeAuthenticated

snmp-server trap disable  wlsxUserEntryDeleted

snmp-server trap disable  wlsxVrrpStateChange



process monitor log

end



