Secureboot certificate management by using LC Ul

Secure Boot certificate management feature is supported on the 14™ generation and later versions of PowerEdge
servers. You can access this feature from various interfaces such as BIOS Settings (press F2 when the company
logo is displayed during the POST), Lifecycle Controller graphical user interface (GUI), RACADM, WS-Man, Redfish,
and iDRAC GUI. This blog focuses only on Secure Boot certificate management by using Lifecycle Controller GUI.

Lifecycle Controller GUI supports enabling and disabling Secure Boot and allows you to set the secure Boot policy to
Standard or Custom. Secure Boot Mode is a read-only option in Lifecycle Controller GUI.

Lifecycle Controller GUI provides the Configure Secure Boot Custom Policy Settings hyperlink which directs you to
Secure Boot Custom Policy Setting page of the BIOS Settings page.

You can perform all the Secure Boot certificate management actions such as View, Export, Import, Delete, Delete All,
Reset, and Reset All as though it is performed from the BIOS Settings by pressing F2 when the company logo is
displayed while starting the server.
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Step 2 of 5: Select an Operating System

Choose one of the supported boot modes for Operating System installation.
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Figure 1.  Selecting the boot mode

By default, Secure Boot will be in the Disabled mode and the Secure Boot Policy will be set to Standard. If the
Secure Boot needs to be made active then the Secure Boot should be configured as Enabled. Secure Boot Policy in
Standard means that the system will have default certificates and image digests loaded from the factory which will
cater to the security of standard firmware, drivers, option-ROMs and boot loader loaded from the factory.

But in case a new driver or firmware to be supported on the machine, the respective certificate must be enrolled into
the DB of Secure Boot certificate store. In order to do that, Secure Boot Policy need to be configured to Custom.



When the Secure Boot Policy is configured as Custom, it inherits the standard certificates and image digests loaded
in the system by default on which the user can make any modifications, if required. The Secure Boot Policy,
configured as Custom, allows you to perform operations such as View, Export, Import, Delete, Delete All, Reset, and
Rest All by using which you can configure the Secure Boot policies according to your requirements.

Secure Boot Policy configured as Standard restricts the operations to be performed on the certificate store.
Standard Secure Boot Policy restricts the user to view only the certificates—no other actions are allowed on the
Certificate Store.
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WARNING: Changing the Secure Boot Policy to Standard causes the system to replace all custom
certificates and hashes with default certificates and hashes on the next boot.
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Figure 2.  Standard Secure Boot policy
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Figure 3.  Custom Secure Boot policy




Configuring the Secure Boot Policy to Custom enables the options to manage the certificate store through various
actions such as View, Export, Import, Delete, Delete All, Reset, and Rest All on PK, KEK, DB and DBX. User can
select the policy (PK / KEK / DB / DBX) on which you want to make the change and perform appropriate actions.
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Figure 4.  Secure Boot Custom Policy Settings-Main menu



Each section will have links to perform Import, Export, Delete, and Reset operations. Links are enabled based on the
configuration and what is applicable at the point of time. For example, in the screen shot here, Delete and Export
operations are disabled because there is no PK configured yet.
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Figure 5. Export and Delete Platform Key is disabled

Delete All and Reset All are the operations that have impact on all the policies. Delete All deletes all the certificates
and image digests in the Custom policy, and Reset All restores all the certificates and image digests from Standard
/ Default certificate store.
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6 Remove all entries in the PK, KEK, db, and dbx databases.

Figure 6. Delete All Policy entries



