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ABSTRACT

This technical white paper describes various options available in the iDRAC9 of Dell
EMC 14G PowerEdge servers for installing iDRAC Service Module (iISM) in Host by
using various iDRACS9 interfaces. It also provides resources and information
required to build on the options available in iDRAC.

June 2017

Authors
Sanjay Rao
Divya Vijayvargiya
Diwahar Natarajan

Kiran Krishnappa

Dell - Internal Use - Confidential



The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to
the information in this publication, and specifically disclaims implied warranties of merchantability or fithess for a particular purpose.

Use, copying, and distribution of any software described in this publication requires an applicable software license.
Copyright © 2017 Dell Inc. or its subsidiaries. All Rights Reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or

its subsidiaries. Other trademarks may be the property of their respective owners. Published in the USA [June/27/2017] [Technical
White Paper]

Dell EMC believes the information in this document is accurate as of its publication date. The information is subject to change
without notice.



CONTENTS

EXECUTIVE SUMMARY oottt e e et e e e et e et e et e e e eaaeeanns 4
N I3 A O PP 4
N I 2@ 15 16 L O 1 L 1\ P 4
OVERVIEW OF ISM INSTALLATION BY USING IDRACO ..., 4
PREREQUISITES FOR ISM INSTALLATION BY USING IDRACYO......ccccoiiiieeee, 4
INSTALLING ISM BY USING IDRAC GUI ...ei et 5
1Ty AN O 1 1] o PSP 5

Y =Y g 1=T P o o PP PP PP PPPOPPPPPPPPPP 8

R AT ST N P 11
DCIM LCService. ExposeiSMINstallerTOHOSEOS () civvvviiiiiiiiiiiiiiiiiiieiiiiiiiiiennn, 11
A O N I 1 14
racadm supportassist exposeisminstallertohosStos ciiviiviiiiiiiiiiiiiiieens 14
INTELLIGENT PLATFORM MANAGEMENT INTERFACE-IPMI (HOST OS).......cccvvvee... 15
REFERENGCES ... .o et e et e e e e e et et e e e ea e e e e e eaneennees 16

Dell - Internal Use - Confidential



EXECUTIVE SUMMARY

The 14G iDRAC carries the iSM Dell Update Package (DUP) on a partition that can be utilized to install the iSM in supported host
OS, thus eliminating the necessary to download the DUP from the Dell EMC support site or use OMDVD.

AUDIENCE

This technical white paper is intended for a system administrator or a technical support personnel who intends to install iISM by
using iDRAC on the 14G Enterprise PowerEdge servers.

Introduction

iDRAC Service Module (iISM) is an integral component of iDRAC. The iSM service is a light-weight agent that is focused on
complementing iDRAC with its enhanced monitoring capabilities. iSM is lighter than OpenManage Server Administrator (OMSA),
because instead of offering a complete monitoring solution by itself, it communicates with the iDRAC Data Manager to populate the
necessary host-based monitoring data. iSM then uses this data to respond to commands triggered by the iDRAC user.

Specifically for SupportAssist solution introduced in 14G and earlier generation of Enterprise servers, iSM plays a crucial role. iSM
enables collecton of OS Application Data across all supported Operating Systems (OSs). Also, iSM is required for SupportAssist
registration and availing registration features such as event-based monitoring, auto-case creation, and Collection upload to
SupportAssist backend.

iSM uses a network interface that could be either the USB NIC, or the LOM PT to communicate with the iDRAC. Apart from the OS
BMC network configuration, iSM is agnostic of the actual communication mechanism being employed as long as it is a TCP/IP
interface.

Overview of iSM installation by using iDRAC9

iDRAC in the 14G Enterprise servers will include a MASER partition containing iSM installer packages. The installer package
contains:

. iSM Webpacks for Supported OS

e Wrapper scripts for triggering install for Supported OS
o  ISM_Win.bat (Windows)
o ISM_Lx.sh (Linux)

e  SHA256 checksum for package content encryption
Prerequisites for iSM installation by using iDRAC9
e To access any of the iDRAC interfaces, user must have the minimum operator privileges.
e Host should be turned on and booted to the OS.

e An OS supported by iSM should be installed in Host. For the list of iSM supported OS, see the iSM User’s Guide available on
the support site.

e iDRAC9 on the 14G Enterprise servers contains pre-populated MASER partition with an iSM Dell Update Package (DUP). This
is factory-installed in iDRAC for 14G and later servers, unless LC Wipe or System Erase has been performed.

If iSM DUP is removed because of LC Wipe or System Erase operation, user needs to install the iSM LC DUP from the support
site.

There are no license restrictions for installation of iISM by using iDRAC. Howerver, Enterprise license is recommended for easy
navigation to Host OS. For specific commands, see the respective interface sections.



Installing iSM by using iDRAC GUI

For installing iSM by using iDRAC GUI, use any one of the following interfaces:

iDRAC Settings

1.
2.

w

Log in to the IDRAC GUI.
Click iDRAC Settings - Settings.

-grated Dell Remote Ac roller 9| Enterprise

# Dashboard System S Storage v Configuration vV = Maintenance . iDRAC Settings
iDRAC Settings

Overview Connectivity Services Users Settings C' Refresh
> Time Zone and NTP Settings

> Backup and Export Server Profile

> Automatic Backup and Export Server Profile

> Import Server Profile

v iDRAC Service Module Setup

Service Module Installation

installation Status Not Installed
Date of Last Install Not Applicable

Available Installer Version 301

Version
Installed Version on Host 0S NA
Service Module Status

Connection Status on Host 0S

Not Running
Service on Host 0S Enabled v
Monitoring

08 Information | Enabled v
Replicate Lifecycle Log in OS Log Disabled v
WMI Information Disabled v

Select iDRAC Service Module Setup.
Click Install Service Module.

This will use the iSM Update Package pre-installed in iDRAC and expose it as a removable drive in Host OS.
Click Launch Virtual Console.

Service Module Installer

The Service Module Installer is exposed to the Host 0S and a job has been created

Installation Instructions

1. Launch Virtual Console

2 Login as an administrator to the Host OS

3. Find the mounted volume in your device list labeled "SMINST" and click the
appropriate script to initiate install. The table below will help you determine the
appropriate script for your system

Windows ISM-Win.bat
Linux ISM-Lx.sh - for Linux

4. Once installation is complete, IDRAC will show the Service Module as installed and
display the last installed date

The installer will be visible to the Host for 30 minutes, If you don't start installation within 30
minutes, you will have to restart the Service Module Install

For further assistance, refer to the help or consult the iDRAC Service Module Install Guide.
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The removable drive is listed in the Host OS.

File View Macros Tools Power NextBoot Virtual Media Help

Computer View v 9
|8 » ThisPC v ¢ [searchhisec 2]
A 5 Name n Type Total Size Free Space
¢ Favorites P P
I Desktop 4 Folders (6)
% zownloalds “,ﬁ Desktop System Folder
ceentiplaces /| Documents System Folder
- i Downloads System Folder
D!tlrhls £ .ﬂ Music System Folder
‘T! Ly _E] Pictures System Folder
i’ﬁ zocuments | Videos System Folder
ownloads
@ Music 4 Devices and drives (2)
|E Pictures &, Local Disk (C:) Local Disk 271 GB 254 GB
B Videos e SMINST (D:) Removable Disk 307 MB 293 MB
&, Local Disk (C:)
e SMINST (D:)
ﬁ Network

[ IDRAC-FZM10Z1, PowerEdge R640, User: root, 5.2 fps

Drive Tools
File Home View Manage v 0
[k© = 1 |am » ThisPC » SMINST (D) v & | [ searchSMINST (.. 2 |
')‘? Favorites Name Date modified Type 7 Size
Bl Desktop @ packagexml 6/23/2017 6:53 PM XML Document 9KB
j Downloads ISM_Win.bat 6/23/2017 6:53 PM  Windows Batch File 4KB
%4 Recent places U README.TXT 6/23/2017 6:53 PM  Text Document 10KB
|| OM-iSM-Dell-Web-LX-3.0.1.tar.gz:sign 6/23/2017 6:53 PM  SIGN File 1KB
18 This PC | 1sM_Lx.sh 6/23/2017 6:53PM  SH File 5KB
|j& Desktop _| OM-iSM-Dell-Web-LX-3.0.1.tar. 6/23/2017 6:53PM  GZ File 2,166 KB
gz
_Ej Documents [_] sha256sum 6/23/2017 6:53 PM  File 1KB
18 Downloads || RPM-GPG-KEY-dell 6/23/2017 6:53 PM  File 2KB
W Music iDRACSvcMod-3.0.1.appx 6/23/2017 6:53PM  APPX File 3,232KB
Pp;
| & Pictures OM-iSM-Dell-Web-X64-3.0.1.exe 6/23/2017 6:53PM  Application 9,171Ke
PP
j Videos
&, Local Disk (C:)
@ SMINST (D:)
‘.! Network
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Select the OS-specific installer script and proceed with the iSM installation. Refer to the README.TXT present in the drive for

more information.
File View Macros Tools Power NextBoot Virtual Media Help

— | P = % Application Tools SMINST (D:) =
File Home Share View Manage v 0
© * 1 [am » ThisPC » SMINST (0) v ¢] [[searchsminsT(.. 2 |
Y Favorites Name Date modified Type Size
B Desktop 2] packagexml XML Document KB
&% Downloads [&] 1SM_Win.bat 6/23/2017 6:53PM  Windows Batch File 4KB
il Recent places & - e I
i OpenManage | iDRAC Service Module
A
1% This PC - =
Welcome to the InstallShield Wizard for Dell H
i Desktop EMC iDRAC Service Module
| Documents

# Downloads

W Music

=| Pictures

g Videos

&, Local Disk (C:)
= SMINST (D)

‘f‘ﬁ Network

The InstaliShield(R) Wizard will install Dell EMC iDRAC
Service Module on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and

international treaties.

Next >

| | Cancel

7. After the iSM installation is successfully completed, remove the removable drive from the Host OS.



Maintenance

1. Log in to the iDRAC GUI.
2. Navigate to Maintenance - SupportAssist.
If the server is not registered for SupportAssist workflow, the SupportAssist Registration Wizard is displayed.
3. Onthe Welcome page, click Next.
4. Click Install Service Module.

SupportAssist Registration

Install Service Module
Install ISM

Instructions:  In order to register and to enable SupportAssist to automatically open support cases
and send scheduled collections, the Service Module must be installed. If you choose
not to install the Service Module, you can only perform collections manually and
Operating System data cannot be included

installation Status Not Installed

Date of Last Install Not Applicable

Available Installer Version 301

Step20f5
Cancel | Ba

This will use the iISM DUP pre-installed in iDRAC and expose it as a removable drive in Host OS.
5. Click Launch Virtual Console.

Service Module Installer
The Service Module Installer is exposed to the Host OS and a job has been created

Installation Instructions

1. Launch Virtual Console

2 Login as an administrator to the Host 0S

3 Find the mounted volume in your device list labeled "SMINST" and click the
Epproprite script 1o initiate nstall The table below will nelp you determine the
appropriate script for your system.

Windows ISM-Win bat

Linux ISM-Lxsh - for Linux

4 Once installation is complete, iDRAC will show the Service Module as installed and
display the last installed date

The installer will be visible to the Host for 30 minutes. If you don't start installation within 30
minutes, you will have to restart the Service Module Install.

For further assistance, refer to the help or consult the iDRAC Service Module Install Guide.
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The drive (labeled SMINST) is listed in the Host OS.

File View Macros Tools Power NextBoot Virtual Media Help

Computer View ¥ 0
1 [y ThispC v ¢ [searchThisec 2|
¢ Favorites Name - Type Total Size Free Space
I Desktop 4 Folders (6)
8 Downloads |j Desktop System Folder
£l Recent places | Documents System Folder
- 8 Downloads System Folder
g!ﬁ'll'hls kG L“ Music System Folder
‘! ey |E] Pictures System Folder
ﬁ Document i Videos System Folder
Downloads
B Music 4 Devices and drives (2)
| & Pictures &, Local Disk (C) Local Disk 271 GB 254 GB
|8 Videos e SMINST (D:) Removable Disk 307 MB 293 MB
&, Local Disk (C)
@ SMINST (D3)
‘i Network

File View Macros Tools Power NextBoot Virtual Media Help

File Home Share View Manage v 0
[k@ = 1 |am » ThisPC » SMINST (D) v ¢ [ searchsMINST(.. £ |

_k Favorites Name Date modified Type 7 Size

Bl Desktop = packagexml 6/23/20176:53PM XML Document g9KB

& Downloads ISM_Win.bat 6/23/2017 6:53 PM  Windows Batch File 4KB

. Recent places || README.TXT 6/23/2017 6:53 PM  Text Document 10KB

|| OM-iSM-Dell-Web-LX-3.0.1tar.gz:sign 6/23/20176:53PM  SIGN File 1KB

1% This PC [ ] 15M_Lx.sh 6/23/2017 &:53PM  SH File 5KB

_je Desktop || OM-iSM-Dell-Web-LX-3.0.1.tar.gz 6/23/2017 6:53PM  GZ File 2,166 KB

_EJ Documents || sha256sum 6/23/2017 6:53 PM File 1KB

|4 Downloads || RPM-GPG-KEY-dell 6/23/20176:53PM  File 2KB

& Music || iDRACSvcMod-3.0.1.appx 6/23/2017 6:53PM  APPX File 3,232 KB

(] Pictures (D) OM-iSM-Dell-Web-X64-3.0.1.exe 6/23/2017 6:53 PM  Application 9,171 KB

j Videos

&, Local Disk (C)

e SMINST (D)
% Network

Select the OS specific installer script and proceed with iSM installation. Refer to the README.TXT present in the drive for
more information.
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7. After the iSM is successfully installed, remove the removable drive from the Host OS.
File View Macros Tools Power NextBoot Virtual Media Help

By [y Application Tools SMINST (D) - @] x
File Home Share View Manage v 0
(© v 1 | TisPC » SMINST (D) v & [ searchsMINST (.. 2 |
X Favorites Name Date modified Type T Size
B Desktop 2] packagexml 6/ 7 6:53 PM XML Document 3KB
& Downloads [&] 1SM_Win.bat 6/23/2017 6:53 PM Windows Batch File 4KB
| Recent places = z = : 7 [
3 OpenManage | iDRAC Service Module
A
1% This PC - =1
Welcome to the InstallShield Wizard for Dell =|
iz Desktop EMC iDRAC Service Module ‘
| Documents

& Downloads

W Music

=| Pictures

& Videos

&, Local Disk (C:)
e SMINST (D:)

G‘ﬁ Network

The InstaliShield(R) Wizard will install Dell EMC iDRAC
Service Module on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

Note: The Enterprise license is recommended for easy navigation to the Host OS by using Virtual Console.



WS-Man

For exposing the iDRAC partition containing iSM DUP to Host OS by using WS-Man, run the following method:

DCIM LCService. ExposeiSMInstallerToHostOS ()
This method will use the iISM Update Package, pre-installed in iDRAC, and exposes it as a removable drive in the Host OS.

Input WS-Man SOAP packet:

<?xml version="1.0"?>
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wsman="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd"
xmlns:nl="http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/DCIM LCService">
<s:Header>

<wsa:Action s:mustUnderstand="true">http://schemas.dmtf.org/wbem/wscim/1/cim-
schema/2/root/dcim/DCIM LCService/ExposeiSMInstallerToHostOS</wsa:Action>

<wsa:To s:mustUnderstand="true">https://100.101.21.62:443/wsman</wsa:To>

<wsman:ResourceURI s:mustUnderstand="true">http://schemas.dmtf.org/wbem/wscim/1/cim-
schema/2/root/dcim/DCIM LCService</wsman:ResourceURI>

<wsa:MessageID s:mustUnderstand="true">uuid:a9f51b58-4fdc-1£fdc-8002-
6cbb576a0064</wsa:MessagelD>

<wsa:ReplyTo>

<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsman:SelectorSet>
<wsman:Selector Name="Name">DCIM:LCService</wsman:Selector>
<wsman:Selector Name="SystemName">DCIM:ComputerSystem</wsman:Selector>
<wsman:Selector Name="CreationClassName">DCIM LCService</wsman:Selector>
<wsman:Selector Name="SystemCreationClassName">DCIM ComputerSystem</wsman:Selector>
</wsman:SelectorSet>
</s:Header>
<s:Body>
<nl:ExposeiSMInstallerToHostOS INPUT/>
</s:Body>
</s:Envelope>

Output WS-Man SOAP packet

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:nl="http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/DCIM LCService"
xmlns:wsman="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd">
<s:Header>
<wsa:To>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:To>
<wsa:Action>http://schemas.dmtf.org/wbem/wscim/1/cim-
schema/2/root/dcim/DCIM LCService/ExposeiSMInstallerToHostOSResponse</wsa:Action>
<wsa:RelatesTo>uuid:a9f51b58-4fdc-1£fdc-8002-6cbb576a0064</wsa:RelatesTo>
<wsa:MessageID>uuid:7449aa50-£673-1673-81lac-2403d5eb7b84</wsa:MessagelD>
</s:Header>
<s:Body>
<nl:ExposeiSMInstallerToHostOS OUTPUT>
<nl:Job>
<wsa:EndpointReference>

<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
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<wsa:ReferenceParameters>
<wsman:ResourceURI>http://schemas.dell.com/wbem/wscim/1/cim-
schema/2/DCIM LifecycleJob</wsman:ResourceURI>
<wsman:SelectorSet>
<wsman:Selector Name="InstanceID">JID 783506161638</wsman:Selector>
<wsman:Selector Name="_cimnamespace">root/dcim</wsman:Selector>
</wsman:SelectorSet>
</wsa:ReferenceParameters>
</wsa:EndpointReference>
</nl:Job>
<nl:ReturnValue>4096</nl:Returnvalue>
</nl:ExposeiSMInstallerToHostOS_ OUTPUT>
</s:Body>
</s:Envelope>

After you successfully run the above command, the drive (labeled SMINST) will be visible in the Host OS.

This PC » SMINST (D:)

A
Name

D) OM-iSM-Dell-Web-X64-3.0.1.exe

_ IDRACSveMod-3.0.1.appx
RPM-GPG-KEY-dell
sha256sum
OM-iSM-Dell-Web-LX-3.0.1 tar.gz
ISM_Lx.sh
OM-iSM-Dell-Web-LX-3.0.1.tar.gzsign
README.TXT
& ISM_Win.bat

= packagesml

Figure 1.  SMINST drive in the Host OS

Manually select the OS-specific installer script and proceed with iSM installation. For more information, see the README.TXT file
present in the drive. After the iISM successfully installed, remove the removable drive from the Host OS.

Job Status

To check the status of a job, use the following command:

<?xml version="1.0"?>
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wsman="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd">
<s:Header>
<wsa:Action
s:mustUnderstand="true">http://schemas.xmlsoap.org/ws/2004/09/transfer/Get</wsa:Action>
<wsa:To s:mustUnderstand="true">https://100.101.21.62:443/wsman</wsa:To>
<wsman:ResourceURI s:mustUnderstand="true">http://schemas.dmtf.org/wbem/wscim/1/cim-
schema/2/root/dcim/DCIM LifeCycleJob</wsman:ResourceURI>
<wsa:MessagelID s:mustUnderstand="true">uuid:blcbfl192-4fdc-1fdc-8002-
6cbb576a0064</wsa:MessageID>
<wsa:ReplyTo>

<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>

<wsman:SelectorSet>




<wsman:Selector Name="InstanceID">JID 783506161638</wsman:Selector>
</wsman:SelectorSet>
</s:Header>
<s:Body/>
</s:Envelope>

Output

<?xml version="1.0" encoding="UTF-8"?>

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:nl="http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/DCIM LifeCycleJob"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<s:Header>

<wsa:T

o>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:To>

<wsa:Action>http://schemas.xmlsoap.org/ws/2004/09/transfer/GetResponse</wsa:Action>

<wsa:RelatesTo>uuid:blcbfl192-4fdc-1£fdc-8002-6cbb576a0064</wsa:RelatesTo>

<wsa:MessageID>uuid:7¢19f0a0-£673-1673-81b5-2403d5eb7b84</wsa:MessagelD>
</s:Header>

<s:Body>

<nl:DCIM LifeCycleJob>

<nl:
<nl:
<nl:

<nl

<nl

ElapsedTimeSinceCompletion>4<nl: ElapsedTimeSinceCompletion>
InstanceID>JID 783506161638</nl:InstancelID>
JobStartTime>NA</nl:JobStartTime>

:JobStatus>Completed</nl:JobStatus>
<nl:

JobUntilTime>NA</nl:JobUntilTime>

:Message>The SupportAssist Expose Partition for Service Module Operation is completed

successfully</nl:Message>

<nl:
<nl:
<nl:
<nl:

MessageArguments>NA</nl:MessageArguments>
MessageID>SRV076</nl:MessagelID>

Name>Expose Partition for Service Module Installation</nl:Name>
PercentComplete>100</nl:PercentComplete>

</nl:DCIM LifeCycleJob>
</s:Body>
</s:Envelope>
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RACADM

For exposing iDRAC patrtition containing iSM DUP to the Host OS by using RACADM, run the following command:

racadm supportassist exposeisminstallertohostos
This command uses the iISM DUP pre-installed in iIDRAC and exposes it as a removable drive in the Host OS.

Output

Job ID JID 947367468241

RAC1154: The requested operation is initiated.

Run the RACADM jobqueue sub-command, using the job id to check the status of
the requested operation.

The drive (labeled SMINST) will be visible in Host OS, after the above command is successfully run.

This PC » SMINST (D)

Narm
Name

0} OM-iSM-Dell-Web-X64-3.0.1.exe

_ IDRACSveMod-3.0.1.appx
RPM-GPG-KEY-dell

sha236sum
OM-iSM-Dell-Web-LX-3.0.1 tar.gz

_ ISM_Lx.sh
OM-iSM-Dell-Web-LX-3.0.1.tar.gzsign
README.TXT

) ISM_Win.bat

= packagesml

Manually select the OS-specific installer script and proceed with the iSM installation. For more information, see the README.TXT
present in the drive for more information.

After iSM installation is successfully completed, the removable drive must be removed from the Host OS.

Job status
To check the status of a job, run the following command

racadm jobqueue view —-i JID 947367468241

[Job ID=JID 947367468241]

Job Name=Expose Partition for Service Module Installation
Status=Completed

Start Time=[Not Applicable]

Expiration Time=[Not Applicable]

Message=[SRV088: The SupportAssist Expose Partition for Service Module Installation Operation is
completed successfully.]

Percent Complete=[100]



INTELLIGENT PLATFORM MANAGEMENT INTERFACE-IPMI (HOST OS)

You can install the iSM by using the iDRAC from Host OS by using the following IPMI commands:

The default version of iSM required for 14G servers can be installed by requesting iDRAC to share the factory-installed version
available in iDRAC.

Expose a Removable Drive containing ISM installer in Host OS
1. Run the following IPMI command to expose a Removable Drive on the Host OS server. After the IPMI command is successfully processed, the

removable drive containing the iSM installer is presented to the Host OS. The Host user must select the respective installer for the Host OS and
complete the iSM installation.

swtoolssIPMITool>»ipmitool —I wmi raw Bx30 Bxal BxB3 BxB0 BxHH@

Data length = 3
82 88 8@

The status of the IPMI command is pending (0x02), which indicates that the “expose removable drive” operation is on-going
and the user must check the status of the operation by using the Get Command Status.

v 4 e » ThisPC » SMINST (E)

P

Name Size

__| iIDRACSvcMod-3.0.1.appx

__| ISM_Lx.sh

(5] ISM_Win

& OM-iSM-Dell-Web-LX-3.0.1.tar

|| OM-iSM-Dell-Web-LX-3.0.1.tar.gz.sign ;
J,J OM-iSM-Dell-Web-X64-3.0.1 4/26

il 9153 KB
| package 4/26/20 ML File 2 KB
| README 4/26/2017 3:22 AM  Text Document 10 KB

o || RPM-GPG-KEY-dell 4/26/2017 3:22 AM  File 2KB
. | sha256sum 4/26/2017 3:22 AM File 1 KB

Figure 2. Removable drive on the host OS

2. Manually trigger the iSM installer for the installed OS.
Close the Removable Drive

3. After successfully installing the iSM by using the removable drive, the drive must be manually ejected or closed. Run the following IPMI
Command to close the Removable Drive on Host OS.

stoolssIPMITool>»dipmitool -1 wmi raw Bx30 Bxal BxB4 BxB0 BxHH@

atehlength =3
A2 bA @A

The response IPMI command indicates the current status of the operation (Pending — 0x02). The completion status of the operation
can be verified using the Get Command Status.
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Get Command Status

4. The IPMI command for exposing or closing the ISM Installer returns Pending (0x02) or a failure reason, if pre-conditions fail. Verify the
completion of the command by using the following status command. The output returned is the status of last triggered iSM install IPMI
command. Some of the key return values of the Status command are:

e  0Ox00 — Success
e 0xO01 - Failure
e 0x02 - Pending

tstoolssIPMITool»ipmitool -1 wmi raw Bx3@ Bxal BxAS HBxBA AxHH@

Data length = 3
88 AA BB

After the Hide/Expose Removable Drive Partition commands are run, the above status command returns a SUCCESS
code (0x00 - offset 4).

References
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management/w/wiki/4374.how-to-build-and-execute-wsman-method-commands



http://dell.com/idracmanuals
http://dell.com/idracmanuals
http://en.community.dell.com/techcenter/systems-management/w/wiki/4374.how-to-build-and-execute-wsman-method-commands
http://en.community.dell.com/techcenter/systems-management/w/wiki/4374.how-to-build-and-execute-wsman-method-commands

	EXECUTIVE SUMMARY 4
	Introduction 4
	Overview of iSM installation by using iDRAC9 4
	Prerequisites for iSM installation by using iDRAC9 4
	Installing iSM by using iDRAC GUI 5
	WS-Man 11
	RACADM 14
	Intelligent platform management interface-ipmi (Host OS) 15
	References 16
	EXECUTIVE SUMMARY
	Introduction
	Overview of iSM installation by using iDRAC9
	Prerequisites for iSM installation by using iDRAC9
	Installing iSM by using iDRAC GUI
	WS-Man
	DCIM_LCService. ExposeiSMInstallerToHostOS()

	RACADM
	racadm supportassist exposeisminstallertohostos


