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Executive summary

OME 2.3 supports "Simplified modular infrastructure configuration management", where the chassis and I0A
configurations are managed together. The Chassis Infrastructure templates contain both the CMC template
and all the supported IOA templates on the Chassis.

OME simplifies the configuration compliance features by separating the deployment templates and
configuration baselines. The OME introduces new features to create configuration baselines, associate the
devices to configuration baselines and make the devices compliant to the associated baselines.

This technical white paper includes:

Creating the configuration baselines

Associating the devices to configuration baselines

Making the devices compliant to associated baselines by using the “Configuration Baseline” feature in
OME version 2.3

Best practices

Troubleshooting information
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1 Features discussed in this technical white paper

e Comprehensive use case examples for using OME IOA configuration features
e Requirements and setup for using the features

e Creating a template from the chassis device or IOA

e Editing a chassis template

e Deploying a template to a chassis and its IOAs

e Setting up auto deployment with chassis templates

e Deploying a template to IOA

e Creating a configuration baseline template of the chassis device

e Associating configuration baseline template to one or multiple chassis devices
e Configuring the Configuration Inventory
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2.1

2.2

2.2.1

2.2.2

Preparing OME for managing modular Chassis infrastructure

The chassis devices has to be discovered with Chassis (CMC) Discovery—All Components option in discovery
wizard. When a CMC is discovered with Chassis (CMC) Discovery—All Components option in discovery
wizard, all the servers and I0As of the blade chassis are also discovered automatically in OME.

Target device requirements

e For the chassis, supported firmware versions are:
o PowerEdge M1000e with chassis firmware version of 5.10 and later, installed
o PowerEdge VRTX with chassis firmware version of 2.1 and later, installed
o PowerEdge FX2 or FX2s with chassis firmware version of 1.3 and later, installed

e For the chassis, required licenses are:
o PowerEdge FX2, FX2s, and VRTX chassis must have an Enterprise License

e For the IOAs, supported firmware versions are:
o Inthe OME version 2.3, the I/O aggregator must have installed the firmware version of 9.10.0.0,
9.10.0.1P10, or 9.11.0.0.

¢ IOAs must be configured in any of the following operational modes:
o Standalone
o Virtual Link Trunk (VLT)
o Programmable MUX (PMUX)

File share settings

The device configuration and deployment features require a staging area (file share). This section describes
the details of the file share and how to setup the file share.

File share requirement explanation

The file share is a staging area for deployment. To use the deployment features, the file share is required to
send and receive configuration files to and from a device. During create or deploy task, configuration files will
briefly exist in the file share folder. After the completion of ‘create’ or ‘deploy’ task, the file is deleted. Security
attributes (passwords and other sensitive data) are not included in the file.

Setting up file share

The file share settings must be entered in the OME. The file share settings require a username and a
password of a user who has privileges to read and write the files on OEM system. During the deployment or
configuration task, the username and password are sent to the remote targets to access the file share. Using
an administrator account is recommended.

1. Navigate to the Deployment portal.
2. Inthe left pane, click File Share Settings under Common Tasks.

Managing Modular Infrastructure by using OpenManage Essentials (OME) DELLEMC



3. Type the user name and password in the File Share Settings dialog box, and then click Apply.

' File Share Settings

2]

File Share Settings

The Device Configuration feature requires a file share on the OpenManage Essentials' server for all operations,

Enter the credentials that will be assigned to and used for accessing the file share.

Domain ' Username: | .\Administrator

F'ES-SWCIrd: SRR ERRRRRRRNRRRRRRRRR

File Share Status: 0Ok

Help [ Cancel ] Apply

Figure 1 File share settings
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Creating Chassis Infrastructure template from a reference
chassis by using IOA devices

OME 2.3 supports "Simplified modular infrastructure configuration management", where the CMC and IOA
configurations are managed together. The Chassis Infrastructure templates have both the CMC template and
all the supported IOA templates on the Chassis.

Example use case—you have a new blade chassis or an existing blade chassis (with or without IOAs) from
which you want to create the template.

This section describes how to create the template from a discovered device. The reference device is the
device which is discovered in OME, configured in a desired way, and the functionality of the device is
intended to be replicated on other devices. The reference template is essential for the successful
configuration of your other devices. Make sure that the reference device is configured correctly, before
creating the template.

To accomplish this use case:

Navigate to the Deployment tab.

In the left pane, click Create Template under Common Tasks.

In the Create Template dialog box, type a unique name for the template.
Select Create from Device.

Select Chassis as the device type.

Select the target CMC from the device tree.

oOuA~wNPRE

Note: Alternatively, you can select the target by entering the device name or Service Tag in the search box
next to Create from Device.

7. Type the user credentials in Execution credential, for the target CMC and I0OAs on the chassis.

Note: The CMC credentials must have administrator privileges on the target CMC. I0A credentials are
optional. If IOA credentials are not provided then, the I0A attributes will not be captured.

Managing Modular Infrastructure by using OpenManage Essentials (OME) DELLEMC



Create Template Wizard =

Create Template

Mame: |CMC Infra Template |

I Create from File Browse

(*) Create from Device [CMC—DSER_GEE j

Device Type: () server (*) Chassis () I0A

Mote: Only CMCs with an Enterprise license and supported firmware can be selecied.

[z &l Applicable Devices
E Rac

CMC-BETYDR42

CMC-D33RG52

Modular Systems

Execution Credentials
CMC

User Name: |rnot |

Password: | LITI T L] |

10A (Cptional. If not provided, 104 attributes will not be captured.)

User Name: |r{:u::rt |

Password: | [ TTTT Y] |

Help l Cancel H Finish J

Figure 2 Create template from reference device wizard

8. Click Finish.
9. Click OK.
The task is created when the wizard is closed.
10. To view the created task, click the Tasks tab in Deployment.
11. To view the progress of the task, see Task Execution History.
12. To view the details of execution history, double-click the task execution history entry, or right-click the task
execution history entry.
13. Select Details.
The information about the issues (such as incorrect credentials) is displayed.
14. If the task is successful, the template is created and displayed in the Chassis Templates tree.
15. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Note: Enter the CMC and IOA credentials to run the task again.
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4 Viewing and editing Chassis Infrastructure template

Example use case—you have an existing Chassis infrastructure template and you require to change some of

the template attributes. To accomplish this use case:

1. Navigate to the Deployment tab.
2. Select any Chassis Infrastructure templates in the Chassis Templates tree.

Home Manage [zt wcid Reoorts Setings Logs Turids Del
Deployment

Deploy Device Configuration Portal 4

Confiuration Template CMC Infra Demo ?
Getting Started for Deployment
i | )
Attributs n o
i ol s
Create Template Grouped by: Total 814 Moddfied: 0
Virtual 10 Pool
it | Deploy Modified  Section Y nstance Y Atiibute Name Y Vawe Y Dependencies Y Destuctve ¥ Gowp Y 4l
Create Compute Pool
Deploy Temglate A ActiveDirectory
Setup Auto Deployment v QUC CNClntegraled | ! No ActveDi
Manage Auto Deployment Credentials v CMC CMC Infegrated 1 0 SSOEnable ADEnable No ActiveDirectory
File Share Settings v cMeC CMC.Integrated 1 SCLEnable ADEnable; No ActiveDirectory
Replace Server v oue CMC Integrated 1 omed bdcsilab No 1
Recaim Identies v MG CMCInlegated 1 Mo
v cMe CMC Integrated 1 120 No
8- Server Templates v CMeC CMC Inegrated 1 No ActveDirectory
B Samples J CMC  CMClnlegraled 1 1 No ActveDirectory
Configuration Template idrac-13MP0B: v o CMC Integraled 1 100.1000.30 No
= 1 Configuration Template drac- DG73IF 7 OMC  CMCInegraed AciveDiectory 1 GiobalCatalog! 100100030 SpechSeneEnabe;, o AciveDivechory
B Chasss Templtes v BLCLDeploylnfo
B- Samples v Chassisinfo
z v Configuration Template er};,’irfral v Chassislog
v ChassisPower
— 10A Templates v ChassisSlot
B Repurpose and Bare Metal ¥ Ondelo
b idrac-cNKCHs2 et
v CMCVIAN
Figure 3 View Chassis Infrastructure templates
To change the CMC device template attributes:
3. Under Attributes, select the attribute value.
4. Click Save.
5. Inthe Save Template dialog box, click Yes.
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lmmnl Reports  Settings Logs Tutorals Dell EMC Solutions

Configuration Template CMC Infra Demo ?
et s | A2 a Undo
Atrbutes | 7 oy | v ooy
Grouped by: G(Sup Totat 814 Modded 1
=] Deploy Modified ¥ Section ¥ Instance Y Altribue Name Y Voke Y Dependencies Y Oestwchve ¥ Gowp ¥ =
~ ActiveDirectory
Deploy Template o,
Setup Auto Deployment S o veDeeckr
Manage Auto Deployment Credentials J e N tveDrectory
File Share Settings J M tveDireclor
Replace Server 7 o of
Redaim [dentities 7 o SeaDoockn
v O ActveDuector
B Server Templates v oue chveDrecton
B Samples 7 o Iy
Configuration Template idrac-18MPOB] 7 o |
' Configuration Template drac-DG73TF 7 o

v BLCLDeploylnfo

B Chassis Templates

 Chasssinfo
J s MG CMClnegrated | Chassisino 1 AsselTag 1] Mo Chassaintc

v Chassislog

v ChassisPower

v ChassisSlot

v Cmcklerts

¥ Cmeinfo

v CmeTime

v CHOVLAN

v DefaultCredentialGroup

v Deploy
Figure 4 Editing CMC Template attributes of Chassis Infrastructure template

Note: Editing the template attributes in the deployment wizard is not supported. Only device-specific attributes
of the CMC device and IOA template(s) can be modified.
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6. To view the corresponding I0A templates, navigate to other tabs named with IOA names.

Home Manage [DSWURSHl Reports Setings Logs Tutorials  Dell ENC Solutions

“| Configuration Template CMC Infra Demo ?

tarted for Deployment
Deployment Portal

A2 c1
Attributes —
2y |G

Create Template

Undo Save

Create Virtual 10 Pool Cloning Header Start
ReleasePlatform
Releaseversion
Deploy Template ReleaseSize 45
ReleaseTime Au
OPTHO

Create Compute Pool

Setup Auto Deployment

Manage Auto Deployment Credentials

File Share Settings
Replace Server = | iFcPortsPresent FALSE
Reclaim Identities QuadPortsPresent 333741 45

ode pmux
ckSum  422db44ae183cad237d5ecel cf62842
B Server Templates Cloning Header End

8- Samples

Configuration Template idrac-18MPO8] Version 9.10(0
Last configurat:

& ¥ Configuration Template idrac-DG73TF;

B Chassis Templates

B Samples
& ~ Configuration Template CMC Infra | | | {hostname I0A-Demo1

protocol lidp

— 10A Templates

redundancy auto-synchronize ful

usemame root password

B- Repurpose and Bare Metal B s

L drac-cnkcrsz
stack-unit 0 provision 1/0-Aggregator
L idrac-FOHI7C2 aares

stack-unit 0 port 33 portmode quad
Virtual 10 Pool wlperie -

E—— stack-unit 0 port 37 portmode quad

Figure 5 Viewing the IOA templates of Chassis Infrastructure template

Note: The modification of IOA attributes is not supported.

To deploy the IOA template on the specific IOA:
1. Under Attributes, clear the I0A value.

2. Click Save.

3. Inthe Save Template dialog box, click Yes.

Note: IOA templates selection in the Deployment wizard is not supported. Only the device specific attributes
of the CMC device and IOA template can be modified in the Deployment wizard.
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Configuration Template CMC Infra Demo

ot (e oen

ICloning Header Start
IReleasePlatform XL
IReleaseVersion 9.10(0.1P10)
'ReleaseSize 45850194

| Aug 24 2016 03:33:35

ISerial-Number CN282984CD0194

IFCPortsPresent FALSE

QuadPortsPresent 33 37 41 45

110M-Mode pmux

!chmm 422db 2374 s 2
ICloning Header End

| Version 9.10(0.1P10)
| Last configuration change at Tue May 23 21:08:51 2017 by root
1

lboatym stack-unit 0 primary system://A
boot system stack-umit 0 secondary system://B
boot system stack-unit 0 default system://B

!
hostname 10A-Demol
1
protocol lldp
U
redundancy aute-synchronize full
U

root password 7 d dcdaf698 privilege 15
arun password 7 95afc322eadcf12d privilege 15

|
stack-unit 0 provision I/0-Aggregator
1

-Hlﬂ-ull'n 0 port 33 portmode quad
i

stack-unit 0 port 37 portmode quad
!

Figure 6 Selecting the IOA templates of Chassis Infrastructure template
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5 Deploying Chassis Infrastructure template

Example use case—based on the necessity of your data center, you have configured the settings of the
particular chassis and the corresponding I0As (CMC devices and the IOAs on the Chassis). You have a new
or the existing Chassis which you need to reuse. You wish to copy the settings of the configured Chassis and
its IOAs and apply them to the new or the existing Chassis.

To accomplish this use case:

1. Check the configuration of Chassis and available IOAs which are already configured.

2. Save the configuration in OME as a Chassis Infrastructure template. See Creating Chassis
Infrastructure template from a reference chassis by using IOA devices.

3. Add the target CMC device (the new or existing CMC device) of the chassis to the Repurpose and
Bare-metal device group. See Adding devices to the ‘Repurpose and bare-metal’ device group.

4. Deploy the template to the CMC device and its IOAs. See Deploying the template.

Note: Creating and deploying the template have requirements for the OME system and target devices.
To review the requirements for creating the template, see Target device requirements.
To review the requirements for deploying the template, see Deploying the template.
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6.1

6.2

6.2.1
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Deploying template to bare-metal devices

This section describes the procedure for deploying the template on CMC devices by using manual 1/O.

Deploying the templates involves sending and applying configuration settings to the remote devices. The
template may contain a single configuration setting, one or more specific functional areas configuration
settings, or a full device configuration setting. To deploy the template, you must create the template first. The
template is essential for the successful task deployment. Make sure that the device from where you are
creating the template is configured in the same way you wish to deploy it, when you create the template. To
create the template, see Creating Chassis Infrastructure template from a reference chassis by using I0A
devices.

The template created from the target may contain destructive attributes (especially if it contains RAID
configuration settings). Deploying the destructive attributes may cause data loss, connectivity issues, failure
to start, and other problems. It is important to review and understand each destructive attribute before
deploying it to the target devices.

Deploy requirements

1. The file share must be configured. See Setting up file share.

2. The target devices must meet the minimum requirements for the deployment and configuration
features. See Target device requirements.

3. The target devices must be added to the repurpose and bare-metal device group. See Adding
devices to the ‘Repurpose and Bare-metal’ device group.

4. Minimum one user-created template (a cloned sample template is a user created template).

Purpose and definition of the ‘Repurpose and Bare-metal’ device
group

The Repurpose and Bare-metal device group consists of all the devices eligible for deploying the template
task. Add the devices to this group, only if you intend to deploy a template to the devices. If you do not intend
to deploy the template to the devices, it is recommended to remove the devices from the Repurpose and
Bare-metal device group. You must not add the production devices to the Repurpose and Bare-metal device
group, because deploying the template can be destructive and cause downtime or the data loss.

Adding devices to the ‘Repurpose and bare-metal’ device group
1. Navigate to the Deployment tab.
In the left pane, click Deployment Portal under Deploy Device Configuration Portal.
Click the Repurpose and Bare-metal Devices tab.
In the lower-right corner of the grid, click Modify Devices.
Check the target devices in the message displayed. The target devices must be discovered and the
target server must have the Server configuration for OME license.
6. Click Ok.

arwDn
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Note: Only the devices that satisfy the deploy requirements appear in device selection. To review the
requirements, see Deploy requirements.

Modify Devices of the Repurpose and Bare Metal Device Group EZ

Cnly IDRACs with a "Server Configuration for Openifdanage Essentials’ license, CMCs with an Enterprise license and
supported firmware, and 10A switches on an appropriate mode and supported firmware can be added to this group.

= All Applicable Devices
=1 RAC
CMC-BTYDR42

CMC-DE9RGS2
[ idrac-2489R42a
idrac-2489R42b
idrac-2489R42c
idrac-2489R42d
idrac-BN1JR42a
idrac-BM1JR42b
idrac-CNJILHE2
idrac-CNKCHB2
idrac-FOH17C2
Modular Systems

l Cancel ]l Ol J

Figure 7 Modifying Repurpose and Bare-metal device group

6.3 Deploying the template

This section describes the procedure for deploying a Chassis Infrastructure template to chassis (CMC device
and the IOAs present on the chassis).

6.3.1 Deploying the template to chassis

1. Navigate to the Deployment tab.

2. Inthe left pane, click Deploy Template under Common Tasks.

3. Type a unique name for the task. The name is optional, since a default name is supplied, but it is a
generic name, and the same default name is always supplied. Selecting a name that is relevant to
what is being deployed is suggested.

4. Select Deploy Template, and then click Next.

5. Select the template to be deployed on the target CMC device of the target chassis and click Next.

17 Managing Modular Infrastructure by using OpenManage Essentials (OME) DEALEMC



6.3.2
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6. Select the target CMC devices of the chassis and click Next.
7. Type the device specific attributes for each target CMC devices and the IOA devices of the target
chassis.

Note: These are the attributes, such as ‘StaticGateway’, that are not included in the templates because they
do not necessarily apply to all target devices. For more details, see Editing the device specific attributes of
deploy template task. Click ‘Next'.

8. Click Next.

9. To continue the deployment when the template is incompatible with the target devices, on the
Options page, select Continue on warnings.

10. Click Next.

11. Set the schedule when the deploy template task runs. Run now will run the task when the wizard is
closed. Run at will run the task on the selected future date.

12. Type the credentials for target CMC devices and the IOAs of the target chassis. The credentials must
be valid for all target devices and must have the Operator or Administrator privileges on iDRAC.

13. If the Chassis Infrastructure template contains only the CMC Device Template, type only the CMC
credentials.

Note: The credentials must be valid for all target CMC and IOAs devices, and have Administrator privileges.

14. Click Next.

15. Review the task in Summary and click Finish.

16. Review the message. The deploy action can be destructive. It is important to review and understand
the template you are deploying.

Editing the device specific attributes of deploy template task

Device specific attributes are attributes, such as ‘StaticGateway’, that are not included in templates because
they do not necessarily apply to all target devices. Editing and deploying device specific attributes is optional
because a device may already have the device specific attributes configured or the attributes may not be
applicable to that specific device. If the template being deployed has device specific attributes, the device
specific attributes will appear in the Edit Attributes page of the deploy wizard. The Edit Attributes page lists
the target CMC devices of the chassis on the left side and displays the device specific attributes for the
selected device in the right side grid. The IOA device specific attributes such as IOA host name appears
under the sections named by their IOA names (like Al, A2, B1, B2, C1, C2, etc.).

To edit the attributes:

In the left pane, select a device.

Click Deploy on the attributes that you want to deploy to that device.
Edit the Value of each checked attribute.

Click Save.

Repeat for each device.

a MDD
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Note: OME will automatically rediscover the target CMC device of the target chassis whenever a new static
IP address is deployed, after completing the deployment successfully. A new discovery range will be added
when needed.

Deploy Template Wizard
Deploy Template Wizard  Edit Attributes 4/7
O 0 O O 0O O
Name and Deploy Options Select Template Select Devices Edit Attributes Options el Schedule Summa
‘\M| Device Specific Attributes l
Select Devices: Device Specific Attributes for: CMC-D89RG52 [D8IRG52, PowerEdge M1000e] jindo ‘ Save ‘ \ImportJExport\
CMC-DB9RG52 e 7 Total: 17 Modified: 2
E Deploy Modified \{ Section Y[ Instance Y Attribute Name Y Value ::
~ A2
v Yes 7 10A |10Aconfig I0A host name 10A-Dem
A4 ‘ActnveDlrectory
A C1
[V Yes 10A 10Aconfig 10A-De
%ChasmsLocatlon I
O |
] '
L
L
1y
J
v IPv4 v
ol il !
Help Cancel || Back || Next

Figure 8 Editing the device specific attributes

Alternatively, you can import and export the grid to file to edit. You may want to export/import if you have a
large number of devices with a large number of device specific attributes. The device-specific attributes grid
can be exported by selected device or all devices. All devices will export to a single file that can be opened in
a spreadsheet processing application. After editing the file, it may be imported. The edited values must be
valid for the attribute. The grids will be populated with the import data. The Ul logs will report any problems
with format or values of the import file.
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Auto-deploying the templates

Auto-deploying the templates applies to all the attribute values of the templates to the device, after it is
discovered. To add auto-deploy entries for devices that have not been discovered by OME, a list of Service
Tags for the target devices must be provided. To auto-deploy the template, you must first create the template.
See Creating Chassis Infrastructure template from a reference chassis by using IOA devices.

Note: Auto deploy is only for devices that have not been discovered by OME. To deploy to devices
discovered by OME, see Deploying Template to Bare-metal Devices.

Auto deploy requirements

In order to add auto deployment entries, the following requirements must be satisfied:

e Must have the template to deploy. See Creating Chassis Infrastructure template from a reference chassis
by using IOA devices.

o Must satisfy all device configuration requirements of target device. See Target device requirements.

e Target Service Tags cannot be matched with a Service Tag of the discovered device.

o A CSV file with the Service Tags. See Create a Service Tag CSV file.

Setting up auto deploy of the template

This section describes how to set up the auto deployment of the template against Service Tags. Also,
describes how to create and format the auto deployment CSV file, and the auto deployment wizard.

Creating a Service Tag CSV file

To create the Service Tag CSV file:

e Must have a column named ServiceTag

e Each Service Tag must correspond to Dell EMC standards Service Tags.

e Service Tags corresponding to the Service Tag of discovered device in OME, may not be required.

ServiceTag
ABCDEFG
HY3912B
Al23456
WNXLESW

e L [

Ln

Figure 9 Format of an example CSV file

Setting up bare-metal auto deploy of the template to Chassis Service Tags
To set up bare-metal auto deploy of the template to Chassis Service Tags:

1. Navigate to the Deployment tab.
2. Inthe left pane, click Setup Auto Deployment under Common Tasks.
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Select Deploy Template, and then click Next.

4. Select a server or chassis template (as applicable to the type of target devices) to be deployed on the
target servers or chassis, and then click Next.

5. Click the Import button to import the csv file that contains the Service Tags. The imported Service
Tags must be compatible with the type of template selected in the step below.

6. Browse to the location where the file is saved, select the file, and then click Open. All the Service
Tags in the file will be imported and listed in OME. The Import Summary window is displayed.

7. Review and click Ok to close the window.

Click Next.

9. (optional) Enter the unique attributes per Service Tag. For details, see Editing the device specific
attributes of the deploy template task.

10. Click Next.

11. Select the execution credentials for the Service Tags. Instead of entering the credentials for each

target device, credential definitions must be created. Credential definitions can be added as needed.

Credential definitions can be assigned to multiple targets. Credentials are required for each target

device. If no credentials exist yet, at least one (a default set of credentials) must be created. Follow

these steps, otherwise go to last step.

i. Click Add New Credential.

ii. Type a description for the credential set (the description text is displayed in the credential
selection page).

iii. Type the username and password.

iv. Click Finish.

©

Add Credentials B

Add Credentials

Description: ‘Lab ® Credentials

User Name: ‘Administralnr

Password: ‘

E Default

Cancel ] l Finish

Figure 10 Auto deployment target credentials page
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12. Review the task in the Summary pane and click Finish.
13. All the Service Tags that were imported are listed in the Auto Deployment tab.

Note: The Service Tags remain in the Auto Deployment tab until they are discovered and inventoried in
OME and the ‘Deploy Configuration to Undiscovered Devices’ task creates a deploy task for the device with
the Service Tag. The ‘Deploy Configuration to Undiscovered Devices’ task checks periodically if the devices
are discovered and inventoried in OME. Once the discovery and inventory is complete and a deploy task is
created, the devices will move to the Repurpose and Bare-metal Devices group and the auto deployment
entry will be deleted. Deploy configuration tasks are created to deploy the templates that were selected. The
tasks created for the Service Tag entries can be viewed under the tasks tab in the deployment portal.
Double-click the task to view the task details. Task execution history entries can be found in the task
execution history grid. Double-click the task execution history entry to view the task execution history details.

7.2.3 Modifying the auto deployment settings

By default, the Deploy Configuration to Undiscovered Devices task runs after every 60 minutes. When this
task runs, it checks if any of the auto deployment Service Tags were discovered. If the device matching an

auto deployment Service Tag is discovered, a deploy template task is automatically created and the specified
template is deployed to that device.

To modify the execution interval for the Deploy Configuration to Undiscovered Devices task or to enable or
disable it:

1. Select Deployment Settings under Preferences.
2. Select or clear the Enable auto deployment for recently discovered devices to enable or disable
the Deploy Configuration to Undiscovered Devices task respectively.

Note: If the task is disabled, the Service Tags in the Auto Deployment grid will not be deployed
automatically.

3. Inthe Run auto deployment every box, type or select the minutes you want the ‘Deploy
Configuration to Undiscovered Devices’ task to run.

Home Manage Deployment Reports JEAE G Logs Tutorials Extensions Search device, ranges, and more... ]

Console Settings Email Settings  Alert Settings Custom URL Settings Warranty Notification Settings Device Group Permissions Mobile Settings Discovery Settings Deployment Settings
Deployment Settings ?

File Share Settings

The Device Configuration feature reguires a file share on the OpenManage Essentials' server for all operations.
Enter the credentials that will be assigned to and used for accessing the file share.

Domain '\ Username: ‘.‘Admimstrat:r |

Password: [sssessssasnsrsensnsaee |

File Share Status: Ok

|Auto Deployment Settings

| Enable auto deployment for recently discovered devices|

Run auto deployment every EE: Minutes

Figure 11 Auto deployment settings page

4. Click Apply.
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8 Creating configuration baseline of the chassis device

Example use case—you have a new blade chassis or an existing blade chassis for which you want to create
the configuration baseline.

To accomplish this use case:

Click Manage—->Configuration.

In the left pane, click Create Template under Common Tasks.
Type a unique name for the template.

Select Create from Device.

Select Device Type as Chassis.

Select the target CMC device from the device tree.

o g kwhNpE

Note: Alternatively, you can select the target by entering the device name or Service Tag in the search box
next to Create from Device.

7. Type the Execution credentials for the target.

Note: The credentials must have administrator privileges on the target CMC device.

[ create Baseline wizard EZ

Create Baseline

Mame: I|Chassis Baseline DESRGS5Z | |

) Create from File Erowse

(=) Create from Device | CMC-DSSRGS2 )

Device Type: () Server

Mote: Only CMCs with am Entenprise licenss and supported firmware can be selecited.

=] all Applicable Devices
=1 A
CMC-BTYDR42Z
CMC-DE9RGE52
= Modular Systems
PowerEdge FX2
[=] PowerEdge M1000e
Cl CMC-D89RGSZ_Chassis

CMC-D89RG52

Repurpose and Bare Metal

Execution Credentials

User Mames: | |
Password: ||.---.. | |

Help | l Cancel J l Finish ]

Figure 12 Create baseline
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Note:

8. Click Finish.

9. Click OK. The task is created when the wizard is closed.

10. To view the created task, navigate to Tasks=>Configuration Tasks>Chassis Baseline
Configuration Import, and then click Tasks.

11. To view the progress of the task, look at the Task Execution History grid.

12. To view the details of the execution history, double-click the task execution history entry, or right-click
the task execution history entry and select Details. The details provide you the information (such as

incorrect credentials).

13. If the task is successful, the template is created and displayed in the Chassis Baselines tree.
14. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Enter the CMC device credentials to run the task again.

mmmage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search  Discovery and Inventory Alerts  System Update Remote Tasks Configuration

Device Configuration Compliance Portal /

Getting Started for Compliance

Device Compliance Portal
Common Tasks L
Create Baseline

Associate Devices to a Baseline

Make Device(s) Compliant

Configuration Inventory Schedule

File Share Settings

Replace Server
Compliance by Baseline 4

B- Server Baselines

|
B- Samples

B- Chassis Baselines

|
B- Samples

Chassis Baseline DBSRG52

Configuration Backup /

Backed-Up Devices

Tasks L
|-§ '~ Configuration Tasks

Remediate Device Configuration
Replace Server Configuration From Backup
Chassis Baseline Configuration Import

Device Baseline Configuration Import

Configuration Tasks

Tasks |

Drag = column header and drop it here to group by that column

Schedule Y[ Task Name T Type ¥ Description T u

@J Create BaseLine - Chassis Baseline D89RG52 - 05/31/2017 16:42:09 Import Chassis Baseline  Device Configuration Import Task. 5

Task Execution History

Drag a column header and drop it hera to group by that column

Status [ Task Name T Start Time T % Completed T TaskState

]  Create Baseline - Chassis Bassline DEBRGS2 - 05/31/2017 16:42:09 | 5/31/2017 4:42:16 PM || 110%  Complete

Figure 13 New chassis baseline
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Associating devices to chassis configuration baseline

Example use case—you have a new chassis baseline created, for which you want to associate the devices.

To accomplish this use case:

1.
2.

Click Manage—>Configuration.
Click the new Chassis Baseline template in Chassis Baselines tree.

Device Configuration Compliance Portal Y Chassis Baseline D8IRG52

Getting Started for Compliance

Device Compliance Portal Device Compliance | Attributes |

Common Tasks . - -
Device Compliance Device Compliance

Create Baseline

Associate Devices to a Baseline Drag a column header and drop it here to groy

Make Device(s) Compliant Compliance Status 7 Device Name ¥ ¢

Configuration Inventory Schedule
File Share Settings

Replace Server
Compliance by Baseline 4

B- Server Baselines

1
8- Samples

B- Chassis Baselines

|
B Samples

| Chassis Baseline D§IRGS52
Configuration Backup 4

Backed-Up Devices

Tasks 4

B- Configuration Tasks Associate Devices

No devices are associated to this baseline. Compliance information is generated
by the comparison of a baseline fo associated devices. Associate devices fo a
baseline to get compliance information.

Remediate Device Configuration
Replace Server Configuration From Backup

Chassis Baseline Configuration Import |Associate Devices |

Device Baseline Configuration Import |

Figure 14 Chassis Baseline template

8.
9.
10.
11.

Managing Modular Infrastructure by using OpenManage Essentials (OME)

Click Associate Devices.

If you have not configured the Configuration Inventory Schedule or File share settings, you receive a
message to configure the settings required for Configuration Baseline feature.

To configure the file share settings and retrieve the configuration inventory of the devices, see File

share settings.
To configure the Configuration Inventory Schedule, see Setting up and running the configuration

inventory.

On the Associate Devices to a Baseline page, in Select Baseline step, select the chassis baseline
for which you need to associate the devices.

Click Next.

Select the CMC devices to be associated to the chassis in Select Devices step.

Click Finish.

Click OKk.




Associate Devices to a Baseline Wizard i

Associate Devices to a Baseline Wizard  Select Devices

O @

Select Baseline Select Devices

= all applicable Devices
RAC
= Maodular Systems
= PowerEdge FX2
CMC-BTYDR42_Chassis
= PowerEdge M1000e
[l CMC-DE9RG52_Chassis

CMC-D39SRE52
Repurpose and Bare Metal

l Finish J

Help Cancel J l Back

Figure 15 Associating the devices to chassis template
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10 Viewing compliance of devices associated to the chassis
baseline

Example use case—you have a new chassis baseline created for which you want to view the compliance of
devices associated to the chassis baseline.

To accomplish this use case:

1. Click Manage->Configuration.
2. Click the new Chassis Baseline template in Chassis Baselines tree.

Device Compliance

[
Jcmuumsm.s? Device Name [ ServiceTag ¥ Model ¥ Compliance Bassiine ¥ lwentory LastRan ¥

7] CMCDSSRGS2 DSSRGS2 PowerEdge Mi0O0e Chassis Baseline DEORGS2 53

84626 P10

) CUCSTYOR® STYDR  PowerEdgeFX2s | Chasss Baseine DESRGS2 53

s 12271

Figure 16 View compliance of associated devices to a chassis baseline

3. InDevice Compliance tab, right-click non-compliant device.
4. Click View Compliance Details. The non-compliant attributes appears.
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Compliance for CMC-BTYDR42

1 wiam Results iﬁﬁﬁ I]I Different: 1}

Drag 2 column header and drop it here to group by that column

Compliance Result \[  Component Name 57 Attribute Name 5 Template Value 5[ Inventory Value 5[
[Different CMC. 1

Users.3#Name UR_3 [usr3

Figure 17 View non-compliant attributes of associated devices to the chassis baseline
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Making the associated devices compliant to chassis baseline

Example use case—you have a chassis baseline for which some of the associated devices are not

compliant.
To accomplish this use case:

1. Click Manage->Configuration.

2. Click the new Chassis Baseline template in Chassis Baselines tree.

3. In Device Compliance tab, right-click any non-compliant device.

4. Select Make Compliant.
Chassis Baseline D89RG52

Device Compliance | Attributes

Device Compliance |

Device Compliance ]

Figure 18 Device compliance

Drag a column header and drop it here to group by that column

Compliance Status ¢ Device Name Y Service Tag U Model v
CMC-DS9RG52 | DBORGS52 PowerEdge M1000e
| Q Edge FX25

View Compliance Details
Associate to a Different Baseline
Make Compliant

Run Inventory Now

Export

5. Onthe Make Devices Compliant page, type a unique name for the Make Compliant task.

6. Click Next.

7. Select the device for which you want to make compliant. The non-compliant attributes for each

associated device appears.
8. Click Next.

29
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Make Devices Compliant Wizard

Make Devices Compliant Wizard = Select Devices 2/5
MName Select Devices Cptions Set Schedule Summary

Drag a column header and drop it hers to group by that column

|#/] Device Mame Y Service Tag [ Model [ Compliance Baseline <[ Inventory Last Ran [

|+ | CMC-BTYDR42  BTYDR42 PowerEdge FX2s| Chassis Baseline DS9RGS52 | 5/31/2017 9:12:27 PM

1 Hon-Compliant Results (Missing: 0, Different: 1)

Drag a column header and drop it hers to group by that column

Device Mame 5[ Compliance Result 5} Component Name Sf  Affribute Name 3 Template Value 5[  Inventory Value Y[

CMC-BETYDR42 Different CMC.Integrated.1 Users. 3#MName UR_3 usr3
Help Cancel H Back JI Next

Figure 19 Make devices complaint

9.

To perform the Server/iDRACs compliant, navigate to Options step, and then click Next.

10. Set the schedule when the deploy template task runs. Run now will run the task when the wizard is

11.
12.

closed. Run at will run the task on the selected future date. Type the credentials for all target
devices. The credentials must be valid for all target devices and must have the Operator or
Administrator privileges on CMC device.

Click Next.

Review the task in the Summary pane and click Finish.
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12 Upgrading old Chassis Templates

In OME 2.3, the Chassis Templates are enhanced to provide:

e User-friendly attribute names
o Enhanced deployment task details with detailed status reporting for changed/failed attributes

After upgrading the OME version to 2.3, all the old chassis templates (created in the OME version 2.2 or
earlier) will be shown with a broken icon in Deployment Portal. The old templates can be recreated by using
the Recreate this Template option. The association between the CMC device and the Chassis template will
be retained. The existing Configuration Inventory will be deleted after the upgrade. The compliance will be
shown after the re-creation of template and Scheduled/Refresh (Manual) Configuration Inventory.
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To accomplish this use case:

1. Upgrade the OME to version 2.3.
2. Start OME Console. A dialog box appears.

3. Click Ok.

4. Select Manage—>Configuration.

Upgrading the existing chassis templates (created before
OME 2.3 version)

Example use case—you want to use existing chassis templates (created in OME version 2.2 or earlier) in
OME 2.3 after the version upgrade.

This section describes how to upgrade the chassis template (created in OME 2.2 or earlier) and use them in
OME 2.3. The OME 2.3 uses enhanced version of the chassis template. For more details, see Upgrading old
Chassis Templates. Also, supports Chassis Infrastructure Templates with IOAs. Therefore, all the chassis
templates (created in OME 2.2 or earlier) needs to be upgraded to get enhanced capabilities.

Note: After the upgrade, OME 2.3 creates a corresponding Chassis Baseline template and associates to the
devices, for all the CMC template.

muanage Deployment Reports Seftings Logs Tutorials Dell EMC Solutions
Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Device Configuration Compliance Portal -

Getting Started for Compliance

Device Compliance

Device Compliance Portal
‘Common Tasks 4

Create Baseline

Associate Devices to a Baseline
Make Device(s) Compliant
Configuration Inventory Schedule
File Share Settings

Replace Server
Compliance by Baseline 4

E- Server Baselines

|
B- Samples

B- Chassis Baselines
|
B- Samples
cm ini BTY(Baseling)

cma ini dB9(Baseline)

Configuration Backup 4

Backed-Up Devices
Tasks 4
B- Configuration Tasks
Remediate Device Configuration
Replace Server Configuration From Backup
Chassis Baseline Configuration Import

Device Baseline Configuration Import

Device Compliance |

Device Compliance

Drag = column header and drop it he

Compliance Status T Device Nan

4 Configuration Inventory of CMC-BTYDR4Z (User Requested) 6112017 10:14:46 AN |yl 100%  Complete
4 Configuration Inventory of CMC-DEIRG52 (User Requested) B/12017 10:14-46 AM || 100%  Complete

@ Compliant (@ Not Compliant (& Not Inventoried @ Not Associated . Not Licensed
@- Unsupported Firmware
Task Execution History
e T = e i e e e e T
Status T Task Name T % Completed T TaskState T End Time T Execuled by User T

602017 10:15:18 AM | System

6M/2017 10:15:10 AM | System

Figure 20 New Chassis Baselines created in OME 2.3 for existing CMC templates

5. Select Deployment.

6. Expand Chassis Templates tree. The existing CMC templates appears with a broken icon.
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7. Click the existing CMC template.

| Deploy Device Configuration Portal ~ |

Getting Started for Deployment

Deployment

Deployment Portal Repurpose and Bare Metal Devices | Auto Deploym

Create Template Drag a column header and drop it here to group by that
Create Virtual 10 Pool Last Deploy Result [ Device Name  Service Ta¢
Create Compute Pool

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

Server Templates

|
B- Samples

B- Chassis Templates

1
Samples

L & cmC_ini

— T10A Templates

Figure 21  Existing CMC templates (created in OME 2.2 or earlier) after upgrade

8. Inthe right side pane, Click Recreate this Template in the dialog box.

Home  Manage [sEL A
Deployment

Derplay Device Configuralion Portal A

Reports Sefings Logs Tuonas el ENG Scllsons

H ) i
CMC_ini

et -
atrbines
Grouped by: T —
E Deploy Uodfed [ Sechon 7 hetance ¥ bt Name T ek ¥ Dependencies ¥ Destuckve T G T

er Templates

samples

ol phoes e I lomgials and changes mads

Recreate this Temaiste|

Figure 22 Recreate this Template dialog
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9. Inthe Task Authentication dialog box, type the credentials for CMC device.

10. If you want to capture the IOA templates on that chassis to create a Chassis Infrastructure template
(containing the CMC device and all the IOAs), type the IOA credentials.

11. Click Ok. The task is created to upgrade the existing template.

Deployment Portal

Create Template

Create Virtual 10 Pool

Create Compute Pool

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

Templates ~

B- Server Templates

|
0B- Samples

E- Chassis Templates

1
(- Samples

CMC_ini

— 10A Templates

Compute Pools ~

— Repurpose and Bare Metal

— Virtual IO Pools
=

I0A Configuration Pre-Check

Repurpose and Bare Metal Devices | Auto Deployment Tasks

Drag a column header and drop it hera to group by that column

Schedule [ Task Name ¥ Type W Description
]'Q;] Create Template - CMC_ini - 03/27/2017 02:39:13 Import Chassis Template Device Configu
]'(_a] Create Template - CMC_ini - 03/27/2017 02:06:18 Import Chassis Template Device Configu
M Deploy Configuration to Undiscovered Devices Auto Deployment Deploy configur

Task Execution History

Drag a column header and drop it hera to group by that column

Status Y[ Task Name ¥ Start Time ¥ % Completed 3
]  Create Template - CMC_ini - 03/27/2017 02:39:13 3/27/2017 2:39:18 AM ||| 177

] Create Template - CMC_ini - 03/27/2017 02:06:18  3/27/2017 2:06:33 AM ||| 107

Figure 23  CMC template recreate task
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14 Re-creating the chassis baselines

Example use case—after upgrading the OME to version 2.3, you want to use the compliance feature for the
devices associated to existing chassis templates (created in OME 2.2 or earlier).

This section describes how to recreate the chassis baseline templates (created in OME 2.3 after the upgrade)
and use them with Device Compliance features. After upgrade, OME 2.3 creates a new chassis baseline
template for all the existing CMC templates. However, these chassis baseline template are cloned from the
previous format of the chassis templates. The OME 2.3 uses enhanced version of the chassis template. For

more details, see Upgrading old Chassis Templates. To use the Device Compliance features, the chassis
baseline templates need to be created again.

To accomplish this use case:

1. Select Manage—>Configuration.

2. Click Chassis Baselines tree. The chassis baseline templates with broken icon appear.
3. Click the chassis baseline template (with broken icon).

Home QYET=GEE Deployment Reports Sefings Logs Tutorials Dell EMC Solutions
Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Device Configuration Compliance Portal 4

Getting Started for Compliance
Device Compliance Portal Device Compliance | Device Compliance
Common Ta: 1

Create Baseline

Device Compliance

Drag a column header and drop it he
Associate Devices to a Baseline Compliance Status Y Device Nan
Make Device(s) Compliant

Configuration Inventory Schedule
File Share Settings

Replace Server
Compliance by Baseline 4

B~ Server Baselines

|
B Samples

B Chassis Baselines

|
B- Samples

omc ini BTY{Baseline)

ame ini dB9(Baseline) @ Compliant @ Not Compliant (& Not Inventoried @ Not Associated . Not Licensed

Comtouration ackan 7| A

Backed-Up Devices

Task Execution History |
Tasks 4

Drag a column header and drop it hera to group by that column

B Configuration Tasks

Remediate Device Configuration Status [ Task Name T Starl Time T % Completed Y TaskState ¥ End Time Y Executed by User

Replace Server Configuration From Backup ]  configuration Inventory of CMC-BTYDR42 (User Requested) | 6/12017 10:14:46.AM || 100% Complete 6/112017 10:15:15 A System

Chassis Baseline Configuration Import ]  configuration Inventory of CMC-D39RGS2 (User Requested) | 6/12017 10:14:46.AM | 100% Complete 612017 10:15:10 AN System

Device Baseline Configuration Import

Figure 24 New Chassis Baselines created in OME 2.3 for the existing CMC

4. Inthe right side pane, click Recreate this Baseline in the dialog box.
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Home WYENENEE Deployment Reports Seffings Logs T

als  Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks  Configuration

De: Configuration Compliance Portal

Getting Started for Compliance

Device Compliance Portal
[CommonTasks

Create Baseline

Associate Devices to a Baseline

Make Device(s) Compliant

Configuration Inventory Schedule

File Share Settings

Replace Server
Compliance by Baseline

B Server Baselines

|
B- Samples

B Chassis Baselines
B- Samples

& emc ini BTY(Baseline)

 cmc ini d89(Baseline)

Backed-Up Devices

B- Configuration Tasks
Remediate Device Configuration
Replace Server Configuration From Backup
Chassis Baseline Configuration Import

Device Baseline Configuration Import

Device Compliance

cmc ini d89(Baseline)

Device Compliance | Attributes

Device Compliance
Drag a column header and drop it here t

Compliance Status Device Name Sen|

Baseline action

This baseline is no longer supported for compliance related task.
“You must re-create the baseline for the compliance to work.

Mote: After re-creation please review the baseline, associated device(s) and
changes made in attibute values.

|Recreate this Baseline |

Figure 25 Recreate this Baseline dialog

5. Inthe Task Authentication dialog, type the credentials for CMC device.
6. Click Ok. The Create Baseline Template task is created.

Devices Device Search Discovery and Inventory  Alerts  System Update Remote Tasks Configuration

Device Configuration Compliance Port:

e Compliance Portal

Create Baseline
Associate Devices to a Baseline
Make Device(s) Compliant
Configuration Inventory Schedule
File Share ings
Replace Server

Server Baselines

Samples

is Baselines
Samples
cmc ini BTY(Baseling)

cmc ini d39(Baseline)

Backed-Up Devices

B- Configuration Tasks

Remediate Device Configuration
Replace Server Configuration From Backup
Chassis Baseline Configuration Import

Device Baseline Configuration Import

Device Compliance

Device Compliance Device Complianc

Drag = column hez

Compliance Status

Compliant wj, Not Compliant  Not Inventoried -@- Not Associated Not Licensed

-i Unsupported Firmware

Task Execution History
Drag 2 column header and drop it hers to group by that column

Status [ Task Name T Start Time T % Completed [ TaskState ¥ End Time T Executed by

= Create BassLine - cmc ini d83(Baseline) - 06/01/2017 11:32:17 | 61/2017 11:3224 AM | || 100% | Complete 6/1/2017 11:33:37 AM | AMERICAS\

= Create BassLine - cm ini BTY(Baselins) - 06/01/2017 11:29:05 | 6/1/2017 11:29:08 AM | || 100% | Complete 6/1/2017 11:30:19 AM | AMERICAS\

4 Configuration Inventory of CMC-BTYDRA2 (User Requested) | 6172017 10:14:46 AM | |y 100% | Complets 61172017 10:15:18 AM | System

Figure 26 CMC Baseline template recreate task
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15.1

15.2

15.2.1
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Configuration Compliance

Configuration compliance detects drift of a device’s attributes from the template’s attributes. The configuration
inventory process acquires configuration information (inventory) from all the applicable devices, and
compares the inventory against an associated compliance template.

Note: Device configuration compliance feature is not available for Dell Networking IOAs.

Configuration compliance requirements

e The file share must be configured. See Setting up file share.

e The target devices must satisfy the minimum requirements for the deployment and configuration
features. See Target device requirements.

e Atleast one user created template (a cloned sample template is a user created template).

e Configuration Inventory must be enabled and the target device credentials must be provided.

Setting up and running the configuration inventory

The configuration inventory task collects the attribute information from all eligible devices. The eligible device
is any device that meets the device configuration target requirements. See Target device requirements. The

values in inventory are used to calculate the compliance of the device against the associated template of the
device.

Note: Dell Networking IOAs will not be listed for scheduled configuration inventory collection.

Modifying configuration inventory credentials and/or schedule

The configuration inventory schedule and credentials may be modified. If the network or performance
problems are encountered, the configuration inventory can be disabled.

To modify the schedule and set the credentials for the configuration inventory:

Select Manage->Configuration.

In the left pane, click Configuration Inventory Schedule under Common Tasks.

If credentials have not been added, click Add New Credential.

Type a unique description.

Type the username and password of the target devices.

Select Default for the credential to automatically map the credential to the discovered devices.

ok wbdE

Note: Setting the default credentials is must.

7. Select the credentials for each device. Each device can have the credentials.
8. Click Next.
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Configuration Inventory Schedule EE

Configuration Inventory Schedule @ Inventory Credentials

O, @

Inventory Credentials Scheduls
Pt . -
i) Credentials
Add Mew Credential
Description ¥ Usernams ¥ Password Is Default Update Delete
| Default Credentials for CMC root D [ & | W
Default Credentials for iDRAC root S [ g W

-~ | Devices I
I

Device Mame [ Device Model Y Execution Credentials

[

CMC-BTYDR42 PowerEdge FX2s | Default Credentials for CMC -
CMC-DEIRGS52 PowerEdge M1000e | Default Credentials for CMC

idrac-2489R42a PowerEdgs FM120 Default Credentials for IDRAC

idrac-2459R42b PowerEdge FM120 | Default Credentials for iDRAC

idrac-2489R42c PowerEdge FM120  Default Credentials for iDRAC

idrac-2459R42d PowerEdge FM120 | Default Credentials for iDRAC
idrac-BM1JR42a PowerEdge FM120 | Default Credentials for iDRAC
idrac-BM1JR42b PowerEdge FM120  Default Credentials for iDRAC
idrac-CMJLHG2 PowerEdge ME&30 Default Credentials for iDRAC
idrac-CHKCHE2 PowerEdge M&30 Default Credentials for iDRAC

idrac-FOHJ7C2 PowerEdge MS30 Default Credentials for iDRAC

1

Help l Cancel I I Mext J

Figure 27 Configuration inventory credentials page

9. Make sure that Enable Configuration Inventory is selected.

10. Select the schedule—either every week on the same day and time or every day or hour interval. The
Execution histories for the configuration inventory are displayed in the Task Execution History grid.

11. Double-click the Execution History to view task details or right-click the Execution History row and
select the details.

15.2.2  Running configuration inventory per target
To get the current configuration inventory from the device:

Select Device tree->Manage—->Devices.
Right-click the target device.

Click Device Configuration.

Select Refresh Device Configuration Inventory.

NS
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Viewing and leveraging the compliance report

The device compliance panel shows the configuration compliance status and state of all eligible devices. See
Target device requirements. To view all the devices and its state, click a slice of the pie chart. Device
configuration compliance can be viewed in the Configuration tab under the Manage tab.

Eligible Device

Required Action

Compliant Devices

No action required.

Not Compliant Devices

Double-click the compliance row to view differences
between the associated template and the device’s
inventory.

Adjust the device’s settings or associate to a
different template to make the device compliant.

Not Inventoried Devices

Inventory the device. See Setting up and running
the configuration inventory.

Make sure the credentials for the target are
accurate.

Devices without license

Import a CMC Enterprise license.

Make sure the credentials for the target are
accurate.
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16 Creating the template from a reference IOA

To create the template from the reference IOA:

Select the Deployment tab.

In the left pane, click Create Template under Common Tasks.
Type a unique name for the template.

Select Create from Device.

In the device type selection, select the target IOA.

akrwnpE

Note: Alternatively, you can select the target by typing the device name or Service Tag in the search box
next to the Create from Device button.

6. Type Execution credentials for the target.

Note: The credentials must have administrator privileges on the target IOA.

[ Create Template Wizard R [

Create Template

Mame: ||I-Dﬁ. template 1 | |

) Create from File Browse

(*) Create from Device [:inadcl :]

Device Type: () server () Chassis |(*) 104

=] all Applicable Devices
=1 Dell EMC MNetworking Switches
ioadcl
IOA-Testl

Modular Systems

Execution Credentials

User Mame: |F1::-c-t |
Password: | |

Help [ Cancel J [ Finish ]

Figure 28 Create template from reference device wizard
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7. Click Finish.

8. Click OK. The task is created when the dialog box is closed.

9. Inthe Deployment portal, click Tasks.

10. To view the progress of the task, Click Task Execution History.

11. To view the details of the execution history, double-click or right-click the task execution history entry.
12. Select Details. The details provide the information (such as incorrect credentials, etc.).

13. If the task is successful, the template is created and displayed in the IOA Templates tree.

14. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Note: Enter the IOA credentials to run the task again.

Templates

B- Server Templates

|
B- Samples

B- Chassis Templates

|
0- Samples

eme ini BTY

cmc ini d89 Task Execution History |

Drag a column header and drop it here to group by that column
B- 10A Templates

L 2 10a template_1 Status [ Task Name Y Stard Time Y %Completed Y TaskState Y

v |CreateTem|Jlate-I.DAteranate_1-U&f01f201?12:01:42| BI2017 120147 PM | | '11% Complete

Compute Pools
[  Create Template - cmc ini d&9 - 061012017 10:49:58 61172017 10:50.07 AM [ 110% Complete

— Repurpose and Bare Metal
purpa: g Create Template - cme ini d89 - 06/01/2017 10:11:32 6/1/2017 10:11:36 AM

| 7% Complete
Virtual 10 Pool B Create Template - cmc ini BTY - 06012017 10:0:59 612017 10:11:03 AM

I 7% Complete
— Virtual IO Pools

Tasks

B- Tasks

Figure 29 Create Template task of IOA
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Deploy Device Configuration Portal IOA template_1

Getting Started for Deployment

Deployment Portal Configuration |

Create Template ICloning Header Start

Create Virtual IO Pool IReleasePlatform XL

IReleaseVersion 9.10(0.1P10)
IReleaseSize 45850154

Deploy Template IReleaseTime Aug 24 2016 03:33:35
I0PTMO -

I0PTM1 10GBASE-T

IService-Tag 299RG52

File Share Settings I5erial-Number CN282%584CD0184
IFCPortsPresent FALSE

) . II0M-Mode standaloned0G

Reclaim Identities ICheckSum  7d07319b56211298b9f2f92a464d8c5
Templates ICloning Header End

Create Compute Pool

Setup Auto Deployment

Manage Auto Deployment Credentials

Replace Server

B- Server Templates

| Version 9.10(0.1P10)
1

|
0B- Samples

boot system stack-unit 0 primary system: B:
B- Chassis Templates boot system stack-unit 0 secondary system: B:

boot system stack-umit 0 default system: B:

O- Samples |

omc ini BTY hostname ioadel
]
i dag ]
ame ini s protocol lldp
1
B- I0A Templates redundancy auto-synchronize full

il - o Q1
' S eplalch username root password 7 d7accBaldcd4f598 privilege 15

!
AR ool stack-unit 0 provision If0-Aggregator
1
interface TenGigabitEthernet 0/1
]

— Repurpose and Bare Metal

Virtual 10 Pool ’
protocol lidp

— Virtual 10 Poals no shutdown
]
Tasks interface TenGigabitEthernet 0/2
]
B~ Tasks protocol lidp

) ) no shutdown
104 Configuration Pre-Check |

104 Configuration Deployment interface TenGigabitEthernet 0/3
1

10A Configuration Import protocol lidp

Replace Server no shutdown

Figure 30 10A template
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17 Deploying an IOA template

This section describes how to deploy an IOA template to I0As.

17.1  Deploying an IOA template to IOA device

To deploy the IOA template to IOA device:

1.
2.
3.

Select Deployment.
In the left pane, click Deploy Template under Common Tasks.
Type a unique name for the task.

Note: This step is optional since a default name is supplied, but it is a generic name. It is recommended to
type the name relevant to what is being deployed.

No ok

©

10.

11.
12.

13.
14.
15.
16.

Make sure Deploy Template is selected and click Next.

Select the template to be deployed and click Next.

Select the target IOA devices and click Next.

Type the device specific attributes for each I0A device. These are the attributes, such as ‘1OA host
name’, that are not included in templates because they do not necessarily apply to all the target
devices. For more details, see Editing the device specific attributes of an IOA deploy template task.
Click Next.

If you want to check the whether the device configuration template is deployed successfully, on the
Options page, select Perform pre-check only.

If you do not want to stop the deployment when the template is incompatible with the target devices,
select Continue on warnings.

Click Next.

Set the schedule when the deploy template task runs. Run now will run the task when the wizard is
closed. Run at will run the task on the selected future date. Type the credentials for all the target
IOA devices.

The credentials must have Administrator privileges and valid for all the IOA devices.

Click Next.

Review the task in the Summary pane and click Finish.

Review the message. The deploy action can be destructive. It is important to review and understand
the template you are deploying.

17.2  Editing the device specific attributes of an IOA deploy template task

Device specific attributes, such as ‘IOA host name’, are not included in templates because they do not
necessarily apply to all the target devices. Editing and deploying device specific attributes is optional because
the device may already have the device specific attributes configured or the attributes may not be applicable
to that specific device. If the template being deployed has device specific attributes, the device specific
attributes will appear on the Edit Attributes page of the deploy wizard. The Edit Attributes page contains
the target IOA devices in the left side and the device specific attributes for the selected device in the right side

grid.
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To edit the attributes:

1. Inthe left pane, select a device.

2. Click Deploy on the attributes that you want to deploy to that device.
3. Edit the Value of each checked attribute.

4. Click Save.

5. Repeat for each device.

Deploy Template Wizard b
Deploy Template Wizard  Edit Aftributes 4j7
Mame and Deploy Options Select Template Select Devices Edit Attributes Options Set Schedule Summary
Device Specific Attributes |

) X ) ) ) i [ Undo ] [ Save ] [ImporUExport]
Select Devices: Device Specific Atfributes for: ioadc [299RG52, M 1/0 Aggregator bridpe]
ioadcl Grouped by: Total: 1 Modified: 1
Deploy Modified Y Section Y[ Instance Y Attribute Name T Value
« I0Aconfig
(L es I0Aconfi  I0Acanfig I0Ahost name newHostname_1
1 ] | r
Help [ Cancel H Back H Mext

Figure 31 Edit attributes pane

Alternatively, you can import and export the grid to file to edit. You may want to export or import if you have a
large number of devices with a large number of device specific attributes. The device specific attributes grid
can be exported by using the selected device or all devices. All devices will export to a single file that can be
opened in a spreadsheet processing application. After editing the file, the file may be imported. The edited
values must be valid for the attribute. The grids will be populated with the import data. The Ul logs will report
any problems with format or values of the import file.
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18 Creating a template from a TXT file

The TXT format is for IOA devices and creating a template from a TXT file will create the IOA template. To
create the template from an XML file section. See Creating a template from an XML file.

Create Template Wizard

Mame: |Tem|:||al:e from File |

(#) Create from File Browse

BazelinelO4, bt

() Create from Device Search Devices

Device Type: Server ch

FEEIS 1A

(251

Create Template

Help |

l Cancel ] l Finizh ]

Figure 32 Create IOA template from TXT file

18.1  Creating a template from an XML file

To create the template from an XML file:

Navigate to the Deployment tab.

Type a unique name for the template.
Select Create from File.

PR
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5. Click Browse and browse to the file’s location.
6. Select the file and click Open.
Create Template Wizard

T

Create Template

Mame: |Ternp|al:e from File

*) Create from File Browse

620Baseline.xml

) Create from Device Search Devices

Device Type: Server Chassis 104
=l Al Applicable Devices

| Help

l

Cancel

)

Finish

J

Figure 33 Create template from file wizard

7. Click Finish to create the template. The template name is added to the Chassis templates tree.
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19 Exporting a Chassis Infrastructure template

1. Select Deployment.

2. Inthe left pane, right-click Chassis Templates under Common Tasks.

3. Click Export Template.

wfl Reports Settings Logs Tulorials Dell EMC Soluiions
Dreaploymrent

Depo" Dewice Curatiun Porit 777
Gething Started for Deployment
Deployment Portal
Create Tem plabe
Create Virtual 10 Pool
Create Compute Pool
Deploy Template
Setup Auto Deployment
Manage Auto Deployment Credentials
File Share Sethings
Replace Server
Redclaim Identities

= Server Templates
|
- Samples
Configuration Template idrac- 1L8MPOS

Configuration Template idrac-DG73TF

E- Chassis Templates
1
samples

a’ - Configuration
Deploy

— IOoa Templates Clone

TCompubte Pools
BE- Repurpose and Bare M4
|> drac-CHNKCHGZ2

idrac-FOHI7C2

Rename

Delete

Exp[j@: Template

Properties

4. Inthe Export Template dialog, select Ok.

5. Inthe Save As dialog box, type a filename for the exported chassis infrastructure template. The

Configuration Template CMC Infra Demo

Attributes

protocol lidp

no shutdown

]

interface TenGigabitEthernet
!

protocol ldp

no shutdown

1

interface TenGigabitEthernet
1

protocol lidp

no shutdown

'

interface TenGigabitEthernet
'

protocol lldp

no shutdown

!

interface TenGigabitEthernet
portmode hybrd

switchport

vian tagged 10

wlan untagged 100

'

protocol idp

no shutdown

!

interface TenGigabitEthernet
1

protocol idp

no shutdown

1

interface TenGigabitEthernet
1

protocol idp

no shutdown

A2
| g :a:lc-y| | Deploy

o7

o/8

ofe

of10

of11

os12

chassis infrastructure template will be exported in .zip format. The .zip file contains the CMC device
template in .XML format and all the IOA templates in .TXT format.

T ¥ Templates » cmc_infra_termnplate

Mame
= Configuration Template CMC Infra Dem...
oo Configuration Template CM fra Dem...

aa Configuration Template CMC Infra Dem...

Figure 34 Chassis Infrastructure template folder

ate modfied Vpe
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20 Troubleshooting

This section describes the troubleshooting procedure.

20.1  Troubleshooting the file share

To troubleshoot the file share:

1. Check the file share status in OME.

Note: The file share status is at the bottom of the file share wizard and is in the Deployment Settings
preference.

[ File Share Settings i .

File Share Settings

The Device Configuration feature requires a file share on the OpenManage Essentials' server for all operations.
Enter the credentials that will be assigned to and used for accessing the file share.

Domain b Username: |.‘~,Administratn |

Password: |llllillillllllllllilli |

File Share Status: User information could not be resolved. Please
ensure domain, username and password are
accurate.

Help [ Cancel H Apply ]

Figure 35 File share settings status

2. Check the domain, username, and password.

Check the share folder in Windows Explorer.

4. Make sure that the ServerConfig folder exists in the installation configuration folder (by default,
Program Files\Dell\SysMgt\Essentials\configuration).

5. Make sure that the folder is shared.

6. To share the folder, right-click the folder, select Properties, and then select Sharing.

w

Note: The Advanced Sharing permission settings should have the user entered in OME, as the only user
with permissions to the folder.
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=~ Program Files - Dell ~ SysMgt ~ Essentials ~ configuration - @] I Search configuration

organize w s Open Includein library + Share wikh Mew Folder

Mame = | Date modified | Type I Size |

| CimRiepository n ServerConfig Properties |
| ConnectionFiles General  Shaiing | Securty | Pre sy
I y | Py pr— n Permissions for ServerConfig

. DataFormatterFiles

 Metwork File and Folder Sharing Share Pemmizsions I
¥ sShare this Folder

) S erverConfig Group of User names:
. MapperFiles l Shared [~ Settings

. device_support

. Mibs Metwork Path: share namne:

. PluginFiles swComput erMamehServerConl ISer\rerConFig

Share... | Add Remove

Lirnit the number of simultanecus us

. SessionFiles

|| dbmar.pra —é&dvanced Sharng——————
o Add.. | Remove I
|| dbmgr_de.pra Set custom permissions, create Comments:
advanced sharing options. . .
| dbmar_es.pro Permissions for Administratar Al Deny
| dbmar_Fr.pra I @ Advanced Sharing... I Full Cantral O
Change [ |
O

|| dbmagr_ja.pro
[ dbmar_zh.pro i Password Protection——————— | Petrissions I Caching | Read

People must have a user accoL
|| dbmar_zh_bw.pro B

computer to access shared fold
|| dbreport.pro Ok I <

To change this setting, use the
|| dbrepart_de.pro I

dbreport_es.pro L
f— Port_es-p Learn about access control and permissions

|| dbrepart_Ffr.pro
Cloze I Cancel I Apply | Ok I Cancel Apply

|| dbreport_ja.pro

} ServerConfig State: 5% Shared Shared with: computername\omesdministrators; computernamelomePowerllsers; ...

File Folder Date modified: 8/19/2014 12:05 PM

Figure 36 Advanced sharing tab of the ServerConfig folder

7. Verify the share folder location by using the net share command.

8. Open the command prompt and type net share.
9. A share with the name ServerConfig should be in the network share list.
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[cs.| Admiinistrator: Command Prompt
C:slzerssfidministrator?net share

Share name Rezource Remark

Default share
Remote IPC
C:nWindows Remote Admin
ServerConfig C:“Program Files“Dell“SysMgtsEssentials“configuration“ServerConf iy

lsers C:sllsers
The command completed successfully.

C:sUserssAdministrator>

Figure 37 Net share command results

10. In the User Accounts window, check the user permissions.

20.2  Troubleshooting the template creation

To troubleshoot the creation of template from a reference device:

1. Make sure that the file share settings are configured correctly. See Setting up file share or
Troubleshooting the file share.

2. Right-click the task or task execution history and select Run.

3. Make sure that the typed credentials have privileges to run the task.

Note: The credentials must have administrator privileges on the CMC/IOA.

4. Make sure that the minimum firmware version and supported operational mode requirements are
satisfied by the reference Dell Networking IOA device.

To troubleshoot the creation of template from a file:

1. Make sure the file meets the requirements. See File requirements.
2. If you do not see the file you want, make sure that the file type is correct.

Note: The available options are an .xml file, and a .txt file.
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File requirements
Files used for a template must meet the following requirements:

For an XML file:

Must be well formed.
Must contain at least one attribute.

For a TXT file:

Must be a valid Dell Networking IOA configuration file.

Troubleshooting the chassis template deployment

The task execution history details provide the troubleshooting information.

1.
2.

w

Check the file share settings. See Troubleshooting the file share.

To see the task execution history details, double-click the task execution history entry or right-click
and select Details. The Results tab displays information on task activities and any errors that
occurred.

If the task is incomplete, the task will be timed out and exits after 30 minutes of inactivity.

Run the task again. A restart and/or CMC reset may be required.

Troubleshooting the auto deploying templates

Whenever the Deploy Configuration to Undiscovered Devices task is executed, it looks for Service Tags in
the Auto Deployment list. The following situations may be encountered:

There are no Service Tags in the Auto Deployment list. In this case, the task exits, and no entry is
created in the task execution history grid.

The task finds one or more Service Tags in the Auto Deployment list for devices that have not been
discovered by OME yet. In this case, a task execution history entry is created and it indicates why the
Service Tag was not processed.

The task finds one or more Service Tags in the Auto Deployment list for devices that have been
discovered by OME. It creates tasks named Deploy Configuration to Undiscovered Devices—
Task-timestamp to deploy to those devices. In this case, an execution history entry is created and
the entry specifies which Service Tags were processed for deployment.

If an error occurs in a task created for auto deployment to a device, to troubleshoot the error, see
Troubleshooting the file share.

Troubleshooting the configuration compliance

To troubleshoot the configuration compliance:

If a device is not shown in the pie chart, make sure it meets the device configuration requirements.
For details, see Target device requirements.
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e If adevice has acquired the license recently and shows as unlicensed, refresh the inventory of the
device by right-clicking on the device in the device view under Manage->Devices and select Refresh
Inventory. After the inventory is run, the device state should no longer be ‘Not Licensed’.

o If you believe that the state of a device is incorrect, refresh the configuration inventory of the device
(right-click the device compliance entry and select Run Inventory Now’.

o If the existing template cannot be upgraded, perform discovery and inventory on the CMC device

from which the template was created.

ploy Device iguration Portal eme ini d8g

Getting Started for Deployment
Deployment Portal

Create Template

——
Create Virtual IO Pool Grouped by:

Attributes

Create Compute Paol E Deploy Modfied Y[ Section Y Instance

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

B- Server Templates

|
B-

B- Chassis Templates
|
O~ Samples

»
L/ cmc ini BTY

— 10A Templates

Compute Pools
[

— Repurpose and Bare Metal

A
Virtual 10 Pool A

— Virtual 0 Pools

Figure 38  Troubleshooting configuration compliance
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T Value Y Dependencies

Template action

cmc ini 39 is crealed using CMC-D89RG52 chassis. CMC-D89RG52 chassis
cannot be used for configuration and deployment related fasks.

Ensure the chassis has an Enferprise license, suppored firmware, and is
discovered using WS-MAN profocal.



A Additional resources

Support.dell.com is focused on meeting your needs with proven services and support.

DellTechCenter.com is an IT Community where you can connect with Dell Customers and Dell employees for
the purpose of sharing knowledge, best practices, and information about Dell products and installations.

Referenced or recommended Dell publications:

e Dell OpenManage Essentials TechCenter page:
http://en.community.dell.com/techcenter/systems-management/w/wiki/1989.openmanage-
essentials.aspx

e Chassis discovery feature in OME:
http://en.community.dell.com/techcenter/extras/m/white _papers/20441673

o Deployment and Managing Configurations with Dell OpenManage Essentials
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