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Executive summary

This white paper describes how you can configure BIOS settings of a system by using the Dell Command |
Configure command line interface (CLI) and graphical user interface (GUI). You can also use Dell Command |
Configure to apply the configured settings on other target systems. In addition, this white paper outlines some
specific features of the Dell Command | Configure GUI which can help you in configuring the BIOS settings.
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Introduction

Dell Command | Configure is a packaged software that provides BIOS configuration capabilities on the Dell
business client systems such as OptiPlex, Precision, Latitude, XPS, and Venue Pro tablets. Dell Command |
Configure is accessible through the command line interface (CLI) and graphical user interface (GUI). You can
use either the GUI or CLI for configuring the BIOS settings on client systems.

Dell Command | Configure is supported on the following operating systems:

Microsoft Windows 7

Windows 8

Windows 8.1

Windows 10

Windows pre-installation environment (WinPE)
Red Hat Enterprise Linux 6

Red Hat Enterprise Linux 7

Ubuntu Desktop 16.04

Note: The Dell Command | Configure GUI is not available on Linux operating systems.

For information on installing Dell Command | Configure, see the Dell Command | Configure Installation Guide
accessible from the Documentation section of the wiki page.
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http://en.community.dell.com/techcenter/enterprise-client/w/wiki/7532.dell-command-configure

2.1

Configuring and applying BIOS settings using the CLI

You can configure the BIOS settings by using the Dell Command Configure Prompt. To configure and apply
a particular BIOS setting or option on the target system, you can run certain commands. To replicate the
BIOS settings of a particular host system on target systems, the configuration file (.ini or .cctk) must be
exported from the host system.

Note: The configuration file can also be generated by using the GUI. The GUI-generated configuration file
can also be used to apply that configuration settings by using CLI.

To configure and apply BIOS settings by using the CLI, start the Dell Command Configure Prompt as an

administrator by using one of the following methods:

e From the Start menu: Click Start— All Programs— Dell-> Command Configure— Dell Command
Configure Prompt.

e Open a Command Prompt and navigate to the folder where the cctk.exe file is available.

Configuring and applying BIOS settings on the local or host system

Before you configure the BIOS settings, see the in-built help to learn about the available settings and options.
The in-built help describes the supported BIOS options on the local or host system.

To access the in-built help, use the following command.

Command: cctk.exe —h
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« --option[=argument]

‘mation about a particular comma

Example: cctk -h --g

Note: Commands with

ddpwd
--hdfreefallprotect
-h or --help
i --infile

nderboltsecuritylevel
--touch
--tpm
--tpmactivation
ne --tpmhashalg
--minsizeofcontigmem*  --trustexecution
-n or - mefile --turbomode
--numlock --ueficapsule
--uefinwsta

-esatapor
tendposttime ~ rcorecount --vtfordirectio

Figure 1 Listing of supported BIOS settings on the local system
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To see more details about the particular BIOS option, use the following command syntax.
Command: cctk -h <option name>
Example: cctk -h autoon

\X86_b64>cctk -h autoon
autoon: This option sets the configuration when you would like the system to turn on automatically.

bl

Enable the auto-on capabilit S selec y to Saturday : sun,mon,tue, ,thu,fri,sat).

lote: The other days not specified will be disabled.

Arguments: disable+ | everyday+ | weekdays+ | selectdays+

Note : + Indicates the arguments supported in the current machine.

Figure 2  Viewing details about the autoon feature

To get the current value of host supported BIOS options, use the following command syntax.

Command: cctk --<option name>

Example: cctk —autoon
To configure the BIOS settings, use the following command:

Command: cctk --<option name>=<value>

Note: If the system is configured with a setup (admin) password or system (user) password, you must provide
the password with the command.

If Setup/Admin Password is set, use the following command syntax:
Command: cctk --<option name>=<value> --valsetuppwd=<password>
If System/User Password is set, use the following command syntax:

Command: cctk --<option name>=<value> --valsyspwd=<password>
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2.2

Example:
cctk --numlock=on

cctk --autoon=selectdays:sun,mon,thu

Dell\Command Configure\X86 64>cctk --autoon

Dell\Command Configure\X86_ 64>cctk --autoon=selectdays:mon,tue,thu
, Tue, Thu

C:\Program Files ( Dell\Command Configure\X86

Figure 3 Checking current value of autoon and changing it to selectdays (Mondays, Tuesdays and
Thursdays)

Configuring and applying BIOS settings on the target systems

To configure or replicate the same BIOS settings on multiple systems:

1. Export the configuration file (.ini or .cctk) from the local or host system—the BIOS settings of the system
that has to be replicated on other target systems.

Command: cctk -o <filename>

Example:
cctk -o config.ini
cctk -o c:\<path>\config.cctk

2. Import the .ini or .cctk file on other systems

Command: cctk -i <file_name>

Example:
cctk -i config.ini
cctk -i c:\<path>\config.cctk

Note: To apply more settings which may be applicable to the other systems, you can open the configuration
file and add more options. After updating the configuration file, import the file on the other systems.

For information on all the BIOS options that are supported by Dell Command | Configure, see the Dell
Command | Configure Command Line Interface Reference Guide accessible from the Documentation section
of the wiki page.
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Configuring and applying BIOS settings using the GUI

Using the Dell Command | Configure Wizard, you can:

e Export the settings to a configuration file (.ini or .cctk), self-contained executable file (.exe) or report file
(.html) to either the local/host system or other systems

e Validate and edit the BIOS options
e Open the saved configuration file (.ini or .cctk) and modify the settings
e View the Package History

e Provide the feedback about the product

To configure and apply BIOS settings by using the GUI, start the Dell Command Configure Wizard as an

administrator, by using one of the following methods:

e Double-click the Desktop shortcut icon

e From the Start menu: Click Start— All Programs— Dell- Command Configure— Dell Command
Configure Wizard.

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Mumplatform Package
Configure a generic ini for all systems

Create Local System Package

Settings from the current system View: Basic - (& Validate (# Edit Q
Open a Saved Package Category ¥ Name Value to Set | Apply Settings = Description
Use settings from a previously saved settings
Advanced Configu aspm Not Specified Configures Active State Power Managen
Package History Advanced System.. advsm Not Specified Displays and configures the Advanced S
View history of created packages
Boot Management adddevice Not Specified Adds the specified device to the boot de
Boot Management forcepxe Not Specified Enables or disables PXE as the first boot
Boot Management wakeonlanbootovrd  Not Specified Enables or disables the wake on LAN bo
Boot Management bootorder Not Specified Displays the boot order sequence.
Boot Management bootseqgset Not Specified Sets the Initial Program Load (IPL) devict
Configuration adjcacheprefetch Not Specified Enables or disables adjacent cache line |

REPORT EXPORT CONFIG EXPORT .EXE

Q Give us your feedback

Figure4  Dell Command | Configure GUI
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3.1
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You can configure the BIOS settings as follows:

o Multiplatform Package — If you want to configure the BIOS settings for multiple systems without
depending on the host system supported BIOS settings, click the Create Multiplatform Package option.

e Local System Package — If you want to configure the same BIOS settings on other systems same or you
want to modify host system BIOS settings or add some more settings, then click the Create Local
System Package option.

e Saved Package - If you already have the saved configuration file, but want to either modify the settings
or add some more settings to that file, click the Create Saved Package option.

For more information on Dell Command | Configure, see the wiki page.

Configuring and applying the BIOS settings on the local or host
system

To configure and apply the BIOS settings for the local system, click the Create Local System Package
option.

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Local System Package

Configure an ini based on current system

Create Local System Package
Settings from the current system View: | Basic v (& Validate (7 Edit Enter Text Here Q

Open a Saved Package Category v Name Valueto Set = PresentValue = Apply Settings = Description

Use settings from a previously saved settings
Advanced Configu aspm Not Specified Configures Active Stat

Package History Advanced System.. advsrm asmlist asmlist Displays and configuré
View history of created packages
Boot Management bootorder bootlist bootlist Displays the boot orde
Boot Management adddevice Not Specified Adds the specified dev
Boot Management forcepxe Not Specified Enables or disables PX
Boot Management wakeonlanbootovrd ~ Not Specified Enables or disables the

Boot Management bootseqset Not Specified Sets the Initial Prograrn

Configuration attemptlegacyboot  disable disable Determines if BIOS shy

REPORT EXPORT CONFIG EXPORT .EXE

(4 Give us your feedback

Figure 5  Checking BIOS settings of the local system

The BIOS options that are supported by the local system are highlighted in light blue color. The Present
Value column displays the current value of the supported BIOS options. The white or gray colored rows
display the tokens that are not supported tokens by the host system. For not supported tokens, the Present
Value column is blank, and the Value to Set column displays Not Specified.
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1. If you want to configure the BIOS settings on other systems with the same settings as on the host system
BIOS settings, you can export the settings to a configuration file or .exe file and use that file on other
systems. For more information on exporting the settings, see Exporting the configured settings.

2. If you want to edit the host machine BIOS settings or add some more BIOS options, click Edit. Figure 6
shows an example of the edit operation.

Dell Command | Configure v310 ? | _>ox
Create Multiplatform Package
Settings for all possible platforms Create Local System Pa ckage
Configure an ini based on current system
Create Local System Package
Settings from the current system View: | Basic - (@ Validate @ Edit Enter Text Here Q
Open a Saved Package Category v Name Value to Set Present Value Apply Settings Descr
Use settings from a previously saved settings
Power and Perfor. acpower off v  off v Sets
Package History POST Behavior activityled off Sets
View history of created packages
Boot Management adddevice last Add:
Configuration adjcacheprefetch on Enat
Security admsetuplockout Not Specified disable v Enat
Power and Perfor advbatterychargecfg View / Change v Con
Advanced System advsm View / Change asmlist v Disp
ul agpaperturesize Not Specified - Sets
{Z Give us your feedback

Figure 6  Editing acpower BIOS setting of host system

a. To edit an option, select the desired value for the BIOS option from the Value to Set column.

b. To add more options that are not supported by the host system, but may be supported by other
systems, click an option where the “Value to Set” column displays Not Specified and the Apply
Settings box is not selected. After selecting the option, select the appropriate value for the option. After
you select the value, the Apply Settings box is automatically selected.

c. After configuring the settings, export the configuration file or .exe file. For more information on exporting
the settings, see Exporting the configured settings.

3. When configuring the BIOS settings, you can use the features supported by GUI, such as validate, sort,
search, and category filter. For more information about the features, see Features Supported by the GUI.

4. Atfter exporting the file, you can apply/deploy that file to a host or target system.
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Configuring and applying the BIOS settings on other target systems

To configure and apply the BIOS settings for all types of systems or models, click the Create Multiplatform
Package option. The Create Multiplatform Package page does not have present value column and the

Value to Set column has the value as Not Specified for each option.

a Dell Command | Configure

Create Multiplatform Package
f ssible platform Create Multiplatform Package

Create Local System Package
et . View: 8 - @ (7 Edn

Open a Saved Package Category v Name Value to Set

Package History
w history of created pack

(Z Give us your feedback
Figure 7 Multiplatform package page

1. To configure the BIOS settings, click Edit.

2. Select the appropriate value for each option. After you select the value, the Apply Settings box is

automatically selected.

Note: When configuring the BIOS settings, you can use the features supported by GUI, such as validate,
sort, search, and category filter. For more information about the features, see Features Supported by the

GUl.

3. After configuring the settings, export the configuration file or .exe file. For more information on exporting

the settings, see Exporting the configured settings.

4. After exporting file, you can apply or deploy the configuration file to the host or target system.

Note: When editing the BIOS options, the Value to Set column displays a text field for some options that
require your input. Custom options that you can configure display a View/Edit link. For configuring a

custom options, click View/Edit.

Configuring Dell Business Client Systems using Dell Command | Configure
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3.3

3.3.1

Figure 8 shows the following options: autoon — custom option; autoonhr and autoonmn — options that
require your input).

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Mumptatform Package
Configure a generic ini for all systems

Create Local System Package

Settings from the current system View:  Basic A (& Validate (# Edit autoon

Open a Saved Package Category v Name Value to Set Apply Settings  Description

Use settings from a previously saved settings
Power and Perfor... primarybatterycfg View / Change Configures the primary batter

Package History Power and Perfor.. batteryslicecfg Not Specified - Configures the battery slice ¢

View history of created packages
Power and Perfor... modulebaybatterycfg | Not Specified - Configures the module bay b
Power and Perfor..  alarmresume Not Specified = Sets the behavior of the syste
Power and Perfor... autoonmn Not Specifiec Configures or displays the auf
Power and Perfor... autoonhr Not Specifiec Configures or displays autoor
Power and Perfor... autoon View [ Change This option sets the configur:
Power and Perfor... blinkpsulled Not Specified - When enabled, expected ope

[/] Give us your feedback

Figure 8  Custom options autoon, autoonhr and autoonmn after clicking on edit button

Features supported by the GUI

Dell Command | Configure provides many features that system administrators can use during BIOS
configuration.

Validate

The Validate feature can be used to compare all BIOS options that are supported by Dell Command |
Configure with the Host machine supported BIOS options and their values. To compare BIOS options, click
Validate.

After the validation is complete, BIOS options that are not supported by the local or host system are grayed
out. The possible values that are supported by the host system for a supported option are indicated by a

icon, while the values that are not supported by the host system are indicated by a O icon.

An example of the validation output is shown in Figure 9.

14
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Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Local System Pa ckage

Configure an ini based on current system.
Create Local System Package
Settings from the current system View: | Basic - (& Validate (& Edit Enter Text Here Q
Open a Saved Package Status = Category v Name Value to Set Present Value Apply Settir
Use settings from a previously saved settings

Package History Intel Software Gua...  secureguardext disable w disable v

View history of created packages
Maintenance and..  biosrecovery enable ~ enable v
Maintenance and... esataports enable w  enable v
Maintenance and... keyboardclick disable w disable v
€) Maintenance and..  keyboardilumination Q auto - | off v
Maintenance and... pntdevice switchtotouchw | switchtotouchpad v
Maintenance and..  powerwarn externalserialonly le v
— externalps2only

{4 Give us your feedback o switchtoexternalps2

Figure 9  Validating BIOS settings on the host system

The following are the observations from Figure 9:

e The uefibootpathsecurity option is grayed out because this option is not supported on the host system.

¢ The keyboardillumination option is supported on the host system, but it is currently set to auto value,
which is not supported on the host system, therefore, both Status and Value to Set display the @ icon.

e The pntdevice option is has multiple values, out of which the externalserialonly, externalps2only, and
switchtotouchpad values display the & icon are because they are supported by the host system. The

switchtoexternalps2 value displays the @ icon because it is not supported by host system.

15
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3.3.2

Category filter

You can filter the categories of settings that are displayed in the GUI. To filter categories or configure the
settings for specific categories, click the Category column. The available categories are displayed as shown
in Figure 10. From the available categories, select or clear the categories that you want to filter.

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Local Syste m Package
Configure an ini based on current system.

Create Local System Package

Settings from the current system View: | Basic - (& Validate (7 Edit Enter Text Here Q

Open a Saved Package Category v Name Value to Set Present Value Apply Settings  De:

Use settings from a previously saved settings o
Select Al | Deselect All Not Specified

Package History Not Specified v of

v| Advanced Configurations
View history of created packages

Advanced System Management disable v | disable N &
Boot Managerment 0 v 0 v D
Sonfiglizion scrolilock v scrolllock v 3]
Intel Software Guard Extensions thorough ~ e - N
Maintenance and Management

enable v | enable v C
On Board Devices

disable v disable v C

v| Performance

v | POST Behavior

REPORT EXPORT CONFIG EXPORT .EXE

Q Give us your feedback

Figure 10 Filtering BIOS options in GUI based on Categories

In Figure 10, only three categories are selected, therefore, the GUI displays only the options related to those
three categories.

16
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3.3.3 Sort

You can also sort the options that are displayed in any column. To sort a column, click the column header.
Figure 11 shows the options sorted by Name in descending order.

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Local System Package
Configure an ini based on current system.

Create Local System Package

Settings from the current system View: | Basic - (& Validate # Edit Enter Text Here Q
Open a Saved Package Category v Name Value to Set Present Value Apply Settings | |
Use settings from a previously saved settings
POST Behavior wysep25access Not Specified v
Package History Wireless wxanradio Not Specified v
View history of created packages
System Configurat wwanstealthmode Not Specified v
Wireless wswitchwlanwigigetrl enable ¥  enable v
Wireless wswitchgpsonwwanradio  enable w  enable v
System Configurat.. wlanstealthmode Not Specified v
System Configurat wlanregioncode View / Change
Wireless wirelesswitchwigigctrl Not Specified v

REPORT EXPORT CONFIG EXPORT .EXE

[# Give us your feedback

Figure 11 Sorting BIOS options on basis of name in descending order.
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Search
You can search a particular option by typing a keyword in the search box.

Dell Command | Configure

Create Multiplatform Package

Settings for all possible platforms Create Multiptatform Package
Configure a generic ini for all systems
Create Local System Package
Settings from the current system View: | Basic - (& Validate & Edit keyboard
Open a Saved Package Category ~ Name Value to Set Apply Settings = Description
Use settings from a previously saved settings
Power and Perfor. lidswitch Not Specified - Enables or disables ti
Package History Configuration legacyorom Not Specified - Enables or disables ti
View history of created packages
System Configurat...  ledstealthmode Not Specified - Configures the state
System Configurat... lcdstealthmode Not Specified - Configures the state
Maintenance and latitudeonflash Not Specified hd Enables or disables ti
Maintenance and latitudeon Not Specified hd Enable or disables bc
POST Behavior keypad Not Specified  w Enables the keypad it
Maintenance and keyboardillumination Not Specified - Sets the Keyboard illl

Q Give us your feedback

Figure 12  Search for the keyboardillumination option

When you type the keyword, the GUI displays the first option that contains the keyword which that you
searched for. If you press Enter, the GUI other options that contain the same keyword. You can continue to
press Enter until you reach desired option name. The searched option will be displayed in a box with a blue
border as shown in Figure 12.

Exporting the configured settings

After configuring the settings, you can export the configuration to a file. The exported configuration settings
file can be used to apply the same configuration on target systems. There are two types of files which can be
exported and deployed on the target systems.

e Exporting to .ini/.cctk: To export to a .ini or .cctk file, click Export Config. This file can be imported on the
target systems with the help of CLI as described earlier in this white paper.

e Exporting to .exe: To export to a self-contained executable file (.exe), click Export EXE. When you click
Export EXE, a separate GUI is displayed, where you can type the different type of passwords depending
on which password(s) that are set on the target systems. After the .exe is generated, you can run the .exe
on the target system. You can also deploy the .exe on multiple systems.

Note: While exporting .exe file, a .sh file is also generated. You can use the .sh file to apply the settings
on target systems running a Linux operating system.

e Exporting .html file — To export to a .html file, click Export Report. You can save your configured BIOS
settings as an .html file.
Note: The Package History page maintains the record of all the files that you exported. It keeps track of
the file location, file types, and date/time when the file was exported.

Configuring Dell Business Client Systems using Dell Command | Configure
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Deploying the configured settings

You can use the following software to deploy the Dell Command | Configure Self Contained Executable (SCE)
package (.exe):

Microsoft System Center Configuration Manager (SCCM)
System Center Configuration Manager is a system management software that enables managing large
groups of Windows-based systems. For more information on SCCM, visit the following web pages:

https://technet.microsoft.com/en-us/library/qgg682041.aspx
https://en.wikipedia.org/wiki/System Center Configuration Manager

Dell Command | Integration Suite for System Center 2012

Dell Command | Integration Suite is a GUI-based tool that enables you to configure and deploy your Dell
client systems. This suite is integrated directly into the Configuration Manager console. It eliminates the need
for command line tools and scripts that are generally used. It also adds new functionality for remote
management by using AMT, Intel’s out-of-band technology. The features of this suite include:

Importing Dell client driver packages.

Dell Command | Monitor and Dell Command | Configure integration
Dell warranty tracking

Intel AMT out-of-band management

For more information on Dell Command | Integration Suite for System Center 2012, visit
http://www.dell.com/support/home/us/en/19/product-support/product/dell-command-integration-suite-
v4.2/manuals

Active Directory

Active Directory is a database that keeps track of all the user accounts and passwords in your organization. It
allows you to store the user accounts and passwords in a single protected location, thereby improving your
organization's security.

Active Directory is subdivided into one or more domains. A domain is a security boundary. Each domain is
hosted by a server known as a domain controller (DC). A domain controller manages all the user accounts
and passwords of a domain.

You can deploy applications by using Group Policies. Group Policy is a feature of the Microsoft Windows NT
family of operating systems. It controls the working environment of user accounts and computer accounts.
Group Policy provides the centralized management and configuration of operating systems, applications, and
users' settings in an Active Directory environment.

For more information on Active Directory, visit the following web pages:
http://en.wikipedia.org/wiki/Active Directory
https://technet.microsoft.com/en-us/library/cc754678(v=ws.10).aspx
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4.1 Deploying the configured settings using SCCM
To deploy the Dell Command | Configure SCE by using Configuration Manager (SCCM):

1. Create a package and program

Create and update distribution points

Create a task sequence

2
3
4. Deploy the task sequence
5

Initiate client actions by using the Configuration Manager

4.1.1 Create a package and program

1. Open Microsoft System Center Configuration Manager.

2. Navigate to Software Library— Overview— Application Management— Packages.
3. Right-click Packages and click Create Package.
4

In the Create Package and Program Wizard, specify the details such as package name (example,
Config_SCE), description, manufacturer, and so on.

A Create Package and Program Wizard x
gg Package
Specify information about this package
Program Type
Standard Program
Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
s Application Catalog. use an application instead.
ummary
Progress
Emisiey MName: Corfig_SCE
Description: BIOS Configuration -
v
Manufacturer: ‘De\l
Language: [Englsh Version: 320

This package containg source files

Source folder

‘ ‘Q‘ Browse...

e

Figure 13  Specifying package information in the Create Package and Program Wizard

5. Select the This package contains source files check box, browse to the source folder where the Dell
Command | Configure SCE files are saved, and then click Next.
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&l Create Package and Program Wizard e

% Package

Specify information about this package

Program Type
Standard Program

Set Source Folder - atures that include the

Requirements

En|
Ap|

Summary
Progress Specify the location of the source files for this package. The site server

N4 computer account must be able to access the source folder, :l
Completion

D
Source folder location -~

® Network path (UNC name) v
Mg O Local folder on site server
Lal
Source folder:
Example: “\servemame'\sharenamepath
‘\\Inca\hns{\.‘jhared folder'SCE ‘ | Browse .. ‘

o[ B ]

Figure 14 Browsing to the source folder where the SCE file is saved

6. On the Standard Program page, browse to the source folder where the Dell Command | Configure SCE
files are saved, and then click Next.

Example: Multiplatform.exe /nolog
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7. From the Program can run list, select Whether or not a user is logged in, and then click Next.

6]

Package
Program Type
Requirements
Summary
Progress

Completion

Create Package and Program Wizard

gg Standard Program

Specify information about this standard program

Name: [BI0S_Configuration |
Command line: ‘Mu?tiplaﬁorm.ex& ‘\nolog ‘ ‘ Browse... ‘
Startup folder: [ |
Run: [Normal v]

Program can run Wihether or not 2 user s Joaged on

Run mode: Run with administrative rights

[ Allow users to view and interact with the program installation

Drive mode: Runs with UNC name

< Previous

Next >

Cancel

Figure 15 Specifying program information in the Create Package and Program Wizard

8. Onthe Requirements page, under Platform requirements, select the This program can run on any
platform option, and then click Next.

9. Onthe Summary page, verify the selected settings and click Next.
The Create Package and Program Wizard completed successfully message is displayed.

a

Package

Program Type
Standard Program
Requirements

Summary

Progress

Create Package and Program Wizard

"0\ The Create Package and Program Wizard completed successfully

Details

@ success: General
+ Name: Config_SCE
+ Description: 105 Configuration
+ Version: 320
+ Publisher Dell
» Language: English
= Source files: localhostiShared folderlSCE
+ Always obtain files from the source folder

@ Sucoess: Program Type: Standard Program

@ sucoess: Program
+ Name: BIOS_Configuration
+ Command line: Muliplatiorm.exe inclog
tart in:
+ Bun Normal
+ Runmode: Run with sdministrative rights
+ Program can run: Only when 3 user is logged on
+ Drive mode: Runs with UNC name

@ sucosss: Requirements:
+ Platiorms supported: Any
+ Maximum allowed runtime{minutes): 120

n

To exit the wizard, click Close.

Close

Figure 16 Completion status for the Create Package and Program Wizard
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10. Right-click the created package “Config_ SCE” from the packages list and click Properties.

=] Config_SCE Properties -
Generdl | Data Source | Data Access | Distribution Settings | Reporting | Content Locations | Secuy |
Name: [Eerig e |
Version: [320 |
Manufacturer: [Del |
Language: [Engiish |
Comment: BIOS Configuration ~

Figure 17 Editing the properties of a created package

11. On the Data Access tab, select the Copy the content in this package to a package share on
distribution points option.

12. On the Distribution Settings tab:

a. Select the Distribution Priority as High.

b. Select the Distribute the content for this package to preferred distribution points option.

c. Select the Automatically download content when packages are assigned to distribution points
option.

13. On the Reporting page, select the Use package properties for status MIF matching option.
14. On the Security page, specify the security rights.
15. Click Apply and then click OK.
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4.1.2  Create and update distribution points

1. Right-click the created package “Config_SCE” from the packages list, and click the Distribution Point to
open the Distribution Content Wizard.

2. On the Content Destination page, add the distribution points.

3. Onthe Summary page, verify the selected settings and click Next.

3 Distribute Content Wizard 2

Qj Content Destination

Fara Specify the content destination

Summary
Preax Cocioct will b dictebedod to b ol S it dicto 1t groups, and the
T Add Distribution Points n

Select distribution points that will host this content

Software Update Packages are never distibuted to Cloud Distrbution Points

Available distribution points:
Filter.

Name Type Description
'W125CCM12R2.JIGSAW.COM On-premises

Figure 18 Adding distribution points in Distribution Content Wizard
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4.1.3 Create atask sequence

1. Goto Task Sequence, right-click and select Create a task sequence to open the Create Task
Sequence Wizard.

2. Click Create a new custom task sequence and click Next.

=] Create Task Sequence Wizard -

gg Creste New Task Sequence

SRS TN Create a new task sequence

Task Sequence Informatii
Summary

Progress A task sequence performs muttiple steps or actions on a client computer at the command-ine level
without requiring user intervention. Select the type of task sequence to create. You can use the

Completion task sequence editor to add steps to your task sequence:

Select a new task sequence to be created.
Install an existing image package
Build and capture a reference operating system image

Install an existing image package to a vitual hard disk

) Create @ new custom task sequence

[ Ned> || Summay |[ Cancd

< m >

Figure 19 Creating a task sequence

3. Specify the task sequence name, for example, SCE Deployment.
4. Click Browse and select the boot images.

5. Onthe Summary page, verify the selected settings and click Next.
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L=

Create New Task Sequence
Summary
Progress

Completion

Folders:

=1 Root

Create Task Sequence Wizard =
? Task Sequence Information

Specify task sequence information

Task sequence name: SCE Deployment

Description

Boot image:

Boot images:

Fitter...

Boot image (<64) 10.0 en-US
Boot image 10.0en-US

)e)

[<] n

NEY
Image ID:

CABOD270
Architecture: Hed
Description:

Windows 10x64

Figure 20 Selecting boot image in the Create Task Sequence Wizard
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6. Right click on newly created task sequence and click Edit.

7. On the Task Sequence Editor, click Add— Software— Install Package.

Add ~|| Remove | 39 GE

New Group
General 3
[ Software » Install Application
Disks v Install Package
User State » Install Software Updates
Images 3
Drivers 3
Settings 3
MDT v

[ [ ]| |

Figure 21 Editing task sequence and selecting the install package
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8. Click Browse and select the package that was created in Create a package and program and click OK.

SCE Deployment Task Sequence Editor == =2
Add -~ | Remove | =) [, | Propeties |Options |
&3 Install Package Type: [install Package ]
Mame: [Install Package |
Deseription:

@ Install a single software package

Select the software packags to install

Package: [ |@ [ erowse. |
Program: [ V@

Folders: Deployment packages:

4 ] Root Filter 2

7] Configuration Manage | limudee

] Dell Client Deploymer Z;‘Ls"“’ac“ﬂge

uburtufinahest
uburturunshel
uburtuscemclient

Dell Corfig_SCE 3 2.0 English

Microsoft Configuration Manager Client Installed 6.0 ALL

<[ m >
Package 1D CABDO2CD
Description: BIOS Corfiguration

< n »

Figure 22  Selecting the package that has to be installed as part of the task sequence
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4.1.4  Deploy the task sequence

1. Right click the newly created task sequence and click Deploy to open the Deploy Software Wizard.

2. Click Browse and select the collection for the distribution point.

= Deploy Software Wizard ILI
? General
Specify general information for this deployment
Deployment Settings
Scheduling
User Experience
s Task sequence. [SCE Deployment | [ Bowse. |
Distribution Points Collection: ‘ ‘0 ‘ Browse. |
Summary
[Device Colections ] [Fiter D
] Root Name Member Count
& All Desktop and Server Clierts. 4
¥ All Mobils Devices 0
£ All Systems 7
& All Unknown Computers 2
& linuxeollection 4
& Test 1
£ testCollsction 0
& ubuntuclientcollaction 0
& ubuntuserver 0
B |

Figure 23 Choosing the collection for distribution points
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3. On the Deployment Settings page,

a. Select the purpose as Required.
b. From the Make available to the following list, select Configuration Manager Clients, media and
PXE and click Next.

$ Deployment Settings

Geneial Specify settings to control how this software is deployed

Scheduling

User Experience

Action [Ingtal |
Alerts

Distribution Points Ecee ‘ Required ™ |

Summary
Progress

pict [ Pre-deploy software to the user's primary device

[[] Send wake-up packets

[] Allow clierts on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs

Specify whether to make this task sequence available to Configuration Manager clients. and whether it is available to
run when you deploy an operating system by using boot media, prestaged media, or PXE.

Make available to the following:
Corfiguration Manager clierts, media and PXE v

[ <previous | [ mNet> || summey | [ Canedd |

Figure 24  Specifying deployment details in the Deploy Software Wizard

30 Configuring Dell Business Client Systems using Dell Command | Configure



4.1.5
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4. Onthe Scheduling page, specify the schedule.

e Deploy Software Wizard ILI
gg Scheduling
Cepens Specify the schedule for this deployment
Deployment Settings
User Experience This program will be available as soon as it has been distibuted to the content servers unless it is scheduled fora
Alerts |ater time below. For required applications, specify the assignment schedule.
Distribution Points
Summary [[] Schedule when this deployment wil become available
= [snvar B~ |[323Pm 2]

Lo Er [[] Schedule when this deployment will expire:

[4nva0r7 @~ |[323PM =

Assignment schedule: ) New...
There are noitems to show in this view.
Assignment Schedule -
() Assign to the following schedule:
Occurs on 4/13/2017 3:28 PM
Renu{ @ Assign immediately after this svert: -
As soon as possible v ‘

Figure 25 Scheduling deployment in Deploy Software Wizard

5. Onthe User Experience page, specify the user experience detalils.
6. Onthe Alerts page, specify the deployment alert details.

7. Onthe Distribution Points page, specify the deployment options.
8.

On the Summary page, verify the selected settings click Next. You can messages that indicate
successful completion of the deployment.

Initiate client actions using the Configuration Manager

After the task sequence is deployed, initiate client actions on the target client systems to see the advertised

programs. To initiate client actions on clients:

Go to Control Panel.

Select View by Large icons.

Right-click Configuration Manager and select Properties.

On the Configuration Manager Properties window, click the Actions tab.
Select Machine Policy Retrieval & Evaluation Cycle and click Initiate Actions.
On the Machine Policy Retrieval & Evaluation Cycle window, click OK.

Select Software Inventory Cycle and click Initiate Action.

© N o g & 0w DN BE

On the Software Inventory Cycle window, click OK.

Configuring Dell Business Client Systems using Dell Command | Configure



9. Select Software Update Deployment Evaluation Cycle and click Initiate Action.

10. On the Software Update Deployment Evaluation Cycle window, click OK.
The selected cycles initiate actions on the target systems and display a pop-up window.

11. Click Run.

4.2 Deploying the configured settings using Dell Command | Integration
Suite for System Center 2012

To deploy the SCE using Dell Command | Integration Suite for System Center 2012:
1. Launch System Center Configuration Manager 2012.

2. Onthe Configuration Manager console, navigate to Software Library— Overview— Application
Management— Packages.

3. Right Click Packages, and then click Dell Command | Integration Suite— Import Dell Command |
Configure Package.

4. Click Browse on the Import Wizard and browse and select the SCE file.

5. Select your distribution point from the list available under Select the Distribution Points to Distribute
Content to distribute the package automatically after it is created.

6. Click OK and follow the instructions on the screen to create a SCE package.

Note:

o |f a package already exists in the Configuration Manager, a message is displayed asking if you want to
recreate the package or continue. If you select No, the process does not recreate the package.
Otherwise, the package is removed from Configuration Manager, and a new package is created.

o |If the Invalid SCE file error message is displayed, then select a valid SCE package in step 4.

When the process is complete, a new package is created. After the package is created, the SCE software
package is created under Packages— Dell Client Packages. You can associate these packages with task
sequences for pre-OS deployment or use them as software package during post-OS configuration.
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Deploying the configured settings using Active Directory

1. Getthe .exe (Self-contained executable - SCE).
2. Copy the SCE to a UNC share.

a. Make sure that the share is accessible by the members of the OU you are going to assign it to.
b. If you deploy by computers, make sure that all users or authenticated users have read permissions to
the share.

3. Create Group Policy.

a. Create a Group Policy Object to the OU you are deploying it to.

b. Right-click the object and select New Package. Browse to the UNC location where the MSI is
available.

c. Use Assigned.

4. Testing

Wait until replication is complete and test on the computers that are a part of the OU that you assigned it to.
Check the log generated by SC.
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Sending feedback to Dell

To provide feedback about Dell Command | Configure, on the left pane, click Give us your feedback. On the
feedback section, provide your feedback and satisfaction ratings and click Submit.
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6 Additional resources

Dell Command | Configure on Dell TechCenter: You can find other related documents, white papers, blogs
and videos on Dell Command | Configure at http://fen.community.dell.com/techcenter/enterprise-
client/w/wiki/7532.dell-command-configure
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