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Executive summary

Public key cryptography, or asymmetric cryptography, is any cryptographic system that uses two kinds of keys:
public keys that may be disseminated widely, while private keys are known only to the owner. In a public key encryption
system, any person can encrypt a message using the public key of the receiver, but such a message can be decrypted
only with the receiver's private key. For this to work it must be computationally easy for a user to generate a public and
private key-pair to be used for encryption and decryption. The strength of a public key cryptography system relies on
the degree of difficulty (computational impracticality) for a properly generated private key to be determined from its
corresponding public key. Security then depends only on keeping the private key private, and the public key may be
published without compromising security.

Public key cryptography systems often rely on cryptographic algorithms based on mathematical problems that currently
admit no efficient solution—particularly those inherent in certain integer factorization, discrete logarithm, and elliptic
curve relationships. Public key algorithms, unlike symmetric key algorithms, do not require a secure channel for the
initial exchange of one (or more) secret keys between the parties.

Because of the computational complexity of asymmetric encryption, it is usually used only for small blocks of data,
typically the transfer of a symmetric encryption key (e.g. a session key). This symmetric key is then used to encrypt the
rest of the potentially long message sequence. The symmetric encryption/decryption is based on simpler algorithms
and is much faster.

Message authentication involves hashing the message to produce a "digest,” and encrypting the digest with the private
key to produce a digital signature. Thereafter anyone can verify this signature by computing the hash of the message,
decrypting the signature with the signer's public key, and comparing the computed digest with the decrypted digest.
Equality between the digests confirms the message is unmodified since it was signed, and that the signer, and no one
else, intentionally performed the signature operation — presuming the signer's private key has remained secret. The
security of such procedure depends on a hash algorithm of such quality that it is computationally impossible to alter or
find a substitute message that produces the same digest - but studies have shown that even with the MD5 and SHA-1
algorithms, producing an altered or substitute message is not impossible. The current hashing standard for encryption is
SHA-2. The message itself can also be used in place of the digest.

Public key algorithms are fundamental security ingredients in cryptosystems, applications and protocols. They underpin
various Internet standards, such as Transport Layer Security (TLS), S/MIME, PGP, and GPG. Some public key algorithms
provide key distribution and secrecy (e.g., Diffie—Hellman key exchange), some provide digital signatures (e.g., Digital
Signature Algorithm), and some provide both (e.g., RSA).

Public key cryptography finds application in, among others, the information technology security discipline. Information
security (IS) is concerned with all aspects of protecting electronic information assets against security threats.[6] Public
key cryptography is used as a method of assuring the confidentiality, authenticity and non-repudiability of electronic
communications and data storage.



Introduction

The system management consoles like Chassis Management Controller (CMC) and iDRAC providing a
support for double factor authentication method for Auto login which is known as "SSH PK Authenication”.

This is accomplished using Public and Private keys which can be generated though client tools like "Putty
Key Generator”.

The same Public and Private keys can be re-used across same or different platforms.

This document provides step by step procedure to Setup, Configure and Use "SSH PK Authentication” for
CMC.
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2 Generate Public and Private key using Putty Generate tool

To generate public and private key using the “Putty Key Generator” tool, perform the following steps.

1) Select Type of key to generate as "SSH-2 RSA" and Valid key size is 2048 and above.
2) Open Putty and click the Generate button to generate apublic and private key set.

Note: SSH-2 DSA algoritham is not supported for CMC.

g PuTTY Key Generator *
Eile Key Conversicns Help

Fep

Mo key.

Actions

Generate a public/private key pair Gererate

Load an exigting private key file Load

Save the generated key Save public key Save private key

Farameters

Tupe of key to generate:

() 55H [R54) (®) 55H-2 RSA () 55H-2 D54

Mumber of bitz in a generated key: 2044 -i
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3) Move the cursor in the blank area to generate the key set.

g PuTTY Key Generator >
File Key Conversions Help
Ky

Fleaze generate zome randormness by maoving the mouse over the blank area.

:> Blank area

Actions
Generate a public/private keyp pair Gererate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

S5H-1 [R5A) S5H-2 RS54 S5H-2 DSA
Murmber of hits in a generated key: 2048
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4) The public and private key are generated.

g PuTTY Key Generator >
File Key Conversions Help

Ky
Public key for pasting into OpenS5SH autharized_keys file:

sshrea AdAAB 3N zal 1 peZEASAARIQALALEAQD OE 8vH1IEIE d+v 20T ent T fufrlf ~
+bdSyWigePmRPELzm+oa PR

+atkumDHEBR 8:/GDGAUEYm5+5MD B8] aF pDE w0 D e Qr) /G g8ysv alHCiale7ME
WwAHTRSATH2vl:0V K diqge2ww kW IEISFORE Y LES

+mj7KR0BWBLEUmE 2Gyh1uCKPE T qHpw 1 A aRylMLwE EvaalTYHESKTiHYDE  »

K.ey fingerprint: |ssh-rsa 2048 ee:dbe 57 a7 ok 0741 a:05:b2: 00: 32: 895 75: 87

Key comment: |l$a-ke_l,l-201 BO0518

F.ey paszphrase:; |

Confirn pazsphrase: |

Actions

Generate a public/private keyp pair
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
() 55H-1 [R54) (@) 55H-2 RSA () 55H-2 DSA

Murmber of hits in a generated key: 2048
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5) Click the "Save public key" button to save the puplic key.

P PuTTY Key Generator .
File Key Conversions Help

Key

Public key for pagting into OpenS5H authonized_keps file:

szh-rza AdAAB 3N zal 1 peZEASAARIOALALEAQD OE 8vH1IEIE d+'v 20T ent T fufrlf ~
+bdShWiguPmAPE Lzme<oasPidR

+erkuwDHEBR B/ G0 GAETmE+SMD552) aFpDE w0 D00 /G gSys aliH Cial e7MEB

WIHTRSATHZ sk digge2vw kY IEISFO:BriLES
+mjfROBWEBLEUmE 2Gyh1 yCEPET | gl=HpWw 1 D aRylMLwE Ewal T HSkFLiHYDE v

F.e fingerprint; |ssh-rsa 2048 eedb 57 a7 cf 0741205 b2 00; 32: 95, 7587

F.ey comment: |l$a-ke_l,l-201 g0513

Key passphraze: |

Canfirm pazsphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
() 55H-1 [R54) (@) 55H-2 RSA () 55H-2 DSA

MHumber of bits in a generated key: 2043
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6) Save the Private key by clicking “Save private key" button.

=

File Key Conversions Help
Fep

Public key for pasting into OpenS5H autharized_keys file:

ssherza AdAAR 3N zall pe2E b A B DAAALEAQD OE 8wHTIELE d+v' 2ab) ent1 fufrf
+bd5WWigePmRPELzm<oa7FiaR

+stkuwD HKkbRBs/GDGAUEYmE+S MDEE2) aF pDEwODs0J O /G g8ysy alHCiale?MB
WIHTRSATH 2wl VEdiggc 2w kM IEISFOBriWLES
+mjfFROBWBLEUmE 2Gyh1yCRPE T q0xHpw 1 D aRylLwE EwalTYHSkFBiHYDE v

a7 fRch 0741405 b2 00:32: 95 7R E7

Are you sure you want to save this key
without a passphrase to protect it?

Yes Gererate

Load an exigting private key file Load

Save the generated key Save public key Save private key

Farameters

Tupe of key to generate:; _
() 55H [R54) (®) 55H-2RSA (_JSSH-2D5A

Mumber of bitz in a generated key: 2048
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3 Uploading public key to CMC

Login to CMC and upload the SSH PK Authentication public key, which is generated using Putty
Generate tool, using the following method.

1) Login to CMC using admin credentials (the default credentials are root/calvin)

a
g
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2) Verify the sshpk authentication command help details using the command, “racadm sshpkauth”.

hpkauth —-- ma PE Authenti:

ey bheing

rted on the

index p ded

index

uth -i
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3) Verify the already uploaded public key details using the command, “racadm sshpkauth -i svcacct -k all
-V’

4) Upload the generated puplic key text to CMC using the command, “racadm sshpkauth -i svcacct -k 1 -
p Oxfff -t "ssh-
rsa.AAAAB3NzaClyc2EAAAABIQAAAIEA7kILGVLtX3/jf76 WITohOlLKjivNzHgcRgn5sm6xK+h+edOVs4m
+J38hNgdumI9Ee5g3mddNSaHadHrVXjoE4OujqlK8EwjzO6umjTIS2NIC7al8+Z05InPjyKOXi7Px233AQ
DbN9yX+5eCU38wvvd9RR6VRNY1IUWSXX5MABAgWM= rsa-key-20160419""

Note: Once the key is uploaded successfully, the command output is displayed as “Key successfully
uploaded”.

Or upload the public key file using the command, “racadm -r XXX.XXX.XXX.XXX -uU root -p password@123
sshpkauth -i svcacct -k 1 -p Oxfff -f Putty-Public”.

fff -f Putty-Public
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5) Verify the uploaded public key using the command,“racadm sshpkauth -i svcacct -k all -v".

SSH PK Authentication and Auto login configuration for Chassis Management Controller



A Configure and uploading private key to Putty

1) Open the Putty and provide the Host Name or IP address for the CMC in the Host Name (or IP
address) and Saved Sessions text boxes.

ﬁ PuTTY Configuration >

Cateqory:

[=]- Session | Basic options for your PUTTY session |

- Logging Specify the destination vou want ta connect ta

- Teminal
N Host Mame [or IP address) Port
- Keyboard | = | |22 |

- Bell
- Features Connection type:

=) "wfind o (O Baw () Tekmet O FRlogn @ 55H (O Serial
- fppearance

- Behawiour
- Translation Saved Seszions

Load, zave or delete a stored seszion

|

- Selection
- Colours
[=)- Connection
- Diata

- Prowsy

- Telnet Delete
- Rlogin
- 55H
- Serial

Default Settings Load

Save

Cloze window on exit:
(Crdlways (O Never (@ Only on clean exit
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2) Navigate the Putty configuration to Session > Terminal > Window - Connection - Data and provide

the Login details. Use the Auto-login username, “service”.

ﬁ PuTTY Configuration >

Categony:

[=1- Session Data to zend to the server
- Logaing
=) Terminal

. Keyboard Auto-login usermane |service|
- Bell

- Features
(=) Window Terminal-type string |:<term |
- BppEarance

- Behawiour
- Trarzlation
- Selection
.. Calours Wariable |

Walue |

Login details

Teminal details

Terminal gpesds | 33400 38400 |

Erviranment variables

[=)- Cohherdion

(]

EMOYE

- Prowy
- Telnet
- Rlogin
[ 55H

- Senial
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3) Upload the Private key file by navigate Putty configuration to Session - Terminal >Window
—~>Connection = SSH = Auth and click the browse button for provide the Private key(*.ppk) file

location
#2 PuTTY Cenfiguration d
Cateqary:
- Terminal ~ Optionz controlling S5H authentication
- K.epboard
. Bell [ Bypass authentication entirely (S5H-2 only)
Features Authentication methods
[=1- Window IR :
. hippearance Attemnpt authentication using Pageant
- Behaviour [] &ttempt TIS or CryptaCard auth [SSH-1)
. Tranglation Atternpt 'kepboard-interactive’ auth (S5H-2)
Ee:ectmn ALthentication parameters
- Colours
= Connection [ Allow agent forwarding
- Data [JAllow attempted changes of usemarne in SSH-2
- Promy Private key file for authentication:
- Telnet |I::'\Share'\F‘utt_l,l-Ke_l,J\new-plivate.|:||:|k | E Browse, . i
- Rlogin
=+ 55H
e K
- Buth
el
-#1
- Tunnels
----- Bugs L
About Open LCancel
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4)

Navigate to Session and click the save button to save the CMC session in Putty.

ﬁ PuTTY Configuration

Cateqary:

Basgic optionz for pour PuTTY sesgion |

ogging
= Terminal

- Kewboard
- Bell

- Features
= Window

- fppEarance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Prosy

- Telnet

- Rlogin

Specify the destination pou want to connect to
Poart

Host Mame [or IP address]
|22 |

L
Connection type:

(JRaw () Telnet () Rlogin @ 55H () Serial

Load, zave or delete a stored seszion

Saved Sezsionz

Default Settings Load

|| Sawve

Delete

Cloze window on exit:

(O dhways (O Mever (@ Only on clean exit

LCancel

5)

Click the Open button to open the CMC SSH PK Authentication session.

ﬁ PuTTY Configuration

Categony:

et

Basic options for your PUTTY session |

Translation
Selection
Colours
(= Connection
Data
i P'W
- Telnet

Specify the destination you want to connect to

Hogt Hame [or IP address] Pt
— [E—
Caonnechion type:

(JBaw (O Telnet (O Rlogin ®SSH (O Serial

Load, save of delete a stored session
Saved Sessions

Default Settings |
o I

Save
Delete
Cloze windows on exit:
(O Always (O Mever (8 Only on clean exit

s
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6) The SSH PK Authentication session for CMC is opened successfully without prompting for username
and password.

@““‘““"—F’uﬂ'\" - O X

ting with publie

me to PowerEdge HM1000e

7) Check the Open session for CMC using the command, “racadm getssninfo”.

@""""""'—PUTW — O X

Welcomes to PowerEdge M1000e CMC firmware
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