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1 SQL Server requirements — OpenManage Essentials

1.1 Minimum login roles for Microsoft SQL Server

The following table provides information about the minimum permissions for SQL Server based on
different installation and upgrade use cases.

Table 1 Minimum login roles
Number |Use Case Minimum Login Roles for
SQL Server

1 Installing OpenManage Essentials for the first time and you sysadmin access on the
select the Typical option during the installation process. installed instance.

2 Installing OpenManage Essentials for the first time, you select db_owner access on the
the Custom option during the installation process and an empty |OpenManage Essentials
OpenManage Essentials database is present (locally or remotely). |database.

NOTE: If you select the Custom install option and do not enter
any credentials then the installation is considered as a Typical
installation and sysadmin rights are required.

3 You are installing OpenManage Essentials for the first time, you |dbcreator access on the
select the Custom option during the installation process, and an |server.
empty OpenManage Essentials database is not present.

4 Upgrading OpenManage Essentials from version 1.3, 2.0, or 2.0.1 |db_owner access on the
to version 2.1 and an OpenManage Essentials database is present |OpenManage Essentials
(locally or remotely).

1.2 Database size and scalability

The following table provides information about the changes to the database size in an environment with
4000 devices based on alerts, tasks, and alert actions.

Events Database Size
Initial database size 60 MB
After discovery and inventory of 4000 devices 65 MB
After 2000 alerts are generated 73 MB
After tasks (status polling, OpenManage Server Administrator deployment
tasks, remote tasks, and system update tasks) against these alerts are 77 MB
executed
After deleting all the alerts and sending 20,000 alerts with all the alert

. : 127 MB
actions configured
After sending 40,000 alerts with all alert actions configured 230 MB
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1.3

1.4

Considerations when installing OpenManage Essentials on a
domain controller

When installing OpenManage Essentials on a domain controller:

e You must install Microsoft SQL Server manually.
o [If SQL Server is installed locally, the SQL Server service must be configured to run using a domain
user account.

Note: The SQL Server service will not start if you are using the default NETWORK SERVICE or LOCAL
SYSTEM accounts.

After OpenManage Essentials is installed on a domain controller:

e By default, the Domain Admins group is added as a member of the OmeAdministrators and
OmePowerUsers roles.

e Local Windows user groups are not included in the OpenManage Essentials roles.
OmeAdministrators, OmePowerUsers, or OmeUsers rights can be granted to users or user groups
by adding them to the OpenManage Essentials Windows groups. OmeSiteAdministrators rights can
be granted by OmeAdministrators through the Device Group Permissions portal.

Setting up OpenManage Essentials database on a remote SQL
Server

You can configure OpenManage Essentials to use an SQL Server present on a remote system. Before
setting up the OpenManage Essentials database on the remote system, check for the following
prerequisites:

o Network communication between the OpenManage Essentials system and the remote system is
functioning.

e SQL connection works between the OpenManage Essentials system and the remote system for the
specific database instance. You can use the Microsoft SQL Server Express 2012 Management Studio
tool to verify the connection. On the remote database server, enable TCP/IP protocol and if you are
using SQL Authentication, enable mixed mode on the remote SQL Server.

You can retarget the database for the following:

e SQL credentials to the SQL Server fails.

e Windows credentials to the SQL Server fails.
e Login credentials have expired.

o Database is moved.

Dell OpenManage Essentials Database | AOO



2 Database maintenance — OpenManage Essentials

OpenManage Essentials maintains its database with stored procedures that run periodically and also when
all sessions expire. Therefore, no user actions are required.
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3.1

3.2

3.3

Database backup and restore — OpenManage Essentials

SQL Server backup and restore instructions

For information on backup and restore of SQL Server, see https://msdn.microsoft.com/en-
IN/library/ms187510.aspx.

Prerequisites

o Microsoft SQL Server Management Studio must be installed on the server running OpenManage
Essentials

o OpenManage Essentials must be installed using the Typical Installation method

e Ensure that you stop Internet Information Services (IIS)

e Ensure that you stop all OpenManage Essentials services

Backing up the database

1. On the server running OpenManage Essentials, open SQL Server Management Studio.
2. Right-click the OpenManage Essentials database (OMEssentials)—> Tasks — Back Up.

Jbject Explorer > 0x

Connect~ 3 3 w 7 [F] .
= |js WIN2012R2VM2\SOLEXPRESSOME (SOL Server 11.0.3000 - WIN2012R2ZVM2Y,
=1 |1 Databases

I!l OMEssen'

Mew Database...

+ ECUTILY
+ [ Server Object New Query
+# [ Replication Script Databaseas
+ [ Managemeni
Tasks I » Detach...
Policies 4 Take Offline
Facets Bring Online
Start PowerShell Shrink
Reports » I Back Up... I
Rename Restore
Delete Generate Scripts...
Refresh Extract Data-tier Application...
Properties Deploy Database to SCL Azure...

Export Data-tier Application...
Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Impaort Data...
Export Data...

Figure 1 Back Up task option
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The Back Up Database — OMEssentials window is displayed.

3. Click OK.

8 Serpt [ Help

Source
Database: | OMEssentials
Recovery model: |SIMPLE
Backup type: (Ful

[ Copy-only Backup
Backup companent:
(® Database

() Files and filegroups:

Backup set
MName: |OMEssentials—Full Database Backup

Description:

Backup set will expire:

Connechon ® After:
Server: © on:
WIN2012R2VM2\SQLEXPRESS! |  Destination
Connection: Back up to:

WIN2012R2VM2\Administrator c\Program Files\Microsoft SQL Server\MSSQL11 SQLEXPRESSOME\MSSQ
.!j View connection properties

Progress

Figure 2 Back Up Database window

4. At the back up completed successfully message, click OK.
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T Back Up Database - OMEssentials = || B =

?;Z:Iim 5B soript ~ [ Help

125 Options

Source

Databasze: | O MEssentials b |

Recovery model: |SIMPLE |

Backup type: | Full W |
["] Copy-only Backup

Backup component:
(® Database

@ The backup of database 'OMEssentials’ completed successfully.

B3

Server 2 On: 4/20/2015
WINZDTZR2ZVM2\SGLEXPRESSC |  Destination
Connection: Back up to: ® Disk QO Tape
WINZ2012R2VM2\Administrator
_!Q Wiew connection properties
P <] m | > Remove
-~ Executing (100%) Cortents
Stop action now

| QK | | Cancel | .

Figure 3 Back up successful message

The OpenManage Essentials database back up file (OMEssentials.bak) is saved at C:\Program
Files\Microsoft SQL Server\MSSQL11.SQLEXPRESSOME\MSSQL\Backup.

5. Copy the back up file (OMEssentials.bak) and paste it on another server.
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3.4 Restoring the database

6. Open SQL Server Management Studio.
7. Right-click Databases— Restore Database.

Ohbject Explorer > X

Connect~ 3 3l m “F [Z] .H

= I_B WIN2012RVM3 (SQL Server 11.0.3000 - |

Sg= D:tabage

+ [ Sysl Mew Database...

+ [ Dat Attach...

* l—.J Rep Restore Database...

# | Rep = =
+ [ Securit Restore Files and Filegroups...
* [ Server { Deploy Data-tier Application...
# [ Replica Import Data-tier Application...
+ [ Always
+ [ Manag Start PowerShell
& [ Integra

[ sal Sel Reports

Refresh

Figure 4 Restore Database option

The Restore Database window is displayed.

8. Select the Device and click the browse button.
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@ Mo backupset selected to be restored.

5 Seript - E Help

Source

) Database:

Database:

Destination

Database: ¥ |

Restore to: Timeline...

Restore plan

Backup sets to restore:

Restore  Mame Component Type Server Database Postion  Frst LSMN  Last LSN  Checkpoint LSMN  Full L

Connection

32 WIN2012RVM3
[WIN2012RVM3\Administrator
]

View connection properties
Progress
Ready

>

Verify Backup Media

Figure 5 Restore Database window

The Select backup devices window is displayed.

9. Click Add and browse to select the back up file.
10. Click OK.
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Restore Database - == =
e Mo backupset selected to be restored.
Selecta page [ script - |[HHelp
%A General
2 Files Source
%A Options
O Database: |
® Device: | |
Database: | v
Destination
- | /]
Restore to: | | Timeline...
Restore plan
Specify the backup media and its location for your restore operation. Il L
Backup media type: | File
I C:M\OMEssentials bak I
Connection
32 WIN2012RVM3
[WIN2012RVM 3\ Administrator
]
View connection properties
>
Ready u
Figure 6  Select backup devices window

The database is restored successfully.

12
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Ly Restore Database - OMEssentials = -
'@' Ready
Select a page 8 script - || Help
% General
AL
27 Files Source
% Options )
() Database:
® Device |C:\OME;sentia|s.bak | IIl
Database: | (OMEssentials W |
Destination
Database: |OMEssent\a\s v |
Restore to: |The last backup taken (Monday, April 20, 2015 22219 PM]| Timeline...
Restore plan
Backup sets to restore:
Restore  Name Comporent  Type  Server Database
| OMEssentials-Full Database Backup Database  Full  WIN2012R2VM2\SOLEXPRESSOME ~ OMEsser
Connection
2 WIN2012RVM3
[WIN2012RVIM 3\ Administrator
]
View connection properties
Progress
< m >
Done
Verify Backup Media
@ Verify Backup Medi
‘ QK ‘ ‘ Cancel ‘ ‘ Help ‘

Figure 7 Restore Database window

i e S R EC I |
= LB WIN2012RVM3 (SOL Server 11.0.3000 - Y
S ] Datsbases
+ [ System Databases
+ [ Database Snapshots
+ [J ReportServer

+ [J OMEssentials
=

+ [ Server Objects
+ [ Replication
+ [ AlwaysOn High Availability
+ 1 Management
+ [ Integration Services Catalogs
|_% S0OL Server Agent (Agent XPs disabl

Figure 8  OMEssentials database
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3.5 Resolving issues with duplicate backup databases

If there are multiple instances of the back up file (OMEssentials.bak), the database cannot be restored.

g Script E Help

Source

) Database: |

® Device: | C:\OMEssentials.bak

Database: | OMEssentials

Destination

Database:

Restore to: The last backup taken (Tuesday, April 21, 2015 £:22:13 PM)| Timeline...

Restore plan

Backup sets to restore:

Restore  MName Component  Type  Server Database
OMEssentials-Full Database Backup  Database  Full  WIN2012R2VMZ\SOLEXPRESSOME  OMEsser

Connection

A1 WIN2012RYM3
[WIN2012RVM3\Administrator
]

View connection properties

Progress

>

[ @y Restore of database
'OMEssentials2 failed. Verify Backup Media

Figure 9  Restore Database window

To resolve the issue, rename both the files (OMEssentials and OMEssentials_log) and then try restoring the
database.

To rename the files, edit the file names in the Restore As field.
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B script + | [ Help

Restore database files as

[ Relocate all files to folder

Data file folder :

|Ci\Program Files\Microsoft SQL Server\MSSQLT1.MSSQLSEI| II|

Log file folder:

|Ca\Program Files\Microsoft SOL Server\MSSQL11.MSSQLSE| D
Original File N...  Restore As ¥

Rows Da... c\Program... | BQL\DAT‘\DMBsentiaIsZ.MDFI ]

Log c\Program...  Ch\Programh Files\Microsoft S... ]

Logical File Name File Type
OMEssentials

OMEssentials_log

Connection
2 WIN2012RVM3

[WIN2012RVM3\Administrator
)

View connection properties

Progress

Restore of database
'OMEssentials2’ failed.

Activate W
H Cancel ‘ Gomﬁysle"r

Figure 10  Edit database file name
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4 Retargeting OpenManage Essentials

4.1 Creating a SQL Server login

1. Open SQL Server Management Studio.
2. Click Security— New Login.
= [ WINZ0TZRVIM3 (SOL Server 11.0.3000 - |
¥ [ Databases
= 4 Security
=l | Login
# MNew Login...
Filter

Start PowerShell

Reports

Refresh
MNT SERVICE\Winmgmt
sa
WIN2012RVM3\Administratc
1 Server Roles
[ Credentials
[ Cryptographic Providers
1 Audits
+ [ Server Audit Specifications
+ [ Server Objects
+ [ Replication
+ [ AlwaysOn High Availability
+ 1 Management
+ [ Integration Services Catalogs
|_% S0OL Server Agent (Agent XPs disabl

B > 5o B B2 o 2 o [0 [0
Z=Z=Z=Z=Z 4%

i
i
i
i

Figure 11  New Login option
The Login - New window is displayed.

3. Type a login name and click SQL Server Authentication or Windows Authentication.
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8 Seript = [ Help

%4 Server Roles

24 User Mapping Login name:

& Securables

g Status () Windows authentication
(® SQL Server authertication

Password: sssssnne

Confirm password: |uuuu

[ Specify old password
e |

|| Enforce password policy

|| Enforce password expiration UptiDnal

| ] User must change password at next login

() Mapped to cetificate

() Mapped to asymmetric key |

[] Map to Credential |

Connection

Server: Mapped Credentials Credertial Provider

WIN2012RVM3

Connection:
WINZ2012RYM 3 Administrator

yj View connection properties

Progress

Default database: |OMESSEHHEI|5
| <defaut>

Default language:

Figure 12  Login — New window

4. On the Server Roles page, select public.
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8 Serpt [ Help

ﬁ User Mapping Server role is used to grant server-wide security privileges to a user.
% Securables
& Status
Server roles:
[] bulkadmin
[] dbecreator
[] diskad

[] serveradmin
[ setupadmin
[] sysadmin

Connection

Server:
WIN2012RVM3

Connection:
WIN2012RVM 3 Administrator

Li'.? View connection properies

Progress

Figure 13  Server Roles

5. On the User Mapping page, select OMEssentials.

18 Dell OpenManage Essentials Database | AOO



IEE Serpt [ Help

[ User Mapping IUsers mapped to this login:

L Map Database Default Schema
[ master
[0 model
I

I [v]  OMEssentials dbol [-]

O ReportServerTempDB
[ tempdb

[] Guest account enabled for: OMEssentials

Diatabase role membership for: OMEssentials

[] db_accessadmin

Server: db_backupoperator
WINZD1ZRVM3 bt PP

Connection

Connection:
WINZ0T2ZRVM 3 Administrator

Sj View connection properties

Progress

Figure 14  User Mapping
6. Click OK.

The new user is created.
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= 3 Security
ata

&, 22MS_PolicyEventProcessingLogings
&, 22MS_PolicyTsqlExecutionLoging®
A NT AUTHORITY\SYSTEM
£ NT Service\MSS0LSERVER
& NT SERVICE\ReportServer
& NT SERVICE\SOLSERVERAGENT
& NT SERVICE\SOL Writer
A NT SERVICE\Winmgmt
A sa

~4 WINZO12RYMIVAdministrator

Figure 15 Users

4.2 Disabling the ‘'OMEService’ SQL Server login account

1. On the system where OpenManage Essentials is installed, run following command from the command
prompt:
sgqlemd -E -S ".\SQLEXPRESSOME" -Q "ALTER LOGIN [OMEService] WITH
PASSWORD="'DummyPassword'"

Note: Please verify if SQLEXPRESSOME is the name used for the Typical installation.

Note: Copying and pasting from the command from a website or email may result in incorrect
characters. It is recommended to type the complete command.

2. Open OpenManage Essentials.
A database login error is displayed.

OpenManage Essentials

Login failed for user "OMEService'.

A severe error occurred on the current command. The results, if any,
should be discarded.

#18456.1

User Interface Logs Details J l Copy ‘ l Ok

Figure 16 Database login error
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3. Click OK.
The Database Connection Error window is displayed.

Database Connection Error

Unable to connect to database.
Please enter valid user name and password.

Server Name : (Incal) Chan cal to SEMVEr Name
restored

Authentication: | Windows Authentication

User name: | User that was created earlier

Password: |

Figure 17 Database Connection Error

4. Type the name of the server where OpenManage Essentials database was restored, and the user name
and password of the new user you created.

Database Connection Setup

Unable to connect to database.
Please enter a valid server, user name and password.

Server Name : WINEDlZRUMBl

Authentication: ‘SQL Server Authentication

User Name: ‘Test

Password: Ty

Figure 18 Connecting to the database

Click Connect.

Open OpenManage Essentials.

Reset Internet Information Services (lIS).

Restart the OpenManage Essentials services or restart the server.

® N o o;

You may delete the database where OME was installed after retargeting of the database is completed.
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