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1.1

1.2

Introduction

CommVault® version 11 offers scalable data protection with snapshot, replication and persistent copies that
are secure and deduplicated. Offering seamless integration with Dell EMC™ SC Series arrays, data can be
protected and managed through a single, unified platform.

Audience

This document was written for technology professionals interested in learning more about best practices for
configuring CommVault 11 to backup and restore data residing on a Dell EMC SC array using Microsoft®
Windows Server®, and VMware vSphere®.

Prerequisites

Understanding the material in this document requires advanced working knowledge of:

¢ Installing and configuring CommVault Version 11

e Configuring and operating SC Series arrays

e Operating Dell Storage Manager (DSM)

e Configuring and operating Windows Server 2012 or newer
e Configuring and operating VMware vSphere 5.5 or newer
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2.1

2.2

2.3

2.3.1

2.3.2

Overview

SC Series storage overview

SC Series storage solutions provide many robust features including:

e True flash optimization

e Thin provisioning

o Data optimization

e Data reduction (compression and deduplication)
e Automated sub-LUN tiering

e Sub-disk RAID levels

e Synchronous replication with automatic failover
¢ Intelligent read and write data placement.

SC Series arrays provide a unified platform for the ultimate experience in performance, adaptability, and
efficiency.

In addition to raw capacity and 1/0O performance, other important factors such as monitoring, reporting, data
protection (backups, snapshots, and replication), and the ability to recover in case of a disaster are equally
important. The SC Series array is well suited to provide a solid, proven storage solution for Windows Server
and VMware environments to meet all of these business needs. To learn more about specific SC Series
arrays, visit the dell.com SC Series Storage Solutions page.

SC Series integration with CommVault 11

Leveraging SC Series snapshots, CommVault IntelliSnap® creates hardware-based snapshots of Hyper-V®,
VMware, SQL Server®, Exchange Databases and Windows File Servers. For a listing of Storage Center
Operating System (SCOS) versions supported by CommVault, refer to the CommVault support matrix.

CommVault 11 component reference

Note: All installed components of CommVault must be at the same service pack level.

CommcCell

A CommCell® is the basic organizational unit of a data management system. A CommcCell contains one
CommServe® StorageManager, at least one client, and at least one MediaAgent.

CommServe

The CommServe communicates with all clients and MediaAgents and coordinates all operations (such as
backups, restores, copies and media management) within a CommCell. There is only one CommServe per
CommCell. Typically, the CommServe GUI is installed on the CommServe.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC DEALLEMC
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2.3.3

2.3.4

2.3.5

MediaAgent
A MediaAgent manages the transmission of data between clients and backup media and manages the data
stored in the media.

Note: A MediaAgent installation is required to back up a server. To create IntelliSnap backups of ESX virtual
machines, a MediaAgent and virtual server agent must be installed on the same server.

Virtual server agent
A virtual server agent backs up a complete image of each virtual machine.

Note: For minimal load on host resources, it is strongly recommended that the virtual server agent be
installed on a proxy server that can communicate with the Virtual Center or ESX server being backed up.
The proxy server can be a virtual machine on the Virtual Center or ESX server if sufficient resources are
available on the host.

Note: A single instance of a Virtual Server Agent can support about 30-40 TB of front-end load when
backing up virtual machines. Depending on the amount and size of virtual machines in the environment, a
second Virtual Server Agent may need to be installed on a separate proxy server.

Windows file system iDataAgent
This agent performs the backup and restore of the client data.

Note: The Windows File System iDataAgent must be installed with a MediaAgent in order to create
IntelliSnap backups of Hyper-V guests, a Windows file server, SQL Server or Exchange Server.

Note: The Windows File System iDataAgent does not need to be installed to create backups of Windows
virtual machines on an ESX server. The Virtual Server Agent handles this process.

Note: The CommVault VSS Provider must be installed to create Windows file system backups.
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Adding an SC Series array to array management

Note: Prior to using IntelliSnap to take hardware-based snapshots of an SC Series volume, a SC Series
array must be added in Array Management.

1.
2.

Open the CommCell Console GUI.
On the Home tab, choose Control Panel.

Haome Tools Storage Configuration Reports Support
L] D ﬁ @ ¥ <« l %}
CommCell lob Event Alert Scheduler Licensing and Control
Controller WViewer . Registration Panel
Under Storage, click Array Management.
&) Control Panel X
e ()
‘CommCell Y
% @ @
> (S} <~ v
Licensing and Certificate Commcell Systermn Identity
Registration Administration Import/Export Management
Storage
o —|
P A <] - g4 Q
Expert Storage Media Hardviare Array Volume
Configuration Management Maintenance Management Explorer...
Data
D 8 ™ ) ]
Global Job Data Interface Replication DR Plan
Filters Management Pairs Settings
User
~ - Gy rad
User User Account sQL Browse / Search Owmner
Preferences Management iDataAgent / Recovery Permissions
Monitoring
- e @@ e @
,
Alerts Audit SNMPV3 Cloud Metrics Private Metrics SCOM
Trail Configuration Reporting Reporting
Maintenance
— _—
i c X = b ®
Add/Remave DR Troubleshoaoting Name EMail, Web and Internet
Softwara Backup Settings Management FTP Server Options
|_Schedule ~
Click Add.
& Array Management X
Mame Control Host User Name Snap Vendor Name Type Description ﬂ Add
~
Edit
Delete
List Snaps
v
Reconcile Snaps
oK Cancel Help
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DELLEMC



5. Inthe Snap Vendor drop-down menu select Dell Compellent.
6. Enter the name of the Storage Center (for example, SC17).
7. Inthe Control Host field enter the IP Address of the SC Series array.

B Array Properties X

General  Array Controllers  Snap Configuration  Security

Snap Vendor | Dell Compellent w

MName 5C17

ControlHost | 100,388,132, 117
Credentials:

User Account
Change

Description

oK Cancel @' Save As Script Help

Note: When entering the array IP, always use the SC Series Management IP address. This is the IP address
used in Dell Storage Manager (DSM) to connect to the SC Series array.

8. Click Change.
9. Enter a user name and password that provide administrator access to the SC Series array.

Note: The user name and password are case-sensitive.

10. Click OK to see the SC Series array displayed in the Array Management window.

& Array Management *
Mame Control Host User Mame Snap Vendor Mame  Type Description ﬂ
SC17 100.88.132.117 kpiepho Dell Compellent Array -

Edit

Delete

List Snaps

Recondle Snaps

oK Cancel Help

Note: To use this CommVault instance to backup volumes on more than one SC Series array, all applicable
SC Series arrays must be added in Array Management.

Note: If “ is not a Compellent device” is displayed during a backup operation, it means the Array
Management entries are not correct.
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4 Configuring a storage policy to use IntelliSnap

In order for IntelliSnap to create hardware-based snapshot backups, a snapshot copy of an existing Storage

Policy needs to be created.

1. Within the CommcCell browser, expand Policies then expand Storage Policies.
2. Right-click on the Storage Policy to use for IntelliSnap backups and then click All Tasks > Create

New Snapshot Copy.

- | % Policies

Elm Configuration Policies
| gy Exchange Policies

- % Monitoring Policies

[+ Replication Policies

I:I--l"j‘E Schedule Polices

[ =5 Storage Policies

4 | CommServeDR

EEE

Active Auxiliary Copy Jobs

E-|=| CV_Storage_|
_ Primary
(-5 Subdlient Policies
- [Bl| VaultTracker Folici
-5y Virtual Maching Pokeres

All Tasks b

View

Properties

H

ZI’.-'T Reports

- gy Content Director
-, Workflows

B8 Firewall Topologies

Run Auxiliary Copy
Run Content Indexing
Run Analytics

Run Data Verification

Create New Copy

Create New Snapshot Copy

Clone

Delete

3. The Snap Copy Properties window appears.
4. Enter a name for the Snapshot copy, choose a disk library to use, and select a media agent.
& Snap Copy properties (Storage Policy : CV_Storage_Policy) *
General Retention

Copy Information
Copy Mame:

Primary Copy
Selective Copy

Default Index Destination
Library:
MediaAgent:
Drive Pool:

Scratch Pool:

Description

|
Active

[ Hardware Encryption (Direct Media Access: Via Media Password)

OK Cancel Help
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& Snap Copy properties (Storage Policy : CV_Storage_Policy)

General Retention

Copy Information

Copy Name: CV_Snapshot_Policy
Primary Copy AENE
Selective Copy

Default Index Destination
Library: TS5RY306_Disk_Library
MediaAgent: TS5RY306
Drive Pool:

Seratch Poal:

Hardware Encryption (Direct Media Access: Via Media Password)

Description

Cancel

Help

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC

5. Use the Retention tab to configure retention rules for backups created with this policy.

Note: If this policy will be used to backup Virtual Machines, choose the Media Agent for the Server where
the Virtual Server Agent is installed.

Note: An IntelliSnap backup process creates a new SC Series snapshot every time an IntelliSnap process is
run. As a best practice, use the retention settings within the storage policy for expiring and removing old
shapshots.
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& Snap Copy properties (Storage Policy : CV_Storage_Policy)

Auxiliary Copy F
General Retention
Enable Data Aging

(") Spool Copy (Mo Retention)

(C) Retain Snaps by Number of Jobs
Basic Retention Rule for All Backups
() Infinite

Extended Retention Rules for Full Backups

ﬂ Cydes

[JFer Infinitef ﬂ Days Keep |Please5elect

[JFar Infinite/

ﬂ Days Keep |PleaSESEIect

[JFar Infinitef

j Days Keep |P|ease5e|ect

v| Grace v| Day(s)
v| Grace v| Day(s)
v| Grace v| Dayl(s)

Select the jobs from previous tier

For The Daily Full Rule and Hourly Full rule the Day starts at: |

12 00 AM

4

For Weekly Full Rule the Week starts on: |Frida\,r

- |

For Monthly Full Rule the Month starts on: | 1

v]

For all rules keep the:
First full backup of time period

Last full backup of time period

] [ et ||

Help

6. Click OK when finished.

12
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5 Enabling IntelliSnap on clients

In order to create IntelliSnap backups of VMware virtual machines, Hyper-V virtual machines, SQL Server, or
a Windows File Server, IntelliSnap must be enabled on the associated client computer where the agent is
installed.

Note: To use IntelliSnap to backup VMware virtual machines, follow the directions below to enable
IntelliSnap on the proxy server where the virtual server agent is installed.

The instructions below illustrate how to enable IntelliSnap on a Windows file server. Follow the same process
to enable IntelliSnap on an ESX, SQL, or a Hyper-V server.

1. Within the CommcCell GUI, expand Client Computers in the CommcCell Browser and locate the client
computer.

2. Right-click the client computer and select Properties.

3. Click Advanced.

& Client Cormputer Properties for TS5RV306 x

General Version Security Groups Activity Control  Audit

Client Name
Client Name: TSSRV306
Host Name: TSSRV306. techsol.local

CommServe HostMame:  TSSRV306. techsol.local
Physical Wirtual: Physical

Mame Change...

Client Information
05: Windows Server 2016 Datacenter

Platform:  Winxe4

Time Information

Time Zone:  (UTC-06:00) Central Time (US & Canada)

Description
(@) TEXT () HTML

oK Cancel Metwork Advanced @' Save As Script Help
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Select the General tab and check the Enable IntelliSnap box.

& Advanced Client Properties for TSSRV306

CVD Port : 3400

Enable retry on network errors

Manage Array

Retry Frequency (seconds) 30 ﬂ

Retry Count an ﬂ

CDR Log File Location

Enter Alternate Cache Partition for QSnap. Please ensure that the volume spedified is an NTFS volume.,

[] Enable Email Reply/Forward

Exchange Administrator Email Address:

Exchange Administrator Account:

[] Exclude from 5LA and Strike Counts

CK

General Ppolides Job Configuration Encryption Content Indexing  Additional Settings  Deduplication  Web Server URLs

Browse

Change Account

Cancel

Help

5. Click OK to return to the CommCell Console.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC
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machines

This section details the steps needed to configure CommVault IntelliSnap to backup Windows virtual

machines running on a VMware vSphere server.

Using IntelliSnap to backup VMware vSphere virtual

Before getting started, it is highly recommended to review Dell EMC SC Series Best Practices with VMware
vSphere 5.x-6.x for information about how to configure a vSphere 5.x-6.x environment for best performance.

Note: As a best practice, do not create virtual machine datastores on the same volume that the vSphere
host uses as its boot volume.

6.1 Configuring the virtual server agent

1. Within the CommCell Console, right-click on Client Computers. Select New Client > Virtualization >

2.

VMware vCenter.

(=[] File Sy| Customize View

[ defaulBackupset
t-- = SQL Server
|J_| Virtual Server
- Security
JE Storage Resources
tl-| & Policies
]'.'* Reports
]_‘U Content Director
-4, Workflows
B8 Frewall Topologies

Fa I F= T I = = ]

Application b

Clustered Server >

File System bl
Cloud Apps »
Others b

‘ TAicrosoft Hyper-v

| <] CommCell Browser B "B Client Computers % | [ Job Controller % | M Event
|- T55RV308 &% TSSRV306 > "B Client Computers >
E Client Computer Groups
EI% Client Compu : - — :
L& TSSRV306 Nel" C_Ire_n_t Virtualization 4 VMware vCenter Liac

Citrix Xen
Red Hat Virtualization
Oracle VM

Amazon

Microsoft Azure
Openstack
Mutanix AHV

Create VMware vCenter Client

Client Name :

vCenter Server Name:
User Name:
Password:

Confirm Password:

Proxies: B2 Add... < Remove Q (]

X

Clients / Client Groups

s |

oK Cancel

[ save As Script Help

15 Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC

The Create VMware vCenter Client Window appears.
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w

Enter the vCenter host name, user name and password information. When finished, click Add...

4. Select a server from the Exclude list that has the Virtual Server Agent installed. Click Include > to

add the server to the Include list. Click OK when finished.

@ Select Clients / Client Groups >
Clients / Client Graups
Exclude Indude
Q-] a
Infrastructure < Exdude
Laptop Clients
Media Agents << Excude all
Proxy Clients
Solr Servers Indude =
TS5RY 306
Indude All ==
< >
QK Cancel Help
5. Verify settings are correct, and click OK.
Create YMware vCenter Client x
Client Name : KP-YCO1
wCenter Server Mame:  |kpyool
User Name: Administrator @vsphere. local
Password: IITITITTITITITT ]
Confirm Password: BB EEEREEN
Proxies < Remove [ )
Clients [ Client Groups ﬂ
TSRV 306 ~
W
0K Cancel @‘ Save As Script Help
16 Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC DELLEMC



6. The vCenter Host will be added to the Client Computers list.
| o) CommCell Browser

7, TSSRY306
! Client Computer Groups
Ela Client Computers
- - G
. -4 TSSRV30S
ﬁ Security
E Storage Resources
(-] & Policies
',.-l'l Reparts
_ﬁ'ﬁ Content Director
G-, Workflows
- B8 Firewall Topologies

7. Right-click on the vCenter host and select Properties.
8. Click Advanced in the Properties window.

& Client Computer Properties for KP-VCO1 X
General  Security Groups  Activity Control  Audit
Client Name
Client Mame:  KP-WCO1
Host Mame: KP-VCO1
Edit
Description
(®) TEXT () HTML
Ok Cancel Network Advanced B’ Save As Script Help
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9. Onthe General tab, check the box to Enable IntelliSnap.

& Advanced Client Properties for KP-VC01

General polides Job Configuration Encryption Content Indexing Deduplication

Manage Array

Enable retry on network errors

Retry Frequency (seconds) a0 ﬂ

Retry Count 40 ﬂ

CDR. Log File Location

Enter Alternate Cache Partition for QSnap. Please ensure that the volume spedfied is an NTFS volume.

[] Exdude from SLA and Strike Counts

OK

Cancel

Browse

Help

10. Click OK twice when finished.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC
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6.2
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Creating subclients

Note: For optimal performance, a single Subclient should be created for each vSphere datastore.

1. Right-click defaultBackupSet and then select All Tasks > New Subclient.

@ Subclient Properties of
Encrvotion IntelliSnap Operations WM Management Advanced Options Backup Options
General Content Filters Pre/Post Process Storage Device Activity Control
Client Name: KP-VCO1
iDataAgent: Virtual Server
Backup Set: defaultBackupSet
Subdlient Name:
Transport Mode for VMware | auto -
Description
oK Cancel Help

*

2. Enter a name for the Subclient.

Note: Although not a requirement, it is recommended that each Subclient name match the datastore it will

be associated with. This makes it easier to keep track of datastores as the environment grows.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC
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3. Open the IntelliSnap Operations tab and check the IntelliSnap box.

[ Intelisnap

Available Snap Engines  |please select a Snap Engine
Manage Array
Use Separate Proxy for Backup Copy

Proxy

oK Cancel

® Subclient Properties of
General Content Filters Pre/Post Process Security Storage Device Activity Control
Encryption IntelliSnap Operations VM Management Advanced Options Backup Options

Help

X

4. Review the warning dialog box and then click OK.

Warning

Pt

L Changing IntelliSnap state will cause the next backup to be converted to a full backup.

5. From the dropdown box, choose Dell Compellent Snap.
6. Select the Manage Array box.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC
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Verify the SC Series array that hosts the vSphere datastore volumes is listed. Click Edit to make any

changes. Click OK when finished.

& Array Management

Name Control Host User Name Snap Vendor Name Type Description ¥

10055 152 117 Joiesho el Conpele hray

OK

Add
Edit
Delete
List Snaps

Reconcile Snaps

Cancel Help

Select the check box to Use Separate Proxy for Backup Copy.
In the Proxy dropdown, select a vSphere host server.

& Subclient Properties of X
General Content Filters Pre/Post Process Security Storage Device Activity Control
Encryption InteliSnap Operations VM Management Advanced Options Backup Options

Intellisnap
Available Snap Engines | pell Compellent Snap ~
Manage Array
Use Separate Proxy for Backup Copy
Proxy | TssRv306 w
oK Cancel Help

Important notes about using a proxy server:

CommVault utilizes the proxy server by mounting snapshots to the proxy server to inventory and

collect metadata about the virtual machines included in the snapshot.

The proxy server selected should be a different server than the host(s) selected to backup virtual

machines.

In order to use a vSphere host as a proxy server, a separate VMware vCenter client must be added
to Client Computers in the CommCell browser. Refer to section 6.1 for instructions on how to add

another VMware vCenter client.

The proxy server must be connected (via Fibre Channel or iSCSI) to the SC Series array where the
vSphere datastore volumes are located. A corresponding server object must also exist within Dell

Storage Manager for the proxy server.

To increase speed of proxy mounting, the vSphere proxy server should have as few connected LUNs

as possible.

10. Click the Storage Device tab.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC
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11. From the Storage Policy drop-down box, select the desired IntelliSnap Storage Policy.

® Subclient Properties of X
Encryption IntelliSnap Operations VM Management Advanced Ootions Backup Options
General Content Filters Pre/Post Process Security Storage Device Activity Control
Data Storage Policy | Data Transfer Option  Deduplication

Storage Policy:
CV_Storage_Policy w Data Paths
Incremental Storage Policy:
NfA Data Paths
Create Storage Policy
Cancel Help
12. Open the Content tab and click the Browse button.

& Subclient Properties of *
Encryption IntelliSnap Operations WM Management Advanced Options Backup Options
General Content Filters Pre/Post Process Security Storage Device Activity Control

Contents of subdlient:

Type Mame

>

Add

Edit

Delete

Preview

oK Cancel Help

E Browse i

13. Click the drop down arrow and select datastores and datastore clusters.

@ Browse

@ Hosts and Clusters w

[5 Hosts and Clusters
) VMs and Templates
i Datastores and Datastore Clusters

14. Expand the list of available datastores.

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-

BP-SC
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15. Check the box next to the datastore to be backed up.

& Browse

3 Datastores and Datastore Clusters

[m] -4) kP-vCo1

B [m] [iq KP_VMware_Lab
- [ B Cluster_Datastore_1(1TE)
- [] B Cluster_Datastore_2(1TE)
&[] B TSSRV309_SSD
- [] B3 TSSRV310_55D

Note: Expanding the datastore will show the virtual machines contained within. Specific virtual machines can
be selected and backed up individually. Selecting the entire datastore will back up all virtual machines

contained within it.

16. Check the virtual machines to be backed up.

& Browse

B3| Datastores and Datastore Clusters

(] i+ KP-vCo1
=- [m] [ KP_VMware_Lab
i+ [] B Cluster_Datastore_1(1T8)
@,KP—'I.-'CDI.ted'usol.lncal
Pobe @ Vormetric DSM - Virtual Appliance 5.3.1. 1783
. [] B Cluster_Datastore_2(1TH)
- ] B T55RV309_55D

- [] B8] TSSRV310_550
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17. Click OK when finished. The selected datastore should now be listed in the contents of Subclient
window.

& Subclient Properties of X
Encryption InteliSnap Operations M Management Advanced Options Backup Options
General  Content  Filters Pre/Post Process Security Storage Device Activity Control

Contents of subdient:
Type Name v| LuBrowee |
ﬂ Datastore Cluster_Datastore_1(1TE) A B
Edit
Delete
Preview
v
OK Cancel Help

18. Click OK to close the Subclient properties window.
19. Repeat this process for each datastore that contains VMs to be backed up.

6.3 Performing a backup

CommVault has the option to run a backup of a single Subclient, or all Sublclients at once.

6.3.1  Backing up a single subclient

1. Within the CommCell Browser expand the Virtual Server > VMware and click on defaultBackupSet.
| o] CommCell Browser

5% TSSRY306

E Client Computer Groups
E% Client Computers

. E-EKP-vCo1

EI|J_| Virtual Server
E}E_,, VMwiare

¥ faultBackupSet
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2. Inthe operations window all Subclients are displayed.

[ defaultBackupSet x | [J Job Controller % | M EventViewer x | [[J Job Controller 3¢

%, TSSRY306 > "B Client Computers > B KPYCO1 = L] Virtual Server > 55 VMware > [ defal

i
Subdient Mame Storage Policy

| Cluster_Datastore_1 CV_Storage_Policy
&5 Cluster_Datastore_2 CV_Storage_Policy
= default Mot Assigned

3. Right-click the Subclient to backup, then click Backup.
[~ defaultBackupSet x | [ Job Controller x | M Ey

&% TSSRV306 > "B Client Computers > W9 KP-VCO1 > Lo Vil

Subdlient Mame
& Cluster_Datastore_2 Backup
[ default Browse and Restore

Live Sync ]
Run Backup Copy

List Snaps

Find

Backup History
Schedules

Delete

Operation Window

Properties

4. The Backup Options window appears for the Subclient. Select the desired backup type.

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of the
backup type. This is necessary to create a baseline for subsequent backups. A full backup takes more time
to complete because it contains all the data of a subclients contents. Depending on requirements,
subsequent backups can be set to Incremental or Differential.
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5. Click Advanced.
@ Backup Optiens for Subclient: Cluster_Datastore_1 x

Backup Options

Select Badkup Type Job Initiation
@ Ful (®) Immediate
") Incremental Run this job now
() Differential () Schedule
() Synthetic Full Configure Schedule Pattern Configure

Run Incremental Backup
Before Synthetic Full

After Synthetic Full

g 0K Cancel Advanced @ Save As Script Help

6. To send a copy of this snapshot to backup media, check the box to Create Backup Copy
immediately.
7. If desired, check the box to Enable Granular Recovery for IntelliSnap.

& Advanced Backup Options x

Data Startup JobRetry Media DataPath Vault Tracking  Alert

Start Backup Copy job based on Storage Policy Rules

Start Badkup Copy job with the current job

[] Create Backup Copy immediately:

Enable Granular Recovery For Backup Copy

Mote: Creation of badwp copy depends on the Storage Palicy - Snapshot configuration

[[] Enable Granular Recovery for IntelliSnap

oK Cancel Help
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Note: Enabling Granular Recovery allows file and folder restores from within virtual machines on the
snapshot. Depending on the number of virtual machines in the datastore to back up, enabling this option
significantly increases the time needed to create a backup of the Subclient. During this process, the
IntelliSnap volume is mounted to the vSphere proxy server, and an inventory is taken of all folders and files
in each virtual machine located in the backup set.

Note: Enabling granular recovery is not required to recover files and folders from virtual machines running a
Windows Server or desktop operating system. Alternately, using the CommVault Live Browse functionality
allows browsing of a backup set, selecting a specific virtual machine, and then choosing which folders/files
to restore. This process similar to granular recovery; when choosing the virtual machine to restore from,
CommVault mounts the snapshot to the vSphere proxy server, runs an inventory of all the virtual machines
within the snapshot, and then displays those folders and files. Depending on proxy server hardware
configuration, and the amount of virtual machines contained on the snapshot, it may take some time to
mount the snapshot on the vSphere server before displaying files and folders.

8. Click OK to close the Advanced Backup Options window.
9. Click OK to begin the backup.
10. Monitor the backup process in the Job Controller window.
Sveary % [ Job Controlier( Show All .
£ 2o Controler{ Show All Jobs )
Fiters: Show Al Jobs ~| 4+

v | XOID  Operation Chent Co AgertType  Subchent Job Type Phase Storage P Medaigent Status Progress Errors

00 Snep Bacdap  TSVOOE Vet Server CV_Datast,., R Baon Wisare G, tssrvoves0l  Runeg H
11. The backup process is finished when the Job Controller shows a Completed status (Progress =
100%).

Summary % () Job Controller] Show Al .
[ b Cortroller | Show Al Jobs )

Fiterss Showr il Jobs =] +
¥ |xbD  Cpeaton ChenbCo.. AgerdType Sbcent Job Type Prase Stvage P... Mediafigent Stahs Progress Efrovs
200 Lrap Badap THIWNODG Wrtual Server OV _Datast.,. Rl Mja Whware G, Bervoessll Compieted IR
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6.3.2
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Backing up all subclients

Note: Use this option to backup all virtual machines at the same time.

1. Within the CommCell Browser expand the Virtual Server and right-click on defaultBackupSet >

Backup All Subclients.

| -] CommCell Erowser

L5 TSSRY308

! Client Computer Groups

=8 Client Computers

= I KP-vCO1

. L virtual Server
E}Eﬂ, VMware

A= TSSRVI0S
=M TSSRYV309

G- virtual Server
F-( Security
I:B--&I Storage Resources
[+--| & Policies
[3--'} Reparts
[+-17g Content Director
[ '% Workflows
[3---! Firewall Topologies

[ defaultBackupSet x | [ Job Conty

&% TSSRY30S > "B Client Computers > 91

Subdlient Mame

&= Cluster_Datastore_1
[ Cluster_Datastore_2

[ defalt
All Tasks ” Backup All Subclients
View ? Browse and Restore
Properties Live Sync ¥
List Snaps
Find
Operation Window
Mew Subclient

2. Answer Yes to backup all subclients of this backup set.

@ Backup All Subclients

Do you want to back up all of the subclients of this backup set?

Yes Mo

s

3. When the Backup Options window appears, select the desired backup type.

Backup Options

Select Backup Type

(O Incremental
() Differential

(O synthetic Full

Run Incremental Backup
Before Synthetic Ful

After Synthetic Full

& Backup Options for All Subclients of defaultBackupSet

Job Initiation

(® Immediate

() Schedule
Configure Schedule Pattern Configure
Cancel Advanced @ Save As Script Help

£ ok

Run this job now

*

Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC

DA LEMC



29

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of what
the backup type is set to. Depending on requirements, subsequent backups can be set to Incremental or
Differential.

Note: When backing up all subclients, there is no option to enable granular recovery.

4. Click OK to start the backup. The following error message will appear if the default subclient is not
associated with a Storage Policy.

Errcrin running job *

Failed to get the Target Storage Policy for Client [KP-VC01] Subclient [default].
Check the Storage Pelicy under the subclient properties.

5. Click OK to ignore the error.

6. Monitor the status of all backup jobs in the Job Controller window.
L 30b Controller{ Show All .. x
3 b Controlier( Show Al Jobs )

Fiters: Show Al Jobs ~| +
V |30 Operasen CentCo.. ApentType Sbdent XbType  Phase Strage®.,. Medasgent Suss Progress  Erroes
503 Srap Bachap  TSVCO6 Vet Server CV_Datast... Ful Badop Whaare G... tssrvevesdl  Rurving i
S04 Snap Bacdp  TSYCOS Virtusl Server CV_Datast... Ful Badup Wisare G... tssrvovesd!  Runng l

Note: A separate job will be created for each Subclient that is backed up.

7. The backup process is finished when the Job Controller shows with a status of Completed (Progress
= 100%) for all jobs.

L) Job Controller{ Show AN ... x
I3 30b Controler( Show Al Jobs )

Flters: Show Al Jobs >+
v fkb:b Coer ation Cher Co Agert Type  Subchent Job Type Phase Storape P Medadgert  Status Progress Errors
03 Snap Bacp TSVCOS Virtual Server CV_Datast... Ful N/A Whare G... tsarvovesl Coerpieted [
S04 Snap Bacp  TSVCDS Virtual Server CV_Datast... Ful NA Whvare G... tsrvowes0l  Ceercieted EEEEE

Note: Improve backup performance by spreading virtual machines over multiple datastores. For heavily
utilized virtual machines, Dell EMC recommends fewer virtual machines per datastore.
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6.4 VMware restore from an IntelliSnap backup

CommVault 11 allows the following types of restores from a VMware IntelliSnap backup:

¢ Individual files/folders (from a Granular Recovery Enabled snapshot, or by using Live View)
e Entire volume

e Container restore (to restore files like VMDK/VHD or entire guest OS)

e Virtual machine

For detailed information on how to perform the above restores, please refer to the CommVault online
documentation.
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7 Using IntelliSnap to backup a SQL Server

CommVault uses IntelliSnap to backup a SQL Server by using VSS to quiesce SQL, and then create a
snapshot of the SC Series volume(s) that contain the SQL database(s).

Before getting started, it is highly recommended to review Dell Storage SC Series Arrays and Microsoft SQL
Server. This document contains important information about how to configure a SQL Server environment for
best performance.

Note: To backup SQL databases with IntelliSnap, the databases must be installed on mapped SC Series
volumes. The databases cannot be installed on local volumes.

Note: In order to use IntelliSnap to backup a virtual instance of SQL server running on ESX, SC Series
volumes must be presented to the virtual machine as raw device mappings (RDMs) from the ESX host. The
SQL databases and transaction logs must be stored on the SC Series volumes.

Install CommVault components on the SQL Server as detailed in the CommVault - SQL Server Deployment
Documentation.

Once the SQL Server iDataAgent has been installed on the SQL Server, the SQL Server is automatically
added to Client Computers in the CommCell Console.

7.1 Configuring the SQL server subclient

1. Inthe CommcCell Browser navigate to Client, expand the SQL Server, expand the SQL Server iData
Agent, and select the SQL Server.
2. Right-Click on the default Subclient and select Properties.

| i) CommiCell Browser n Job Contraller x° =5 TSSRV306
] -
@ TS5RYV306 @5 TSSRY306 > "B Client Computers > 4
E‘ Client Computer Groups
L:JE' Client Computers Subdient Mame
= KP-VCO1 B8 defo e |
- Virtual Server Backup
= S VMware .
i List 5
------ & defaultBackupSet It =naps
=44 TS5RV306 Backup History
B[] File System Schedules
== SQL Server ) )
- 5 TSSRV308\COMMVALLT Operation Window
(-] Virtual Server Properties
=B T55RY 300
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3. Click the Storage Device tab, and select an IntelliSnap-enabled Storage Policy from the drop down

list.

& Subclient Properties of default

Activity Control InteliSnap Operations

Storage Policy:
(CV_Storage_Policy ~

Incremental Storage Policy:
/A

Create Storage Policy

Number of streams for data backup: 2 i'

OK

bes

Security 50L Settinas

General Content Backup Rules Pre/Post Process Storage Device

Data Storage Policy | Log Storage Policy  Data Transfer Option  Deduplication

Data Paths

Cancel Help

4. Click on the IntelliSnap Operations tab.
5. Check the IntelliSnap (Applicable only to Full and Differential jobs) box, select Dell Compellent
Snap from the Available Snap Engines drop-down, From the Use Proxy list, select the MediaAgent

where the IntelliSnap and backup copy operations will be performed.

& Subclient Properties of default

Activity Control Intellisnap Operations

Intellisnap (Applicable only to Full and Differential jobs)

Available Snap Engines | Dell Compellent Snap

Use Proxy TS5RV306

[ Use Separate Proxy for Backup Copy

Proxy

Use source if proxy is unreachable
[ Proxy for SQL Integrity Check
Use Proxy
S0L Server Mame
Credentials
User Name

Password

Ok

s

General Content Backup Rules Pre/Post Process Storage Device

Security S0L Settings

w

Manage Array

e

Cancel Help
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6. Select the Content tab.

~

Click Configure to discover and associate databases to this subclient.
8. Click Discover and CommVault will list all the databases on the SQL Server.

& Database Configuration

x

Database Mame #1 Subdient Name Recovery Model
CommSery Simple

DM2 Simple
WFEngine Simple

master Simple

model Full

madb Simple

M

~

IChange all selected databases to:

oK Cancel

Help

9. Right-click in the Subclient Name column next to the database name. Assign databases to backup to

the default Subclient. Databases not needing backup should be set to Do Not Backup.

@ Database Configuration

X

Database Mame #~1 Subdient Name Recovery Model

CommSery default Simple

DM2 default Simple

WFEngine default Simple

master default Simple

model default Full

.
default
Do Mot Backup

4
fa]

IChange all selected databases to:

Help
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10. Click OK. Databases assigned to the default Subclient will be listed in the Database List.

@ Subclient Properties of default

General Content Backup Rules Pre/Post Process

Database List:

Activity Control InteliSnap Operations Security

SOL Settings

Storage Device

bt

CommSery
DM2
master
maode
msdb
WFEngine

Total: 0 database(s).

QK

Cancel

Delete

Help

11. Click OK to close the Subclient Properties window.
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7.2 Running a SQL server backup

1. Inthe CommcCell Browser navigate to Client, expand the SQL Server, expand the SQL Server iData
Agent, and select the SQL Server.
2. Right-click on the default Subclient and select Backup.

[ =] CommCell Browser o 3 1ob Controller §/y ~.. TSSRV306\COMM
] .

v ToSRVI0E &% TS5RV306 > "B Client Computers > 4 TSSR
! Client Computer Groups

=8 Client Computers Subclient Name

E- KP-vCo1 M
Elm Virtual Server Backup

=S VMware )
" defaultBackupSet List Snaps
g TSSRV306 Backup History

[~ [ File System
EI_‘_—'-:_ SQL Server
- L.}, TSSRV306\COMMVALLT Operation Window
d_] Virtual Server

Schedules

Properties
=19 TSSRY 305 s
= =
3. The Backup Options window appears.
& Backup Options for Subclient: default x
Backup Options
Select Backup Type Job Initiation
(®) Eull (® Immediate
() Transaction Log Run this job now
Do Mot Truncate Log
() Schedule
Configure Schedule Pattern Configure
g 0K Cancel Advanced @' Save As Script Help

4. Click OK to start the backup.
5. Monitor the backup job status in the Job Controller and Event Viewer windows.

O X Cotsciler
Filters
|"" ]ka' e aton el e dgeri Trps Jbaderd b troe P =1 Soarae Fallcp Feduliprr  frata Femp e
477 Srap Badep -1 0L Server delmit T DatsbassBacap 50U BACILF Polcy barececil Barning |
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7.3

[S«n- Lo b late Progyam Conpure Grort Code  Desorpoon

io 10058 AT OORR0I ANINAY MbMaragy  Larvowesld 191083 B b [€77] completed. Ohert [amendBal] Aget fyse (50K Server ], Subchert [def ], Sadup Level [F] 01
(1} 10954 ATTOORAE01) 102651 MiSetvevide amesdbdt RN Srap crosted or wolame (8 1) - 1 [200] bachup job [477] chert [ammane(01 ] are iy [SC12] 009 ergre [l Compelerd

‘o 10053 ATTORNN01) 13 3451 Mdevevide smendbdl RN b od for vohume 0£1) 3 [290] b Job [477] dhert fammata08.01] areay [SC12] 3000 oo [l Compelent
! o RO ) e I T Fort a0 01 Sechuol o] has dodghostion enabled bt Sorage Foloy

0 10 7T OO IXIED JtMarager  barvevall 1LY Now back s soceved hor Clert |am-etx08.01), Dstadoert (90X Sorvar), Iatarce [MMLSOS01) Sbdlert (&

<l "

6. The backup job is complete when the Job Controller Status shows Completed and Progress is

100%.

0 ok Cosrrolies

Y s oo Lk Coegator Bt Type Gbebert b Phass b i pom ey [ P
T Srag B o ) 5L Sarenr delmi Ful MR SOL_BRCNLE Poley rwrervond]  Cormpleted

Restoring a SQL database from an IntelliSnap backup

Refer to the CommVault online documentation for detailed instructions on how to restore a SQL database

from an IntelliSnap backup.
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8 Using IntelliSnap to backup a Windows File System

Before getting started, it is highly recommended to review Windows Server 2012 R2 Best Practices for Dell
Compellent Storage Center or Dell EMC SC Series Storage: Microsoft Windows Server 2016 and Nano
Server. These documents contain important information about how to configure a Windows Server 2012 R2
or Server 2016 environment for best performance.

1. Inthe CommCell Browser, navigate to Client Computers. Expand the Windows Server, expand File
System and select defaultBackupSet.

[;] CommCell Browser J;l

% TSSRY306
E‘ Client Computer Groups
=% Client Computers
. =A% TSSRV306
-] File System
I‘j' defaultBackupSet
~ = 50L Server
,J_, Virtual Server

2. Right-click on the default Subclient, and select Properties.

[ ;] CommCell Browser n [ Job Contraller % [ defaultBackupSe
&6 TSSRV306 &% TSSRV306 > "B Client Computers > 4 T55H
E‘ Client Computer Groups
=" Client Computers Subdlient Name
- E-R KPVCO1 L ——
- 45 TSSRV306 Backup

EI || File System

L2 defaultBackupset Browse and Restore

= S0L Server List Snaps
,J_| Virtual Server Find
=+ TS5RY309
: -] Virtual Server Backup History
(- Security Schedules

[+ Storage Resources
-] % Policies

'IIT Reports Operation Window
gy Content Director

[, Workflows
S - - = - T L

Properties

3. Inthe default subclient properties window, check the Use VSS box. Also select the For all files and
Fail the job radio buttons.

Note: IntelliSnap backups of a Windows File System will fail if VSS is not used.
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@ Subclient Properties of default X

General  Content  Filters Storage Device Security  Activity Control

Client Name: TSSRV306
iDataAgent: File System
Backup Set: defaultBackupSet

Subdient Mame: | default

Mote: This is a default subdient.

Subdient Policy: | <None> ~
Use V55

(@) For all files
If W55 Snap fails, the backup behavior should be

@/

(0) Continue and reset access time

Recommended only if file archiving with access time rules is being done.

(0 Continue and do not reset access time

Mote: Archiving rules based on access time will be affected
() For locked files only

Description

Warning: Enable "Badkup System State” option to ensure full restore capability

OK Cancel Advanced @ Save As Script Help

»

Select the Storage Device tab. Select the IntelliSnap enabled Storage Policy from the drop-down list.
5. Click the Advanced button.

@ Subclient Properties of default X

General Content Filters Storage Device  Security  Activity Control

Data Storage Policy  Data Transfer Option  Deduplication

Storage Policy:

CV_Storage_Policy ~ Data Paths

Incremental Storage Policy:

A Data Paths

Create Storage Policy

OK. Cancel Advanced @ Save As Script Help
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6. Select the IntelliSnap Operations Tab. Check the box to enable IntelliSnap.

7. Select Dell Compellent Snap from the drop down list. If more than one SC Series array is defined,

select the Manage Array box and choose the specific SC Series array to use.

8. Choose a proxy server from the drop-down list.

& Advanced Subclient Properties for default

Retention Pre/Post Process

InteliSnap

Available Snap Engines | pell Compellent Snap

Use Proxy TSSRYI06
[] Use Separate Proxy for Backup Copy

Proxy

[ Use source if proxy is unreachable

InteliSnap Operations  Advanced Options ~ Performance

LY

Manage Array

LY

oK Cancel Help

9. Click OK.

10. On the Content tab, click Browse and specify content for the Subclient.

& Subclient Properties of default

Filters Storage Device Security Activity Control

Contents of subdient:

*

\

Delete

Browse

Add Paths

Edit Paths

© Browsing content for default

Current Selected: \
TSSRV306 Iname
) ContentLibrary |c:
- (&} Desktop D:
+ -.D Documents
-4 Dropbox

[[] Backup System State

Only with Full backup

Note: First job after synthetic full will backup system state.

oK Cancel

[#)-¢~> Edge Drive
- § Google Drive
- Home
+)-4& iCloud Drive
- «@ OneDrive

#-{Z) Music
+-{%} Pictures
+-{] Videos

+ C:
+ D:

Type
Drive

Disk Size

Disk Free Space il

)

Add

@ Save As Script Help
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Note: Do not select any local or boot-from-SAN volumes.

Note: If nothing is selected to backup, CommVault will attempt to IntelliSnap all volumes on the server
(including local volumes). This will cause the backup to fail.

Note: By selecting an entire drive (i.e. D:), CommVault will backup all files on the drive, and allow for the
restore of all files. Selecting specific files and folders only allows for the restore of those files and folders.

11. When first selecting a drive or file to backup, the following message will appear:
@ Warning >

If you define content for the default subclient,
its auto detection capability will be disabled.
Are you sure you wish to do this?

Yes Mo

12. Click Yes to disable auto detection. Click OK to return to the Content tab.
13. Uncheck Backup System State and click OK to exit to the CommCell Console.

@ Subclient Properties of default =

General Content Filters Storage Device Security  Activity Control

Contents of subdient:
D:\ Delete
Add Paths
Edit Paths
As User
[[] Backup System State
Only with Full backup
Mote: First job after synthetic full will backup system state.
QK Cancel Advanced B’ Save As Soipt Help
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8.1

Running a Windows file system IntelliSnap backup

1. Right-click on the default Subclient for the Windows Server and select Backup.

[ CommCell Browser =}

% TSSRY306

! Client Computer Groups

£1-F8 Client Computers

[} 4% TSSRY306

5[ File System
t’-} defaultBackupSet

[ = SQL Server

[ [J_i Virtual Server

i Security

]& Storage Resources

H-| § Policies

]"l" Reports

H-| g Content Director

1™, Workflows

B8 Firewall Topologies

o OO g IO o IO O e O OO

=) Getting Started X [ defaultBackupSet
&% TSsRY30s > "B Client Computers > 4% TSSRV3

Subdient Mame

Backup

List Snaps

Browse and Restore

Find

Schedules

Backup History

Operation Window

Properties

The Backup Options for Subclient:

default appears. Select the desired backup type.

& Backup Options for Subclient: default
Backup Options
Select Backup Type
(O Eul
(@ Incremental
() Differential

Synthetic Full

Run Incremental Backup
Before Synthetic Ful

After Synthetic Full

Job Initiation
(@) Immediate

Run this job now

() Schedule

Configure Schedule Pattern

Cancel Advanced

A ok

X

Configure

[ Save As Seript Help

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of the
backup type. Depending on requirements, subsequent backups can be set to be incremental or differential.

3.
4,

41

Select OK to begin the backup.

Monitor the job status in the Job Controller and Event Viewer windows.

|0 e Comiroles
¥ oD comsin Olert Lompuber Rgprt Tyoe tbdert  kbTwe  Phase
ul g Backn Bsvoveslil ‘Windoees Fle System defanst Inrmentd S
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[ ¥ Evect Viwer
I Date oy Computer Cvert Code  Desorgton
SIIOTRB0LY 174045 MbMarager  trvewsl 191083 Sachup b [517] completed. Clert [tesrvevesll | Agert Ty [Windows File Systen], Scickert [def ] Badkp Level [evmmantal], Comets e,
SIOTRGR0I TS0 JobMuarager  tssrvoweslt 191678 Chert [rasrvoves! bachsol ocal] has ded.ploation enabied bt Storage Polcy Copy IMMES Sadup_al_snap)] for Storage Pokcy [MMEE Badip A...
SLIOTRSR01D 17:98:40 JobMareger  tsevowesDl 19500 New baciup request recenved for Clent {tssrvovesDl ), Appication Type [Windows Fike System ], Bacp Set [def autBadaptet], Subchent [def o)

beima it AN R AT i B i i o i i PR P48 A et B Y Bt W T s Ak )

C PN SV L

5. The backup job is complete when the Job Status is completed and Progress is 100%.
O kb Controller 2 0Oe
Fltert. DEN W
¥ |mD cpesn Chent Coamguiber Bgert Type Subckert kb Type e Sear age Pokcy v Medstoert  Stabs Peagress €
Fi dfndt [ i K MO fackes W trveenill  Comgeted RN

513 G Badap el Vrickoet i 5y

Restoring a Windows file system from an IntelliSnap backup

8.2
Please refer to the CommVault online documentation for detailed instructions on how to restore from a

Windows File System IntelliSnap backup.

42 Dell EMC SC Series Storage: CommVault Version 11 | 2010-M-BP-SC

DALEMC


http://documentation.commvault.com/commvault/release_10_0_0/books_online_1/english_us/prod_info/windows.htm

9

9.1

43

Using IntelliSnap to backup Hyper-V virtual machines

IntelliSnap backup enables the creation of point-in-time snapshot of a Hyper-V virtual machine by temporarily
quiescing the data, taking a snapshot and then resuming live operations. CommVault 11 supports backing up
Hyper-V virtual machines with IntelliSnap. The following steps will show how to configure IntelliSnap virtual

machine backups in an environment utilizing an SC Series array and Hyper-V.

Before getting started, it is highly recommended to review the Dell SC Series Storage and Microsoft Hyper-V
best practices guide. This document contains important information about how to configure a Hyper-V

environment for best performance.

Note: Ensure the SC Series array where the Hyper-V hosts and their virtual machines reside have been
added in array management. The steps for this process are outlined in Chapter 3 of this document.

Note: In order to use IntelliSnap to backup virtual machines on stand-alone Hyper-V hosts or Hyper-V
clusters, the CommVault Media Agent and Virtual Server iDataAgent must be installed on all Hyper-V host
server(s) and configured to communicate with the CommCell server. Instructions for installing the Media
Agent and Virtual Server iDataAgent can be found in CommVault online documentation.

Configure the virtual server agent

1. Within the CommcCell console, right-click Client Computers, and select New Client > Virtualization

> Microsoft Hyper-V.

| o) CommCell Browser

o]

o TSSRVI06
- ¥ Client Computer Groups

EIE Client Com
- KP-vCg
Ehag TSSRV

Mew Client

Customize View

[ 1ob Controller % "3 Client Computers > | MW

o5 TSSRY306 > "B Client Computers >

=[] FileTystem
- L& defaultBackupSet
---i SQL Server
- m-Lh virtual Server
- TS5RY309
-l Virtual Server
-2 Security
- {8, Storage Resources
| & Polides
:Ilg‘— Reports
-7 Content Director

ey I O sy O ey N |
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Cloud Apps
Others

PR

VMware vCenter
Microsoft Hyper-V 5
Citrix Xen

Red Hat Virtualization
Oracle VM

Amazon

Microsoft Azure
Openstack

Mutanix AHY
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2. Enter a client name and user credentials.

Create Microsoft Hyper-V Client s
Client Mame : KP_CV_HVS_CLUSTER
User Name: TECHSOL tkpiepho

Example: domainusername

Password: I
Confirm Password: | gessssses

Mote: User Credentials will be used for all Hyper-V Modes

Nodes: B Add.. X Remove () [ ]

Clients / Client Groups ﬂ
~
W
oK Cancel @' Save As Script Help

3. Click the Add button to add Hyper-V servers. Make sure to add all nodes of a Hyper-V cluster.

Create Microsoft Hyper-V Client .
Client Name : KP_CV_HV5_CLUSTER
User Name: TECHSOL tkpiepho

Example: domainusername

Password: I
Confirm Password: | gessssses

Mote: User Credentials will be used for all Hyper-V Modes

Nodes: B 75 Remove [ )

Clients / Client Groups ﬂ
TSSRV307 ~
TSSRV308

v
oK Cancel Q’ Save As Script Help
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4. Click OK to add the Hyper-V client.
In the CommCell browser, right-click the newly added Hyper-V client, and select Properties.

5.

6. Click Advanced and check the box to Enable IntelliSnap.

| o) CommCell Browser a
o TSSRVI06

E Client Computer Groups

=5 Client Computers

- KP-VCD1
= KP_CV_HV3
IJ.I Virtual 4 All Tasks *
[ 4¥ TSSRV306 View p
S TSSRV30T Tools y
' TSSRV30S .
&I TSSRY309 Properties

S = - TR T

@ Advanced Client Properties for KP_CV_HVS_CLUSTER

General poliges Job Configuration Encryption  Content Indexing Deduplication

Z

Enable retry on network errors

Manage Array

Retry Frequency (seconds) 30 :'

Retry Count a0 i'

CDR. Log File Location

Enter Alternate Cache Partition for QSnap. Please ensure that the volume spedfied is an NTFS volume,

[ Exdude from SLA and Strike Counts

QK

Cancel

Browse

Help

7. Click OK twice to return to the CommCell browser.
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9.2 Creating subclients

Note: For optimal performance, a single Subclient should be created for each Cluster Shared Volume (CSV)
that is used to host virtual machines in a clustered Hyper-V environment.

1. Inthe CommCell browser, expand the Hyper-V client > Virtual Server > Hyper-V and right-click
defaultBackupSet. Select All Tasks > New Subclient.

[ ] CommCell Browser 7 [ 1ob Controller % = defaultBac

] _

ge TSSRV3I06 &% T55RV306 > B Client Computers » M

- B9 Client Computer Groups

E% Client Computers subdient Mame
-1 KP-VC0d
: . default
&I KP_CV_HVS_CLUSTER =
¢ Bl Virtual Server
(== Hyper-¥
L defaultBack)
2w T‘SSR'I.-'3'IZE All Tasks 2 Backup All Subclients
" TS5RV307 Lhen ’ Browse and Restore
= TSS5RV308 Properties .
i >
o I TSSRY309 Live Sync

- '_\-I Security List Snaps

(-4 Storage Resources Find

[+-| & Policies . .

EEI--’;'T' Reports Operation Window

[t g Content Director Mew Subclient

[, Workflows

2. Assign a name to the new Subclient.

& Subclient Properties of d
Activity Control Encryption IntelliSnap Operations Advanced Options Backup Options
General Content Filters Pre/Post Process Security Storage Device
Client Name: KP_CV_HVS_CLUSTER
iDatafgent: Virtual Server
Backup Set: defaultBackupSet

Subdient Name:  |csyni

Description

OK Cancel Help

Note: Although not a requirement, in clustered Hyper-V environments it is recommended that each Subclient
name match the CSV it will be associated with. This makes it easier to keep track of CSVs as the
environment grows.

3. Click the IntelliSnap Operations tab. Check the box to enable IntelliSnap. Click OK on the warning
message.
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4. Select Dell Compellent Snap from the Available Snap Engines drop-down. Select the proxy server
(usually the CommServe).

& Subclient Properties of >
General Content Filters PrefPost Process Security Storage Device
Activity Control Encryption IntelliSnap Operations Advanced Options Backup Options

Intellisnap

Available Snap Engines | pell Compellent Snap w
Manage Array

Usze Proxy TSSRY 306 e

[] Use Separate Proxy for Backup Copyé

Proxy

(0]4 Cancel Help

5. Select the Storage Device tab, and select a Storage Policy from the drop-down.

& Subclient Properties of >
Activity Contral Encryption IntelliSnap Operations Advanced Options Badkup Cotions
General Content Filters Pre/Post Process Security Storage Device

Data Storage Policy  Data Transfer Option  Deduplication

Storage Policy:
CV_Storage_Puolicy Data Paths

Incremental Storage Policy:

NJA Data Paths

Create Storage Policy

0K Cancel Help

6. Select the Content tab. Click the Browse button.
7. To select individual VMs, expand a server and select VMs to backup.
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8. To backup VMs stored on specific Cluster Shared Volumes (CSVs), click the drop-down and select

Storage.

& Browse

X

V5_CLUSTER
r Shared Volumes

9. Expand Cluster Shared Volumes. Select a specific CSV to backup all VMs contained within, or select

individual VMs.
10. Click OK when finished.

@ Browse

m Storage

[®] 33 KP_CV_HVS_CLUSTER

B [ &4 Cluster Shared Volumes
| B[] 5@ csvol

=, KPyMO02

=, KP-YMOO3

o [F] 25 KP-UMOD4

i [] Eg TssRvA0T7

0[] @ TssRv30s

-

cance e

11. Click OK to close the Subclient.
12. Repeat this process to create additional Subclients.
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Performing a backup

CommVault has the option to run a backup of a single Subclient, or all Subclients at once.

Backing up a single subclient
Within the CommCell Browser expand the Virtual Server > Hyper-V and click on defaultBackupSet.

1.

| o] CommiCell Browser

&% TSSRV306

E‘ Client Computer Groups

=-%8 Client Computers

- KPvCOo1

=19 KP_CV_HVS_CLUSTER

- 2L virtual Server
E}i Hyper-¥

- 4% TSSRV306

In the operations window all Subclients will be displayed.

&% TSSRV306 > "B Client Computers > W9 KP_CV_HVS_CLUSTER

=) Getting Started % [ defaultBackupSet x | [ Job ¢

Subdlient Mame Storage Policy
& Csvol CV_Storage_Policy
& Csvo2 CV_Storage_Policy
& default Mot Assigned

Right-click the Subclient to backup, then choose Backup.
=) Getting Started X [ defaultBackupSet X

&% TS5RV30E > B Client Computers = 1 KP_CV_HVS_|

Subdlient Name Storage Policy
B csvoz2 Skun -
£ default Browse and Restore

Live Sync ¥

Run Backup Copy
List Snaps

Find

Backup History
Schedules

Delete

Operation Window

Properties
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4. The Backup Options window appears for the Subclient. Select the desired backup type.

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of what
the Backup Type is set to. This is necessary to create a baseline that is applied to subsequent backups. A
full backup will take more time to complete as it contains all the data that comprises a subclients contents.
Depending on requirements, subsequent backups can be set to Incremental or Differential.

5. Click Advanced.
9] Backup Opticns for Subclient: CEV01 =

Backup Options

Select Badkup Type Job Initiation
Bl (®) Immediate
{® Incemental Run this job now
() Differential () Schedule
() Synthetic Full Configure Schedule Pattern Configure

Run Incremental Backup
Before Synthetic Full

After Synthetic Full

g oK Cancel Advanced @' Save As Script Help

6. To send a copy of this snapshot to backup media, check the box to Create Backup Copy

immediately.
7. If desired, check the box to Enable Granular Recovery for IntelliSnap.
& Advanced Backup Options ot

Data Startup JobRetry Media DataPath Vault Tracking Alert

Start Backup Copy job based on Storage Policy Rules

Start Backup Copy job with the current job

[[] Create Backup Copy immediately

Enable Granular Recovery For Backup Copy

Mote: Creation of badkup copy depends on the Storage Policy - Snapshot configuration

[] Enable Granular Recovery for InteliSnap

QK Cancel Help
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Note: Enabling Granular Recovery allows file and folder restores from within virtual machines on the
snapshot. Depending on the number of virtual machines in the datastore to back up, enabling this option
significantly increases the time needed to create a backup of the Subclient. During this process, the
IntelliSnap volume is mounted to the Hyper-V proxy server, and an inventory is taken of all folders and files
in each virtual machine located in the backup set.

Note: It is not required to enable granular recovery to recover files and folders from virtual machines running
a Windows server or desktop operating system. Alternately, using CommVault’s Live Browse functionality
allows browsing of a backup set, selecting a specific virtual machine, and then choosing which folders/files
to restore. This process works in much the same way granular recovery does, in that when choosing the
virtual machine to restore from, CommVault mounts the snapshot to the Hyper-V proxy server, runs an
inventory of all the virtual machines within the snapshot, and then displays those folders and files.
Depending on proxy server hardware configuration, and the amount of virtual machines contained on the
snapshot, it may take some time to mount the snapshot on the Hyper-V server before displaying files and
folders.

8. Click OK to close the Advanced Backup Options window.
9. Click OK to begin the backup.

10. Monitor the backup process in the Job Controller window.
» Getting Started X | 5 defaultBadupSet %~ |LJ] Job Controller x M Event viewer

|3 Job Controller

¥ |bD Operation ClientCo... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errors
60 Snap Backup KP_CV_Hv... Virtual Server CSV01 Full Discover CV_Storag... TSSRV306  Running | 0%

11. The backup process is finished when the Job Controller shows a status of Completed (Progress =
100%).
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Backing up all subclients

Note: Use this option to backup all virtual machines at the same time.

1. Within the CommCell Browser expand the Virtual Server and right-click on defaultBackupSet >

Backup All Subclients.

| o) CommiCell Browser

5, TSERY30E
E Client Computer Groups
Elqi Client Computers
- - kPvCo1
=19 KP_CV_HVS_CLUSTER
: EI,J_| Virtual Server
E*E_,, Hyper-¥

S¥ TSSRVI0E

[+ 42 TSSRVIOT

- TSSRV303

¢ - TSSRY309
:1 Security

E Storage Resources
---;5,'.2' Policies

"IT Repaorts

_E..: Content Director
G-, Workflows

! Firewall Topologies

e} = defaultBackupSet x | [ Job Con
&% TSSRV306 > "B Client Computers > W9l
Subdient Name
B csvol
B csvoz
£ default
All Tasks » Backup All Subclients
View g Browse and Restore
Properties Live Sync ]
List Snaps
Find
Operation Window
Mew Subclient

2. Answer Yes to backup all subclients of this backup set.

@ Backup All Subclients

Yes

Do you want to back up all of the subclients of this backup set?

Mo

>

3. When the Backup Options window appears, select the desired backup type.
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& Backup Options for All Subclients of defaultBackupSet

Backup Options

Select Badkup Type Job Initiation
(@) Fuif (®) Immediate
() Incremental Run this job now
() Differential () Schedule
() Synthetic Full Configure Schedule Pattern Configure
Run Incremental Backup
Before Synthetic Full
After Synthetic Full
g oK Cancel Advanced @' Save As Script

Help

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of the
backup type. Depending on requirements, subsequent backups can be set to Incremental or Differential.

Note: When backing up all subclients, there is no option to enable granular recovery.

4,

Click OK to start the backup. The following error message will appear if the default subclient is not

associated with a Storage Policy.
Click OK to ignore the error.

Error in running job

[default]. Check the Storage Policy under the subclient properties.

x

Failed to get the Target Storage Policy for Client [KP_CV_HVS_CLUSTER] Subclient

Monitor the status of all backup jobs in the Job Controller window.

[ defaultBackupSet X Job Controller x | MW EventViewer X
Job Controller

¥ |ibD Operation Client Comp... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errors
63 Snap Backup KP_CV_HVS_C... Virtual Server CSV02 Full Discover CV_Storag... TSSRW306  Rumning | 0%
62 Snap Backup KP_CV_HVS_C... Virtual Server CSv01 Full Discover CV_Storag... TSSRW306  Rumning | 0%

Note: A separate job will be created for each Subclient that is backed up.
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7. The backup process is finished when the Job Controller shows with a status of Completed (Progress
= 100%) for all jobs.

Note: Improve backup performance by spreading virtual machines over multiple CSVs. For heavily utilized
virtual machines, Dell EMC recommends fewer virtual machines per CSV.

9.4 Restoring a Hyper-V virtual machine using IntelliSnap

Refer to the CommVault online documentation for detailed instructions on how to restore from a Hyper-V
IntelliSnap backup.
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

Dell TechCenter is an online technical community where IT professionals have access to numerous resources
for Dell EMC software, hardware and services.

Storage Solutions Technical Documents on Dell TechCenter provide expertise that helps to ensure customer
success on Dell EMC Storage platforms.

A.l Related documentation

Table 1 Table 1 Referenced or recommended resources

Vendor Resource

CommVault | CommVault Books Online
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