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1 Introduction

Campus network deployments change at a rapid pace. IT managers must support an increasing variety of
users and devices throughout their organizations. Simultaneously, they must adapt their networks to address
the needs of key business functions while providing reliability, performance and flexibility. Today’s businesses
require campus networks to provide reliable, high-performance wired and wireless connectivity. These
networks must be capable of delivering rich applications and access to corporate resources regardless of
device form factors.

In addition, business owners today ask their IT staff to be more agile by delivering network access in ever-
shorter deployment times with fewer resources.

The Dell Networking Campus Reference Architecture (CRA) provides solutions to address these key
problems facing businesses both large and small. The Reference Architecture is a blue print for a modern
campus network, as shown in Figure 1, providing an understanding of the network design principles and best
practices. This Reference Architecture enables network designers to get a running start on their deployments
so they can quickly deliver valued solutions to their businesses.
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Figure 1 Campus: global view
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The Reference Architecture addresses the following:

e Designing a modern, end-to-end campus network to deliver wired and wireless user connectivity
incorporating switching, mobility and security
e Simplifying the complex deployment and manageability of separate sites in a campus or across

branches

e Delivering a modern approach to access and aggregation that minimizes downtime in campus
networks

e Enabling role-based access management and dynamic policy assignment for guests, employees and
contractors

e Enabling users to self-provision corporate and guest access on a variety of devices (Bring Your Own
Device [BYOD])

e Providing the latest technology to address speed, bandwidth, redundancy and failure-resistant
networks

e Providing architectural options utilizing different product types (modular and fixed form factor
stackable products)

A network that performs best is one that meets current business and user needs. It is built on a solid
infrastructure and enables the business and its goals to scale as needed.
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Campus networks designed for end-user connectivity

Dell Networking products provide all the pieces of the puzzle to enable your workforce to perform both
efficiently and reliably, as shown in Figure 2:
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Figure 2  Dell EMC campus network components
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2.1

Dell Networking C9010 Network Director and C1048P Rapid Access
Node

The Dell Networking C9010 Network Director is a next-generation, multi-rate-capable, modular switching
platform designed as the core/aggregation for medium to large enterprise campus and mid-market data
center networks. The C9010 is the first platform delivering on the Dell EMC unified enterprise network
architecture, ushering in a new way to design and manage networks when used in conjunction with the
C1048P Rapid Access Node.

The Dell EMC unified enterprise network simplifies network deployment and management and extends the
functionality of core devices all the way to the network edge. It achieves this by collapsing separate network
tiers into a single logical switching tier. This removes complex protocols running between access and
core/aggregation tiers and centralizes management and control.

Deployments can include the C9010 as a traditional switching platform without the C1048P, serving to
aggregate legacy switching platforms in wiring closets and server racks. This deployment model can
introduce C1048P Rapid Access Nodes at any time to benefit from the new architecture while maintaining
investment protection for legacy switches.

The C9010 is an intelligently designed 8-rack unit (RU) platform with modular slots for up to 10 line card
modules, 2 route processor modules (RPM), 3 fan modules and 4 power supply modules. The integrated
backplane is 100GbE, multi-rate capable (up to 600Gbps to each line card slot) and provides the investment
protection necessary to deploy a modular chassis.

For line-rate designs, two RPMs provide the required bandwidth to each line card slot for inter-line card
switching. Line cards themselves manage intra-line card switching. The C9010 offers the following three line
card options for design flexibility:

e SFP+ (24-ports)
e 10GBASE-T (24-ports)
e QSFP+ (6-ports)

The Dell Networking C1048P extends the capabilities of the C9010, shown in Figure 3, by providing 48
10/100/1000BASE-T PoE+ ports for user/server access. Two 10G SFP+ uplinks provide connectivity to the
C9010. Deploy the C1048P in a stand-alone or stacked configuration depending on the required density,
supported configuration and deployment model.

This architecture deploys the C1048P using high performance stacking to connect and power the following:

o  W-AP220 series Access Points (APs)
e End-user wired client devices

e |P cameras

e VoIP phones

e Security and Control devices
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2.2

2.2.1

Figure 3  Dell Networking C9010 Network Director

The C1048P Rapid Access Nodes, shown in Figure 4, receive their configuration and software updates
centrally from the C9010 Network Director. This greatly simplifies initial deployment as well as ongoing
maintenance and operation.

Figure 4  Dell Networking C1048P Rapid Access Node

Dell Networking N-Series Ethernet switches

The Dell Networking Ethernet switch product line delivers end-to-end modern campus-network solutions
utilizing the latest switching technologies. The topology and features used in the CRA enable a loop-free and
fully active/active design for high-performance, fault-tolerant campus switching networks. The design of these
energy-efficient, 1/10GbE switches enables modernization and scaling of campus networks.

Dell Networking N400O Series

The heart of the modern campus consists of N400O Series 10GbE Layer 3 switches, shown in Figure 5.
These switches provide a power-efficient and flexible 10GbE switching solution for simple scalability and high
density.
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2.2.2

10

Figure 5  Dell Networking N4000 Series

The N4000 series switches also feature Multi-chassis Link Aggregation (MLAG) to support loop-free
redundancy without spanning tree.

The architecture with MLAG allows two Dell Networking switches to act as a single switch providing multiple
paths across the network. The benefits of MLAG include:

o Failover in cases of failed cables or switches
¢ Increased bandwidth of up to double that of a single switch
o Elimination of port blocking and re-convergence delays of spanning tree

Note: For further information on Dell MLAG technology, please refer to Appendix A, Resources and
References.

Dell Networking N3000 Series

The Access Layer of this architecture is comprised of N3000 Series 1GbE Layer 3 switches, shown in
Figure 6:

Figure 6  Dell Networking N3000 Series

N3000 Series switches provide a resilient 1GbE switching solution for advanced Layer 3 distribution and
dense stacking. Dual hot swappable 80 Plus-certified power supplies add resiliency and the capacity to
provide up to 48 ports of PoE+ in a 1RU footprint.

This architecture deploys the N3000 Series switches using high performance stacking across the campus to
connect and power the following:

o W-AP220 series Access Points (APs)
e End-user wired client devices

e |P cameras

e VoIP phones

e Security and Control devices

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | version 1.0

DA LEMC



2.3 Dell Networking W-Series wireless LAN

Dell Networking's wireless product line is a best-in-class enterprise solution. The W-Series offers the latest in
wireless technology and access solutions to better manage, secure and maintain your network.

Dell Networking’s W-Series wireless LAN (WLAN) products offer both centralized controller-based and
distributed controller-less solutions. With this architectural flexibility, the W-Series product line offers a wide
variety of capacity and performance options to fit any campus, branch or teleworker deployment.

2.3.1 Dell Networking W-7200 Series controllers

The W-7200 Series controllers are high-density, power-efficient, 1U devices that support up to 2048 APs and
32,000 users with 40Gbps of encrypted throughput, shown in Figure 7:

Figure 7 Dell Networking W-7200 Series mobility controller

The campus reference design utilizes the W-7210 Controller, which provides support for up to 512 APs and
over 16,000 concurrent users/devices. This centralized controller-based solution’s features include:

o Policy Enforcement

e Application-aware monitoring and enforcement

¢ Redundancy topologies and centralized licensing
e  Spectrum monitoring

e Wireless Intrusion Protection™

e Advanced Cryptography™

e VPN termination

2.3.2  Dell Networking W-AP220 Series 802.11ac Access Point

Dell Networking W-AP220 Series Access Points, shown in Figure 8, are purpose-built 802.11ac Enterprise
access points. The campus reference design utilizes the W-AP225 Access Point to support the fastest
performance and largest capacity available. Its features include:

e 1.9 Ghps aggregate throughput
- 1.3 Gbpsin 5GHz
- 600 Mbps in 2.4GHz
¢ Adaptive Radio Management®
- Active RF spectrum management for optimal WLAN performance
¢ ClientMatch® technology
- Infrastructure-controlled client connectivity and roaming optimization
e Internal and external antenna options
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Figure 8  Dell Networking W-AP220 Series Access Point

2.3.3  Dell Networking Instant W-IAP220 Series controller-less 802.11ac access

point

The campus reference design utilizes the W-IAP225, shown in Figure 9, for remote buildings and offices.
These Instant Access Points (IAPs) feature a virtual controller for a distributed, controller-less solution. The
simplicity of configuration and deployment make Instant products a perfect solution for remote sites with

limited IT expertise onsite.

IAPs offer many of the same enterprise class features as normal APs, including:

e  Over-the-air provisioning

¢ VPN

e Integrated firewall

e Airwave® and ClearPass® integration

==
==
==

Figure 9  Dell Networking W-IAP220 Series Instant Access Point
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2.3.4

2.3.5

13

Dell Networking Instant W-IAP155/P controller-less 802.11n access point

The W-IAP155/P Access Points, shown in Figure 10, have the same software as the W-IAP220 Series IAPs
above. They support 802.11n and have a form-factor that makes them perfect for desktop or small business
applications. They include four GbE Ethernet ports to enable the connection of peripherals. The PoE version
provides two ports for connecting devices requiring PoE power. The CRA uses the W-IAP155/P as a remote
access point solution.
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Figure 10  Dell Networking instant W-IAP155

Dell Networking W-Series ClearPass access management system

A modern campus must deliver appropriate access to users with context-aware policies that take into account
the following:

e Who the user is

¢ What their role is

e What type of device they are using

e When are they connected

e Where they are located

e What applications they are using on the network

The W-ClearPass, shown in Figure 11, is a highly integrated access management solution incorporating AAA
(Authentication, Authorization and Accounting), Guest/Visitor Management, Employee Onboarding and
Network Access Control (NAC). It provides role- and device-based network access control for employees,
contractors and guests across wired, wireless and VPN infrastructures. Built-in Remote Authentication Dial-In
User Service (RADIUS), Terminal Access Controller Access Control System (TACACS+), profiling,
onboarding, guest access, health checks and the ability to leverage third-party mobile device management
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2.4

2.4.1

14

solutions ensure seamless policy enforcement across the entire network. Centrally managed network access
policies provide the comprehensive authentication capabilities that are required for today’s highly mobile
workforce, regardless of the type of device or device ownership. Automated services let users securely
connect their own devices, register AirPlay- and AirPrint-enabled devices for sharing, and create guest
access credentials. The result is a consistent and scalable network access control solution that exceeds the
security requirements for Bring Your Own Device (BYOD) and IT managed devices.

Figure 11 W-ClearPass appliance

Key features of W-ClearPass include:

e Policy management — role enforcement for WLAN, LAN, and VPN networks

e Onboard — BYOD, auto-provisioning

e OnGuard — Posture, health checks

e Guest — self-service guest access

e Third-party Mobile Device Management (MDM) and Network Access Control (NAC) integration

e Built-in Authentication, Authorization and Accounting (AAA) services — RADUIS, TACACS+, Kerberos
e Web, 802.1X, non-802.1X authentication and authorization

Network management solutions

Wired management solution
Dell Networking OpenManage Network Manager

OpenManage Network Manager (OMNM) is a centralized management solution for Dell EMC networking
environments. OMNM provides discovery, configuration management, monitoring and reporting for the entire
Dell Networking family of products as well as Cisco, Juniper, HP and Brocade network devices. Its other
benefits include:

e Resource group management for one-to-many device configuration
e Automated discovery of network devices
e Inventory reporting
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e Advanced scheduling for key tasks, such as backup and configuration changes
e Event management

e Customizable web-based Ul

¢ Flexible dashboards for fault, availability and performance monitoring

2.4.2  Wireless management solutions

2.4.2.1 Dell Networking W-Airwave Wireless Management Suite
The W-Airwave Wireless Management Suite (AWMS) delivers operational efficiency for teams managing
rapidly changing networks and mobile users who connect via the wireless LAN as well as wired Ethernet
ports. AWMS provides a wide range of actionable information, from time-sensitive alerts to historical
reporting. With data that spans days, months, and seasons, the information is always available to spot trends,
plan capacity and design the right strategies for the organization.

Key features in W-Airwave include:

¢ Efficient configuration management

e VisualRF — real-time wireless coverage maps

¢ Planning and provisioning

e  Multi-vendor support

e MDM integration

e Intrusion Detection System (IDS) and rogue Access Point (AP) containment

2.5 Dell SonicWALL NSA Series

The Dell SonicWALL Next-Generation Firewall Series, shown in Figure 12, secures distributed enterprises,
small-to-medium-sized organizations, branch offices, school campuses and government agencies with
features such as:

¢ Next-generation firewall security

¢ Multi-core architecture

o Deep packet inspection technology
e Lowered complexity and cost

¢ Intrusion prevention

e Gateway anti-malware

e SSL decryption
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Figure 12 Dell SonicWALL NSA 6600

Dell SonicWALL Next-Generation Firewalls provide industry-leading protection, performance and scalability
with the highest number of concurrent connections, lowest latency, no file-size limitations and class-leading
connections per-second.

The Dell SonicWALL Network Security Appliance (NSA) Series utilizes the same architecture found in the
flagship SuperMassive Next-Generation Firewall line. Dell EMC initially developed the SonicWALL NSA
Series for the most demanding carriers and enterprises. It delivers that same enterprise-class security and
performance while also providing Dell EMC’s acclaimed expertise in delivering ease-of-use and high value to
small and medium-sized organizations.
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3 Campus reference design

The goal of the CRA is to help IT managers evaluate and plan for an end-to-end campus network. This
document shows how wired, wireless, network access and network management fit together.

The campus network design scales around the number and type of users, and device types (wired and
mobile). This Reference Architecture is built for 3000 users on a modern campus who connect using both
wired and wireless devices.

This document presents two topologies with each topology differentiated by the Ethernet switching products
and features used at the Aggregation/Core and Access Layers. The first example uses Dell Networking N-
Series with Multi-chassis Link Aggregation (MLAG). The second example uses the Dell Networking C-Series
with Virtual Link Trunking (VLT). Each topology uses identical mobility, security and network management
products.

Note: This section presents the topology using C-Series with VLT first, followed immediately by the topology
with N-Series switches with MLAG. Chapter 4 presents a complete description of VLT and MLAG
technologies.
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3.1 Campus reference design topology

Figure 13 and Figure 14 show the entire campus network, including all the key parts needed for medium- to
large-campus deployments.
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Figure 13 Featured campus network — C-Series with VLT
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Figure 14 Featured campus network — N-Series with MLAG

3.2 Large campus

This reference architecture covers a simple illustration for a large campus with 3000 users accessible
throughout two 5-story buildings. Both buildings include one server room, and each floor has multiple wiring

closets. The server room contains the aggregation switches, wireless controllers, firewalls as well as network
and policy management appliances.

Any network build-out must allow for future growth. A best practice is to add unoccupied ports at
approximately 10% of occupied ports to allow for future network expansion without equipment additions.

The following lists provide an example for a single building for both the C-Series and N-Series topologies.
Each building services 1500 users.
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C-Series with VLT topology — Access Layer

For an example of this topology, see the Access Layer Section of Figure 13.
C-Series Access:

e C1048P Rapid Access Nodes: 42
- Ethernet ports: 2000

- Ports reserved for future growth: 200

- Ports for current users and VolP phones: 1500

- Ports for access points: 75

- Ports for miscellaneous devices (printers, sensors, cameras and so on): 225

This example uses a single Aggregation Layer in each building. IT managers may prefer to implement a
multiple-tiered design or use existing routing infrastructure to connect buildings. The lists below provides an
example for a single building for both the N-Series and C-Series topologies. Each building services 1500
users. Future firmware releases of the C9010 support 4000 Ethernet ports with the C1048P Rapid Access
Node.

C-Series with VLT topology — Aggregation Layer
For an example of the topology, see the Aggregation/Core Layer Section of Figure 13.

Aggregation with VLT Topology:

e (C-9010 Chassis: 2
e (C9000 24-port 10GbE SFP+ line cards: 3 per chassis

- SFP+ports: 72

- Ports used for VLTi link: up to 8

- 10GDbE to WLAN controllers: 4

- 10GDbE to firewalls: 4

- 10GDbE to access stacks: 14

- 10 GbE ports to connect misc. servers/appliances: 42
e (9000 24-port 10GbE 10GBASE-T line card: 1

-  Ports used for server based appliances (W-ClearPass, W-Airwave, OMNM) : 3
e Empty line card slots for misc. servers/appliances/devices: 6-7 per chassis
e Route Processor Modules (1+1 redundancy): 2 per chassis

The C-Series chassis products have a large degree of flexibility. Administrators can choose from a large array
of line cards with different technologies. Administrators should keep in mind the oversubscription rates for
each line card when planning their networks. They can add more line cards for future growth at any time.
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N-Series with MLAG topology — Access Layer
For an example of this topology, see the Access Layer Section of Figure 13.

N-Series access:

e N3048P switches: 42
- POE+ ports: 2016
- Ports reserved for future growth: 200
- Ports for current users and VolP phones: 1500
- Ports used for access points: 75 (approximately)
- POE+ ports for auxiliary devices (printers, sensors, cameras and so on): 241

N-Series with MLAG topology — Aggregation Layer
For an example of the topology, see the Aggregation/Core Layer Section of Figure 13.

Aggregation with MLAG Topology:

e N4064F switches: 2
- SFP+ ports: 128
- Ports reserved for future growth: 12
- Ports used for MLAG link: 2
- Ports used to connect Access Stacks: 14
- Ports used to connect 2 firewalls: 4
- Ports used to connect 2 WLAN controllers: 4
- Ports to connect misc. severs/appliances: 92

C-Series (Figure 13) and N-Series (Figure 14) topologies use identical mobility, security, and network
management products.

Wireless Controllers and APs:

e W-7210 controllers: 2
- W-7210 - 512 campus or remote AP capacity
- APs for future growth: 51
- APs used for main campus (20 users per AP): 150
- APs used as Air Monitors (optional, 1 Air Monitor per 4 APs): 37
- APs for teleworkers: 274
- Instant APs (remote site)- quantity dependent on users at remote site

W-ClearPass:

e 5K appliances: 1
- Supports up to 5,000 authenticated devices
- Administrators can add an additional 5,000 appliances to form a cluster at any time
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W-Airwave:

e W-Airwave is sold as a per-device license.
- Purchase additional licenses at any time.
- Number of devices limited by server size and capability.
Open Manage Network Manager:

e OMNM is sold as a per-device license
- Purchase additional licenses at any time.
- Number of devices limited by server size and capability
SonicWALL:

e NSA6600: 2
- License per HA pair
- 10 GbE SFP+ ports for optimal bandwidth to/from Aggregation Switches: 4
- Maximum users for single sign-on: 4,000
- Firewall inspection throughput: 12.0 Gbps

This Reference Architecture discusses organizations with remote offices or remote workers in Chapter 5,
Campus Mobility Architecture. This example does not include traditional, wired switching solutions for the
remote sites. However, Chapter 5 validates and discusses the wireless features to connect to the corporate
campus network.
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Campus switching architecture

Campus switching architecture using C-Series switches and VLT

The Dell Networking C9000-series chassis switches provide a high-density, resilient, end-to-end campus
network infrastructure that offers flexibility, expansion and broad customization options including
10GbE/40GbE/10GBT line cards and Rapid Access Nodes (port extenders). POE/POE+ currently is only
supported with associated C1048P port extender (PE). Additionally, the C9000 switch can remotely manage
the C1048P. Chassis features such as dual controllers and fully redundant power supplies help reduce
downtime. The Virtual Link Trunking (VLT) feature brings node resiliency to Layer 2 networks providing more
network availability in the event of a node failure.

The C9000-series switches with Rapid Access Node do the following:

o Alleviate bottlenecks and congestion to enable high-performance back-end infrastructure for end-user
mobility with PoE+ where needed.

o Provide several deployment options including resilient campus core, campus aggregation and wiring
closet access.

e Support more client connectivity compared to the competition and Virtual Desktop Infrastructure (VDI)
workloads across a global workforce with scalable user density and performance on-demand.

When building the Campus Switching Architecture 3.0, a pair of C9010 switches running VLT work the same
as a pair of N4000s running MLAG (refer to section 4.2) but with higher port density and flexibility.

Their POE+ capabilities make C1048Ps and N3048Ps a good fit at the Access Layer. The POE+ feature can
help power up and integrate access points, security cameras, IP phones and other powered devices.

In this architecture, the Access Layer consists of a mix of stacked C1048P PEs and/or stacks of traditional
Access switches, connected to pair of C9010s using VLT-LAG, shown in Figure 15. Administrators can plan
the number of switches per stack and number of uplinks per stack connected to core depending on
oversubscription at the Access Layer.
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Figure 15 Dell EMC campus aggregation and access switch topology with C-Series and N3000s

Like the MLAG architecture, VLT architecture provides increased bandwidth by overcoming the limitation of
spanning tree to block redundant ports. The design is highly redundant in terms of both link failure and switch
failure.

Important features and best practices

The following sections outline some of the features and guidelines to consider while designing a campus
network.

Virtual Link Trunking
VLT allows physical links between two chassis to appear as a single virtual link to the network core or other
switches (Edge, Access, or Top-of-Rack [ToR]).

By supporting a loop-free topology, VLT reduces the role of the Spanning Tree Protocol (STP) by allowing
Link Aggregation Group (LAG) terminations on two separate Aggregation/Core Switches. Rapid Spanning
Tree Protocol (RSTP) is used only to prevent loops due to human errors.

Similar to MLAG on N4000’s topology, VLT on C-series provides Layer 2 multi-pathing, creates redundancy
with increased bandwidth, enables multiple parallel paths between nodes and load-balances traffic where
alternative paths exist.

The VLT interconnect must consist of either 10G or 40G ports. It supports a maximum of eight 10G or four
40G ports.

Note: Dell Networking does not support mixing 10G and 40G ports in VLT interconnect (VLTi).
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To scale and combine VLT domains, administrators can use an enhanced VLT (eVLT) configuration. An eVLT
configuration allows the connection of two different VLT domains by creating a port channel between them.
This configuration supports a maximum of four units, increasing the number of available ports and allowing for
dual redundancy of the VLT. Figure 16 shows sample eVLT configurations:

OoOoo00o [ooooog i oooooo VLT Domain 1
Qoogoooog ooooooog 3

oogoooooo oopoooog
[=1=]=l=]=]=]=]=} [=(=l=T=l=]=]ala) oopooooo oooooooo

eVLT Po 100

Doooon [oooooo VLT Domain 2
O -1 oooooooga +

oooooooo

Figure 16 Sample eVLT configurations

Note: For additional information on VLT on Dell Networking C-series switches, refer to the Dell Networking
OS Configuration Guide at Dell EMC’s Support Site.
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Figure 17 shows an example of the VLT configuration on the Core/Aggregation switches (Dell Networking
C9000 series).

vlt domain 1

peer-link port-channel 12

back-up destination 172.25.169.67
system-mac mac-address 00:11:22:33:44:55
unit-id O

interface Port-channel 12
description VLT peer link

no ip address

channel-member fortyGigE 1/20
no shutdown

interface Port-channel 10
description VLT lag

no ip address

portmode hybrid

switchport

no shutdown

vlt-peer-lag port-channel 10

interface TenGigabitEthernet 3/10
no ip address
port-channel-protocol LACP

port-channel 10 mode active
no shutdown

interface fortyGigE 1/20
no ip address

no shutdown

Figure 17 VLT configuration on the core/aggregation switches

Note: Throughout this document, the configuration examples contain specific VLAN, IP, and port channel
numbers. These specific settings were used to validate the network in a lab setting. The numbers are
included in the examples to allow the reader to follow the configurations.

Virtual LANs and Virtual Redundancy Routing Protocol (VRRP)

Virtual LANs (VLANS) offer a method of dividing one physical network into multiple broadcast domains.
However, VLAN-enabled switches cannot forward traffic across VLANSs by themselves. For VLAN to VLAN
communication, a Layer 3 switch/router is required. In this architecture, Dell Networking C9010s are used as
Aggregation/Core Switches to handle all inter-VLAN routing activities, helping devices from two different
VLAN segments to communicate.

Virtual Router Redundancy Protocol (VRRP) eliminates the single point of failure associated with static default
routes by enabling a backup router to take over from a master router without affecting the end stations using
the route. In this design, the end stations use a VRRP defined virtual IP address as a gateway.
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In a VLT domain, VRRP inter-operates with virtual link trunks that carry traffic to and from access devices.
The VLT peers belong to the same VRRP group and are assigned master and backup roles. Each peer
actively forwards L3 traffic, reducing the traffic flow over the VLT interconnect.

Note: Although both VLT peers actively participate in L3 forwarding as the VRRP master or backup router,
the show vrrp command output displays one peer as master and the other peer as backup.

In this reference architecture, several VLANs and VRRP groups are configured at a minimal level to provide
what a typical large campus might need. Figure 18 shows an example of a VLAN configuration. To see the full
configuration of the Dell Networking C9010 used in this example, refer to the attachment.

interface Vlan 5

description engineering

ip address 10.1.5.2/24

tagged Port-channel 1-2,4-5,12

vrrp-group 5
virtual-address 10.1.5.10
no shutdown

interface Vlan 6

description finance

ip address 10.1.6.2/24

tagged Port-channel 1-2,4-5,12

vrrp-group 6
virtual-address 10.1.6.10
no shutdown

interface Vlan 7

description guest

ip address 10.1.7.2/24

tagged Port-channel 1-2,4-5,12

vrrp-group 7
virtual-address 10.1.7.77
no shutdown

interface Vlan 50
ip address 10.1.50.2/24
untagged Port-channel 8-9

vrrp-group 50
virtual-address 10.1.50.10
no shutdown

interface Vlan 57

description NMS

ip address 10.1.57.2/24

tagged Port-channel 1-2,4-5,12

vrrp-group 57
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virtual-address 10.1.57.10
no shutdown

interface Vlan 100
description general

ip address 10.1.100.2/24
untagged Port-channel 1-5,12

vrrp-group 100
virtual-address 10.1.100.50
no shutdown

Figure 18 Example of the VLAN configuration on the core/aggregation switches (Dell Networking C9000)

Spanning tree

A properly configured VLT network provides a loop-free, redundant topology and does not normally require
spanning-tree to prevent loops. However, it is best practice to enable either RSTP or PVST+ on all network
devices. This prevents loops due to misconfiguration or improper connections during the initial setup. VLT’s
Layer 2 multi-pathing provides full use of all VLT connections and eliminates path blocking. The enabling of
either RSTP or PVST+ provides for the detection and prevention of potential loops caused by non-system
issues such as cabling errors or incorrect configurations.

RSTP can cause temporary port state blocking and may cause topology changes after link or node failures.
Spanning tree topology changes reach the entire Layer 2 network.

Note: Follow these recommendations in setting up a VLT network.

Ensure that the primary VLT node is the Root Bridge and the secondary VLT peer node has the second-best
bridge ID in the network. Ensure all other devices have a higher bridge priority to keep the VLT core as the
Root Bridge.

Ensure any end device interfaces are configured as edge ports to prevent spanning-tree forwarding delays.

Table 1 VLT node spanning tree settings

Primary VLT node Secondary VLT node All other devices
protocol spanning-tree protocol spanning-tree protocol spanning-tree
rstp rstp rstp
no disable no disable no disable
bridge-priority 4096 bridge-priority 8192 bridge-priority default
32768

Port extender (Rapid Access Node)

To provide capacity at the Access Layer typically requires 10/100/1000BaseT interfaces with limited reach
and requires locating Layer 2 switches closer to the users. These network devices must be linked to the
Aggregation/Core network to reach other networks. This requires individual management of many devices.
The C9000 series solves this issue by implementing IEEE 802.1BR on port extenders (PEs). PEs get their
configuration from the C9000 chassis, enabling all configuration, management and monitoring from a single
device.

The C9000 series switch supports local or remotely located C1048P PEs to provide 10/100/1000BaseT and
PoE/PoE+ to end devices at the Access Layer. The PE is a Layer 2 device that extends line card functionality
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to the access layer at distances up to 40 km from the chassis. All PE management is from the C9000;
individual units do not require independent management. PE interface configuration is the same as the line
card interfaces. Also, future upgrades for PEs are handled automatically by the chassis, which reduces
maintenance work.

Note: Catering to the majority of campus traffic patterns, all PE traffic traverses the C9010. This alleviates
the need for local switching on the C1048P so all intra-port PE traffic travels to and from the chassis via the
10G uplinks. Keep this in mind when planning or deploying the system.

A Layer 2 device, the PE is designed primarily to support edge devices. The list of supported Layer 2
protocols on PEs includes the following:

e 802.1X

e BDPU Guard
e PoE

o LAG

e LACP

e LLDP

o Loop Detection
e  Switch stacking
e QoS
Dell#configure terminal
Dell (conf) # feature extended-bridge

Dell (conf)# pe provision 0

Dell (conf-pe) #cascade interface tegig 2/20
Dell (conf-pe) #cascade interface tegig 3/20
Dell (conf-pe) #stack-unit 0 type C1048P

Figure 19 Activating a PE with two uplink ports

Port Extender stacking

The PE stacking feature increases scalability and enhances redundancy. The feature allows up to eight
switches to operate as a single unit. A PE (also known as a Rapid Access Node) has two fixed mini-SAS
stacking connectors at the rear for this purpose. Stacking allows a higher concentration bandwidth of Access
ports to uplinks if desired (ranging from 2.4-to-1 through 19.2-to-1, based on number of stack members).

PE stacking enhances redundancy by allowing the stacked PE to use any uplink in the stack. To minimize
bandwidth loss if an uplink or stack member fails, spread multiple uplinks across the stack members. If the
Master stack-unit fails, then the Standby stack-unit immediately takes over and elects another member unit to
be Standby as pre-determined by configured priority. Traffic on the unaffected members continue carrying the
traffic with minimal impact to service.

Dell EMC strongly recommends connecting the stack in a full ring topology, as discussed in subsection Figure
31, so that each PE connects to two other PEs. Using this topology allows the stack to utilize the redundant
communication path to each PE. If a switch in a ring topology fails, the stack can automatically establish a
new communications path to the other PEs. PEs not stacked in a ring topology may split into multiple
independent stacks upon the failure of a single PE or stacking link.
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Note: PE stacking should be wired in a full ring topology as shown in Figure 32.

Dell#configure terminal

Dell
Dell
Dell
Dell
Dell
Dell
Dell
Dell

conf) # pe provision

)
conf-pe) #stack-unit
conf-pe) #stack-unit
conf-pe) #stack-unit
conf-pe) #stack-unit
conf-pe) #stack-unit
Dell (conf-pe) #stack-unit
Dell (conf-pe) #stack-unit
Dell (conf-pe) #fstack-unit

~ o~ e  — —~ o~

0

0

o U W N

7

conf-pe) #fcascade interface
conf-pe) #cascade interface

type
type
type
type
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type
type

tegig 2/0-3
tegig 3/0-3

cl048p
cl048p
c1048P
c1048P
cl048p
cl048p
cl048pP
C1048P

Figure 20 Activating maximum PEs in a stack with 8 uplinks to chassis (4.8-to-1).

Port Extender dual-homing

For C9000 chassis deployed in a VLT topology, PEs may be deployed so that uplinks are homed to both VLT
peers to provide additional redundancy. This fully utilizes all PE uplinks so that there is no wasted bandwidth.
If either C9000 VLT peer fails, the remaining redundant chassis services all traffic. Figure 21 shows dual-

homed PE configuration.
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conf) # pe provision

conf-pe) #stack-unit
conf-pe) #stack-unit
conf-pe) #stack-unit

conf-pe) #stack-unit
Dell (conf-pe) #stack-unit
Dell (conf-pe) #stack-unit

o~ m ~ —~ o~

)
)
)
)
conf-pe) #stack-unit
)
)
)
)

Dell (conf-pe) #stack-unit

0

0
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conf-pe) #cascade interface
conf-pe) #cascade interface

type
type
type
type
type
type
type
type

tegig 5/0-7
tegig 5/0-7 peer

c1048pP
c1048P
c1048P
cl1048p
cl1048p
cl1048p
c1048P
C1048P

Figure 21  Configuring PE in dual-homing mode

Note: Dual-homed PEs are limited to 16 uplinks, eight uplinks to each C9000 chassis in VLT domain.
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In dual-homed configurations, the PE interface configurations must match between VLT peers at the core
chassis. A provided configuration batch mode supports single unit provisioning. A ‘commit’ operation must be
submitted before deploying configurations to either Primary or Secondary VLT peers. See Figure 22:

Dell#configure terminal batch

Peer is registered

Dell (conf-Db) #int pe 0/0/1

Dell (conf-b-if-pegi-0/0/1) #switchport
Dell (conf-b-if-pegi-0/0/1)#no shutdown
Dell (conf-b-if-pegi-0/0/1) #commit

Logs:

Nov 20 20:00:15: %RPMO-P:CP %CLIBATCH-6-CLI BATCH CONFIG IN PROGRESS TRAP:
Batch configuration commit is in progress

Nov 20 20:00:15: %RPMO-P:CP 3CLIBATCH-6-CLI BATCH CONFIG COMPLETE TRAP:

Batch configuration commit is success

Figure 22 Dual-homing batch commands

Note: Batch command mode only applies to PE interface configurations. Refer to Dell EMC Support for the
Dell Networking C9000 series configuration guide and more information on batch and non-batch
configurations

Port Extender loop detection and prevention

Network loops can be detrimental to performance and service quality. Layer 2 networks prevent this by
implementing STP on all switching devices, which blocks redundant paths. However, PE interfaces do not
support STP. Network loops can result if a Layer 2 switch interface attaches to a PE while connected to
another part of the network.

BDPU Guard, which is assigned by default to all PE interfaces, resolves this issue. If an STP-enabled network
device attaches to a PE port, the PE detects the STP BDPUs and sets that interface to an error-disable state.
This prevents some accidental loops.
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Dell EMC recommends using the CLI command MAC-address-table Station-move threshold to
detect loops. This fully addresses loop detection and prevention with PEs (for example, a link between two PE
interfaces), Then, when different interfaces in a VLAN learn the same MAC address within a given time
period, the offending interfaces are set to an error-disabled state automatically. The network administrator
determines these thresholds and intervals. Figure 23 shows that when this threshold is exceeded, all but the
lowest numbered port is placed in error-disabled state:

Dell (conf)# mac-address-table station-move threshold 5 interval 30

Jun 18 09:55:35: SRPMO-P:RP $MACMGR-1-PE LOOP DETECTION: Loop occurred on PE
interfaces:oldInterface: peGigE 1/0/47, newInterface: peGigE 1/0/48,vlanId:
7, macAddr: 00:2a:01:02:03:

Dell#show mac learning-limit violate-action

Interface Violation-Type Violate-Action Status
Te 2/3 station-move log Normal
PeGi 1/0/48 Pe-Loop Shutdown PEloop-disable
Po 1 Pe-Loop Shutdown PEloop-disable

Figure 23 Recommended loop-detection and prevention on PEs

Security and authentication

IEEE 802.1x is an IEEE standard defining a method of port security. The standard enables the authentication
of system users through a local internal server or an external server. A port that is enabled with 802.1X
disallows connected devices from sending or receiving network traffic before verification of the device's
identity.

The device attempting to access the network is the supplicant. The device with which the supplicant
communicates is the authenticator. The authenticator (Dell EMC switch) is the gate keeper of the network. It
translates and forwards requests and responses between the authentication server and the supplicant.

IEEE 802.1X allows manually placing ports into any of three states:

e ForceAuthorized is an authorized state. A device connected to a port in this state does through the
authentication process but can communicate on the network. To place a port in this state is the same
as disabling 802.1X on the port.

e ForceUnauthorized is an unauthorized state. A device connected to a port in this state never goes
through the authentication process and cannot communicate on the network. To place a port in this
state is the same as shutting down the port. The authenticator ignores any attempt by the supplicant
to initiate authentication.

e Auto is an unauthorized state. A device connected to a port in this state goes through the
authentication process. Successful authentication authorizes the connected device to communicate
on the network. All ports’ default state is the auto state.

Note: Any port participating in dotlx authentication requires assignment of ‘dot1x authentication’ at the
global and interface levels. Interfaces without ‘dot1x authentication’ are authorized by default. To globally
remove ‘dot1x authentication’ is to authorize all interfaces.
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The C-Series switches support dynamic VLAN assignment when using 802.1X. The process of 802.1X
authentication overwrites the existing VLAN configuration of a port assigned to a non-default VLAN and
assigns that port to a new specified VLAN.

To disable 802.1X authentication on a port, re-assigns the port to the previously-configured VLAN.

e Failure of 802.1X authentication on a port with authentication-fail VLAN enabled assigns the port to
the authentication-fail VLAN.

Note: Configure ports using MAC-based authentication in hybrid mode, which places 802.1X-enabled ports
in unauthorized state by default. Verify global enabling of 802.1X, as well as at the interface level.

In the CRA configuration, administrators must enter the global commands and interface/port specific
commands that Figure 24 shows for each client port that requires authentication.

dotlx authentication
radius-server key 7 feal75715f£6aaldf0e5759990c631269
radius-server host 10.1.100.128

interface peGigE 1/0/25
portmode hybrid

switchport

dotlx authentication

dotlx host-mode multi-auth
dotlx mac-auth-bypass
dotlx auth-type mab-only
power inline

no shutdown

interface peGigE 1/0/27
switchport

dotlx authentication
no shutdown

interface Vlan 100

ip address 10.1.100.1/24
untagged peGigE 1/0/25,27
untagged Port-channel 8-11
no shutdown

Figure 24 802.1X authentication on C-Series access switches

VoIP QoS implementation

Today, many IT departments use softphone applications deployed on laptops and personal computers (for
example, Microsoft Skype for Business) for voice communications. These applications apply DSCP markings,
which can be used to ensure QoS priority across the network.

The C9010 provides eight queues to which traffic can be directed. Figure 25 shows the creation of a QoS
policy on the C9010. In this case, queue five provides VolP streams priority over other traffic. Unclassified
traffic (DSCP=0) identifies best effort traffic.
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class-map match-any voice
match ip dscp 46

policy-map-input skype voice
trust diffserv
service-queue 5 class-map voice

policy-map-output Strict Q
service-queue 5 gos-policy VoIP Q

gos-policy-output VoIP Q
scheduler strict

interface peGigE 2/0/41

portmode hybrid

switchport

service-policy input skype voice
service-policy output Strict Q
no shutdown

Figure 25 QoS policy on the C9010 for VoIP streams

Note: There is a generic document for QOS VolIP configuration that may apply to all Dell Networking
products except for strict queuing on C9010:

Reliable Skype for Business Voice with Dell Networking Switches and Wireless

4.2 Campus switching architecture using N-Series switches and MLAG

The Dell Networking N-Series-based campus switching architecture modernizes the campus network by
doing the following:

e Supporting loop-free redundancy without spanning tree by using MLAG to create high availability and full
bandwidth utilization

¢ Interfacing seamlessly with existing infrastructure for greater interoperability and integration
¢ Uniting various networking products with the latest open standard protocols for more network choice

The Dell Campus Switching Architecture, shown in Figure 26, is based on the MLAG feature running on the
Dell Networking N-Series operating system (DNOS). Two N4064F aggregation switches form peers to each
other while the two stacks of N3000-series access switches form partners to MLAG peers in this architecture.
Each switch stack serves part of one floor of a campus building, which is aggregated by two 10GbE uplinks.
The N4064F aggregation layer switches easily scale and support up to 24 stacks of Access switches.
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Figure 26 Dell EMC campus aggregation and access switch topology with N4000s and N3000s

This architecture provides increased bandwidth by overcoming the limitation of spanning tree to block
redundant ports. The design is highly redundant in terms of both link failure and switch failure.

Important features and best practices
The following sections outline some of the features and guidelines to consider while designing a network.

Multi-switch Link Aggregation (MLAG)

In older network deployments, a LAG bundles redundant links between two switches. This allows the links to
appear as a single link in the spanning tree topology. The advantage is that all LAG member links can be in
the forwarding state allowing link failure recovery in milliseconds. This allows utilization of the bandwidth on
the redundant links. However, LAGs are limited to connecting multiple links between two partner switches,
which leaves the switch as a single point of failure in the topology.

Dell Networking MLAG extends the LAG’s bandwidth advantage across multiple Dell Networking Switches
connected to a LAG partner device. The LAG partner device is oblivious to the fact that it is connected over a
LAG to two peer Dell Networking Switches; instead, the two switches appear as a single logical switch to the
partner. All links carry data traffic across a physically diverse topology and in the case of a link or switch
failure, traffic continues to flow with minimal disruption.

MLAGS provide an Active-Active split aggregation deployment across two switches behaving as one. MLAG
creates a more resilient network with higher bandwidth capabilities.

Note: The peer link between peer switches requires configuration of a native VLAN to communicate keep-
alive messages. MLAG peer switches must be from the same vendor.

Dell Networking N-Series switches provide a very flexible MLAG feature that enables creation of multiple
topologies, such as those shown in Figure 27.
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Note: The topologies that follow are for informational purposes only and are not part of the Large Campus
deployment referenced throughout this reference architecture.
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2 partner switches

Figure 27 Examples of MLAG topologies

Note: For details on deploying MLAG on Dell Networking N-series switches, refer to the following white
paper: Using MLAG in Dell Networks.
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Figure 28 shows an example of MLAG configuration on the Core/Aggregation Switches (Dell Networking
N4064F):

feature vpc
vpc domain 1
peer-keepalive enable

interface port-channel 1

description "MLAG-Peer-Link"

spanning-tree disable

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093
vpc peer-link

exit

interface port-channel 17

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093
vpc 17

exit

interface Fol/0/1
channel-group 1 mode active
description "MLAG-Peer-Link"
exit

interface Tel/0/17

channel-group 17 mode active
description "MLAG-Partner-link"
switchport mode trunk

switchport trunk native vlan 100
exit

Figure 28 MLAG configuration

Note: Throughout this document, the configuration examples contain specific VLAN, IP, or Port Channel
numbers. These specific settings were used to validate the network in a lab setting. The numbers are
included in the examples to allow the reader to follow the configurations.

VLANs and VLAN routing

VLANSs offer a method of dividing one physical network into multiple broadcast domains. However, VLAN-
enabled switches cannot forward traffic between VLANSs by themselves. VLAN-to-VLAN communication
requires a Layer 3 switch/router. This architecture uses Dell Networking N4064Fs as aggregation switches to
handle all inter-VLAN routing activities, helping devices from two different VLAN segments to communicate.
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This reference architecture discusses the configuration of several VLANS to provide what a typical large
campus might need. Figure 29 shows an example of a VLAN configuration. For the full configuration of the

Dell Networking N4064F used in this example, refer to the attachment.

vlan 5-7,57,100,173

exit

vlan 5

name "Engineering"
exit

vlan 6

name "Finance"
exit

vlian 7

name "Guest"
exit

vlian 57

name "NMS"
exit

vlan 100

name "General"
exit

vlan 173

name "Lab"
exit

vlan 200

name “VoIP”
exit

interface vlan 5

ip address 10.1.5.1 255.255.255.0
exit

interface vlan 6

ip address 10.1.6.1 255.255.255.0
exit

interface vlan 7

ip address 10.1.7.1 255.255.255.0
exit

interface vlan 50

ip address 10.1.50.2 255.255.255.0
exit

interface vlan 57

ip address 10.1.57.1 255.255.255.0
exit

interface vlan 100

ip address 10.1.100.1 255.255.255.0
exit

interface vlan 173

ip address 172.25.173.145 255.255.255.0
exit

interface vlan 200

ip address 172.25.200.1 255.255.255.0
exit

Figure 29 VLAN configuration example for core/aggregation switches (Dell Networking N4064F)
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Spanning tree

To avoid network loops, enable MLAG on the aggregation layer switches. Links from the partner switch
behave as if the switch were lagged to one peer switch and are unaware of redundant links. To be safe and
prevent human error, enable spanning tree (RSTP). N-series switches support most standard spanning tree
protocols. Dell EMC recommends disabling spanning tree on MLAG peer links. MLAG-based solutions
support MSTP and RSTP but not RSTP-PV.

Virtual Router Redundancy Protocol

Virtual Router Redundancy Protocol (VRRP) eliminates the single-point-of-failure associated with static
default routes by enabling a backup router to take over from a master router without affecting the end stations
using the route. In this design, the end stations use a VRRP-defined virtual IP address as gateway.

VRRP also helps to create redundancy and greater uptime by using a secondary or backup L3 switch/router
failover configuration.

Note: If VRRP is enabled on a VLAN that has an MLAG port as its member, both VRRP routers become
VRRP masters operationally in the VLAN. This allows load balancing of the northbound L3 traffic on the
MLAG

In this example, VRRP is configured between both Core/Aggregation Layer switches (Dell Networking
N4064Fs) to provide for L3 redundancy in the event of any kind of default-route single point failure.
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Figure 30 provides an example of VRRP configured on the core/aggregation switches.

ip vrrp

interface vlan 5
vrrp 5

vrrp 5 mode

vrrp 5 ip 10.1.5.10
vrrp 5 accept-mode
exit

interface vlan 6
vrrp 6

vrrp 6 mode

vrrp 6 ip 10.1.6.10
vrrp 6 accept-mode
exit

interface vlan 7
vrrp 7

vrrp 7 mode

vrrp 7 ip 10.1.7.77
vrrp 7 accept-mode
exit

interface vlan 57
vrrp 57

vrrp 57 mode

vrrp 57 ip 10.1.57.10
vrrp 57 accept-mode
exit

interface vlan 100
vrrp 100

vrrp 100 mode

vrrp 100 ip 10.1.100.50
vrrp 100 accept-mode
exit

Figure 30 VRRP configuration on core/aggregation switches (Dell Networking N4064F)

Security and authentication
With 802.1X authentication, system user authentication takes place through an internal or external server.
Only authenticated and approved system users can transmit and receive frames over the port.

MAC-based authentication allows multiple supplicants connected to the same port to each authenticate
individually. For example, a system attached to the port might be required to authenticate in order to gain
access to the network, while a VolP phone might not need to authenticate in order to send voice traffic
through the port.

If the port is in the authorized state, the port sends and receives normal traffic without client-port-based
authentication. When a port is in an unauthorized state, it ignores supplicant authentication attempts and does
not provide authentication services to the client. By default, when 802.1X is globally enabled on the switch, all
ports are in Auto, meaning the port is unauthorized until a successful authentication exchange takes place.

Note: By default, all ports are in VLAN Access mode. Configure ports that use MAC-based authentication in
General mode
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In CRA configuration, enter the global and interface-specific/port-specific commands shown in Figure 31 for
each client port to be authenticated.

authentication enable

dotlx system-auth-control

aaa authentication dotlx default radius
radius-server host auth 10.1.100.128
name "Default-RADIUS-Server"

key "Delll234s"

exit

interface Gi2/0/33

spanning-tree portfast

switchport mode general

switchport general pvid 57

switchport general allowed vlan add 5,57
dotlx port-control mac-based

dotlx reauthentication

dotlx timeout guest-vlan-period 3

dotlx mac-auth-bypass

authentication order dotlx mab

exit

Figure 31 802.1X authentication on access switches (Dell Networking N3048)

Stacking

The Dell Networking N-Series switches include a stacking feature that allows up to 12 switches to operate as
a single unit. Stack switches of the same series with other members of the same series, that is, N2000 series
switches stack with other N2000 switches, N3000 with other N3000, and so on. N2000 and N3000 series
switches have two fixed mini-SAS stacking connectors at the rear. N400O series switches connect through
user ports located on the front panel.

Dell EMC strongly recommends keeping the stacking bandwidth equal across all stacking connections; that is,
avoid mixing single and double stacking connections within a stack.

Dell EMC also strongly recommends connecting the stack in a ring topology, as shown in Figure 32, so that
each switch connects to two other switches. Using this topology allows the stack to use a redundant
communication path to each switch. If a switch in a ring topology fails, the stack automatically establishes a
new communications path to the other switches. Switches not stacked in a ring topology may split into
multiple independent stacks upon the failure of a single switch or stacking link. Also, a best practice for added
resiliency is to connect uplinks from multiple stack members.
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Figure 32  Stacking in ring topology

The Nonstop Forwarding (NSF) feature allows the forwarding plane of stacked units to continue to forward
packets while the control and management planes restart as a result of a power failure, hardware failure, or
software fault on the stack master.

Note: Today’s stack-enabled switches do not support MLAG. MLAG and stacking features are mutually
exclusive.

The following document provides details about stacking on Dell Networking N4000 series switches: Stacking
Dell Networking Switches. Locate additional N2000 and N3000 stacking details in the 6.3
N-Series User Guide.
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The CRA configuration example includes stacks of N3048P and N3048 series switches. See Figure 33 for an
example configuration showing the stacking of POE, copper and fiber switches.

slot 1/0 2 ! Dell Networking N3024F
slot 2/0 1 ! Dell Networking N3024
slot 3/0 7 ! Dell Networking N3048P
stack

member 1 2 ! N3024F

member 2 1 ! N3024

member 3 5 ! N3048P

exit

Figure 33 Stacking on Dell Networking N3048 access layer switches

Quality of service
The quality of service (QoS) differentiated services (DiffServ) feature allows classification of traffic into
streams of certain QoS treatment in accordance with defined per-hop behaviors.

Class of service (CoS)

The CoS queuing feature lets users directly configure certain aspects of switch queuing. This allows
configuring the desired QoS behavior for different types of network traffic when traffic does not require the
complexities of DiffServ. Administrators can configure minimum guaranteed bandwidth and transmission rate
shaping at the queue (or port) level.

Dell N-Series switches have a total of 7 queues numbered O thru 6. Network control traffic commonly receives
the highest queue. Therefore, the first available queue for voice traffic is usually queue 5. Network
administrators should evaluate all network traffic and assign the appropriate DSCP and queue priority to each
traffic type. Figure 34 shows an example of N-series VoIP CoS:

configure
vlan 100,200
exit

voice vlan

classofservice trust ip-dscp
classofservice ip-dscp-mapping 46 5
cos—queue random-detect 0 1
cos—queue strict 5

interface Gi5/0/1
channel-group 2 mode active
exit

interface Gi5/0/2
channel-group 2 mode active
exit

interface Gi5/0/15
spanning-tree portfast
switchport mode general
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switchport general pvid 100

switchport general allowed vlan add 100
switchport general allowed vlan add 200 tagged
voice vlan 200

exit

interface port-channel 2

switchport mode trunk

switchport mode trunk allowed vlan 100,200
exit

Figure 34 VolP example configuration

Note: For more information on configuring VolP refer to the following:
Reliable Skype for Business Voice with Dell Networking Switches and Wireless
Quality of Service for Voice on Dell Networking N-Series Switches and W-Series WLAN Controllers
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Dell Networking OS 6.3 functionality enhancements

The Dell Networking OS has made several enhancements since the release of Dell Networking Campus
Switching and Mobility Reference Architecture 2.0. These enhancements can be directly applied to campus
networks to enable new features, topologies, or use cases.

Note: Customers can find details on new features within the Release Notes that are included in every
firmware release package. Firmware releases can be downloaded from the Drivers and downloads section
of the appropriate Product Support page at Dell EMC Support.

Key features in DNOS 6.2:
RADIUS Change of Authorization

DNOS 6.2 now supports a RADIUS CoA request for session termination. This reference architecture utilizes
Dell Networking W-ClearPass to manage policy and access to the network for all clients. Administrators can
now use the RADIUS CoA template to terminate sessions after a change of posture in the client. W-
ClearPass Onboard application can be used to monitor the client’s posture to provide greater security from
unauthorized changes to client devices.

Note: Customers can find the Deployment Guide titled ClearPass NAC and Posture Assessment for
Campus Networks at Dell TechCenter.

MLAG enhancements

DNOS 6.2 now supports topologies for mixed full-mesh LAG using MLAG and VLT. This allows for a pair of
VLT peers to be connected with a full-mesh LAG to a second set of MLAG peers. Customer now have greater
choice in implementing redundancy through this enhanced compatibility between VLT and MLAG protocols.

Single homed devices such as servers and appliances, which do not support multi-homing, were limited to
connecting through a partner switch. Single homed devices can now attach directly to one of the MLAG peers
when in an MSTP environment.

Note: Customers can find details in the Deployment Guide entitled Using MLAG in Dell Networks.
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Campus mobility architecture

Dell Networking provides a variety of products to help businesses large and small address their mobile
wireless infrastructure needs. This Reference Architecture shows how Dell Networking W-Series can be used
to deliver feature-rich mobile connectivity to users on the main campus, at remote branches and teleworkers.

Note: For more information on Dell W-Series Wireless Networking, refer to the Business Solutions page at
Dell Wireless Networking.

W-Series controller-based WLAN

At the heart of the mobile solution are Dell Networking W-Series mobility controllers and wireless access
points (APs). The controller is the central point of all wireless traffic providing access, policy enforcement,
security, and traffic monitoring for wireless users. The controller is also the key integration point for
W-ClearPass to provide policy enforcement, guest access, BYOD and with W-Airwave for network
management features of the WLAN.
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511 W-Series controller topology
The medium-to-large campus uses the tiered architecture with a core/aggregation layer and access layer as
described in Chapter 3, Campus Reference Design, and Chapter 4, Campus Switching Architecture. The W-
Series controllers reside on the core/aggregation layer to provide the most effective communication to the
entire network.Figure 35 shows the controllers.
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Figure 35 CRA 2.0 WLAN topology

Active LACP lags each controller to the peered Aggregation Switches using 10 GbE ports. This arrangement
provides the optimal resiliency and bandwidth for the wireless traffic.

The APs placed throughout a campus building connect to (and obtain power from) the N3000 stacked
switches, which typically reside in wiring closets. The PoE+ access switches included in each access stack
accommodate the APs located near wiring closets on each floor. The W-Series W-AP225 802.11ac Access
Points distributed on each floor of the building provide a high capacity wireless network.
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WLAN main campus configuration

WLAN design and controller configuration

The design and configuration of the WLAN falls into two major categories: access and security. Users expect
reliable access to the applications and resources needed to do their jobs. IT managers require that their
networks be secure and easy to maintain. The following basic example applies key features of both areas to
show how Dell Networking can satisfy campus-networking deployments.

Notes:

The configurations in the following sections are from the W-Series controllers running configuration, which is
also included as an attachment to this document. This section is not intended as a step-by-step guide for
configuring the W-Series controller. This document does not provide all settings.

Many of the configurations from the Standby controller are synchronized to those of the Master controller.
Some of the following configurations only show the configuration from the Master controller, as the Standby
configuration is identical. Those features that have significant differences show both configurations.

Master VRRP-based redundancy

WLAN networks are critical systems in today’s work environment. One of the main objectives of this
Reference Architecture is to provide reliable connectivity through failure-resistant features and topologies.

W-Series Controllers accomplish redundancy through High Availability and VRRP-based redundancy. Each
type of failover has its advantages, but this Reference Architecture uses VRRP-based redundancy to support
remote APs. Figure 36 shows the controllers and a representation of VRRP IP configuration.

Virtual IP: 10.1.100.3

ouonD oooo o000 wuooo
W-7210 Master W-7210 Master
IP: 10.1.100.11 IP: 10.1.100.12

Figure 36 VRRP IP configuration

The Reference Architecture utilizes two Master controllers, one active and one standby. Figure 37 shows the
CLI commands to configure the preferred Master for VRRP-based redundancy.

master-redundancy

master-vrrp 99

peer-ip-address 10.1.100.12 ipsec
04e416a543f7b1018c15£886a0b3d54cd9898e4ed7932291

vrrp 99
priority 120
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authentication password

ip address 10.1.100.3
description "Preferred-Master"
vlian 100

no shutdown

Figure 37 Configuring preferred master for VRRP

Figure 38 shows the CLI commands to configure the Standby for VRRP-based redundancy.

master-redundancy

master-vrrp 99

peer-ip-address 10.1.100.11 ipsec
9231d00ed£f8b5207e5b982f3¢ce710c3£f4b%a2c0al080e496
|
vrrp 99

authentication password

ip address 10.1.100.3

description "Backup-Master"

vlan 100

no shutdown

Figure 38 Configuring standby for VRRP

Centralized licensing

W-Series controllers feature the ability to use centralized licensing. This enables controllers to share a pool of
licenses installed on each controller in the network. This Reference Architecture only shows a single active
controller in operation at any given time. If a failure occurs, the standby controller uses the licenses installed
on the preferred Master. This feature reduces the cost of having to install licenses on the standby. Figure 39
shows the command to enable centralize licensing:

license profile
centralized-licensing-enable

Figure 39 Centralized licensing

Note: Refer to the AOS 6.3 User Guide at the Dell Networking Support Site for more information on
centralized licensing.

Topologies consisting of dedicated active and redundant standby controllers automatically set the primary and
backup licensing servers.

LACP and port channels

W-Series controllers connect to the Core/Aggregation Layer through 10 GbE DAC or Optical cable. Each
controller connects to both Dell Networking N4000 switch MLAG peers or to C-Series VLT peers. The MLAG
configuration of the two Aggregation Switches presents the switches to the controller as a single switch. Refer
to the Campus Switching Architecture section for more information on how MLAG enables reliable data traffic
in the presence of multiple failures.
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Figure 40 shows the CLI configuration for the connections to the aggregation layer. The Master and Standby
controllers’ configurations are similar to each other.

interface gigabitethernet 0/0/2
description "GEO/0/2"
trusted
trusted vlan 1-4094
switchport mode trunk
switchport trunk native vlan 100
switchport trunk allowed vlan 1,5-7,57,100
lacp group 2 mode active

interface gigabitethernet 0/0/3
description "GE0O/0/3"
trusted
trusted vlan 1-4094
switchport mode trunk
switchport trunk native vlan 100
switchport trunk allowed vlan 1,5-7,57,100
lacp group 2 mode active

interface port-channel 2
trusted
trusted vlan 1-4094
switchport mode trunk
switchport access vlan 99
switchport trunk native vlan 100
switchport trunk allowed vlan 1-172,174-4094

Figure 40 Configuration of controller-to-aggregation switches connection

5125 VLAN assignments

VLAN configuration and assignment is identical to that for wired switches in Chapter 4, Campus Switching
Architecture. As users connect to the network, policy enforcement applies their roles and assigns their
VLANSs. This reference architecture describes policy enforcement accomplished through W-ClearPass and
the W-Series Controllers.

CRA VLANSs separate traffic into the following pre-defined categories:

e VLAN 5 - Engineering VLAN

e VLAN 6 - Finance VLAN

e VLAN 7 — Guest VLAN

e VLAN 57 — Network Management and Windows Server VLAN
e VLAN 100 — Native VLAN and W-ClearPass
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Figure 41 shows the commands to configure and assign the VLANS:

vlan 5
vlan 6
vlian 7
vlian 57
vlan 100

interface vlan 100
ip address 10.1.100.11 255.255.255.0

interface vlan 1
ip address 10.1.1.3 255.255.255.0

interface vlan 57
ip address 10.1.57.4 255.255.255.0

interface vlan 5
ip address 10.1.5.4 255.255.255.0

interface vlan 6
ip address 10.1.6.4 255.255.255.0

interface vlan 7
ip address 10.1.7.4 255.255.255.0

Figure 41 Wireless controller VLAN configuration
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DHCP

This design configures the DHCP server within the W-Series controller. Figure 42 shows the DHCP
configurations for each subnet.

Note: The configuration and location of the DHCP server in this reference architecture supports the
validation of the architecture. Best practice is to utilize an external DHCP server. IT managers can deploy
their own DHCP server solution that satisfies their specific requirements and preferences.

ip dhcp pool Guest

default-router 10.1.7.77
dns-server 10.1.57.127
domain-name cra.lab

lease 1 0 0 O

network 10.1.7.0 255.255.255.0
authoritative

i
ip dhcp pool Eng

default-router 10.1.5.10
dns-server 10.1.57.127 172.25.10.1
domain-name cra.lab

lease 1 0 0 O

network 10.1.5.0 255.255.255.0
authoritative

1

ip dhcp pool Finance
default-router 10.1.6.10
dns-server 10.1.57.127 172.25.10.1
domain-name cra.lab

lease 1 0 0 O

network 10.1.6.0 255.255.255.0
authoritative

1
ip dhcp pool CRA

default-router 10.1.100.3
dns-server 10.1.57.127 172.25.10.1
domain-name cra.lab

lease 1 0 0 O

network 10.1.100.0 255.255.255.0
authoritative

i

service dhcp

Figure 42 DHCP configurations

WLAN access point groups

Deployed APs receive provisioning when included in AP Groups. An AP Group is a set of configurations that
contain the profiles defining how each AP in the group operates. Each AP can only be assigned to one AP
Group. This Reference Architecture contains a single AP Group named CRA_Employee.
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Many of the settings within the AP Group in this Reference Architecture are kept as default. These include the
RF Management, AP interface, Regulatory Domain, QOS, and IDS settings. You can change these default
settings to suit your IT organization without affecting the interoperability of the features used in this reference
architecture.

The AP Group CRA_Employee includes the following configurations:

e ap-group
e wilan virtual-ap
e wlan ssid profile
ap-group
Figure 43 shows the top level ap-group setting, which defines two virtual APs — one for employee access,
CRA_Employee, and another for guest access, CRA_Guest-vap_prof.

ap-group "CRA Employee"
virtual-ap "CRA Employee"
virtual-ap "CRA Guest-vap prof"

Figure 43 AP group settings

Note: The “vap_prof” extension on the guest access virtual-ap variable is automatically appended when the
administrator uses the AP wizard within the web GUI. The appended text identifies the type of setting and
can be useful when reviewing the text-based configuration file.

wlan virtual-ap
Figure 44 shows the wlan virtual-ap settings, which associate the profiles defined for SSID, AAA, and define

the VLAN assignment users receive when connecting to the virtual APs.

wlan virtual-ap "CRA Employee"
aaa-profile "CP_dotlx profile"
ssid-profile "CRA Employee"
vlan 100

|

wlan virtual-ap "CRA Guest-vap prof"
aaa-profile "CP_Guest profile"
ssid-profile "CRA Guest-ssid prof"
vlan 7

Figure 44 WLAN virtual AP settings
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wlan ssid-profile

Figure 45 shows the wlan ssid-profile settings that define the ESSID and the authentication/encryption used
for each WLAN. This architecture uses WPA2-AES for 802.1X on the Employee SSID, while the Guest SSID
is open.

wlan ssid-profile "CRA Employee"
essid "CRA Employee"
opmode wpa2Z-aes

wlan ssid-profile "CRA Guest-ssid prof"
essid "CRA Guest"

Figure 45 WLAN SSID profile settings

51.2.8 WLAN security — AAA

W-Series controllers contain the profiles, user roles and authentication settings to enable the policy
enforcement for all wireless users. In this reference architecture example, the W-Series controller utilizes W-
ClearPass as its authentication server. A partial list of other acceptable sources of authentication servers
includes RADIUS, AD (Active Directory), LDAP (Lightweight Directory Access Protocol), and TACACS.

User roles are groups of firewall policies that are assigned based on the status and attributes of the user and
device accessing the network. The W-Series controller contains the user roles, while the W-ClearPass policy
manager assigns them.

This section shows the configuration of the W-Series controller. To get the entire picture of user evaluation
and user role assignment, refer to Section 5.3, W-ClearPass Access Management.

aaa server settings
The aaa server settings example in Figure 46 shows the profile and server configurations to set W-ClearPass
as the 802.1X and RADIUS servers:

aaa authentication dotlx "cra-CRA Employee"
timer reauth-period 32400
max-requests 2
timer wpa-key-period 3000
timer wpa2-key-delay 100
timer wpa-groupkey-delay 100
reauthentication
aaa authentication-server radius "cra-CRA Employee"
host "10.1.100.128"
key 0a6efcd607907850baz2ea65c0a9ccffb6c2ae8fal8960dae2
nas-identifier "CRAcontroller"
nas-ip 10.1.100.3
mac-lowercase

Figure 46 aaa server settings
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dotlx aaa profiles, user roles, and access lists

Figure 47 shows the assignment of the CRA_Employee SSID to the aaa profile CP_dotlx_profile described in
the wlan virtual-ap section. Figure 47 also shows the profile. Note the initial-role setting under the aaa profile.
When a user logs into the network, they receive their initial-role assignment, limiting their access until they are
authenticated. In this example, the initial-role is CRA_Employee-logon.

aaa profile "CP _dotlx profile"
initial-role "CRA Employee-logon"
authentication-dotlx "cra-CRA Employee"
dotlx-server-group "clearpasscra"
radius-accounting "clearpasscra"
radius-interim-accounting
rfc-3576-server "10.1.100.128"

user-role CRA Employee-logon

vlan 100

captive-portal "CRA Employee"

access-list session ra-guard

access-list session CRA Employee-logon-control

access-list session CRA Employee-allow-external-captive-portal
access-list session CRA Employee-allow-google-play

access-list session CRA Employee-captiveportal

ip access-list session CRA Employee-allow-external-captive-portal
user host 10.1.100.128 svc-http permit
user host 10.1.100.128 svc-https permit
user alias CRA Employee-allow-external-captive-portal svc-http permit
user alias CRA Employee-allow-external-captive-portal svc-https permit

Figure 47 Dotlx aaa profiles, user roles and access lists

Further examination of the CRA_Employee-logon, shows an access list for an external captive portal. This
example is part of a BYOD configuration, where devices that have not been provisioned are directed to a
portal that enables a certificate to be installed. The provisioning feature used is part of W-ClearPass Onboard,
which will be discussed in a later section. Note that the access list for the external captive portal only allows
specific traffic to the W-ClearPass server.

There are several profiles, user-roles, and firewall rules that enable the features discussed in this reference
architecture. They can be seen in the controller configurations attached to this document.

Controller configuration for remote APs in a branch site

The objective is to have the Remote Branch site be an extension of the Main Campus; that is, providing the
same type of access to Branch Office users as if they were in the Main Campus. This Reference Architecture
contains a remote Instant Access Point solution. To enable the users at the remote site to access resources
located at the corporate site, a VPN is established between the Instant AP and the W-Series controller.
Figure 48 shows the VPN connection. The VPN tunnel is established across the WAN (Internet), through the
firewall using NAT, and then routed by the Aggregation Layer to the controller. Depending on the size of the
Remote Branch, one or more Instant Access Points and scalable number of wired ports will be required.
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Figure 48 VPN connection from remote branch office to the main campus

In this example, the VPN IPsec parameters, roles, and profiles are all kept at the default settings. No explicit
configuration is required except for the access points establishing a VPN connection to be added to the
Remote AP Whitelist in the Mobility Controller on the Main Campus.

Figure 49 shows the AP’s MAC addresses added to the Remote AP Whitelist. The IP address for the VPN
termination is set to 0.0.0.0 to enable an address pool to be utilized instead of static addresses.

Wireless = AP Installation > Whitelist

Provisioning | Provisioning Profile | Whitelist

Whitelist Campus AP Remote AP <<Status
Number of Entries: 3 Search
AP MAC Address User Name AP Group AP Name Description Revoked IP-Address
00:0b:86:8f:74:fb CRA_Employee 00:0b:86:8f:74:fb 0.0.0.0
18:64:72:c6:2e:94 default IAPZZES 0.0.0.0
Meaw Purge
1 |1-20f 3

Figure 49 Remote AP whitelist

Figure 50 shows the configuration of the address pool.

|ip local pool "rappool" 10.1.100.82 10.1.100.84
Figure 50 Address pool
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Network management

Figure 51 shows setting up the SNMP community strings for both Open Manage Network Manager and W -
Airwaves as required by the Network Management solution. Additionally, W-Airwave requires a specific server
IP setting.

syslocation "austin-rr-campus"
syscontact "abc@dell.com"
snmp-server community "testl123"

snmp-server enable trap
snmp-server host 10.1.57.100 version 2c testl23 udp-port 162

Figure 51  SNMP community strings

W-Series Instant Access Point — remote deployments

W-Series Instant Access Points provide enterprise level features through a built-in virtual controller. W-Instant
Access Points feature an easy to use interface with minimal IT deployment interaction. These products are
able to fulfill many of the IT manager’s requirements in any campus setting. This Reference Architecture
focuses on using W-Instant at remote sites or with teleworkers.

Replicating corporate resources is cost prohibitive, or not feasible due to the nature of the data and services
that need to be accessed. W-Instant can provide workers at these remote sites access to all the corporate
resources at the main facility. The next two sections describe Dell Networking's two options to help solve the
IT manager's requirements at remote sites.

W-Series Instant Access Point networks

In the case of a remote site, where maintaining a separate managed wireless network and a connection to the
main corporate building is required, a W-Instant Access Point can be used. W-1APs are full featured APs that
contain virtual controller technology built into each AP. When W-IAPs are used together on the same subnet,
they form clusters where a single IAP will assume control as the Master Virtual Controller. W-1APs are an
easy way to deploy and scale at such sites.

W-1APs contain a VPN that can be terminated at a W-Series controller located within the main campus. The
master virtual controller will establish a single VPN connection to the controller. This Reference Architecture
uses this VPN mechanism to allow users at the remote site to access resources within the main corporate
site. Key resources such as W-ClearPass and Active Directory can be used through the VPN connection.

Instant configuration examples can be seen by accessing the attachment titled, Dell Networking W-Instant
Configuration.

W-Series Instant Access Points for teleworkers

Teleworkers require the same access to corporate resources that their co-workers have on the corporate
campus or branch offices. The growing trend of employees or contractors working from their home offices
makes this an important use case.
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A historical solution was to install a VPN client on the user's PC and their mobile devices and maintain a VPN
infrastructure at the offices. Dell Networking W-Series provides a solution that is easier to deploy and does
not require finding VPN software for the different device types, while providing a full context-aware user policy
managed solution.

W-Instant products provide an excellent solution to provide teleworkers with the same network access in their
home or while traveling. IT managers can use W-Instant products to significantly simplify and reduce
resources needed to manage and distribute access points to teleworkers.

W-Series controllers have an ability to manage APs at remote sites across the WAN. IPsec tunnels are used
for control traffic and the remote APs act very similar to APs within the local campus. The same SSIDs and
setting used for campus APs are available to the Remote APs.

Traditional APs and W-Instant APs have the ability to operate as controller based remote APs. However, the
W-Instant APs have an advantage in the ease of setup and deployment at the remote site. Since the W-IAP
can boot and become operational through its Instant Software without expert IT assistance, this enables
teleworkers to deploy a remote AP without a physical IT presence.

When a W-IAP is taken from its box, all that is needed is an AC power connection, and a wired network
connection to a cable/internet modem. Simple, easy to follow instructions are included in the box. With
additional instructions from the teleworker’s IT department on converting the W-IAP to a remote AP, the
teleworker can have corporate network access in no time.

In this Reference Architecture, the W-IAP155 is used as a teleworker solution, and it provides both wired and
wireless connectivity at the teleworker's location, including POE Sourcing ports if needed. For a travelling
user, the IAP can be plugged into a hotel's Ethernet port and turn the hotel room into a fully policy managed
office.

An example covering the Conversion of a W-IAP into a Remote AP can be seen by accessing the attachment
titled, Dell Networking W-Instant Configuration.

W-ClearPass Access Management

Dell Networking W-series ClearPass is a powerful solution for policy management, BYOD, and Guest access.
It integrates seamlessly with the W-Series controller-based products and W-Instant Access Points. In this
section, several examples are presented to show how W-ClearPass can be used to provide access to
network resources, to the approved personnel, using IT approved devices.

W-ClearPass Policy Manager

Dell Networking W-ClearPass Access Management appliance is divisible into several modular pieces. The
base of the system is the ClearPass Policy Manager (CPPM). This is the main module that holds the
administrative server settings, RADIUS and other built-in databases, and the configured services.

W-ClearPass services are containers that hold the Identification, Authentication, Authorization, Role Mapping,
and Enforcement policies to accomplish a policy management task. Some examples of services include
802.1X, MAC Authentication, and Web Authentication.
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Figure 52 shows the templates that W-ClearPass provides for administrators for many of the most common
service types. These templates include all the basic settings typically used for a particular service.

Configuration » Service Templates

Service Templates

802.1X Wired

202.1¥ Wired Access Service Template

802.1X Wireless

202.1% Wireless Access Service Template

(1)

Dell W-Series 802.1X Wireless

Dell W-Series 802.1X Wireless Access Service Template

Dell VPN access with Posture checks

® @ ¢

Dell VPN access with Posture checks Service Template

ClearPass Admin Access (Active Directory)

Service template for access to CPPM administration console (Active Directory users)

e

ClearPass Admin 550 Login

SAML-based Single Sign-On (550) access to CPPM, Insight, Guest and Operator screens via external Identity Provider.

&

EDUROAM service

Service template for roaming users to connect to campus networks that are part of the edurcam federaticn

&
E

Guest Access - Web Login Pre-Auth

Service for login credential check at the Guest captive portal

w B

Guest Access

o Service for guest access via captive portal (non-802.1x%)

=

Figure 52 W-ClearPass service templates
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Once a service has been configured it is placed into an ordered list. Authentication requests from Network
Authentication Devices are evaluated starting at the top of the Services list and moving to the bottom, as
Figure 53 shows.

Configuration » Services

Services ¥ Add Service
& Import Services
Services have been reordered successfully o EXpOrt Services
Filter:| Hams ¥ || contsins ¥ + “ Show |20 ¥ |records
# Order &  Name Type Template Status
. L [SPEor!j;:c-,;E;ﬂanagEr Admin Metwork Legin TACACS TACACS+ Enforcement @
2. 2 [AirGroup &uthorization Service] RADIUS RADIUS Enforcement | Generic | e
=2 = [Aruba Device Access Service] TACACS TACACS+ Enforcement -
&4, 4 [Guest Operater Logins] Application DELL W-Series Application Authentication ]
o 5 Instant CRA OnBeard Onbeard Provisiening RADIUS DELL W-Series Wireless e
&, [} CRA OnBoard Onboard Provisioning RADIUS DELL W-Series Wirzless 2]
7. 7 CRA OnBoard Onboard Autherization RADIUS RADIUS Enforcement | Generic | e
8. 2 Guest Guest MAC Authentication RADIUS MAC Authentication -
9. ] Guest Guest Access With MAC Caching RADIUS RADIUS Enfarcement | Generic | -
10,3 10 Instant Guest Access With MAC Caching RADIUS RADIUS Enforcement | Generic | @
11, 11 CRA MAC Auth far wired RADIUS MAC Authentication -
12.| 3 12 CRA OnGuard WEBAUTH web-based Health Check Only e
1 B2 13 AP Guest Access - in progress RADIUS RADIUS Enforcement [ Generic } @
i4.(0] i4 Simple AD 802.1% Wireless - in progress RADIUS 802.1% Wireless =]
Showing 1-14 of 14 =8 | Copy || Export || Delete

Figure 53 ClearPass services list

Figure 54 shows the first section of the server configuration screen. This section contains the basic settings
for the W-ClearPass server, including network settings and joining a Windows Active Directory domain.

Dashboard Ll Administration » Server Manager » Server Configuration - clearpasscra

[= Monitaring Ll Server Configuration - clearpasscra (10.1.100.128)

+ Configurstion

. Adrsirisbration Services Control Service Parameters System Monitoring Network
-
- Hostname clearpassora
% Users and Privileges e
Fadmin Users Palicy Manager Zane default ¥

Fadmin Privileges Enable Profile:

Enable Insight

# Enable te allow this server to perform endpaint classification
A Server Manager

Py o=rver Configuration
#*Log Configuration
#Local Shared Folders
#Licensing

# Enable Insight on this server

Management Port:
10.1.100.128

Data/External Port:
IP Address:
Subnet Mask

# External Servers Default Gateway: 10.1.100.50

FSMNMP Trap Receivers

DNS Settings: Primary Secondary

#*Bysleg Targats 1P Addrass 10157127
#Sysleg Export Filters
#*Messaging Setup AD Domains:
#*Endpaint Cantext Servers Domain Controller NetBIOS Name Action

¢ Certificates 1 CRALAR CRA m

Dicticnaries

% Agents and Software Updates
#0OnGuard Settings
FOnGuard Portal
FSoftware Updates

Figure 54  Server configuration screen
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W-ClearPass Policy Manager licensing capacity varies according to the appliance model purchased. W-
ClearPass (Onboard, OnGuard, and Guest) operation and client service requires licensing for those add-on
features, as Figure 55 shows. Generally, the number of endpoints determines required licensing.

Note: For more information on W-ClearPass licensing refer to the W-ClearPass User’s Guides at Dell EMC'’s
Support Site

Administration = Server Manager » Licensing
Licensing 4 Add License

Cluster License Summary

License Type Total Count Used Count Updated At

Policy Manager 500 4 2014/04/14 03:07:02
o ClearPass Enterprize 125 i 2014,/04/14 03:07:02
3 WorkSpace 25 u] 2014/04/14 03:07:02

Mote: The license count for ClearPass Enterprise and WorkSpace is inclusive of 25 endpaints sach, for every CPPM node.

Figure 55 W-ClearPass Licensing screen

Monitor the network through the W-ClearPass Policy Manager, as Figure 56 shows. The W-ClearPass Policy
Manager contains user-friendly interfaces to track the status of predefined categories. Change the Dashboard
(located on the far left of Figure 56) using a simple drag and drop action.

;r-l-, Deshboard
: All Requests o
@ All Requests
Trend all Bolizy Mamager requesic o
a0
Health Status fw
'|' Trand Healthy and Unheaithy T o
requests -
kol
. Authentication Status ieap  IsApr  leApr | mapr | 22apr
m] Trend Sussessful and Failsd Tune
s = B 1AL Requestg
54 Latest Authentications
Latest Authentications
Authentication Status C
i M o
i+ Device Category H 5
Divice Categores L < |”5|ght ‘w
Advanced Analytics, In-depth Reporting, Compliance & Regulation % ‘
&+ Device Family b £
Device Family | | %! Guest i ﬁw o
Guesr Mansgement 2 LApe Ie-apr 18Apr 20Aps
Time
?‘_‘r Onboard + WorkS pace [ [Failed Requestal T (Successul Requests] |
Device Provisioning, Mobile Device and Application Management
Failed Authentications e Service Categorization e
User Service Name Timestamp i
f02765f2d%72 Guest Guest MAC Authentication 2014/04/21 10:04:15
3433baZd6az3 G Authentication 2014/04/21 03:46:03 i i
Z423bazdea=3 Suthentication Z014/04/21 08:36:32 o
Alarts cc226114b28c Guast Guast M: thentication 2014/04/18 05:14:53 a
Latzst derts v | |=3423bazd6a=3 Guast Guest MAC Authentication 2014/04/17 07:05:22 B i 5 G GRS Gl ard FOvRISIERE
=] Menitaring ° W Guest Guest Access With MAC Caching
- B Guest Guest MAC Authentication
. Configurstion °
T Admiinistration o

Figure 56 W-ClearPass Policy Manager window
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W-ClearPass has extensive graphical and logging abilities to monitor every authentication request. Figure 57
shows the Endpoint Profiler.

Maonitoring = Live Monitering » Endpoint Profiler
fosiecen “  Endpoint Profiler
= Live Menitering
#access Tracker Change View
& accounting
#onGuard Activity
B analysis & Trending

Total Devices Smartdevices Computers L Unmanaged Devices

Endpoint Profile: i - ! 3 r £
S\.-sm Manitor Device Category Device Family Device Name
& Audit Viewer SmartDevice (5} . - Android (4) . - Bamsung Android (2}
& Event Viewer Gl (1 Apple (1) Android (1)
AsusTek Android (1)

& Data Filters

[ Secarbwvioe & Gompume

[ Semmins Aediad & Andioid @ Aol Andocad]

Change Selection ® Mark Known @ Mark Unknown @ Mark Disabled

# i MAC Address & Hostname Category 05 Family Status
1..| 3423baZd6asl SmartDevice Android Unknawn
2.| } 3423bacd4s1f SmartDevice Android Unknawn

Showing 1-2 of 2

Figure 57 Endpoint Profiler window

W-ClearPass applications

W-ClearPass Applications enable key features and policies of the Policy Manger. This reference architecture
describes and validates Onboard, Guest, and OnGuard.

W-ClearPass Onboard for employee personal devices
The Onboard application within W-ClearPass enables IT managers to provide a BYOD service to their users.
Onboard helps to configure and provision the most popular devices and operating systems on the market.

The key advantage to Onboard is the ability to use W-ClearPass and its built-in certificate authority. By
providing a self-service portal and application to provision the device, users obtain network access without a
complicated IT process.

This reference architecture validates Onboarding through both the W-Series controller based and Instant
WLAN products. Users experience the same Onboarding process whether they are at the main campus or at
a remote site. In addition, users who register their device at one site do not have to re-register it at another
site.

The attachment entitled, Dell Networking W-ClearPass Configuration shows configuration examples for both
W-ClearPass Policy Manager and Onboard.
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W-ClearPass Guest

The Guest application within W-ClearPass enables IT managers to provide a Guest-access solution to visitors
on their campus. W-ClearPass Guest allows for a safe and effective way for IT administrators to control
network resources with minimal IT resources.

W-ClearPass Guest provides many options to the IT Manager. Guests’ approval credentials come from a
Guest Administrator, who is typically located at the front desk or reception. IT managers can also allow for a
guest self-registration portal, with automatic or sponsor initiated approval.

This reference architecture validates guest access through both the W-Series controller based and Instant
WLAN products. Users experience the same Guest access process whether they are at the main campus or
at a remote site.

The attachment titled, Dell Networking W-ClearPass Configuration contains onboarding examples and shows
configuration examples for both W-ClearPass Policy Manager and Guest.

W-ClearPass OnGuard

The OnGuard application within W-ClearPass enables advanced posture assessments and health checks of
devices that are on the network, or requesting access to the network. OnGuard can be used as a persistent
application or as a dissolvable agent used at the time of network access.

With the release of Dell Networking OS 6.2 on N-Series, RADIUS CoA can now be used with OnGuard to
enable posture checks on wired clients. Any undesirable change to the health or posture on a client using the
persistent application will trigger a re-authentication. The client can then be redirected to the appropriate
quarantine VLAN until the issue is resolved.

Note: Additional content on OnGuard can be found in the Deployment Guide titled ClearPass NAC and
Posture Assessment for Campus Networks at Dell TechCenter.
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6 Campus Network Management System

6.1 OpenManage Network Manager

Dell Networking OpenManage Network Manager (OMNM) is Dell Networking’s Tier 1 Network Management
System (NMS) solution for all datacenter, campus and branch large-group switches. OMNM also provides
seamless management for whole-campus networks. OMNM makes it easy to automate labor-intensive tasks
while monitoring and managing the entire Dell Network-Switching infrastructure. A major benefit of OMNM is
that it also has the capability to manage 3 party network devices from Cisco, HP, Juniper, Aruba, Brocade
and hundreds of other devices.

OMNM centralizes management for Dell Networking environments by providing discovery, monitoring,
reporting and configuration management for the entire Dell Networking family of products.

OMNM provides the following advantages:

¢ Automates the discovery of network devices, and provides detailed information on the devices and
their connectivity, including the ability to draw physical and logical topology maps.

e Provides the ability to easily configure and manage groups of Dell Network devices. OMNM can make
configuration changes and firmware deployments to multiple devices in one operation as well as
schedule many network operations ahead of time.

¢ Enables the network administrator to monitor the health and performance of their Dell Network,
allowing the creation of dashboards to capture important events and trends, displaying them over
time.

e Helps reduce Total Cost of Ownership by proactively monitoring for network problems, automating
common configuration actions and enabling easy firmware deployment, thus allowing network
administrators to focus on more critical activities.
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Dell OpenManage Network Manager automates a wide range of tasks and takes the complexity out of many
administrative activities. First, a resource discovery wizard helps simplify discovery of IP-based network
elements and presents them in the Managed Resources pane, as Figure 58 shows. Wizards also automate
discovery of network devices, providing detailed device information and customized reports, as Figure 58
shows. Administrators can use these reports to create network topology maps.

ML SRENMANASENERVERCMANAGER Help Add ¥ Manage¥ Goto ¥ Administrator Sign Out 1

& Managed Resources £+ X
Home R
Performance @| /| fa| @ search €
Network Status Name~ IP Address Vendor Model Firmware Version Software Version
Resources
u Responding N4064F - Aggregation 10.1.57.2 DellInc. Dell Networking N4064F  R.1.13.1 R1.131
Alarms |4 Responding N4064F - Aggregation ... 10.1.57.1 Dell Inc. Dell Networking N4064F  R.1.13.1 R.1.13.1
Reporls (V] Responding N3024F - Access Sta.. 10.1.57.6 DellInc. Dell Networking N3024F  6.0.0.2 6.0.0.2
u Responding N3024F - Access Sta...  10.1.57.7 Dell Inc. Dell Networking N3024F  6.0.0.2 6.0.02
Network View {4 Responding Controller SSW-7240  10.1.57.5 DellInc. PowerConnect W-724... | 6.3.1.2 (41362) 6.3.1.2 (41362)
Traffic Flow u Responding CRAContoller - W7210... 10.1.57.4 Dellinc. PowerConnect W-721...  6.3.1.2 (41362) 6.3.1.2 (41362)
Discover
Admin T == =
== Ports |Context: N40 Aggregation Switch 2| 4 ProScan F+ X
(7] 7 | S Search (7] 7 | S Search
Namea~ Port Type State Name~  Target(s) Overall Compliance Monitored Scheduled
! Fo1/0/1 40 Gigabit Ethernet Port | |
W Fo1/0r2 40 Gigabit Ethernet Port €3 No data is available to display
= Tet/0/ 10 Gigabit Ethernet Op... €
= Te1/02 10 Gigabit Ethernet Op... &)
» Te1/013 10 Gigabit Ethernet Op... &)
) Te1/0/4 10 Gigabit Ethernet Op... &) == Network Tools & x
Kae@ 222 rm
@ Network Tools lets you invoke a variety of existing tools on a device without
.| Search by IP or Mac Address F X having the device discovered. Before any tools can be executed you must enter
My Alerts == sl Colleagues (|

Figure 58 OPNM Managed resources and Ports window
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Hoima Reports F+ X
Performance e/ Search
Report Name~ Report Template Title Type
Resources
User Login Report / Last 30 Days || User Login Template User Login Report Standard
Alarms Subnet Report | ] Subnet Template Subnet Report Standard
Repons Software Change Report _| Software Inventory Change Template Software Inventory Change Report Standard
Primary Contact Report | | Contact Template Primary Contacts Standard
Network View Port Report || Port Template Port Inventory Report Standard
Traffic Flow NetConfig Restore Status Report | | NetConfig Restore Template NetConfig Configuration File Restore Stat... = Standard
K @z 24
Discover
Admin Report Templates F+ X
o & @ Search
Template Name v Description Type
User Login Template User Login Reporting Template Table
Subnet Template Default Template for Subnets Table
Software Inventory Change Template Default Template for Software Inventory changes Table
Port Template Default Template for Ports Table
Netconfig Backup Template Default NetConfig Backup Template Table
NetConfig Restore Template Default NetConfig Restore Template Table
Wa@ 2 2 45 »m
& Dashboard Views F+ X
My Alerts e ol Colleagues

Figure 59 OPNM Customized reports window
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After device discovery, administrators can view the managed resources and alarms, as Figure 60 shows.
These are available at a glance from the OpenManage Network Manager console providing quick access to a
menu of management actions. By clicking on a network switch, administrators can easily view details such as
performance alarms, processor and memory utilization, and learned Media Access Control (MAC) addresses.
These details also include an audit trail of configuration changes. Active performance monitors enable
network administrators to track network health and performance of their network. The monitors allow for the
creation of dashboards to capture important events and trends over time, as Figure 60 shows. A traffic-flow
analysis feature enables administrators to get detailed information on the bandwidth consumption of key
users, applications and devices.

ML OPENMANAGENEFWORICMANAGER Help Add ¥ Manage¥ Goto ¥ Administrator Sign Out
Home ¥ Managed Resources &+ X @ Quick Navigation F X
Performance @| /| M| i search € ~ Resource Discovery
Network Status Name~ IP Address Vendor Model : s =
Resources : Find your inventory
u Responding SS-W-7240.10.1.57.5 10.1.57.5 DellInc. PowerConnect W-7240 and assets fast and
Alarms 4 Responding N4064F - 10.1.57.2 10.1.57.2 DellInc. Dell Networking N40S4F easy =
-
(V] Responding N4064F - 10.1.57.1 10.1.57.1 DellInc. Dell Networking N4064F = A
Reports » Link Discovery
(V] Responding N3024F - 10.1.57.7 10.1.57.7 Dell Inc. Dell Networking N3024F
Network View [ Responding N3024F - 10.1.57.6 101576 Dellinc. Del Networking N3024F » Backup Config
- "4 Responding CRAContoller.10.1.57.4 10.1.57.4 DellInc. PowerConnect W-7210...
Traffic Flow V] » OS Image Upload
Discover » Deploy OS Image
Admin 4 Alarms £+ x » License
WIanagement
e £
4 >
2t Announcements F+ X

Showing: £ All Alarms (click on chart slice to filter) - Total Unique Alarms: 2

{ IHE Manage Entries

My Alerts 0 S Colleagues

Figure 60 OPNM Managed Resources and Alarms window
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Figure 61
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Note: For additional information on OMNM refer to the following publications -
OpenManage Network Manager WIKI

Dell OpenManage Network Manager User Guide 6.1

Dell OpenManage Network Manager Installation Guide 6.1

Dell OpenManage Network Manager Release Notes 6.1

Dell OpenManage Network Manager Quick Start Guide 6.1
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http://en.community.dell.com/techcenter/networking/w/wiki/4878.openmanage-network-manager.aspx
http://downloads.dell.com/Manuals/all-products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/dell-openmanage-network-manager_Administrator%20Guide8_en-us.pdf
http://downloads.dell.com/Manuals/all-products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/dell-openmanage-network-manager_Administrator%20Guide9_en-us.pdf
http://downloads.dell.com/Manuals/all-products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/dell-openmanage-network-manager_Concept%20Guide_en-us.pdf
http://downloads.dell.com/Manuals/all-products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/dell-openmanage-network-manager_Administrator%20Guide7_en-us.pdf

6.2 W-Airwave

Dell Network W-Series Airwave is a network management product designed to provide deep visibility and
configuration for the entire Dell W-Series WLAN portfolio. W-Airwave is a powerful tool to enable both device
management and network monitoring of traffic and clients. This section shows many of the features and
benefits W-Airwave provides in the campus environment.

6.2.1 W-Airwave interface

Administrators access and configure W-Airwave through the web GUI. Administrators can see an overview of
the network from the home page of W-Airwave, as Figure 62 shows.

POWERCONNECT W-SERIES AIRWAVE ; - Support
¥ New Devices: 0 4 Up:6 WDown: 0 FEMismatched: 0 @ Rogue: 50 § Clients: 7 MW Alerts: 5
o ~|
Groups APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
Firevall RF Performance RF Capacity®®= Network Deviations Search Documentation License User Info
TmeRange:[2h 1d 1w 1y Custom
Clients WLANs ~ | Max |Avg |l Usage WLANs ¥ | Max [Avg | [sall

Monitoring Status Configuration Compliance Alert Summary
Type a Last 2 Hours Last Day Total Last Event
AMP Alerts 0 0 5 4/13/2014 3:00 PM
0 0 8 4/13/2014 4:57 PM
sues 4 5 36 4/15/2014 8:58 AM

Quick Links
- Go to folder - v
au 100. & 0 Good 50. % - Go to group v
P g O Audit Disabled 33.3% View a o
@ Down 0.0 O Unknown 16.7% - View Latest Reports- ¥
@ Mismatched 0.0 - Common Tasks - v
W 0 of 6 devices are Dovin % 0 of 6 devices are Mismatchad

Figure 62 W-Airwave home page
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Administrators group network devices into any category that they prefer. Folders enable administrators to
separate devices into groups to better monitor specific portions of the network. Figure 63 shows the status
view for a group of controllers and APs:

" ONMNECT Support
og out zdmin
3 New Devices: 0 4 Up: 6 WDown: 0 FEMismatched: 0 @ Rogue: 50 @ Clients: 7 W Alerts: 5 I
. o -|
Home Groups Client=  Reports  System  Device Setup  AMP Setup  RAPIDS  VisuslRF
Mew Up  Down  Mizmatched  Ignered
Days Remaining: 62
Folder: Top (46 Devices)  Expand folders to show all APs/Devices  Go to folder: [ Top (4/6 Devices) v Default Expansion
Default Folder: -
M Total Devices: 4 4 Up: 4 WDown: 0 75 Mismatched: 0§ Clients: 6 @ Usage: - # VPN S=
Time Range: f 2h 1d 1w 1y Custom
Clients WLANs * | Max [Avg ||l Usage WLANs * | Max [Avg | [aell
@ 7eta In
%, Modify Devices
1-4 v of 4 APs/Davices Page 1w of 1 Reset fiters Choose columns  Export CSV
Device Status w Detailed Status w  Upstream MNotes APs Clients Usage VPN Sessions Uptime Configuration = w  Dell PowerConnect W AP Group

% 3 2 Up OK = = 1 =i ldey18hrs 17 mins @ - CRA_Empk

Y Up oK . 5 - - 33 mins @ -

% by Up oK (] 0 -0 iday 1B hrs Wmins @ Unknown

%, up oK ] & -0 1dsy18hrs 20 mins @& Good

i-4w of 4 AP/ 25 Page 1 wofl Resst fiters

Alert Summary =t 4/15/2014 3:13 AM
Last 2 Hours | Last Day | Total | Last Event

4{13/2014 3:00 PM
4{13/2014 4:57 PM
4/15/2014 8:58 AM

Figure 63 W-Airwave status view
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A client’s status is also a key feature of W-Airwave. Administrators track and monitor clients based on several
factors including device type, access method, connection state, user name and user role. Figure 64 shows

the W-Airwave Client Overview page:

POWERCONNECT W-SERIES AIRWAVE

0 4Up:6 W¥WDown:0 FMismatched: 0 @Ro

0 § Clients:7 MAlerts: 5 8
i 5~

Home Groups APs/Devices Chents Reports System Device Setup AMP Setup RAPIDS VisualRF

Connected All Rogue Clients VPN Sessions VPN Users Tags

Overview
Trends Clients Potential Performance Issuss
Clients Distribution of 7 Clients
Dovin Total
_/_ By Operating System By Device Type
PSR P APs = 2
| [T
Controllers = 3
i M=<hal  Remote Nodes - 1
Switches = =
Total Usage '

By SSID By WLAN Vendor

9

> %
-~

Figure 64 Client overview page

Figure 65 shows a detailed list of the client attributes displayed in table form:

1-6 w of 6 Clients Page ! wof 1 Reset fiters Choose columns Export CSV

Username Device Typew Roleywy MAC Address AP/Device w Group v Locationy SSIDy VLANYy Interface Connection Modey ChBWYy
qq@d.com 0osX suthenticated 7 £02.11n (5 GHz) HT40
CRAEngineer Windows 7 suthenticated 5 £02.11n (5 GHz) HT40
hi@gt.com Android authenticated 7 £02.11n (2.4 GHz) HT20
CRAEng iPad authenticated 5 £02.11n (5 GHz) HT20
CRAEnginesr Android CRA_Employs=-logon 5 802.11n (5 GHz) HT40
CRAEngineer Windows 7 authenticated - 5 £02.11n (5 GHz) HT40

1-6 w of 6 Clients Page ! wof 1 Reset fiters

Figure 65 Client attributes list
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6.2.2 W-Airwave features

W-Airwave includes all the standard features you would expect in a Network Management System. These
features include device configuration, monitoring, firmware updates, alerts, and logging. W-Airwave also
includes tools to help businesses plan, secure, and maintain regulatory controls.

Planning for and maintaining network performance of wireless networks is a difficult task. W-Airwave includes
a powerful tool, VisualRF, to help with planning and maintenance. By uploading a floor plan into W-Airwave,
VisualRF can overlay RF performance data to visually represent the RF environment. Figure 66 shows two
deployed access points on a floor plan. The heat map produced shows the RF signal strength.

Floor Plan Location
Overlays
Type Signal Cutoff Floors Frequences
& Hemtm 2 Ve | Speed ) Cn. Wkiizali | 75 4B8m v | ) Anaow ¥ SGH:
32 _| Voce ization ‘-fEdBm " e d e v
| Sensor Coverage Wired Rangs | | Heskn Selow ¥ 244Gtk

L
|}

HHHH HHHHH
HHHHH HHHHH

i
n

Figure 66 W-Airwave, VisualRF floor plan with Heatmap overlay
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The planning tools within VisualRF allow the user to place simulated APs on the building’s floor plan. The
user can improve the simulation by entering specific building materials and objects that can affect RF
propagation. This tool is an excellent way to plan prior to an expensive and time consuming site survey.
Figure 67 shows a simulated AP being added to the heat map shown in Figure 66. Simulated APs can be
used by themselves or intermixed with active deployed APs.

Add Planned Device |
- Type:  anks .
& WE @R

P

1 AP 120 AP 121 AP 124
w W0

AP 125 AP 134 AP35

o

AP 175 AP 175AC AP 175DC

- w IO 2

APATSP ap224 AP 225

- Y . gm [

Figure 67 Simulated addition of an AP to the heat map
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Another important feature of W-Airwave is security. W-Airwave includes Rogue Detection and IDS (RAPIDS).
W-Airwave uses existing AP data to secure the network from rogue and intrusion threats. The RAPIDS tab
provides access to monitored events through the tab and related status pages. RAPIDS also displays rogue
devices within VisualRF to give an estimated location of the threat.

Figure 68 shows the RAPIDS overview pages.

$ New Devices: 0 4 Up:6 WDown: 0 FEMismatched: 0 @ Rogue: S0 § Clients: 7 M Alerts: 5

Home  Groups APs/Devices Clients Reports System  Device Setup AMP Setup RAPIDS  VisualRF

Dvarview List IDS Events Setup Rules Score Override Audit Log

IDS Events
Attack 4 Last 2 Hours Last 24 Hours Total
Block ACK Attack 0 0 1
Unencrypted Data Frame Detected 0 0 7
2 Attack Typss 0 0 -]
Rogue Data
Device Count by RAPIDS Classification RAPIDS Classification Devices
Rogue 0
Suspected Rogue 50
Unclassified 0
Suspected Neighbor 10
Neighbor 0
Suspacted Valid 0
Valid 0
Total &0
@ Suspected Rogue 83.3%
[ Suspected Neighbor 16.7%
Operating System Devices
Not scannad €0
Acknowledged RAPIDS Devices
@ Unacknowledged 100, &%
O Acknowledged 0%
Figure 68 RAPIDS overview page
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Figure 69 shows IDS events in a table format:

Log out admin

-]

Y NewDevices: 0 $ Up: 6 WDown: 0 7 Mismatched: 0 @ Rogue: SO § Clients: 7 M Alerts: 5
Home Groups APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
Overview  List Setup Rules Score Override  Audit Log
Summary
IDS Events for devicss in folder Top and subfolders | View 2l 1DS Events
Attack a Last 2 Hours Last 24 Hours Total
Block ACK Attack 0 0 1
Unencrypted Data Frame Detected 0 0 7
2 Attack Typss 0 ] 8
1-8 w of 8 IDS Events Page 1 wof 1 Reset fiters Choose columns Export CSV
Severity w Category w Scope w Attack v Detail
(L] High Anomalous Behavior  Client Unencrypted Data Frams Detected  Unencrypted Data Frame Detected
@ High Anomalous Behavior Client Unencrypted Data Frame Detected  Unencrypted Data Frame Detacted
(] High Anomalous Behavior Client Unencrypted Data Frame Detected  Unencrypted Dats Frame Detected 7C:D1:C3:DF:BA:F3
@ High Anomalous Behavior Client Unencrypted Data Frame Detected  Unencrypted Data Frame Detected 7C:D1:C3:DF:BA:F9
(L] High Anomalous Behavior Client Unencrypted Data Frame Detected  Unencrypted Dats Frame Detected 7C:D1:C3:DF:BA:F3
@ High Exploit APor Client Block ACK Attack Block ACK Attack 24:77:03; A:3C
(L] High Anomalous Behavior Client Unencrypted Data Frame Detected  Unencrypted Dats Frame Detected 24:77:03:16:DA:3C
& High Anomalous Behavior  Client Unencrypted Data Frame Detected  Unencrypted Dats Frame Detected 24:77:03:16:DA:3C

1-8 w of 8 IDS Events Page 1 wof 1 Resst filters

Select All - Unselect All

[ Dekte |
Figure 69

IDS events

Targetw
00:00:5E:00:01:07
FF:FF:FF:FF:FF:FF
00:00:5E:00:01:07
00:00:5E:00:01:07
00:00:5E:00:01:07
33:33:00:01:00:02
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF

Days Remaining: 62

Time
4/13/2014 4:57 PM
4/13/2014 4:33 PM
4/13/2014 4:13 PM
4/13/2014 3:58 PM
4/13/2014 3:37 PM
4/3/2014 4:23 PM
4/3/2014 4:15 PM
4/3/2014 3:58 PM

AP/Device w

Scilc:12:c0:5f:4
9c:1c:12:c0:5f:4
Scilci12:c0i5Fd
9c:1c:12:c0:5f:4
Sc:fc12:c0:5F:4
9c:1c:12:c0:56:4
Scifc12:c0:5F:d
9c:1c:12:c0:5:4
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Legal and Regulatory compliance from industry standards is an important and necessary part of maintaining a
network. W-Airwave provides reporting functions to assist with compliance and provide evidence that the
standards are being met. Figure 70 shows a list of common built-in reports generated by W-Airwave. New
reports can also be generated by specifying definitions within W-Airwave. Note the PCI Compliance Report in
the list, as Figure 70 shows:

$ Ne 4 Up:6 ¥Down: 0 FEMismatched: 0 ogue: 50 § Clients: 7
Heme Groups APs/Devices Clients System Device Setup AMP Setup
Seneratec Definitions
Generated reports:
Visit the Report Definitions page to run new reports.
w of 1,260 Reports Page 1 wof 63 > >| Resetfilters Choose columns Export CSV
Generation Time v  Title Typey Subject
Search
4/15/2014 12:37 AM N Network Usage
4/15/2014 12:37 AM New Rogus Devices
4/15/2014 12:37 AM Daily Rogue Containmeant Audit Rey Rogus Containment Audit
4/15/2014 12:37 AM Daily Port Port Usage
4/15/2014 12:37 AM PCI Compliance
4/15/2014 12:37 AM Dai RF Health
4/15/2014 12:37 AM Daily Rogu Rogue Clients
4/15/2014 12:37 AM Match Event
4/15/2014 12:36 AM New Clients
4/15/2014 12:35 AM Capacity Planning
4/15/2014 12:36 AM Cliznt Szssion
4/15/2014 12:38 AM IDS Events
4/15/2014 12:36 AM Summary Report Device Summary
4/15/2014 12:36 AM aily Inventory Report Inventory
4/15/2014 12:36 AM Daily RADIUS Authentication Issues Report  RADIUS Authentication Issues
4/15/2014 12:38 AM Device Uptims

4/15/2014 12:36 AM
4/15/2014 12:35 AM
4/15/2014 12:36 AM
4/15/2014 12:36 AM

Daily

Memory and CPU Utilization
Dell PowerConnect W Licenss
Configuration Audit

Client Inventory

1-20 w of 1,260 Reports Page 1 wof 63 =

Figure 70 W-Airwave reporting
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RAPIDS  VisualRF

User v Report Start

System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/15/2014 12:37 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
Syst=m  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
Systsm  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/15/2014 12:36 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/14/2014 12:00 AM
System  4/15/2014 12:35 AM
System  4/15/2014 12:35 AM
System  4/15/2014 12:36 AM

Report End

4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
4/15/2014 12:00 AM
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In addition to W-Series WLAN products, W-Airwave also supports a wide variety of third party wired switches
and WLAN devices. Figure 71 shows the drop-down list used when adding new devices to W-Airwave.

b MewDevices: 0 4 Up: 6 ¥ Down: 0 7 Mismatched: 0 @ Rogue: 50 # Clients: 6 M Alerts: 5

Home Groups  APs/Devices Clients Reports System Device Setup | AMP Satup RAPIDS  VisualRF

Discowver Add Communication Dell PowerConnect W Configuration Upload Firmware E Files Certificates
Select the type of device to add:

Dell Contraller v Add | Import Devices via CSV

Cisco -

Cisco Aironet 4800
Cisco Aironet 340 WVielWorks
Cisco Aironet 350 WVxWorks
Cisco Aironet 1200 VxWorks |:|
Cisco Catalyst Switch
Cisco 105 AP
Cisco WLC
Custom Dewvice
Custom Device
D-Link
C-Link Switch
Crell
Dell PowerConnect W
Cell PowerConnect W Clearpass Policy Manager
Enterasys
Enterasys RBETE100
Enterasys RBETES200
Enterasys RETES400

-

Figure 71 W-Airwave- adding new devices
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Campus firewall

For this CRA, the Dell SonicWALL Network Security Appliance (NSA) 6600 delivers security and performance
without compromise, as outlined in Figure 72. The NSA 6600 Appliance offers an extensive array of advanced
security and networking features in an accessible and affordable platform that is easy to deploy and manage
in a wide variety of environments.

NSA 6600 comes with 4x10G ports and supports up to 4000 single-sign-on users. NSA6600 fully supports
high availability including active-active clustering. NSA6600 supports up to 90,000 connections per second
and about 6000 site-to-site VPN connections. All these factors make NSA6600 a good match for large
campus architectures.

Best practices and important features

The following sections outline some of the features and guidelines to consider while designing a network.

Active/standby high availability

This architecture shows NSA6600s used as highly available devices providing seamless connectivity to the
outside world. Two NSA6600s are configured as an Active/Standby High Availability (HA) pair to support the
requirements of the CRA. One firewall is the Active (Primary) device, processing and handling all traffic. The
other firewall is in Standby mode until a keep-alive between the Primary and Standby expires, or a monitored
link goes down. The NSA6600 comes with 4x10GbE and 8x1GbE interfaces. The 2x10GbE ports from each
device are statically lagged to two N4064Fs. Administrators monitor these interfaces for any link failure or link
down. As Figure 72 shows, 10GbE ports provide the data link and 1GbE links provide the control link.

Peer Link
o o0ooogo O 0ooooo | 3 N
0002 BEEEE3 pu—— oo 03553 555 S [ securiy |
dD
10G Link
goooooooo O D ooooouoooooo y
O000000000a0cIc] 0000000000000 | Aggregation
80G MLAG

Figure 72 Firewall aggregation layer
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The NSA 6600 supports the following four operation modes in high availability:

e Active/Standby

e Active/Active Deep Packet Inspection (DPI)

e Active/Active Clustering

e Active/Active DPI Clustering
The configuration includes NSA devices in Active/Standby mode based on the requirements of the Campus
Architecture. Figure 73 provides a snapshot of the HA status:

Notes:

The HA feature needs a single license to operate. Both devices share a single license once configured as
the HA pair in Active/Standby mode.

SonicWALL devices support static lag. Future plans include support for dynamic lag (LACP).

L Status: @ Active

High Availability [

Status
Skaktus Secondary Ackive
Primary State STAMDEY
Secondary State ACTIVE
Ackive Up Time 11 Days 22:35:08
Mode Stakus Active [ Active Cluskering is not enabled
Found Peer es
Settings Synchronized es
Stateful HA Synchronized es

High Availability Configuration

Ha Mode Active | Standby
Ha Control Link, w6 1 iabps Full Duple:x
Ha Data Link %18 10 Ghps Full Duplesx

High Availability Licenses

Primary Stakeful HA Licensed es
Secondary Stateful HA Licensed es
Primary fckive | Active Licensed Mo

Figure 73 Snapshot of high availability status window
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7.1.2 Security services licenses
The Dell SonicWALL Comprehensive Gateway Security Suite is a powerful security solution for businesses of
all sizes, as it includes Gateway anti-virus, anti-spyware, Intrusion Prevention, application intelligence, control
services, content filtering services, and 24x7 technical support.

Dell SonicWALL Gateway Security Suite delivers intelligent, real-time network security protection against

sophisticated Application Layer and content-based attacks, including viruses, spyware and worms.
Configurable tools prevent data leakage and enable visualization of network traffic.

Dell SonicWALL Content Filtering Service provides granular controls and unequalled content filtering to

enforce Internet use policies and block access to websites containing information or images that are
objectionable or unproductive. Figure 74 provides a snapshot of an enabled license:

Seryice Name
Modes|Users

33L WPM Modes|Users
Wirkual Assist Modes/Users
WPM

Global WPM Client

ZF3 (Conkent Filker)
Expanded Feature Set
McAfee AW Enforcement
Gateway Anki-Yirus
Anki-Spyware

Inkrusion Presention

App Control

App YMisualization
Anki-Spam

Analyzer

DPI-35L

WAR Acceleration Software

Botnet

Status

Licensed - Unlimited Modes
Licensed Z Modes (0 in use)
Licensed 1 Modes {0in use)
Licensed

Licensed - 2000 Licenses (0 in use)

Licensed

Mok Licensed

Licensed

Licensed

Licensed

Licensed

Licensed

Mok Licensed

Mok Licensed

Licensed - Client/Server
Mok Licensed

Licensed

Figure 74 Snapshot of an enabled license
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7.1.3

NAT policies, zones and firewall

The Network Address Translation (NAT) engine in SonicOS allows users to define granular NAT polices for
their incoming and outgoing traffic. By default, the Dell SonicWALL Security Appliance has a preconfigured
NAT policy to allow all systems connected to the LAN (XO0) interface to perform Many-to-One NAT. This uses
the IP address of the WAN (X1) interface. The appliance also has a policy to not perform NAT when traffic
crosses between the other interfaces.

A packet contains (among other things) the requester’s IP address, the protocol information of the requestor,
and the destination’s IP address. The NAT Policies engine in SonicOS can inspect the relevant portions of a
packet and can dynamically rewrite the information in specified fields for incoming, as well as outgoing traffic.

This Reference Architecture topology has remote APs deployed across the WAN. These remote APs and
networks utilize a VPN connection terminating on the W-Series controller within the campus network. To
support this communication between the remote APs and the controller, the SonicWALL must have
appropriate NAT policies to convert a public address to a private address. Figure 75 shows the NAT policy
table.

This topology includes an IAP located somewhere outside network, connected and managed from a controller
within the network. To make this communication between IAP and controller, as Figure 75 shows, the
SonicWALL must have appropriate NAT policies to convert the public address to private address and vice
versa.

Source Destination Service Interface Priority Comment  Enable
Original Translated Original Translated Original Translated  Inbound  Outbound

1 Firewalled Subnets W-7210 Public  W-7210 Public W-7210 Private Any Original any any 22 Q’ )

2 W-7210 Private W-7210 Public  Any Original any Original any X1 23

3 Any Original W-7210 Public W-7210 Private Any Original any any 24

Figure 75 Capture of zones enabled with proper security services
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Figure 76 shows a Network Security Zone, It is simply a logical method of grouping one or more interfaces
with friendly, user-configurable names and applying security rules as traffic passes between zones. Security
zones provide an additional, more flexible layer of security for the firewall. With zone-based security, the

administrator groups similar interfaces and applies the same policies to the groups. Otherwise, the

administrator must write the same policy for each interface. Best practice is to enable appropriate security

services for each zone.

Zone Settings

Member Interfaces

Interface Trust

Content Filteting

Gateway &Y  Anti-Spyware IPS  App Control

S5SL Control  SSLYPN Access

Security Type
DMz Public
]  Engineering Trusted
7] Finance Trusted
[T Guest Public
LA Trusted
MGMT Management
MULTICAST Untrusted
SSLYPM Encrypted
VPN Encrypted
WAN Untrusted
WLAN Wireless

[ wmM controller Zone Trusted

Figure 76 Capture of zones enabled with proper security services
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A Resources and references

Support.Dell.com
Dell EMC’s Support Site — Manuals

DellTechCenter.com
Dell EMC IT Community for sharing knowledge, best practices, and information about Dell EMC
products and installations

Dell Networking Hardware and Devices
Additional information on all Dell Networking products

Dell Wireless Networking
Additional information on Dell W-Series Wireless Networking

W-Series Whitepapers and Validated Reference Designs
VRDs and Whitepapers

Stacking Dell Networking Switches
Document detailing stacking on Dell Networking N400O series switches

OpenManage Network Manager WIKI
Videos and documentation

Dell Force 10 VLT (Virtual Link Trunking) Overview and Optimization
VLT documentation

Using MLAG in Dell Networking N-Series Switches
MLAG documentation

Reliable Skype for Business Voice with Dell Networking Switches and Wireless

Skype for Business documentation

Quality of Service for Voice on Dell Networking N-Series Switches and W-Series WLAN Controllers

Document describing use of voice QoS with Dell N-Series and W-WLAN equipment
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http://support.dell.com/
http://www.delltechcenter.com/
http://www.dell.com/networking-products
http://www.dell.com/us/business/p/wireless-networking?~ck=anav
http://en.community.dell.com/techcenter/networking/w/wiki/4411.w-series-whitepapers-and-validated-reference-designs.aspx
http://en.community.dell.com/techcenter/extras/m/white_papers/20438599.aspx
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C Firmware versions in this document

The following tables present the versions of the hardware and software components used to configure and
validate the solutions that this guide provides:
Component Description/Firmware version

C9010 Network Director and C1048P Rapid | 9-10(0-29)
Access Node

N-Series switches 6.2.6.6
SonicWALL NSA 6600 SonicOS Enhanced 6.1.1.5-19
W-Series controller ArubaOSs 6.3.x (and later)
W-Instant Access Point Aruba InstantOS 4.0.x (and later)
W-Clearpass 6.2.x (and later)
W-Airwave 8.0.9.2
OpenManage Network Manager 6.1 SP1
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D Support and feedback

Contacting Technical Support

Support Contact Information Web: http://Support.Dell.com/

Telephone: USA: 1-800-945-3355
Feedback for this document

We encourage readers of this publication to provide feedback on the quality and usefulness of this
deployment guide by sending an email to Dell Networking Solutions@Dell.com.

About Dell EMC

Dell EMC is a worldwide leader in data center and campus solutions, which includes the manufacturing and
distribution of servers, network switches, storage devices, personal computers, and related hardware and
software. For more information on these and other products, please visit the Dell EMC website at
http://www.dell.com.
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Current Configuration ...

! Version 9-10(0-29)

! Last configuration change at Fri Mar 25 15:38:24 2016 by default

boot system rpm0 primary system: A:

boot system rpm0 secondary system: B:

boot system rpm0 default system: A:

boot system rpm1 primary system: A:

boot system rpm1 secondary system: B:

boot system rpm1 default system: A:

!

logging coredump

!

hostname R169_9010-2

!

eula-consent support-assist accept

!

protocol lldp

 advertise management-tlv system-name

!

feature extended-bridge

!

redundancy auto-failover-limit count 3 period 60

redundancy auto-synchronize full

!

enable password 7 b125455cf679b208fcf9eeeed0cd6d84

!

username admin password 7 1d28e9f33f99cf5c

!

protocol spanning-tree rstp

 no disable

 bridge-priority 4096

!

virtual-ip 172.25.172.71/24

!

vlt domain 1

 peer-link port-channel 12

 back-up destination 192.199.1.1

 primary-priority 2

 system-mac mac-address 00:11:22:33:44:55

 unit-id 0

!

linecard 0 provision C9000LC0640

!

interface fortyGigE 0/0

 no ip address

 shutdown

!

interface fortyGigE 0/4

 description VLTi_TO_PEER_9010-2_R171:Fo0/4

 no ip address

 mtu 9216

 no shutdown

!

interface fortyGigE 0/8

 no ip address

 no shutdown

!

interface fortyGigE 0/12

 no ip address

 no shutdown

!

interface fortyGigE 0/16

 no ip address

 shutdown

!

interface fortyGigE 0/20

 description VLTi_TO_PEER_9010-2_R171:Fo0/20

 no ip address

 mtu 9216

 no shutdown

!

linecard 2 provision C9000LC2410T

!

interface TenGigabitEthernet 2/0

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/2

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/3

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/4

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/5

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/6

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/7

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/8

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/9

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/10

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/11

 no ip address

 no shutdown

!

interface TenGigabitEthernet 2/12

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/13

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/14

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/15

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/16

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/17

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/18

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/19

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/20

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/21

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/22

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/23

 no ip address

 mtu 9216

 switchport

 spanning-tree rstp edge-port

 rate-interval 30

 no shutdown

!

linecard 3 provision C9000LC2410G

!

interface TenGigabitEthernet 3/0

 no ip address

!

 port-channel-protocol LACP

  port-channel 128 mode active

 no shutdown

!

interface TenGigabitEthernet 3/1

 description "To Cisco 3750-1"

 no ip address

 no shutdown

!

interface TenGigabitEthernet 3/2

 description W-7210_R173_u24

 no ip address

!

 port-channel-protocol LACP

  port-channel 8 mode active

 no shutdown

!

interface TenGigabitEthernet 3/3

 description W-7210_R173_u27

 no ip address

!

 port-channel-protocol LACP

  port-channel 9 mode active

 no shutdown

!

interface TenGigabitEthernet 3/4

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/5

 description NSA-6600_R171_u23

 no ip address

 no shutdown

!

interface TenGigabitEthernet 3/6

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/7

 description NSA-6600_R171_u24

 no ip address

 no shutdown

!

interface TenGigabitEthernet 3/8

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/9

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/10

 description VLT_LAG_N3000_R173U6

 no ip address

 service-policy input skype_voice

 service-policy output Strict_Q

!

 port-channel-protocol LACP

  port-channel 10 mode active

!

 protocol lldp

  advertise management-tlv system-description system-name

  advertise interface-port-desc

 no shutdown

!

interface TenGigabitEthernet 3/11

 description VLT_LAG_N3000_R173U5

 no ip address

 service-policy input skype_voice

 service-policy output Strict_Q

!

 port-channel-protocol LACP

  port-channel 11 mode active

!

 protocol lldp

  advertise management-tlv system-description system-name

 no shutdown

!

interface TenGigabitEthernet 3/12

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/13

 description VLT Heartbeat link

 ip address 192.199.1.2/30

 no shutdown

!

interface TenGigabitEthernet 3/14

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/15

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/16

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/17

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/18

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/19

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/20

 no shutdown

!

interface TenGigabitEthernet 3/21

 no shutdown

!

interface TenGigabitEthernet 3/22

 no shutdown

!

interface TenGigabitEthernet 3/23

 no shutdown

!

linecard 10 provision C9000-RPM-2.56T

!

interface TenGigabitEthernet 10/0

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/2

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/3

 no ip address

 shutdown

!

linecard 11 provision C9000-RPM-2.56T

!

interface TenGigabitEthernet 11/0

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/2

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/3

 no ip address

 shutdown

!

interface ManagementEthernet 0/0

 ip address 172.25.172.172/24

!virtual-ip 172.25.172.71/24

 no shutdown

!

interface ManagementEthernet 1/0

 ip address 172.25.172.173/24

 no shutdown

!

pe provision 1

 stack-unit 0 type C1048P

 stack-unit 1 type C1048P

 stack-unit 0 priority 14

 stack-unit 1 priority 13

 cascade interface TenGigabitEthernet 3/20-21

 cascade interface TenGigabitEthernet 3/20-21 peer

!

interface peGigE 1/0/1

 portmode hybrid

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/0/2

 shutdown

!

interface peGigE 1/0/3

 shutdown

!

interface peGigE 1/0/4

 shutdown

!

interface peGigE 1/0/5

 shutdown

!

interface peGigE 1/0/6

 shutdown

!

interface peGigE 1/0/7

 shutdown

!

interface peGigE 1/0/8

 shutdown

!

interface peGigE 1/0/9

 shutdown

!

interface peGigE 1/0/10

!

 port-channel-protocol LACP

  port-channel 100 mode active

 no shutdown

!

interface peGigE 1/0/11

 shutdown

!

interface peGigE 1/0/12

 shutdown

!

interface peGigE 1/0/13

 shutdown

!

interface peGigE 1/0/14

 shutdown

!

interface peGigE 1/0/15

 shutdown

!

interface peGigE 1/0/16

 shutdown

!

interface peGigE 1/0/17

 shutdown

!

interface peGigE 1/0/18

 shutdown

!

interface peGigE 1/0/19

 shutdown

!

interface peGigE 1/0/20

 shutdown

!

interface peGigE 1/0/21

 shutdown

!

interface peGigE 1/0/22

 shutdown

!

interface peGigE 1/0/23

 shutdown

!

interface peGigE 1/0/24

 shutdown

!

interface peGigE 1/0/25

 portmode hybrid

 switchport

 dot1x authentication

 dot1x host-mode multi-auth

 dot1x mac-auth-bypass

 dot1x auth-type mab-only

 power inline

 no shutdown

!

interface peGigE 1/0/26

 shutdown

!

interface peGigE 1/0/27

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 1/0/28

 shutdown

!

interface peGigE 1/0/29

 portmode hybrid

 switchport

 no shutdown

!

interface peGigE 1/0/30

 shutdown

!

interface peGigE 1/0/31

 shutdown

!

interface peGigE 1/0/32

 shutdown

!

interface peGigE 1/0/33

 shutdown

!

interface peGigE 1/0/34

 shutdown

!

interface peGigE 1/0/35

 shutdown

!

interface peGigE 1/0/36

 shutdown

!

interface peGigE 1/0/37

 shutdown

!

interface peGigE 1/0/38

 shutdown

!

interface peGigE 1/0/39

 shutdown

!

interface peGigE 1/0/40

 shutdown

!

interface peGigE 1/0/41

 shutdown

!

interface peGigE 1/0/42

 shutdown

!

interface peGigE 1/0/43

 shutdown

!

interface peGigE 1/0/44

 shutdown

!

interface peGigE 1/0/45

 shutdown

!

interface peGigE 1/0/46

 shutdown

!

interface peGigE 1/0/47

 shutdown

!

interface peGigE 1/0/48

 shutdown

!

interface peGigE 1/1/1

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

 power inline

 no shutdown

!

interface peGigE 1/1/2

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/3

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/4

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/5

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/6

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/7

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/8

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/9

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/10

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/11

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/12

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/13

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/14

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/15

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/16

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/17

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/18

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/19

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/20

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/21

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/22

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/23

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/24

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/25

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/26

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/27

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/28

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/29

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/30

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/31

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/32

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/33

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/34

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/35

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/36

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/37

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/38

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/39

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/40

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/42

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/43

 switchport

 rate-interval 30

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/44

 switchport

 rate-interval 30

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/45

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/46

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/47

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/48

 switchport

!

 protocol lldp

 no shutdown

!

pe provision 2

 stack-unit 0 type C1048P

 stack-unit 1 type C1048P

 stack-unit 2 type C1048P

 stack-unit 3 type C1048P

 stack-unit 4 type C1048P

 stack-unit 5 type C1048P

 stack-unit 0 priority 14

 stack-unit 1 priority 13

 stack-unit 2 priority 12

 stack-unit 3 priority 11

 stack-unit 4 priority 10

 cascade interface TenGigabitEthernet 3/22-23

 cascade interface TenGigabitEthernet 3/22-23 peer

!

interface peGigE 2/0/1

 shutdown

!

interface peGigE 2/0/2

 shutdown

!

interface peGigE 2/0/3

 shutdown

!

interface peGigE 2/0/4

 shutdown

!

interface peGigE 2/0/5

 shutdown

!

interface peGigE 2/0/6

 shutdown

!

interface peGigE 2/0/7

 shutdown

!

interface peGigE 2/0/8

 shutdown

!

interface peGigE 2/0/9

 shutdown

!

interface peGigE 2/0/10

!

 port-channel-protocol LACP

  port-channel 100 mode active

 no shutdown

!

interface peGigE 2/0/11

 shutdown

!

interface peGigE 2/0/12

 shutdown

!

interface peGigE 2/0/13

 shutdown

!

interface peGigE 2/0/14

 shutdown

!

interface peGigE 2/0/15

 shutdown

!

interface peGigE 2/0/16

 shutdown

!

interface peGigE 2/0/17

 shutdown

!

interface peGigE 2/0/18

 shutdown

!

interface peGigE 2/0/19

 shutdown

!

interface peGigE 2/0/20

 shutdown

!

interface peGigE 2/0/21

 shutdown

!

interface peGigE 2/0/22

 shutdown

!

interface peGigE 2/0/23

 shutdown

!

interface peGigE 2/0/24

 shutdown

!

interface peGigE 2/0/25

 shutdown

!

interface peGigE 2/0/26

 shutdown

!

interface peGigE 2/0/27

 shutdown

!

interface peGigE 2/0/28

 shutdown

!

interface peGigE 2/0/29

 shutdown

!

interface peGigE 2/0/30

 shutdown

!

interface peGigE 2/0/31

 shutdown

!

interface peGigE 2/0/32

 shutdown

!

interface peGigE 2/0/33

 shutdown

!

interface peGigE 2/0/34

 shutdown

!

interface peGigE 2/0/35

 shutdown

!

interface peGigE 2/0/36

 shutdown

!

interface peGigE 2/0/37

 shutdown

!

interface peGigE 2/0/38

 shutdown

!

interface peGigE 2/0/39

 shutdown

!

interface peGigE 2/0/40

 shutdown

!

interface peGigE 2/0/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 shutdown

!

interface peGigE 2/0/42

 shutdown

!

interface peGigE 2/0/43

 shutdown

!

interface peGigE 2/0/44

 shutdown

!

interface peGigE 2/0/45

 shutdown

!

interface peGigE 2/0/46

 shutdown

!

interface peGigE 2/0/47

 shutdown

!

interface peGigE 2/0/48

 shutdown

!

interface peGigE 2/1/1

 shutdown

!

interface peGigE 2/1/2

 shutdown

!

interface peGigE 2/1/3

 shutdown

!

interface peGigE 2/1/4

 shutdown

!

interface peGigE 2/1/5

 shutdown

!

interface peGigE 2/1/6

 shutdown

!

interface peGigE 2/1/7

 shutdown

!

interface peGigE 2/1/8

 shutdown

!

interface peGigE 2/1/9

 shutdown

!

interface peGigE 2/1/10

 shutdown

!

interface peGigE 2/1/11

 shutdown

!

interface peGigE 2/1/12

 shutdown

!

interface peGigE 2/1/13

 shutdown

!

interface peGigE 2/1/14

 shutdown

!

interface peGigE 2/1/15

 shutdown

!

interface peGigE 2/1/16

 shutdown

!

interface peGigE 2/1/17

 shutdown

!

interface peGigE 2/1/18

 shutdown

!

interface peGigE 2/1/19

 shutdown

!

interface peGigE 2/1/20

 shutdown

!

interface peGigE 2/1/21

 shutdown

!

interface peGigE 2/1/22

 shutdown

!

interface peGigE 2/1/23

 shutdown

!

interface peGigE 2/1/24

 shutdown

!

interface peGigE 2/1/25

 shutdown

!

interface peGigE 2/1/26

 shutdown

!

interface peGigE 2/1/27

 shutdown

!

interface peGigE 2/1/28

 shutdown

!

interface peGigE 2/1/29

 shutdown

!

interface peGigE 2/1/30

 shutdown

!

interface peGigE 2/1/31

 shutdown

!

interface peGigE 2/1/32

 shutdown

!

interface peGigE 2/1/33

 shutdown

!

interface peGigE 2/1/34

 shutdown

!

interface peGigE 2/1/35

 shutdown

!

interface peGigE 2/1/36

 shutdown

!

interface peGigE 2/1/37

 shutdown

!

interface peGigE 2/1/38

 shutdown

!

interface peGigE 2/1/39

 shutdown

!

interface peGigE 2/1/40

 shutdown

!

interface peGigE 2/1/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 2/1/42

 shutdown

!

interface peGigE 2/1/43

 shutdown

!

interface peGigE 2/1/44

 shutdown

!

interface peGigE 2/1/45

 shutdown

!

interface peGigE 2/1/46

 shutdown

!

interface peGigE 2/1/47

 shutdown

!

interface peGigE 2/1/48

 shutdown

!

interface peGigE 2/2/1

 shutdown

!

interface peGigE 2/2/2

 shutdown

!

interface peGigE 2/2/3

 shutdown

!

interface peGigE 2/2/4

 shutdown

!

interface peGigE 2/2/5

 shutdown

!

interface peGigE 2/2/6

 shutdown

!

interface peGigE 2/2/7

 shutdown

!

interface peGigE 2/2/8

 shutdown

!

interface peGigE 2/2/9

 shutdown

!

interface peGigE 2/2/10

 shutdown

!

interface peGigE 2/2/11

 shutdown

!

interface peGigE 2/2/12

 shutdown

!

interface peGigE 2/2/13

 shutdown

!

interface peGigE 2/2/14

 shutdown

!

interface peGigE 2/2/15

 shutdown

!

interface peGigE 2/2/16

 shutdown

!

interface peGigE 2/2/17

 shutdown

!

interface peGigE 2/2/18

 shutdown

!

interface peGigE 2/2/19

 shutdown

!

interface peGigE 2/2/20

 shutdown

!

interface peGigE 2/2/21

 shutdown

!

interface peGigE 2/2/22

 shutdown

!

interface peGigE 2/2/23

 shutdown

!

interface peGigE 2/2/24

 shutdown

!

interface peGigE 2/2/25

 shutdown

!

interface peGigE 2/2/26

 shutdown

!

interface peGigE 2/2/27

 shutdown

!

interface peGigE 2/2/28

 shutdown

!

interface peGigE 2/2/29

 shutdown

!

interface peGigE 2/2/30

 shutdown

!

interface peGigE 2/2/31

 shutdown

!

interface peGigE 2/2/32

 shutdown

!

interface peGigE 2/2/33

 shutdown

!

interface peGigE 2/2/34

 shutdown

!

interface peGigE 2/2/35

 shutdown

!

interface peGigE 2/2/36

 shutdown

!

interface peGigE 2/2/37

 shutdown

!

interface peGigE 2/2/38

 shutdown

!

interface peGigE 2/2/39

 shutdown

!

interface peGigE 2/2/40

 shutdown

!

interface peGigE 2/2/41

 shutdown

!

interface peGigE 2/2/42

 shutdown

!

interface peGigE 2/2/43

 shutdown

!

interface peGigE 2/2/44

 shutdown

!

interface peGigE 2/2/45

 shutdown

!

interface peGigE 2/2/46

 shutdown

!

interface peGigE 2/2/47

 shutdown

!

interface peGigE 2/2/48

 shutdown

!

interface peGigE 2/3/1

 shutdown

!

interface peGigE 2/3/2

 shutdown

!

interface peGigE 2/3/3

 shutdown

!

interface peGigE 2/3/4

 shutdown

!

interface peGigE 2/3/5

 shutdown

!

interface peGigE 2/3/6

 shutdown

!

interface peGigE 2/3/7

 shutdown

!

interface peGigE 2/3/8

 shutdown

!

interface peGigE 2/3/9

 shutdown

!

interface peGigE 2/3/10

 shutdown

!

interface peGigE 2/3/11

 shutdown

!

interface peGigE 2/3/12

 shutdown

!

interface peGigE 2/3/13

 shutdown

!

interface peGigE 2/3/14

 shutdown

!

interface peGigE 2/3/15

 shutdown

!

interface peGigE 2/3/16

 shutdown

!

interface peGigE 2/3/17

 shutdown

!

interface peGigE 2/3/18

 shutdown

!

interface peGigE 2/3/19

 shutdown

!

interface peGigE 2/3/20

 shutdown

!

interface peGigE 2/3/21

 shutdown

!

interface peGigE 2/3/22

 shutdown

!

interface peGigE 2/3/23

 shutdown

!

interface peGigE 2/3/24

 shutdown

!

interface peGigE 2/3/25

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 2/3/26

 shutdown

!

interface peGigE 2/3/27

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 2/3/28

 shutdown

!

interface peGigE 2/3/29

 shutdown

!

interface peGigE 2/3/30

 shutdown

!

interface peGigE 2/3/31

 shutdown

!

interface peGigE 2/3/32

 shutdown

!

interface peGigE 2/3/33

 shutdown

!

interface peGigE 2/3/34

 shutdown

!

interface peGigE 2/3/35

 shutdown

!

interface peGigE 2/3/36

 shutdown

!

interface peGigE 2/3/37

 shutdown

!

interface peGigE 2/3/38

 shutdown

!

interface peGigE 2/3/39

 shutdown

!

interface peGigE 2/3/40

 shutdown

!

interface peGigE 2/3/41

 shutdown

!

interface peGigE 2/3/42

 shutdown

!

interface peGigE 2/3/43

 shutdown

!

interface peGigE 2/3/44

 shutdown

!

interface peGigE 2/3/45

 shutdown

!

interface peGigE 2/3/46

 shutdown

!

interface peGigE 2/3/47

 shutdown

!

interface peGigE 2/3/48

 shutdown

!

interface peGigE 2/4/1

 shutdown

!

interface peGigE 2/4/2

 shutdown

!

interface peGigE 2/4/3

 shutdown

!

interface peGigE 2/4/4

 shutdown

!

interface peGigE 2/4/5

 shutdown

!

interface peGigE 2/4/6

 shutdown

!

interface peGigE 2/4/7

 shutdown

!

interface peGigE 2/4/8

 shutdown

!

interface peGigE 2/4/9

 shutdown

!

interface peGigE 2/4/10

 shutdown

!

interface peGigE 2/4/11

 shutdown

!

interface peGigE 2/4/12

 shutdown

!

interface peGigE 2/4/13

 shutdown

!

interface peGigE 2/4/14

 shutdown

!

interface peGigE 2/4/15

 shutdown

!

interface peGigE 2/4/16

 shutdown

!

interface peGigE 2/4/17

 shutdown

!

interface peGigE 2/4/18

 shutdown

!

interface peGigE 2/4/19

 shutdown

!

interface peGigE 2/4/20

 shutdown

!

interface peGigE 2/4/21

 shutdown

!

interface peGigE 2/4/22

 shutdown

!

interface peGigE 2/4/23

 shutdown

!

interface peGigE 2/4/24

 shutdown

!

interface peGigE 2/4/25

 portmode hybrid

 switchport

 rate-interval 30

 no shutdown

!

interface peGigE 2/4/26

 shutdown

!

interface peGigE 2/4/27

 shutdown

!

interface peGigE 2/4/28

 shutdown

!

interface peGigE 2/4/29

 shutdown

!

interface peGigE 2/4/30

 shutdown

!

interface peGigE 2/4/31

 shutdown

!

interface peGigE 2/4/32

 shutdown

!

interface peGigE 2/4/33

 shutdown

!

interface peGigE 2/4/34

 shutdown

!

interface peGigE 2/4/35

 shutdown

!

interface peGigE 2/4/36

 shutdown

!

interface peGigE 2/4/37

 shutdown

!

interface peGigE 2/4/38

 shutdown

!

interface peGigE 2/4/39

 shutdown

!

interface peGigE 2/4/40

 shutdown

!

interface peGigE 2/4/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 2/4/42

 shutdown

!

interface peGigE 2/4/43

 shutdown

!

interface peGigE 2/4/44

 shutdown

!

interface peGigE 2/4/45

 shutdown

!

interface peGigE 2/4/46

 shutdown

!

interface peGigE 2/4/47

 shutdown

!

interface peGigE 2/4/48

 shutdown

!

interface peGigE 2/5/1

 shutdown

!

interface peGigE 2/5/2

 shutdown

!

interface peGigE 2/5/3

 shutdown

!

interface peGigE 2/5/4

 shutdown

!

interface peGigE 2/5/5

 shutdown

!

interface peGigE 2/5/6

 shutdown

!

interface peGigE 2/5/7

 shutdown

!

interface peGigE 2/5/8

 shutdown

!

interface peGigE 2/5/9

 shutdown

!

interface peGigE 2/5/10

 shutdown

!

interface peGigE 2/5/11

 shutdown

!

interface peGigE 2/5/12

 shutdown

!

interface peGigE 2/5/13

 shutdown

!

interface peGigE 2/5/14

 shutdown

!

interface peGigE 2/5/15

 shutdown

!

interface peGigE 2/5/16

 shutdown

!

interface peGigE 2/5/17

 shutdown

!

interface peGigE 2/5/18

 shutdown

!

interface peGigE 2/5/19

 shutdown

!

interface peGigE 2/5/20

 shutdown

!

interface peGigE 2/5/21

 shutdown

!

interface peGigE 2/5/22

 shutdown

!

interface peGigE 2/5/23

 shutdown

!

interface peGigE 2/5/24

 shutdown

!

interface peGigE 2/5/25

 shutdown

!

interface peGigE 2/5/26

 shutdown

!

interface peGigE 2/5/27

 shutdown

!

interface peGigE 2/5/28

 shutdown

!

interface peGigE 2/5/29

 shutdown

!

interface peGigE 2/5/30

 shutdown

!

interface peGigE 2/5/31

 shutdown

!

interface peGigE 2/5/32

 shutdown

!

interface peGigE 2/5/33

 shutdown

!

interface peGigE 2/5/34

 shutdown

!

interface peGigE 2/5/35

 shutdown

!

interface peGigE 2/5/36

 shutdown

!

interface peGigE 2/5/37

 shutdown

!

interface peGigE 2/5/38

 shutdown

!

interface peGigE 2/5/39

 shutdown

!

interface peGigE 2/5/40

 shutdown

!

interface peGigE 2/5/41

 shutdown

!

interface peGigE 2/5/42

 shutdown

!

interface peGigE 2/5/43

 shutdown

!

interface peGigE 2/5/44

 shutdown

!

interface peGigE 2/5/45

 shutdown

!

interface peGigE 2/5/46

 shutdown

!

interface peGigE 2/5/47

 shutdown

!

interface peGigE 2/5/48

 shutdown

!

interface Port-channel 5

 description NSA-6600_R171_u23

 no ip address

 switchport

 channel-member TenGigabitEthernet 3/5

 vlt-peer-lag port-channel 5

 no shutdown

!

interface Port-channel 7

 description NSA-6600_R171_u24

 no ip address

 switchport

 channel-member TenGigabitEthernet 3/7

 vlt-peer-lag port-channel 7

 no shutdown

!

interface Port-channel 8

 description W-7210_R173_u24

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 8

 no shutdown

!

interface Port-channel 9

 description W-7210_R173_u27

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 9

 no shutdown

!

interface Port-channel 10

 description VLT_LAG_ N3000_R173U6

 no ip address

 portmode hybrid

 switchport

 rate-interval 10

 no lacp long-timeout

 vlt-peer-lag port-channel 10

 no shutdown

!

interface Port-channel 11

 description VLT_LAG_ N3000_R173U5

 no ip address

 portmode hybrid

 switchport

 rate-interval 10

 no lacp long-timeout

 vlt-peer-lag port-channel 11

 no shutdown

!

interface Port-channel 12

 description To_VLT_peer_VLTi

 no ip address

 mtu 9216

 channel-member fortyGigE 0/4,8,12,20

 no shutdown

!

interface Port-channel 33

 no ip address

 no shutdown

!

interface Port-channel 100

 no ip address

 portmode hybrid

 switchport

 no shutdown

!

interface Port-channel 128

 description Cisco 3k LAG

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 128

 no shutdown

!

interface Vlan 1

!untagged peGigE 1/1/2-9,32-48

!untagged peGigE 2/0/41

!untagged peGigE 2/1/41

!untagged peGigE 2/4/25,41

!untagged Port-channel 12,100,128

 no shutdown

!

interface Vlan 5

 description Engineering

 ip address 10.1.5.1/24

 tagged Port-channel 8-11

 untagged peGigE 1/0/29

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 5

  priority 200

  virtual-address 10.1.5.10

 no shutdown

!

interface Vlan 6

 description Finance

 ip address 10.1.6.1/24

 tagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 6

  priority 200

  virtual-address 10.1.6.10

 no shutdown

!

interface Vlan 7

 description Guest

 ip address 10.1.7.1/24

 tagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 7

  priority 200

  virtual-address 10.1.7.77

 no shutdown

!

interface Vlan 8

 no ip address

 shutdown

!

interface Vlan 10

 no ip address

 shutdown

!

interface Vlan 26

 no ip address

 shutdown

!

interface Vlan 30

 no ip address

 shutdown

!

interface Vlan 50

 ip address 10.1.50.1/24

 untagged Port-channel 5,7

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 50

  priority 200

  virtual-address 10.1.50.10

 no shutdown

!

interface Vlan 57

 description NMS

 ip address 10.1.57.1/24

 tagged Port-channel 8-11

 untagged TenGigabitEthernet 2/2

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 57

  priority 200

  virtual-address 10.1.57.10

 no shutdown

!

interface Vlan 100

 description General

 ip address 10.1.100.1/24

 tagged TenGigabitEthernet 2/23

 tagged peGigE 1/1/41-42

 tagged peGigE 2/1/41

 tagged peGigE 2/4/25,41

 untagged peGigE 1/0/1,25,27

 untagged peGigE 1/1/1

 untagged peGigE 2/3/25,27

 untagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 100

  priority 200

  virtual-address 10.1.100.50

 no shutdown

!

interface Vlan 200

 description VoIP

 ip address 10.1.200.1/24

 tagged peGigE 1/1/41-42

 tagged peGigE 2/0/41

 tagged peGigE 2/1/41

 tagged peGigE 2/4/41

 tagged Port-channel 10-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 200

  priority 200

  virtual-address 10.1.200.50

 no shutdown

!

power inline mode pe 1 stack-unit 0 class

!

power inline mode pe 1 stack-unit 1 class

!

management route 172.24.0.0/16 172.25.172.254

management route 172.25.0.0/16 172.25.172.254

!

ip route 0.0.0.0/0 10.1.50.254

!

ip name-server 172.25.10.1

ip name-server 172.24.0.1

!

service-class dynamic dot1p

!

snmp-server community public ro

!

load-balance ip-selection dest-ip

!

mac-address-table station-move threshold 5 interval 30

!

radius-server host 10.1.100.128 key 7 fea175715f6aa1df0e5759990c631269

!

dot1x authentication

!

support-assist

 enable all

!

 contact-person first John last Smith

  time-zone zone -06:00

!

 server QAE

  enable

  url http://172.22.55.41

!

 server default

  no enable

!

ip igmp snooping enable

!

class-map match-any voice

 match ip dscp 46

!

policy-map-input skype_voice

 service-queue 5 class-map voice

 trust diffserv

!

policy-map-output Strict_Q

 service-queue 5 qos-policy VoIP_Q

!

qos-policy-output VoIP_Q

 scheduler strict

!

line console 0

 exec-timeout 640 0

line vty 0

line vty 1

line vty 2

line vty 3

line vty 4

line vty 5

line vty 6

line vty 7

line vty 8

line vty 9

!

sflow collector 172.25.162.209 agent-addr 172.25.171.71

sflow enable

!

reload-type

 boot-type normal-reload

 config-scr-download enable

!

end








Current Configuration ...

! Version 9-10(0-29)

!

boot system rpm0 primary system: A:

boot system rpm0 secondary system: A:

boot system rpm0 default system: A:

boot system rpm1 primary system: A:

boot system rpm1 secondary system: A:

boot system rpm1 default system: A:

boot system gateway 172.25.171.254

!

logging buffered 40960 informational

logging monitor informational

service timestamps log datetime

!

logging coredump

!

hostname R171_9010-2

!

eula-consent support-assist accept

!

protocol lldp

 advertise management-tlv system-name

!

feature extended-bridge

!

redundancy auto-failover-limit count 3 period 60

redundancy auto-synchronize full

redundancy disable-auto-reboot rpm

!

redundancy disable-auto-reboot linecard 0

redundancy disable-auto-reboot linecard 1

redundancy disable-auto-reboot linecard 2

redundancy disable-auto-reboot linecard 3

redundancy disable-auto-reboot linecard 4

redundancy disable-auto-reboot linecard 5

redundancy disable-auto-reboot linecard 6

redundancy disable-auto-reboot linecard 7

redundancy disable-auto-reboot linecard 8

redundancy disable-auto-reboot linecard 9

redundancy disable-auto-reboot linecard 10

redundancy disable-auto-reboot linecard 11

!

password-attributes min-length 8 max-retry 6 character-restriction numeric 4

!

enable password 7 b125455cf679b208fcf9eeeed0cd6d84

!

username admin password 7 fea175715f6aa1df privilege 15

!

protocol spanning-tree rstp

 no disable

 bridge-priority 8192

!

virtual-ip 172.25.173.71/24

!

vlt domain 1

 peer-link port-channel 12

 back-up destination 192.199.1.2

 primary-priority 4

 system-mac mac-address 00:11:22:33:44:55

 unit-id 1

!

linecard 0 provision C9000LC0640

!

interface fortyGigE 0/0

 no ip address

 mtu 9216

 switchport

 rate-interval 30

 no shutdown

!

interface fortyGigE 0/4

 description VLTi_TO_PEER_9010-2_R170:Fo0/4

 no ip address

 mtu 9216

 no shutdown

!

interface fortyGigE 0/8

 no ip address

 no shutdown

!

interface fortyGigE 0/12

 no ip address

 no shutdown

!

interface fortyGigE 0/16

 no ip address

 shutdown

!

interface fortyGigE 0/20

 description VLTi_TO_PEER_9010-2_R170:Fo0/20

 no ip address

 mtu 9216

 no shutdown

!

linecard 2 provision C9000LC2410T

!

interface TenGigabitEthernet 2/0

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/1

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/2

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/3

 no ip address

 switchport

 mac learning-limit 1 dynamic no-station-move

 mac learning-limit station-move-violation log

 no shutdown

!

interface TenGigabitEthernet 2/4

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/5

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/6

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/7

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/8

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/9

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/10

 no ip address

 portmode hybrid

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/11

 description to_clearpass

 no ip address

 switchport

 dot1x port-control force-authorized

 no shutdown

!

interface TenGigabitEthernet 2/12

 no ip address

 portmode hybrid

 switchport

 shutdown

!

interface TenGigabitEthernet 2/13

 description to_windowsDC

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/14

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/15

 no ip address

 switchport

 no shutdown

!

interface TenGigabitEthernet 2/16

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/17

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/18

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/19

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/20

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/21

 no ip address

 shutdown

!

interface TenGigabitEthernet 2/22

 description Wired_Client

 no ip address

 portmode hybrid

 switchport

 dot1x authentication

 dot1x mac-auth-bypass

 dot1x auth-type mab-only

 no shutdown

!

interface TenGigabitEthernet 2/23

 description Ixia

 no ip address

 mtu 9216

 portmode hybrid

 switchport

 rate-interval 30

 no shutdown

!

linecard 3 provision C9000LC2410G

!

interface TenGigabitEthernet 3/0

 no ip address

!

 port-channel-protocol LACP

  port-channel 128 mode active

 no shutdown

!

interface TenGigabitEthernet 3/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/2

 description W-7210_R173_u24

 no ip address

!

 port-channel-protocol LACP

  port-channel 8 mode active

 no shutdown

!

interface TenGigabitEthernet 3/3

 description W-7210_R173_u27

 no ip address

!

 port-channel-protocol LACP

  port-channel 9 mode active

 no shutdown

!

interface TenGigabitEthernet 3/4

 no ip address

 no shutdown

!

interface TenGigabitEthernet 3/5

 description NSA-6600_R171u23

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/6

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/7

 description NSA-6600_R171u24

 no ip address

 no shutdown

!

interface TenGigabitEthernet 3/8

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/9

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/10

 description VLT_LAG_ N3000_R173U6

 no ip address

 service-policy input skype_voice

 service-policy output Strict_Q

!

 port-channel-protocol LACP

  port-channel 10 mode active

!

 protocol lldp

  advertise management-tlv system-description system-name

 no shutdown

!

interface TenGigabitEthernet 3/11

 description VLT_LAG_ N3000_R173U5

 no ip address

 service-policy input skype_voice

 service-policy output Strict_Q

!

 port-channel-protocol LACP

  port-channel 11 mode active

!

 protocol lldp

  advertise management-tlv system-description system-name

 no shutdown

!

interface TenGigabitEthernet 3/12

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/13

 description VLT Heartbeat link

 ip address 192.199.1.1/30

 no shutdown

!

interface TenGigabitEthernet 3/14

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/15

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/16

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/17

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/18

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/19

 no ip address

 shutdown

!

interface TenGigabitEthernet 3/20

 description PE_Stack

 no shutdown

!

interface TenGigabitEthernet 3/21

 description PE_Stack

 no shutdown

!

interface TenGigabitEthernet 3/22

 description PE_Stack

 no shutdown

!

interface TenGigabitEthernet 3/23

 description PE_Stack

 no shutdown

!

linecard 10 provision C9000-RPM-2.56T

!

interface TenGigabitEthernet 10/0

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/2

 no ip address

 shutdown

!

interface TenGigabitEthernet 10/3

 no ip address

 shutdown

!

linecard 11 provision C9000-RPM-2.56T

!

interface TenGigabitEthernet 11/0

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/1

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/2

 no ip address

 shutdown

!

interface TenGigabitEthernet 11/3

 no ip address

 switchport

 no shutdown

!

interface ManagementEthernet 0/0

 ip address 172.25.173.172/24

!virtual-ip 172.25.173.71/24

 no shutdown

!

interface ManagementEthernet 1/0

 ip address 172.25.173.173/24

 no shutdown

!

pe provision 1

 stack-unit 0 type C1048P

 stack-unit 1 type C1048P

 cascade interface TenGigabitEthernet 3/20-21

 cascade interface TenGigabitEthernet 3/20-21 peer

!

interface peGigE 1/0/1

 portmode hybrid

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/0/2

 shutdown

!

interface peGigE 1/0/3

 shutdown

!

interface peGigE 1/0/4

 shutdown

!

interface peGigE 1/0/5

 shutdown

!

interface peGigE 1/0/6

 shutdown

!

interface peGigE 1/0/7

 shutdown

!

interface peGigE 1/0/8

 shutdown

!

interface peGigE 1/0/9

 shutdown

!

interface peGigE 1/0/10

!

 port-channel-protocol LACP

  port-channel 100 mode active

 no shutdown

!

interface peGigE 1/0/11

 shutdown

!

interface peGigE 1/0/12

 shutdown

!

interface peGigE 1/0/13

 shutdown

!

interface peGigE 1/0/14

 shutdown

!

interface peGigE 1/0/15

 shutdown

!

interface peGigE 1/0/16

 shutdown

!

interface peGigE 1/0/17

 shutdown

!

interface peGigE 1/0/18

 shutdown

!

interface peGigE 1/0/19

 shutdown

!

interface peGigE 1/0/20

 shutdown

!

interface peGigE 1/0/21

 shutdown

!

interface peGigE 1/0/22

 shutdown

!

interface peGigE 1/0/23

 shutdown

!

interface peGigE 1/0/24

 shutdown

!

interface peGigE 1/0/25

 portmode hybrid

 switchport

 dot1x authentication

 dot1x host-mode multi-auth

 dot1x mac-auth-bypass

 dot1x auth-type mab-only

 power inline

 no shutdown

!

interface peGigE 1/0/26

 shutdown

!

interface peGigE 1/0/27

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 1/0/28

 shutdown

!

interface peGigE 1/0/29

 portmode hybrid

 switchport

 no shutdown

!

interface peGigE 1/0/30

 shutdown

!

interface peGigE 1/0/31

 shutdown

!

interface peGigE 1/0/32

 shutdown

!

interface peGigE 1/0/33

 shutdown

!

interface peGigE 1/0/34

 shutdown

!

interface peGigE 1/0/35

 shutdown

!

interface peGigE 1/0/36

 shutdown

!

interface peGigE 1/0/37

 shutdown

!

interface peGigE 1/0/38

 shutdown

!

interface peGigE 1/0/39

 shutdown

!

interface peGigE 1/0/40

 shutdown

!

interface peGigE 1/0/41

 shutdown

!

interface peGigE 1/0/42

 shutdown

!

interface peGigE 1/0/43

 shutdown

!

interface peGigE 1/0/44

 shutdown

!

interface peGigE 1/0/45

 shutdown

!

interface peGigE 1/0/46

 shutdown

!

interface peGigE 1/0/47

 shutdown

!

interface peGigE 1/0/48

 shutdown

!

interface peGigE 1/1/1

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

 power inline

 no shutdown

!

interface peGigE 1/1/2

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/3

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/4

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/5

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/6

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/7

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/8

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/9

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/10

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/11

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/12

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/13

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/14

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/15

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/16

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/17

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/18

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/19

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/20

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/21

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/22

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/23

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/24

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/25

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/26

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/27

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/28

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/29

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/30

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/31

 switchport

 rate-interval 30

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/32

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/33

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/34

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/35

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/36

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/37

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/38

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/39

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/40

 switchport

!

 protocol lldp

  advertise dot3-tlv power-via-mdi

  advertise med

  advertise med power-via-mdi

 power inline

 no shutdown

!

interface peGigE 1/1/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/42

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/43

 switchport

 rate-interval 30

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/44

 switchport

 rate-interval 30

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/45

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/46

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/47

 switchport

!

 protocol lldp

 no shutdown

!

interface peGigE 1/1/48

 switchport

!

 protocol lldp

 no shutdown

!

pe provision 2

 stack-unit 0 type C1048P

 stack-unit 1 type C1048P

 stack-unit 2 type C1048P

 stack-unit 3 type C1048P

 stack-unit 4 type C1048P

 stack-unit 5 type C1048P

 cascade interface TenGigabitEthernet 3/22-23

 cascade interface TenGigabitEthernet 3/22-23 peer

!

interface peGigE 2/0/1

 shutdown

!

interface peGigE 2/0/2

 shutdown

!

interface peGigE 2/0/3

 shutdown

!

interface peGigE 2/0/4

 shutdown

!

interface peGigE 2/0/5

 shutdown

!

interface peGigE 2/0/6

 shutdown

!

interface peGigE 2/0/7

 shutdown

!

interface peGigE 2/0/8

 shutdown

!

interface peGigE 2/0/9

 shutdown

!

interface peGigE 2/0/10

!

 port-channel-protocol LACP

  port-channel 100 mode active

 no shutdown

!

interface peGigE 2/0/11

 shutdown

!

interface peGigE 2/0/12

 shutdown

!

interface peGigE 2/0/13

 shutdown

!

interface peGigE 2/0/14

 shutdown

!

interface peGigE 2/0/15

 shutdown

!

interface peGigE 2/0/16

 shutdown

!

interface peGigE 2/0/17

 shutdown

!

interface peGigE 2/0/18

 shutdown

!

interface peGigE 2/0/19

 shutdown

!

interface peGigE 2/0/20

 shutdown

!

interface peGigE 2/0/21

 shutdown

!

interface peGigE 2/0/22

 shutdown

!

interface peGigE 2/0/23

 shutdown

!

interface peGigE 2/0/24

 shutdown

!

interface peGigE 2/0/25

 shutdown

!

interface peGigE 2/0/26

 shutdown

!

interface peGigE 2/0/27

 shutdown

!

interface peGigE 2/0/28

 shutdown

!

interface peGigE 2/0/29

 shutdown

!

interface peGigE 2/0/30

 shutdown

!

interface peGigE 2/0/31

 shutdown

!

interface peGigE 2/0/32

 shutdown

!

interface peGigE 2/0/33

 shutdown

!

interface peGigE 2/0/34

 shutdown

!

interface peGigE 2/0/35

 shutdown

!

interface peGigE 2/0/36

 shutdown

!

interface peGigE 2/0/37

 shutdown

!

interface peGigE 2/0/38

 shutdown

!

interface peGigE 2/0/39

 shutdown

!

interface peGigE 2/0/40

 shutdown

!

interface peGigE 2/0/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 shutdown

!

interface peGigE 2/0/42

 shutdown

!

interface peGigE 2/0/43

 shutdown

!

interface peGigE 2/0/44

 shutdown

!

interface peGigE 2/0/45

 shutdown

!

interface peGigE 2/0/46

 shutdown

!

interface peGigE 2/0/47

 shutdown

!

interface peGigE 2/0/48

 shutdown

!

interface peGigE 2/1/1

 shutdown

!

interface peGigE 2/1/2

 shutdown

!

interface peGigE 2/1/3

 shutdown

!

interface peGigE 2/1/4

 shutdown

!

interface peGigE 2/1/5

 shutdown

!

interface peGigE 2/1/6

 shutdown

!

interface peGigE 2/1/7

 shutdown

!

interface peGigE 2/1/8

 shutdown

!

interface peGigE 2/1/9

 shutdown

!

interface peGigE 2/1/10

 shutdown

!

interface peGigE 2/1/11

 shutdown

!

interface peGigE 2/1/12

 shutdown

!

interface peGigE 2/1/13

 shutdown

!

interface peGigE 2/1/14

 shutdown

!

interface peGigE 2/1/15

 shutdown

!

interface peGigE 2/1/16

 shutdown

!

interface peGigE 2/1/17

 shutdown

!

interface peGigE 2/1/18

 shutdown

!

interface peGigE 2/1/19

 shutdown

!

interface peGigE 2/1/20

 shutdown

!

interface peGigE 2/1/21

 shutdown

!

interface peGigE 2/1/22

 shutdown

!

interface peGigE 2/1/23

 shutdown

!

interface peGigE 2/1/24

 shutdown

!

interface peGigE 2/1/25

 shutdown

!

interface peGigE 2/1/26

 shutdown

!

interface peGigE 2/1/27

 shutdown

!

interface peGigE 2/1/28

 shutdown

!

interface peGigE 2/1/29

 shutdown

!

interface peGigE 2/1/30

 shutdown

!

interface peGigE 2/1/31

 shutdown

!

interface peGigE 2/1/32

 shutdown

!

interface peGigE 2/1/33

 shutdown

!

interface peGigE 2/1/34

 shutdown

!

interface peGigE 2/1/35

 shutdown

!

interface peGigE 2/1/36

 shutdown

!

interface peGigE 2/1/37

 shutdown

!

interface peGigE 2/1/38

 shutdown

!

interface peGigE 2/1/39

 shutdown

!

interface peGigE 2/1/40

 shutdown

!

interface peGigE 2/1/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 2/1/42

 shutdown

!

interface peGigE 2/1/43

 shutdown

!

interface peGigE 2/1/44

 shutdown

!

interface peGigE 2/1/45

 shutdown

!

interface peGigE 2/1/46

 shutdown

!

interface peGigE 2/1/47

 shutdown

!

interface peGigE 2/1/48

 shutdown

!

interface peGigE 2/2/1

 shutdown

!

interface peGigE 2/2/2

 shutdown

!

interface peGigE 2/2/3

 shutdown

!

interface peGigE 2/2/4

 shutdown

!

interface peGigE 2/2/5

 shutdown

!

interface peGigE 2/2/6

 shutdown

!

interface peGigE 2/2/7

 shutdown

!

interface peGigE 2/2/8

 shutdown

!

interface peGigE 2/2/9

 shutdown

!

interface peGigE 2/2/10

 shutdown

!

interface peGigE 2/2/11

 shutdown

!

interface peGigE 2/2/12

 shutdown

!

interface peGigE 2/2/13

 shutdown

!

interface peGigE 2/2/14

 shutdown

!

interface peGigE 2/2/15

 shutdown

!

interface peGigE 2/2/16

 shutdown

!

interface peGigE 2/2/17

 shutdown

!

interface peGigE 2/2/18

 shutdown

!

interface peGigE 2/2/19

 shutdown

!

interface peGigE 2/2/20

 shutdown

!

interface peGigE 2/2/21

 shutdown

!

interface peGigE 2/2/22

 shutdown

!

interface peGigE 2/2/23

 shutdown

!

interface peGigE 2/2/24

 shutdown

!

interface peGigE 2/2/25

 shutdown

!

interface peGigE 2/2/26

 shutdown

!

interface peGigE 2/2/27

 shutdown

!

interface peGigE 2/2/28

 shutdown

!

interface peGigE 2/2/29

 shutdown

!

interface peGigE 2/2/30

 shutdown

!

interface peGigE 2/2/31

 shutdown

!

interface peGigE 2/2/32

 shutdown

!

interface peGigE 2/2/33

 shutdown

!

interface peGigE 2/2/34

 shutdown

!

interface peGigE 2/2/35

 shutdown

!

interface peGigE 2/2/36

 shutdown

!

interface peGigE 2/2/37

 shutdown

!

interface peGigE 2/2/38

 shutdown

!

interface peGigE 2/2/39

 shutdown

!

interface peGigE 2/2/40

 shutdown

!

interface peGigE 2/2/41

 shutdown

!

interface peGigE 2/2/42

 shutdown

!

interface peGigE 2/2/43

 shutdown

!

interface peGigE 2/2/44

 shutdown

!

interface peGigE 2/2/45

 shutdown

!

interface peGigE 2/2/46

 shutdown

!

interface peGigE 2/2/47

 shutdown

!

interface peGigE 2/2/48

 shutdown

!

interface peGigE 2/3/1

 shutdown

!

interface peGigE 2/3/2

 shutdown

!

interface peGigE 2/3/3

 shutdown

!

interface peGigE 2/3/4

 shutdown

!

interface peGigE 2/3/5

 shutdown

!

interface peGigE 2/3/6

 shutdown

!

interface peGigE 2/3/7

 shutdown

!

interface peGigE 2/3/8

 shutdown

!

interface peGigE 2/3/9

 shutdown

!

interface peGigE 2/3/10

 shutdown

!

interface peGigE 2/3/11

 shutdown

!

interface peGigE 2/3/12

 shutdown

!

interface peGigE 2/3/13

 shutdown

!

interface peGigE 2/3/14

 shutdown

!

interface peGigE 2/3/15

 shutdown

!

interface peGigE 2/3/16

 shutdown

!

interface peGigE 2/3/17

 shutdown

!

interface peGigE 2/3/18

 shutdown

!

interface peGigE 2/3/19

 shutdown

!

interface peGigE 2/3/20

 shutdown

!

interface peGigE 2/3/21

 shutdown

!

interface peGigE 2/3/22

 shutdown

!

interface peGigE 2/3/23

 shutdown

!

interface peGigE 2/3/24

 shutdown

!

interface peGigE 2/3/25

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 2/3/26

 shutdown

!

interface peGigE 2/3/27

 portmode hybrid

 switchport

 dot1x authentication

 no shutdown

!

interface peGigE 2/3/28

 shutdown

!

interface peGigE 2/3/29

 shutdown

!

interface peGigE 2/3/30

 shutdown

!

interface peGigE 2/3/31

 shutdown

!

interface peGigE 2/3/32

 shutdown

!

interface peGigE 2/3/33

 shutdown

!

interface peGigE 2/3/34

 shutdown

!

interface peGigE 2/3/35

 shutdown

!

interface peGigE 2/3/36

 shutdown

!

interface peGigE 2/3/37

 shutdown

!

interface peGigE 2/3/38

 shutdown

!

interface peGigE 2/3/39

 shutdown

!

interface peGigE 2/3/40

 shutdown

!

interface peGigE 2/3/41

 shutdown

!

interface peGigE 2/3/42

 shutdown

!

interface peGigE 2/3/43

 shutdown

!

interface peGigE 2/3/44

 shutdown

!

interface peGigE 2/3/45

 shutdown

!

interface peGigE 2/3/46

 shutdown

!

interface peGigE 2/3/47

 shutdown

!

interface peGigE 2/3/48

 shutdown

!

interface peGigE 2/4/1

 shutdown

!

interface peGigE 2/4/2

 shutdown

!

interface peGigE 2/4/3

 shutdown

!

interface peGigE 2/4/4

 shutdown

!

interface peGigE 2/4/5

 shutdown

!

interface peGigE 2/4/6

 shutdown

!

interface peGigE 2/4/7

 shutdown

!

interface peGigE 2/4/8

 shutdown

!

interface peGigE 2/4/9

 shutdown

!

interface peGigE 2/4/10

 shutdown

!

interface peGigE 2/4/11

 shutdown

!

interface peGigE 2/4/12

 shutdown

!

interface peGigE 2/4/13

 shutdown

!

interface peGigE 2/4/14

 shutdown

!

interface peGigE 2/4/15

 shutdown

!

interface peGigE 2/4/16

 shutdown

!

interface peGigE 2/4/17

 shutdown

!

interface peGigE 2/4/18

 shutdown

!

interface peGigE 2/4/19

 shutdown

!

interface peGigE 2/4/20

 shutdown

!

interface peGigE 2/4/21

 shutdown

!

interface peGigE 2/4/22

 shutdown

!

interface peGigE 2/4/23

 shutdown

!

interface peGigE 2/4/24

 shutdown

!

interface peGigE 2/4/25

 portmode hybrid

 switchport

 rate-interval 30

 no shutdown

!

interface peGigE 2/4/26

 shutdown

!

interface peGigE 2/4/27

 shutdown

!

interface peGigE 2/4/28

 shutdown

!

interface peGigE 2/4/29

 shutdown

!

interface peGigE 2/4/30

 shutdown

!

interface peGigE 2/4/31

 shutdown

!

interface peGigE 2/4/32

 shutdown

!

interface peGigE 2/4/33

 shutdown

!

interface peGigE 2/4/34

 shutdown

!

interface peGigE 2/4/35

 shutdown

!

interface peGigE 2/4/36

 shutdown

!

interface peGigE 2/4/37

 shutdown

!

interface peGigE 2/4/38

 shutdown

!

interface peGigE 2/4/39

 shutdown

!

interface peGigE 2/4/40

 shutdown

!

interface peGigE 2/4/41

 portmode hybrid

 switchport

 rate-interval 30

 service-policy input skype_voice

 service-policy output Strict_Q

!

 protocol lldp

 no shutdown

!

interface peGigE 2/4/42

 shutdown

!

interface peGigE 2/4/43

 shutdown

!

interface peGigE 2/4/44

 shutdown

!

interface peGigE 2/4/45

 shutdown

!

interface peGigE 2/4/46

 shutdown

!

interface peGigE 2/4/47

 shutdown

!

interface peGigE 2/4/48

 shutdown

!

interface peGigE 2/5/1

 shutdown

!

interface peGigE 2/5/2

 shutdown

!

interface peGigE 2/5/3

 shutdown

!

interface peGigE 2/5/4

 shutdown

!

interface peGigE 2/5/5

 shutdown

!

interface peGigE 2/5/6

 shutdown

!

interface peGigE 2/5/7

 shutdown

!

interface peGigE 2/5/8

 shutdown

!

interface peGigE 2/5/9

 shutdown

!

interface peGigE 2/5/10

 shutdown

!

interface peGigE 2/5/11

 shutdown

!

interface peGigE 2/5/12

 shutdown

!

interface peGigE 2/5/13

 shutdown

!

interface peGigE 2/5/14

 shutdown

!

interface peGigE 2/5/15

 shutdown

!

interface peGigE 2/5/16

 shutdown

!

interface peGigE 2/5/17

 shutdown

!

interface peGigE 2/5/18

 shutdown

!

interface peGigE 2/5/19

 shutdown

!

interface peGigE 2/5/20

 shutdown

!

interface peGigE 2/5/21

 shutdown

!

interface peGigE 2/5/22

 shutdown

!

interface peGigE 2/5/23

 shutdown

!

interface peGigE 2/5/24

 shutdown

!

interface peGigE 2/5/25

 shutdown

!

interface peGigE 2/5/26

 shutdown

!

interface peGigE 2/5/27

 shutdown

!

interface peGigE 2/5/28

 shutdown

!

interface peGigE 2/5/29

 shutdown

!

interface peGigE 2/5/30

 shutdown

!

interface peGigE 2/5/31

 shutdown

!

interface peGigE 2/5/32

 shutdown

!

interface peGigE 2/5/33

 shutdown

!

interface peGigE 2/5/34

 shutdown

!

interface peGigE 2/5/35

 shutdown

!

interface peGigE 2/5/36

 shutdown

!

interface peGigE 2/5/37

 shutdown

!

interface peGigE 2/5/38

 shutdown

!

interface peGigE 2/5/39

 shutdown

!

interface peGigE 2/5/40

 shutdown

!

interface peGigE 2/5/41

 shutdown

!

interface peGigE 2/5/42

 shutdown

!

interface peGigE 2/5/43

 shutdown

!

interface peGigE 2/5/44

 shutdown

!

interface peGigE 2/5/45

 shutdown

!

interface peGigE 2/5/46

 shutdown

!

interface peGigE 2/5/47

 shutdown

!

interface peGigE 2/5/48

 shutdown

!

interface Port-channel 5

 description NSA-6600_R171_u23

 no ip address

 switchport

 channel-member TenGigabitEthernet 3/5

 vlt-peer-lag port-channel 5

 no shutdown

!

interface Port-channel 7

 description NSA-6600_R171_u24

 no ip address

 switchport

 channel-member TenGigabitEthernet 3/7

 vlt-peer-lag port-channel 7

 no shutdown

!

interface Port-channel 8

 description W-7210_R173_u24

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 8

 no shutdown

!

interface Port-channel 9

 description W-7210_R173_u27

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 9

 no shutdown

!

interface Port-channel 10

 description VLT_LAG_ N3000_R173U6

 no ip address

 portmode hybrid

 switchport

 rate-interval 10

 no lacp long-timeout

 vlt-peer-lag port-channel 10

 no shutdown

!

interface Port-channel 11

 description VLT_LAG_ N3000_R173U5

 no ip address

 portmode hybrid

 switchport

 rate-interval 10

 no lacp long-timeout

 vlt-peer-lag port-channel 11

 no shutdown

!

interface Port-channel 12

 description To_VLT_peer_VLTi

 no ip address

 mtu 9216

 channel-member fortyGigE 0/4,8,12,20

 no shutdown

!

interface Port-channel 33

 ip address 22.34.21.23/24

 channel-member TenGigabitEthernet 11/2

 no shutdown

!

interface Port-channel 100

 no ip address

 portmode hybrid

 switchport

 no shutdown

!

interface Port-channel 128

 description Cisco 3k LAG

 no ip address

 portmode hybrid

 switchport

 vlt-peer-lag port-channel 128

 no shutdown

!

interface Vlan 1

!untagged TenGigabitEthernet 2/0-1,3,12,14-15,23

!untagged TenGigabitEthernet 11/3

!untagged peGigE 1/1/2-9,32-48

!untagged peGigE 2/0/41

!untagged peGigE 2/1/41

!untagged peGigE 2/4/25,41

!untagged Port-channel 12,100,128

!

interface Vlan 5

 description Engineering

 ip address 10.1.5.2/24

 tagged Port-channel 8-11

 untagged peGigE 1/0/29

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 5

  virtual-address 10.1.5.10

 no shutdown

!

interface Vlan 6

 description Finance

 ip address 10.1.6.2/24

 tagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 6

  virtual-address 10.1.6.10

 no shutdown

!

interface Vlan 7

 description Guest

 ip address 10.1.7.2/24

 tagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 7

  virtual-address 10.1.7.77

 no shutdown

!

interface Vlan 8

 no ip address

 shutdown

!

interface Vlan 10

 no ip address

 shutdown

!

interface Vlan 26

 no ip address

 shutdown

!

interface Vlan 30

 no ip address

 shutdown

!

interface Vlan 50

 ip address 10.1.50.2/24

 untagged Port-channel 5,7

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 50

  virtual-address 10.1.50.10

 no shutdown

!

interface Vlan 57

 description NMS

 ip address 10.1.57.2/24

 tagged Port-channel 8-11

 untagged TenGigabitEthernet 2/2,13

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 57

  virtual-address 10.1.57.10

 no shutdown

!

interface Vlan 100

 description General

 ip address 10.1.100.2/24

 tagged fortyGigE 0/0

 tagged TenGigabitEthernet 2/23

 tagged peGigE 1/1/41-42

 tagged peGigE 2/1/41

 tagged peGigE 2/4/25,41

 untagged TenGigabitEthernet 2/10-11,22

 untagged peGigE 1/0/1,25,27

 untagged peGigE 1/1/1

 untagged peGigE 2/3/25,27

 untagged Port-channel 8-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 100

  virtual-address 10.1.100.50

 no shutdown

!

interface Vlan 200

 description VoIP

 ip address 10.1.200.2/24

 tagged peGigE 1/1/41-42

 tagged peGigE 2/0/41

 tagged peGigE 2/1/41

 tagged peGigE 2/4/41

 tagged Port-channel 10-11

 vrrp delay minimum 30

 vrrp delay reload 200

!

 vrrp-group 200

  virtual-address 10.1.200.50

 no shutdown

!

power inline mode pe 1 stack-unit 0 class

!

power inline mode pe 1 stack-unit 1 class

!

management route 172.24.0.0/16 172.25.173.254

management route 172.25.0.0/16 172.25.173.254

!

management egress-interface-selection

!

 application sflow-collector

!

ip route 0.0.0.0/0 10.1.50.254

!

ip name-server 172.25.10.1

ip name-server 172.24.0.1

!

logging history informational

logging 172.25.11.53

!

banner motd ^C

 C9010 V+V

^C

!

service-class dynamic dot1p

!

snmp-server community public ro

snmp-server group v3group 3 noauth read v3view write v3view

snmp-server host 172.25.162.209 traps version 2c Public udp-port 162

snmp-server user v3sha v3group 3 encrypted auth sha 87613d59086bffcbcd4737dfaa4a4b6630a1ad23

snmp-server user v3md5key v3group 3 encrypted auth md5 930c0c9a64a08c310add252d39ab3dc3 priv des56 930c0c9a64a08c310add252d39ab3dc3

snmp-server user v3noauth v3group 3

snmp-server view v3view 1 included

!

load-balance ip-selection dest-ip

!

mac-address-table station-move threshold 5 interval 30

!

ftp-server enable

ftp-server username root password 7 d7acc8a1dcd4f698

!

ntp server 172.25.10.20

!

radius-server host 10.1.100.128 key 7 fea175715f6aa1df0e5759990c631269

!

dot1x authentication

!

support-assist

 enable all

!

 contact-person first John last Smith

  time-zone zone -06:00

!

 server QAE

  enable

  url http://172.22.55.41

!

 server default

  no enable

!

ip igmp snooping enable

!

class-map match-any voice

 match ip dscp 46

!

policy-map-input skype_voice

 service-queue 5 class-map voice

 trust diffserv

!

policy-map-output Strict_Q

 service-queue 5 qos-policy VoIP_Q

!

qos-policy-output VoIP_Q

 scheduler strict

!

line console 0

 exec-timeout 640 0

line vty 0

 exec-timeout 15 0

line vty 1

line vty 2

line vty 3

line vty 4

line vty 5

line vty 6

line vty 7

line vty 8

line vty 9

!

sflow collector 172.25.162.209 agent-addr 172.25.171.71

sflow enable

!

reload-type

 boot-type normal-reload

 config-scr-download enable

!

logging extended

!

end






version 6.3.1.0-4.0.0
virtual-controller-country US
virtual-controller-key 80df76490185e5b6f16de5c00511cd370ef1efea6f50cc1f00
name Instant-C6:2E:94
organization CRA:Instant
virtual-controller-ip 172.25.173.142
terminal-access
ntp-server 172.25.10.20
clock timezone Central-Time -06 00
rf-band all
dynamic-radius-proxy
ams-ip 10.1.57.100
ams-key f515bdd604a3a74c2bb4a7fa7fef4b39
ams-identity ae804b7cd9569ec31c7374d5dd052ea0

allow-new-aps
allowed-ap 18:64:72:c6:2e:94
allowed-ap 00:0b:86:cf:86:6d
allowed-ap 00:0b:86:8f:74:fb

routing-profile
 route  10.0.0.0  255.0.0.0  10.1.100.11
 route  10.0.0.0  255.0.0.0  10.1.100.12


arm
 wide-bands 5ghz
 80mhz-support
 min-tx-power 18
 max-tx-power 127
 band-steering-mode prefer-5ghz
 air-time-fairness-mode fair-access
 client-aware
 scanning

ip dhcp pool
 dns-server 172.25.10.1

internal-domains
 domain-name cra.lab

syslog-level warn ap-debug 
syslog-level warn network 
syslog-level warn security 
syslog-level warn system 
syslog-level warn user 
syslog-level warn user-debug 
syslog-level warn wireless 



vpn primary 172.25.172.81 



mgmt-user admin d8f455b3d5255257618d77fe7aa892dc

wlan access-rule default_wired_port_profile
 index 0
 rule any any match any any any permit

wlan access-rule wired-instant
 index 1
 rule 172.25.173.142 255.255.255.255 match tcp 80 80 permit
 rule 172.25.173.142 255.255.255.255 match tcp 4343 4343 permit
 rule any any match udp 67 68 permit
 rule any any match udp 53 53 permit

wlan access-rule CRA_Instant
 index 2
 rule any any match any any any permit

wlan access-rule CRA_IAP_Employee
 index 3
 captive-portal external profile Employee
 rule 10.1.100.128 255.255.255.255 match tcp 443 443 permit
 rule 10.1.100.128 255.255.255.255 match tcp 80 80 permit
 rule 173.194.0.0 255.255.0.0 match tcp 443 443 permit
 rule 74.125.0.0 255.255.0.0 match tcp 443 443 permit
 rule 209.85.0.0 255.255.0.0 match tcp 443 443 permit
 rule any any match any any any deny

wlan access-rule CRA_IAP_Guest
 index 4
 rule any any match any any any permit

wlan access-rule guestIAP_logon
 index 5
 rule 10.1.100.128 255.255.255.255 match tcp 80 80 permit
 rule 10.1.100.128 255.255.255.255 match tcp 443 443 permit

wlan access-rule employee_role
 index 6
 rule any any match any any any permit

wlan access-rule CRA_IAP_Emplyee-auth
 index 7
 rule any any match any any any permit

wlan ssid-profile CRA_Instant
 enable
 index 0
 type employee
 essid CRA_Instant
 wpa-passphrase a67234812c0a7b798d747c96b0f705d4ba319a875758309f
 opmode wpa2-psk-aes
 max-authentication-failures 0
 vlan 15
 auth-server InternalServer
 rf-band all
 captive-portal disable
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

wlan ssid-profile CRA_IAP_Employee
 enable
 index 1
 type employee
 essid CRA_IAP_Employee
 opmode wpa2-aes
 max-authentication-failures 0
 vlan 15
 auth-server clearpasscra
 set-role Aruba-User-Role value-of
 rf-band all
 captive-portal disable
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

wlan ssid-profile CRA_IAP_Guest
 enable
 index 2
 type guest
 essid CRA_IAP_Guest
 opmode opensystem
 max-authentication-failures 0
 vlan 16
 auth-server clearpasscra
 set-role-pre-auth guestIAP_logon
 rf-band all
 captive-portal external
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 radius-accounting
 radius-interim-accounting-interval 10
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

auth-survivability cache-time-out 24



wlan auth-server clearpasscra
 ip 10.1.100.128
 port 1812
 acctport 1813
 key 02d1012f1a6b01d8211aa0e605c2dc2f3aa9f97d4cb084dc
 rfc3576
 cppm-rfc3576-port 5999

wlan captive-portal
 background-color 12632256
 banner-color 6750207
 banner-text "Remote Campus Guest Network"
 terms-of-use "This network is not secure, and use is at your own risk"
 use-policy "Please read terms and conditions before using Guest Network"
 authenticated

wlan external-captive-portal
 server 10.1.100.128
 port 443
 url "/guest/IAP_self_reg_guest.php"
 auth-text ""
 auto-whitelist-disable
 https

wlan external-captive-portal Employee
 server 10.1.100.128
 port 443
 url "/guest/landing.php/device_provisioning2.php"
 auth-text ""
 auto-whitelist-disable
 https


wlan walled-garden
 white-list ".*ggpht.com.*"
 white-list ".*android.clients.google.com.*"

blacklist-time 3600
auth-failure-blacklist-time 3600

ids classification

ids
 wireless-containment none

ip dhcp IAPVPN
 server-type Local
 server-vlan 15
 subnet 192.168.100.1
 subnet-mask 255.255.255.0
 dns-server 10.1.57.127

ip dhcp IAPGuest
 server-type Local
 server-vlan 16
 subnet 192.168.10.1
 subnet-mask 255.255.255.0


wired-port-profile wired-instant
 switchport-mode access
 allowed-vlan all
 native-vlan guest
 no shutdown
 access-rule-name wired-instant
 speed auto
 duplex auto
 no poe
 type guest
 captive-portal disable
 no dot1x

wired-port-profile default_wired_port_profile
 switchport-mode trunk
 allowed-vlan all
 native-vlan 1
 shutdown
 access-rule-name default_wired_port_profile
 speed auto
 duplex full
 no poe
 type employee
 captive-portal disable
 no dot1x


enet0-port-profile default_wired_port_profile

uplink
 preemption
 enforce none
 failover-internet-pkt-lost-cnt 10
 failover-internet-pkt-send-freq 30
 failover-vpn-timeout 180


airgroup
 disable

airgroupservice airplay
 disable
 description AirPlay

airgroupservice airprint
 disable
 description AirPrint









!Current Configuration:

!System Description "Dell Networking N3024F, 6.2.6.6, Linux 3.6.5-50bbccb7"

!System Software Version 6.2.6.6

!

configure

vlan 5-7,57,100,173,200

exit

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab"

exit

vlan 200

name "VoIP"

exit

hostname "R173_U6_N3024F"

slot 1/0 2    ! Dell Networking N3024F

slot 2/0 1    ! Dell Networking N3024

slot 3/0 7    ! Dell Networking N3048P

stack

member 1 2    ! N3024F

member 2 1    ! N3024

member 3 5    ! N3048P

exit

interface out-of-band

ip address 172.25.173.6 255.255.0.0 0.0.0.0

exit

logging console debugging

interface vlan 1

exit

interface vlan 57

ip address 10.1.57.106 255.255.255.0

exit

interface vlan 100

exit

interface vlan 200

exit

username "admin" password f611e082a05f5562f1d0d2bbcef2b5bf privilege 15 encrypted

dot1x system-auth-control

aaa authentication dot1x default radius

dot1x dynamic-vlan enable

voice vlan

radius-server host auth 10.1.100.128

primary

name "Default-RADIUS-Server"

key "Dell1234$"

exit

ip ssh server

classofservice trust ip-dscp

classofservice ip-dscp-mapping 46 5

cos-queue random-detect 0 1

cos-queue strict 5

power inline detection dot3at

!

interface Te1/0/1

channel-group 10 mode active

lacp timeout short

description "To_R169_9010-1:Ten3/10"

dot1x port-control force-authorized

lldp transmit-mgmt

exit

!

interface Te1/0/2

channel-group 10 mode active

lacp timeout short

description "To_R171_9010-2:Ten3/10"

dot1x port-control force-authorized

exit

!

interface Te2/0/1

channel-group 2 mode active

exit

!

interface Te2/0/2

channel-group 2 mode active

exit

!

interface Gi3/0/1

description "Ixia_8"

spanning-tree portfast

switchport mode general

switchport general pvid 100

switchport general allowed vlan add 100

switchport general allowed vlan add 200 tagged

dot1x port-control force-authorized

voice vlan 200

exit

!

interface Gi3/0/13

dot1x port-control force-authorized

exit

!

interface Gi3/0/15

description "Wireless-AP"

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Gi3/0/17

switchport access vlan 100

dot1x port-control force-authorized

power inline detection dot3at

exit

!

interface Gi3/0/20

switchport mode general

dot1x port-control mac-based

dot1x reauthentication

dot1x timeout guest-vlan-period 3

dot1x mac-auth-bypass

authentication order dot1x mab

exit

!

interface Gi3/0/25

switchport access vlan 5

dot1x port-control force-authorized

exit

!

interface Gi3/0/26

switchport access vlan 6

dot1x port-control force-authorized

exit

!

interface Gi3/0/39

dot1x port-control force-authorized

exit

!

interface Gi3/0/41

dot1x port-control force-authorized

exit

!

interface port-channel 10

description "LAG_TO_C9010-2s"

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

exit

snmp-server engineid local 800002a203001ec9ded513

snmp-server user "public" DefaultSuper

snmp-server community "public" su ipaddress 10.1.57.57

exit








!Current Configuration:

!System Description "Dell Networking N3024F, 6.2.6.6, Linux 3.6.5-50bbccb7"

!System Software Version 6.2.6.6

!

configure

vlan 5-7,57,100,173,200

exit

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab"

exit

vlan 200

name "VoIP"

exit

hostname "R173_U5_N3024F"

slot 1/0 2    ! Dell Networking N3024F

slot 2/0 3    ! Dell Networking N3048

slot 3/0 1    ! Dell Networking N3024

stack

member 1 2    ! N3024F

member 2 4    ! N3048

member 3 1    ! N3024

exit

interface out-of-band

ip address 172.25.173.5 255.255.0.0 0.0.0.0

exit

logging console debugging

interface vlan 1

exit

interface vlan 57

ip address 10.1.57.55 255.255.255.0

exit

interface vlan 200

exit

username "admin" password f611e082a05f5562f1d0d2bbcef2b5bf privilege 15 encrypted

dot1x system-auth-control

aaa authentication dot1x default radius

dot1x dynamic-vlan enable

voice vlan

radius-server host auth 10.1.100.128

primary

name "Default-RADIUS-Server"

key "Dell1234$"

exit

classofservice trust ip-dscp

classofservice ip-dscp-mapping 46 5

cos-queue random-detect 0 1

cos-queue strict 5

!

interface Te1/0/1

channel-group 11 mode active

lacp timeout short

description "To_R169_9010-1:Ten3/11"

dot1x port-control force-authorized

exit

!

interface Te1/0/2

channel-group 11 mode active

lacp timeout short

description "To_R171_9010-2:Ten3/11"

dot1x port-control force-authorized

exit

!

interface Gi2/0/1

description "Ixia_8"

spanning-tree portfast

switchport mode general

switchport general pvid 100

switchport general allowed vlan add 100

switchport general allowed vlan add 200 tagged

dot1x port-control force-authorized

voice vlan 200

exit

!

interface Gi2/0/21

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Gi2/0/22

switchport access vlan 5

dot1x port-control force-authorized

exit

!

interface Gi2/0/23

switchport access vlan 6

dot1x port-control force-authorized

exit

!

interface Gi2/0/25

description "Ixia_7"

spanning-tree portfast

switchport mode general

switchport general pvid 100

switchport general allowed vlan add 100

switchport general allowed vlan add 200 tagged

dot1x port-control force-authorized

voice vlan 200

exit

!

interface Gi2/0/26

description "Ixia_8"

spanning-tree portfast

switchport mode general

switchport general pvid 100

switchport general allowed vlan add 100

switchport general allowed vlan add 200 tagged

dot1x port-control force-authorized

voice vlan 200

exit

!

interface Gi2/0/33

spanning-tree portfast

switchport mode general

switchport general pvid 100

switchport general allowed vlan add 57,100

exit

!

interface Gi2/0/35

switchport access vlan 100

exit

!

interface port-channel 11

description "LAG_TO_C9010-2s"

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

exit

snmp-server engineid local 800002a203001ec9ded51b

snmp-server user "public" DefaultSuper

snmp-server community "public" su ipaddress 10.1.57.57

exit
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1 Introduction

This document serves as an addendum to the Dell Networking Campus Switching and Mobility reference
Architecture 2.0 and 3.0. It contains high-level configuration examples and screenshots of the W-ClearPass
interface. IT managers can use this document to understand the configuration of the features described in
the main reference architecture.

The first configuration example contains brief descriptions of the W-ClearPass configuration methodology.
Subsequent configuration examples do not include step-by-step commentary.

Notes:

1. This document is not a deployment guide. Instead, it provides a high-level overview of the configuration
methodology. For assistance with W-ClearPass, please see the User Guides located within the product
support pages on the Dell Support website.

2. This document’s original versions featured W-ClearPass version 6.3.x. Some screenshots may differ in
more recent versions, but the concepts and basic features discussed remain applicable.
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2 W-ClearPass Example Configurations

2.1 BYOD: W-ClearPass Onboard

The following configuration example shows a single service configured to provision and authenticate
employees using the corporate SSID. The configuration file attached to the main reference architecture
document contains configurations for the W-Series controller.

2.1.1 W- ClearPass Policy Manager (CPPM) Onboard Services

Choose Onboard Authorization from the Service Templates window, shown in Figure 1:

Configuration » Service Templates

Service Templates
Selzct Template Catzgory:| All Templstes \a

802.1X Wired
% 202.1X Wired Access Service Template

[T} 802.1X Wireless
.
0’@ 02,1 Wireless Access Service Template

Dell W-Series 802.1X Wireless

Dell W-Series 802.1X Wiraless Access Service Temiplate

I Onboard Authorization
g

Sarvice template for authorizing device credential provisioning and enbearding

Figure 1 Services Templates window
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Use the Onboard Authorization Template, as shown in Figure 2, to create a personalized template for the
network. This template provides for the creation of two services, a provisioning and an authorization service.
This example documents only the provisioning service.

Configuration » Service Templates

Service Templates - Onboard Authorization

Create an autherization service that checks whether a user's device may be provisioned using Onboard, Use an 802.1X wireless service to authenticate
users prier to device provisiening with Onbeoard, and also after device provisioning is complete.

ForiQS and OS X devices, 3 separate Web Login Pre-2uth service should also be created, to check the user's credentials prior te starting the device
provisioning process,

Mame Prefix:

Wireless Network Settings

Select wireless controller: v
Wireless Controller Mame:

Controller IP Address:

Wendar Name: Arubs A
RADIUS Shared Secret:

Enzble RADIUS Cof: j

RADIUS Col Port: 3799

Device Access Restrictions

Days allowed for access™: # Monday & Tuesday # Wednesday ® Thursday & Friday & Saturday # Sunday
Provisioning Wireless Network Settings

Wwireless S51D for Onboard Provisioning™:

Cancel
Figure 2  Service Templates - Onboard Authorization window
The created service joins the Service List, as shown in Figure 3. Select the service to configure it.

Configuration » Services
Services # Add Service
& Import Services

& E rt Services
Services have been reordered successfully e s eades

Filter:| Mams ¥ |[contains ¥ | + “ Clear Filter Show|20 ¥ |records

# Order & Name Type Template Status
1, 1 [SF:_E;:C"'E;\"E”EQEFAdmi” Metwork Login TACACS TACACS+ Enforcement =]
2.3 2 [&2irGroup Autherization Service] RADIUS RADIUS Enforcement [ Generic | -
3.|@ 2 [Arubz Device fccess Service] TACACS TACACS+ Enforcement @
4,100 4 [Guest Operator Logins] Application DELL W-Series Application Authenticatian @

5. @ 5 Instant CRA OnBoard Onboard Previsioning RADIUS DELL W-Serizes Wireless =
6. & & CRA OnBoard Onboard Provisioning RADIUS DELL W-Series Wireless =]
7.|@ 7 CRA OnBoard Onboard Autherization RADIUS RADIUS Enfercement [ Generic | L
8.|@ 2 Guest Guest MAC Authentication RADIUS MAC Authenticatien e
9. & ] Guest Guest Access With MAC Caching RADIUS RADIUS Enforcement [ Generic ) @
i0. i0 Instant Guest Access With MAC Caching RADIUS RADIUS Enforcement [ Generic ) -
11. 11 CR& MAC Auth for wired RaDIus MAC Authenticatian =]
iz, iz CRA OnGuard WEBAUTH Web-based Health Check Only @
i3 i3 IAP Guest Access - in progress RADIUS RADIUS Enforcement [ Generic | @
14|00 14 Simple AD 8021 Wireless - in progress RADIUS B02.1% Wireless @
Showing 1-14 of 14 | Copy | Export | Delete

Figure 3  Services window
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The Summary tab allows administrators to review the configured options while creating the service. The
summary tab shows the details of each option configured within the created service, as in Figure 4:

Configuratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Surmmary Service Authentication Roles Enforcement
Sarvice:
Mame: CRA OnBoard Onboard Provisioning
Diescriptien: 802,1% wireless access service authenticating users prior to device provisioning with Onboard, and after device provisioning is
complete
Type: DELL W-Series Wireless
Status: Enabled
Maniter Mode: Disabled
More Optiens: E
Service Rule
Match ALL of the following cenditions:
Type Name Operator WValue
]..]Radius:lEl’F NAS-Port-Type EQUALS Wireless-802.11 {13)
z.|Radius:1ETF Service-Type BELONGS_TO ;‘ﬁh”;ﬁf;rtf_:g:lr:?‘;}d'user (2}
3.|Radius:Aruha Aruba-Essid-Mame EQUALS CRA_Employee
Authentication:
Authentication Methads: 1, [EAP TTLS]
2. [EAP TLS]
2. [EAP PEAP]

4. [MSCHADR]

5. [EAP MSCHAPZ]
Authentication Seurces: 1. [Onboard Devices Repositery]

2, PCT Active Directory

Strip Username Rules:  [:user

Roles:

Role Mapping Policy: CRA OnBoard Onboard Autherization Rele Mapping
Enforcement:

Usz Cached Results: Disabled

Enforcement Policy: CRA OnBoard Onbeard Provisioning Policy

Figure 4  Service — CRA OnBoard Provisioning window: Summary tab

The Service tab allows administrators to select the service options and set the service rules that identify the
authentication request belonging to this service, as shown in Figure 5:

Configuration » Services » Edit - CRA OnBoard Onboard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary m Authentication Roles Enforcement

Mame: i'_tRA__C?rE-oa Onboard Provisini ; |
Descriptian: i.S.Dé:'i)(\\'ireless access service ¥ |
|authenticating users prior to device .|
Type: DELL W-Series Wireless
Status: Enzbled
Maniter Moda: ! Enable to moniter network access without enfercement
More Options: ! Authorization [ Posture Compliance [0 Audit End-hosts [ Profile Endpoints
Service Rule
Matches © ANY or® ALL of the following conditions:

Type Name Operator Value it
1...]Ra-|:.|.i-us:II:_|'F MNAS-Port-Type EQ“UALS Wireless-802.11 (193] & i
z.|Radius:1ETF Service-Type BELONGS_TO ;ﬁ:-.::if;r:;g:l??sid_User (T
3.|Radius:Aruba Arubz-Essid-MName EQUALS CRA_Employee .

4|click to add..

Figure 5  Services — CRA OnBoard OnBoard Provisioning window: Service tab
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The Authentication tab contains the authentication settings. Both the Authentication Method and
Authentication Source come pre-configured. Administrators must add all methods and sources for any device
using this service, as shown in Figure 6:

Configuration » Services » Edit - CRA OnBoard Onboard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Aunthentication Roles Enforcement
Authentication Methods: [[EAF TTLS] - Add new Authentication Method
[EAP TLS] ]
o o T
MBCHAF [ View Detac |
[EAP MSCHAPYZ] o]
—Sslect to Add— v
Authentication Sources: | [[Onbosrd Devices Repositony] [Local SOL T £dd new Authentication Source
PCT Agtive Dirsctory [Active Dirsctory] [ -
vl e Mows Down
Remove
View Detalls
_ Moy
—EZglect to Add— v
Strip Username Rules:  # Enable to specify @ comma-separated list of rules to strip username prefixes or suffixes
usar

If username precedes domain name, uss useri<separator® (2.9, user: @]
Otherwise, use <separatorz:user (2.4, \wuser)

Figure 8  Services — CRA OnBoard Onboard Provisioning window: Authentication tab
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The Authentication Methods window enables administrators to add, import or export methods of
authenticating CRA onboard provisioning, as shown in Figure 7:

Configuration » Authentication » Methods

Authentication Methods

¥ (| contains ¥ |

Filter:| Mams

# L Hame &
=Ty [Allow All MAC AUTH]
2. [Aruba EAF GTC]
= [Authorize]
4, [CHAR]
5 [EAP FAST]
% [EAP BTC]
7 [E&P MDS]
8. [EAP MSCHAPVZ]
g, [EAP PEAP]
10, [EARP PEAF Without Fast Reconnect]
11.|@  [EAPTLS]
12.(E [EAP TLS With OCSPE Enabled]
13./@ [EAPTTLS]
140  [MAC AUTH]
15.|i0  [MSCHAD]
160  [PAP]
17,0 [ss0]

Showing 1-17 of 17
Authentication Methods window

Figure 7

5@ o | Ciear Filter
Type

l;'l.;"-{lf.:-AUTH
EAPR-GTC
Autharize

CHAR
EAR-FAST
EAR-GTC
EAPR-MDOS
EAR-MECHARWZ
EAP-DEAD

EAP-PEAP

EAR-TLS
EAR-TLS
EAR-TTLS
MAC-AUTH
MSCHAP
PAP

PAP
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Administrators can add, import or export authentication sources, as shown in Figure 8:

Configuration = Zuthentication » Sources
Authentication Sources

4 authentication sources deleted successfully

Filter:| Nams v |[ contains ¥ | ZR o | Ciear Filter

# Name & Type
1 [Admin User Repository] Local SQL DB
2. [Blacklist User Repositary] Local 5QL DB
2. [Endpeints Repository] Local SQL DB
o Guest Access With Mac Caching MAC-Guest- Generic SOL DB
Check
5. [Guest Device Repository] Local SQL DB
6. Guest MAC Auth MAC-Guest-Check Generic SQL DB
7. Guest MAC-Guest-Check Generic SQL DB
8. [Guest User Repository] Local SQL DB
9. [Insight Repository] Lecal SQL DB
10, [Lecal User Repository] Local SQL DB
11 [Onbeard Devices Repository] Local SQL DB
12, PCT Active Directory Active Directory
13,0 Static List Mac Auth Static Host List
Showing 1-13 of 13

Figure 8  Authentication Sources window
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Figure 9 illustrates the addition of an authentication source with the Active Directory source located on a
Windows Server in the corporate domain. Administrators specify the hostname and password to initiate
automatic importing of the attributes into W-ClearPass.

Configuration = Authentication » Sources » Add - PCT Active Directory
Authentication Sources - PCT Active Directory

Sy General Primary Attributes
General:

Mame: PCT Active Directory
Cescription: cra.lab active directary
Type: AD

Use for Authorization:  Enabled
Authorization Sources:

Primary:

Hostname win2012server.cralab

Connection Security: Maone

Port: 389

Verify Server Certificate: -

Bind DM: cn=administrator,cn=users,dc=cra,dc=lab

Bind Password: it

MetBIOS Demain Mame: CRA

Base DM: dc=cra,dc=lab

Search Scope: SubTree Search

LDAP Referrals:

Bind User: trus

User Certificate userCertificate

Attributes:

Filters 1, [B[sAaMAccountMame=%{Authentication:Username}){cbjectClass=user]]

2. [distinguishedMame=%{memberOf})]

2 [B[sAMAccountMame=%{Host:Name} 3} [cbjectClass=computer]]
4, [BfsAMAccountName=%{Onboard:Owner}}{objectClass=user})
5, [distinguishedMame=%{COnboard memberOf}]

&, [Mame=%{Authentication:Username}]

Figure 9  Authentication Sources — PCT Active Directory window: Summary tab

Role Mapping creates and lists roles with W-ClearPass and can also pass them directly to the W-Series
Controller. The controller then applies these roles to the user during the authentication process.
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A variety of conditions determine which role or roles might apply to a single user. The determination takes into

account several sources of information, including fingerprint information gathered from W-ClearPass and the
W-Series Controller. Figure 10 shows the Roles tab:

Configuratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Authentication m Enforcement

Rele Mapping Palicy: 'CRA OnBoard Onboard Authorizstion ek v | IS Add new Role Mapping Palic

Description: Maps RADIUS authaorization attributes to a role for the Onboard device type

Default Role: [Guest]

Rules Evaluation Algorithm: ewvaluzte-all

Conditions Role

(Radius:&ruba:Aruba-Mdps-Device-MName Android) [Onboard Android]

2. (Radius:&ruba:arubz-Mdps-Device-MName I | Windows) [Onboard Windows]
(Radius:&ruba:Aruba-Mdps-Device-Product - iPad)

3. (Radius:&ruba:Aruba-Mdps-Device-Product H iPhone) [Onboard i05]

; [Radius:&ruba:Aruba-Mdps-Device-Product 50 : iPod)

4, (Radius:&ruba:aruba-Mdps-Device-Product SEGI0N MacBook) [Onboard Mac OS X]

[Authentication:Source EQUALS [Onboard Devices Repository]) [Emplayee]

Figure 10 Services — CRA OnBoard Onboard Provisioning window: Roles tab

Administrators can add or modify a Role Mapping Policy directly from the service. Figure 11 shows the
configuration of just the Role Mapping Policy:

Configuration » Identity » Role Mappings » Edit - CRA OnBeard Onboard Autherization Role Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

oy g s

Policy:

Policy Name: CRA OnBeoard Onboard Autherization Rele Mapping

Diescription: Maps RADIUS authorization attributes to a rele for the Onboard device type

Default Reole: [Guest]

Mapping Rules:

Rules Ewvaluation Algerithm: Ewvaluate all

Conditions Role Name

1.| [Radius:Aruba:fruba-Mdps-Device-Name 5EG Android) [COnbeard Android]

2.| [Radius:&ruba:&ruba-Mdps-Device-Name IN: H Windows) [Onboard Windows]
[Radius:Aruba:fruba-Mdps-Device-Product : iPad)

2 [Radius:Aruba:aruba-Mdps-Device-Product - 5 WT iPhone) [Cnbeard iO5]
[Radius:&ruba:aruba-Mdps-Device-Product 55G ] iPod}

4.| [Radius:Aruba:&ruba-Mdps-Device- Froduct - MacBook) [Cnboard Mac OS5 X]

5.| [Authenticatien:Source : [Onboard Devices Repository]) [Employee]

Figure 11 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Summary tab
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Figure 12 shows the Policy tab of the Role Mappings — CRA OnBoard Onboard Authorization Role Mapping
window. The Policy contains the Default Role field, which is the role assigned to the user in case Role
Mapping assigns no other role. Best practice is to use a restrictive role as the default.

Configuration = Identity = Role Mappings » Edit - CRA COnBoard Onboard Authorization Role Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

Summary .aa Mapping Rules

Palicy Mame: |CRA OnBoard Onboard Authorization Fioke Map
Description: [Maps RADIUS zuthorization attributes
to & role for the Onboard device bype .«
Default Role: (Guest QA vev ostane T woan |

Figure 12 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Policy tab

Mapping Rules identify criteria for assigning new roles to the user. Evaluation considers rules from the top
down, as shown in Figure 13, with options to stop at the first match or all matches.

Configuration » Identity » Rele Mappings » Edit - CRA OnBoard Onboard Authorizaticn Rele Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

Summary Policy Mapping Rules

Rules Evaluation Algorithm: © Select first match ® Select all matches
Role Mapping Rules:

Conditions Role Name
1..| (Radius:&ruba:Aruba-Mdps-Device-Mame 2 Android) [On.hoard Android]
2.| (Radius:&ruba:Aruba-Mdps-Device-Mame Windows) [Onbeard Windows]
(Radius:&ruba: Aruba-Mdps-Device- Product iPad)
< [Radius:&ruba:Aruba-Mdps-Device-Product iPhong) [Onbeard Q5]
[Radius:&ruba:Aruba-Mdps-Device-Product iPod)
4.| (Radius:&ruba:Aruba-Mdps-Device- Product MacBook) [Onbeard Mac OS5 X]
5.| [Authenticatien:Scurce [Onbeard Devices Repository]) [Employee]
MovaUp | [ MowsDown | Edit fule | [ Removs Russ |

Figure 13 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Mapping Rules
tab
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Administrators can fine tune policy based on the user, device type, OS revision and other information
gathered from the device fingerprinting process, shown in Figure 14. CPPM offers extremely broad options for
mapping conditions, which is one of the features that make it such a powerful tool.

Rules Editor e

Matches ® ANY or® ALL of the following conditions:
Type Hame Operator Value i |
1.|Click to add..
Rale Mame: CRA_IAF_Gusst T
F
CRA_Instant m Cancel
ROLE_Enginesring
ROLE_Finance
TeztRolz

[AirGrowp Administrator)

[RirGrowp Oparator]

[Aruba TACACS resad-onhy Admin]
[Aruba TACACS root Admin]
[BY00 Operator)

Contractor]

[Employes]

[Guest]

[MAC Caching]

[MACTrac Operstor]

[Onbeocrd Amedireid)

[Onboard ¥05]

[Onboard Mac 05 X]

[Onboard Windows)

[Orther] -

Figure 14 Rules Editor window — Actions tab: Role Name drop-down menu

Administrators configure the service to direct the Network Access Device to apply the action that the entire
policy decision requires. Enforcement policies consist of a type (for instance RADIUS or TACACS), and a
value. The value could be a user role, VLAN assignment or the updating of a database. Values could be
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considered the action, while the type is the method of application of the action. Figure 15 shows the
Enforcement tab of the Services — CRA OnBoard Onboard Provisioning window:

Caonfiguratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Authentication Ruoles

Use Cached Resules: ! Use cached Roles and Posture attributes frem previcus sessions
Enfercement Pelicy: [ cRa onBosrd Onboard Provisioning Foic v | IS
Enforcement Policy Details

Add new Enforcement Bolicy

Description: Enfarcement policy controlling netwark access for device provisioning

Default Profile: [Deny Access Prafile]

Rules Evaluation Algorithm: evaluate-all

Conditions Enforcement Profiles

i, S !:-\;l.thhEnticaticn:DuterMethoc QUALS EAP-TTLS) Arll..l.ha.Aul:lhenl:i;:alt.ed ﬁole. [Allow Access Profile]
2. [Authentication:OuterMethed 500415 E&R-TLS) &ruba futhenticated Role, [Allow Access Profile]
3, [Authentication:Source £ S [Onboard Devices Repositary]) Aruba Authenticated Raole, [Allow &ccess Prafile]
4, [Authenticaticn:Scurce [Onboard Devices Repository]) CR& OnBoard Onboard Pre-Provisisning

5. [Autherization: PCT Active Directory:Departmeant S0UALS Finance) Finance WLAN

&, [Autharization: PCT Active Directory:Department Engineering) Aruba Authenticated Rale, Enginsering_WLAN

Figure 15 Services — CRA OnBoard Onboard Provisioning window: Enforcement tab

Figure 16 shows the Enforcement Policy, which administrators add or modify from inside or outside the
service, as with Role Mapping:

Caonfiguration » Enforcement » Policies » Edit - CRA OnBoard Onboeard Provisioning Policy
Enforcement Policies - CRA OnBoard Onboard Provisioning Policy

Sy Enforcement Rules
Enforcement:
MName: CR& OnBoard Onbeard Provisioning Poelicy
Diescription: Enfercement policy contrelling network access for device provisicning
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Ewvaluation Algorithm: Ewaluate all
nditions Actions
[2uthentication:QuterMethed £ EAP-TTLS) Aruba Authenticated Role, [Allow Access Profile]

Co
']_,[
2.| [2uthentication:QuterMethed £ 5 EAP-TLS) Aruba Authenticated Role, [Allow Access Profile]
3.| [2uthentication:Source £ 5 [Onboard Devices Repaository]) Aruba Authenticated Role, [&llow 2ccess Profile]
< | [Suthentication:Source [Onboard Devices Repository]) CR& OnBoard Onboard Pre-FProvisiening
5.| [Zutherizatien:PCT Active Directory:Department Finance) Finance WLAN
G.l [2uthorizatien:PCT Active Directory:Department £ 5 Engineering) Aruba Authenticated Role, Engineering_WLAMN

Figure 16 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy Window: Summary tab
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Figure 17 shows default profile settings. Administrators typically choose a Deny Access Enforcement Profile
when there is no specific enforcement rule otherwise indicated.

Configuration = Enfarcement = Policies = Edit - CRA OnBoard Onboard Provisioning Pelicy
Enforcement Policies - CRA COnBoard COnboard Provisioning Policy

Summary Enfarcerment Rules

Mame CRA OnBoard Onboard Provisioning Policy
Description Enforcement pelicy centrolling network
access for device provisioning g
Enfarcement Type RADIUS
Default Profile [Deny Access Profik] ¥ [ moary |

Figure 17 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy: Enforcement tab

Figure 18 shows an example of a set of rules for an enforcement policy. This example policy includes multiple
potential actions to be applied to a single user or just a first match. It also includes many options for
conditions to pinpoint the appropriate classification of the user. Note the actions in the right hand column,
which can be assigned to either a role or profile. They can also be RADIUS attributes. The custom
Finance_VLAN action shown below forces users Finance department users to a special VLAN reserved for
only them.

Configuration » Enfarcement = Policies » Edit - CRA OnBoard Onboard Provisioning Policy

Enforcement Policies - CRA OnBoard Onboard Provisioning Policy

Summary Enforcement m

Rules Evaluation Algorithm Select first match ® Select all matches

Enfercement Policy Rules

Conditions Actions
1.| {&uthenticatien: JuterMethod EAP-TTLS} Aruba Authenticated Rele, [Allow Access Profile]
2.| [&uthenticatien: QuterMethed EAP-TLS) Aruba Authenticated Rele, [Allow Access Profile]
3.| [&uthenticatien:Scurce [Onboard Devices Repository]) Aruba Authenticated Role, [&llow Access Profile]
4.| [Zuthenticatien:Source [Onboard Devices Repository]) CRA OnBoard Onboard Pre-Provisicning
5.| {Autharization:PCT Active Directary:Department Finance) Finance_Y“LAN
6.| {Sutherization:PCT Active Directary:Department Engineering} Arubz Authenticated Role, Enginesring_WVLAN

Movelp |[ MoveDown | Edit Rule || Remove Rule |

Figure 18 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy: Rules tab

The service saves to the service list once the configuration completes. W-ClearPass automatically requests
that the administrator places the service using the Reorder Services page. This allows placement of the
service above or below other services on the list.

2.1.2 Onboard Application Configuration
The Service Example in the last section showed the process of configuring the service for Onboard
provisioning. The W-Series Controller configuration in the main document showed the settings required to
direct users to the captive provisioning page. This section shows the configuration of the Onboard module to
enable provisioning of select device types.
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Notes:

1. Certificate Authority Settings are an integral part of Onboard. For details on Certificate Authorities and
their configuration within W-ClearPass Onboard, see the product support pages on the Dell Support
website.

2. Provisioning of devices can include many different options and settings. This reference architecture
focuses on the network access functionality. Features not related to network access use default settings.

The most important configuration for the W-ClearPass Onboard module is within the Network Settings. The
following screenshots (Figures 19-23) show a typical setup for Onboard with a controller-based campus
WLAN.

Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

Metwork Settings

Use this form to make changes te the network settings that will be sent to a provisioned dewvice,

s AoomEs 1 Protocod 'x: Basth cation F] Trust W Windows wihe Froocy
Network Access
Oiptians for Bacic netwark 8c0=5s.
* pame: CRA_Employes
77| Entara nama for the nateark.
I.mpln:,:\ee network for CRA
Dm=cription:
4
Ente=r & des.criptian far the neteark.

[ wirzless anhy T
* Hatwork Typs: ot wriich bypes af nebwark

[ Enterprise (EDIZ. 1

*

S=curity Typs:

Wireless Network Settings

Ot TEESE NETAOrk B300556

Figure 19 Network Settings - Network Access window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

Metwork Settings

Usze this form to make changes to the network settings that will be sent to a provisioned device,

Network Settings » Enterprise Protocols

e Aoomms J_ Protocols '-.#_ BAuthentication ﬂTn.:“t 'ml Windows wits Proocy

Enterprise Protocols
Oiptians for 302. 1X protocals suppart=d an tha natwark.

D5 & O5 X EAP

- Soompted E&P Types
W ¥

05 & OS5 ¥ EAP: - T= FEAE
& TTLS ' EAP-FAST

ajact the suthenticatian pratocals ta usa when canfiguring an 0= O

MSCHAPwZ ¥

=j=ct the innar authanticatian protocol whan using EAP-TTLS.

W

Immer Id=nitity:

Legacy OS5 X EAP

PEAP with MSCHAPwZ

Legacy O5 X E&P:

Android EAP

Bmdroid E&P:

Windows EAP

[TLs v

The suthentication pratooal ta uss when canfiguring a Windows devios.

I I

Windows E&P:

* requined fia

Figure 20 Network Settings — Enterprise Protocols window
Home » Onboard + WorkSpace » Onboard/MDM Canfiguration » Network Settings
Network Settings
Use this form to make changes to the netweork settings that will be sent to a provisicned device.

Settings » Entse Autbenan

v boomss ‘.x) Authantication EZ) Trust ‘l Windows obe Proxy

Enterprise Authentication

Ogtions for 302. 1X awthamication used on the natwork.

Outer Identity: {

Entar the axtarnally visiole idsntification [for TTLS,

i0OS & OS X Authentication

* 305 8 OS X Cregartisls:

o
[¥]
"
»
2
I
¥l
"
-
[
1
'
[}
[
s
f
¢

| Centificate v |

/act the type of credantials to provision

Windows Authentication

* Cmrtifizats S
Windows device.

* raquirad fiaia

Figure 21 Network Settings — Enterprise Authentication window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Network Settings
MNetwork Settings

Use this form to make changes to the network settings that will be sent to a provisioned device.

nterprise Trust

[E=] Trust

e =

B nutne

Enterprise Trust
Cartificate

ust aptions for 802 1¥ protocols supparted an the natwark.

| Manuslhy configure cartificats trust sattings v |

Corfigurs Trust:

‘guration i you are using Policy Manager for autnentication.
manual camfiguratian.

==cra.era.lab

Trusted Server | |*-clearpassera.cra lab

Names:

[# — ClzarPass RADIUS — [recommended) | [ % Admin-Root-CA |

Clearfazs Onboard Local Cardificate Authority {Signing) |

i = -
Uphond Cestificate: | MEAESSEiEge No file chosen I_‘I' Upload

A= 1O waur camputar [PEM farmat; ~.pem).

plicns

2 TTUST S2Cisions [Wia Jiaiog] 70 De made Oy Ihe user.

Dynamic Trust: + Mllows trust =x

this aptian ta &

Android Trust

wffe Proxy

— ClearPazs RADIUS — (recommended)

v

Trustad Ceartificate:

Windows Trust

Walidate Cartificate: U Walitate the sarer carlificats

L Disabling validate o=rtificat= is an insecuns

An aftacksr can provide ancther ssrver o=

Soratize:

cate, wikich the client will not weriy.

= o Crares

LT —
Warning:

* required feid

Figure 22 Network Settings — Enterprise Trust window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

MNetwork Settings

Use this form to make changes te the network settings that will be sent to a provisioned device,

Network Settings » Windows Network Settings
g Goommr j; Protocois '-'# Suthertication fE] Trust m Windows= e Proscy

Windows Networking Settings

Thaga cattings ars anly applicabia ta Windows devicas.
Enabl= NAP s=rvices

Sa= slca “Enforce Metwark Acocscs Protectlan’ an the Protocals tab.

NAP S=rvices:

Entzr i canfiguratian of netwarking raguirss administratar cradentials,

Edmin Us=mame:

Admin Passwond: | |
Enter I canfiguration of netwarking regquirss administratar credentisls.

IF Addre==: # fA==ign [P addre=s using DHCP

DNS: | #  f==ign DNS using DHCP
DMNS Registration: ¥  Register [P addr=== with DNS
Windows XP Networking
Configur= Using: | #  Us= Windows to confligur wirsle=
Notification Toon: | # Show icon in notification

Motily Connectivity: | #  Notily when connectivity is limit=d

T )

required f=id

Ed

Figure 23 Network Settings — Windows Network Settings window
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The Provisioning Settings (Figures 24-31) within Onboard define the actual provisioning process. This section
shows the customization of the web login landing page or captive portal. Administrators can change the look
and feel of the landing page, including use of a customized skin. Changes to this section affect the client
application that is downloaded during the provisioning process for Windows devices. Android users must
install a provisioning App through the Google Play store before attempting to access the network. Apple
products use native applications to assist in the provisioning.

Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings
Provisioning Settings

Use this form te make changes te the basic cenfiguration opticns for device provisioning.

Device Provisioning Settings

n General M Wed Login 1651058 05X Legacy OS X "j Windows

RN

* - Chreiarsrsalin-
Organizatior

Identity

Thasa options Control tha ganaration of gavice cracentiais

s | 1024-bit RSA — crasted by devics
Key Type: | L e yeed SR o ol e it

tha Type of private kay to us S cemttiates

*

Uniqus Device Credentials:

he user and davice an tha natwori

Authorization
Thasa options cantral how 8 cavice Is autharizad during provisioning
* Configuration Profile:
¢
* Maximum Davices: :)
The maximum numbar of cavicas that 3 usar may provision, Usa O %or unlimitas

¥ Treaty

rmames as cass

Uszrmame Cas= Sensitivity:

Figure 24 Device Provisioning Settings window: General tab
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Supported Devices

These gptions contral which Savicas may ba provisionad,

* 305 & OS X Davicas:

* MDM Managed:

* 0S X 10.5/6 Davices:
* Windows Davices:

* Android Devices:

*

Unsupported Device:

WorkSpace:

¥ Enable i0S and OS X 10.7+ (Licn or later) device provisioning

Provizion 105 and OF X 10.7+ [Lian or fatar) davicas via Appia’s "Over-tha-Air’ proflie Seilvary process

Enadle MDM for i0S Devices

LB i0S MDM Push Cartificats needs to b= instali=d befor= you can =nable MDM.
W Enable OS X 10.5 (L=opard) and 10.6 {Snow L=opard) davice provisioning
Downloads and axacutas an OF X appiication on & user's devica 1o compieta pravisioning.

W Enabdle Windows XP, Vista and 7 (or later) device provisioning
Downioads and axacuzas a VWinoows application on a usar's davica to comaiata orovisioning
# Enable Android device provisioning
Downiaads and exacutas an Andnoic appication on 3 usar’s device T complats orovisioning,

Enable WorkSpace Application Management

[nwa_icontext typeZerror]
{nwa_text id=108S1}Your operating =ys=tem i= not supported.
Please contact your network administrator.{/nwa_text}
<br/><=mall>HETTP User-Agent:
[$=marty.server EITP_USER_AGENT |escapel</=mall>
[/nwa_icontext}

4
Insert content item... ¥

Thase instructions are Nown O tha usar If thay attampt to 2rovisian an unsuRDartad davice.
Sntar tha STV 0 display. Smarty tamplata functions Can da usad hare
0

Laave this fayk

[
-

* raquirad sei

Figure 25 Device Provisioning Settings window: General tab, Supported Devices
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisiening Settings

Provisioning Settings

Use this form te make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

@ Ger=r=l# | R Wb login# 1G5 i0SBOSXE (] legeoy OSM#  fi Windows# i Andmid# @]:nrb:m Climnt #

Web Login Page
Optians for the wablagin landing page far Dnbaard.
}iex'i::e_prm'isi:-ning
o Page Name: Emtar & pags name fr this wah lagin.
Tn=

vab kagin will be accassibls fram /guest/pags_name. pho”.
Login Form
Optians for spacifying tha bahaviaur and cantant of the lagin farm.

Chistom: Ferm: Provide a custom login form

I salactad, wou must suppty your awn HTHL login farm in the Haader ar Foater HTHL arsas.

Chremide the defaull labels and =mor mexsages
If salmstsd, Bg=s far the current lagin farm.

Custom Labeds:

ol Wil b= abks 0 Aosr IabEIs And Zrnar mELL

Rmguire & Terms and Conditions confimation
If chacksd, the user v be forced ta accept & Terms and Conditlons chackbom.

T=rms:

Custom Fislds: | = =
Choass additional fi=kis ta be displaysd an the kbgin farm.

Th=sa valuss sntansd in thess fizids will b= add=d ta the suljsct ait-nams of the cllant's c=rtificats,
Login Page
Owptians for camtraliing tha ook and ==l of tha login pags.
: {Defauit) L
* Zkin: |" LS
Choass the Skin o uss when this web kagin pags is displeysd,
Title |Register Your Device

Titl= oo Oispisy On ThE W=D W0gIn pags.

[owa cookiecheck]
[* Onbpard instructions can be sdited on 2 per deviee type
ba=zis under Onboard Provisioning Settings *]

Head=r HTML:

A

| Insert content item... ¥ | | Insert self-registration link... ¥

HTHL tamplats code displayad before the login farm.

Figure 26 Device Provisioning Settings window: Web Login# tab
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[nwa tewt id=7570}<ps
Contact 4 staff member if you are ewperiencing

difficulty logging in.
<fpr/nwa_tewt]

Footer HTML:

s
v

In=sart content item... ¥ | | In=sart self-registration link...

HTHL t=mplate cods displayed after tha login farm.

MNetwiork Login Access

‘Cantrals accass ta the kogin page.

Allowamd Boom=s:
A

Emter the IP addresses and netwarks fraom which kogins are permitied.

Derimad Boomss:
A

Entar the [P addraces and netwarks that are danlad login access.

| Send HTTP 404 Not Found status ¥ |

* Dimny Behavier
Sajact tha raspanss of the system ta a request that ks not parmitted.

e
* reaquirad Sl

Figure 26 Device Provisioning Settings window: Web Login# tab (continued)
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form to make changas to the basic configuration options for device provisioning.

[ Device Provisioning Settings

i Genmral# .“ Web login® IG3i0SBOSX#E () legecy OSX# [ Windows# fy AnSroid# @ Onboard Cliant#

i0OS & OS X Provisi

Thez2 aptions control Appia 105 [IFag, Fod, IPnone) and OS X [Lion or iater) aavica pravisioning

[Device Enroliment |
* Display Name:  siamzia: Davics Evvaimant

This taxt is dispiayad a5 the titie of tha "[nstall Sroflie” soresn on the cavica,

Thi= configuration profile has network and security =ettings
for your device to allow you to connect to the intranet and

* y e acce== local applications.
Profile Description:

2|

Entar tha gascription to ispiay an tha “Install Frafie’ scraen of tha csvice.

This Should provics ha (t for the usar and instruct tham o install ¢ e.
| Atwzys sliow removal v |

* Profile Security:

Salact whan tha configuration praftie may e ramavad,

Profile Type:

Egit ID:

Profile Signing

Thesa options control the way profies are signad for ¥0S and CS X cavices,

.| Generate using the Onboara CA V|
CThoase how T2 abtaln the cartficats usad to 2ign 05 and OS X 10.7+ profies.
il}evioe Enroliment {Profile Signing)

Entar tha COMMON Name 0 usa fr tha carificats usad ¢

This will agpaar as tha “Signad” fieid on tha install prof

# Cartificats Source

*

Common Name:

Instructions
Thase options control the taxt shawn Suring aravisioning %ar 105 an2 O

X omvices.

<p>

Pleasze configure security and network =ettings on your
device to allow secure<br>access to the internal network.
Please follow the instructions listed below:<br><br>

{if $client_require_ root}

<=trong>(counter] .</strong>inbsp; inbap; énbap; enbap:
[nwa_iconlink icon="images/icon-certificateZZ.png”
Visioning:  text="Install root certificate (click here)"]
[nwa_mdps_config name=root_cert}[/nwa_iconlink}<bzr>

{/if])

<strong>[counter]}.</strong>inbsp; inbsp; inbsp: énb=p:Login A

&
o
Ll

o
d

v

Insert content item... ¥V |
Nas2 INSTrucTians ars SNoWN 0 the usar datore they pravision an i3S ar 05 X 10.7+ {Lan or latar) cavice.
HTML code ta Sizdlay. Smarty tampiata functions can be usad hare.

Lagve this fiaid ampty to use the dafault Instructions.

Figure 27 Device Provisioning Settings window: 10S and OS X# tab
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[la-h
% OPTIONAL. The contents of this section will
* be shown AFTER the device has been provisioned,

* but BEFORE any tion expt has been
* made (either tic or 1).
*}

After Provisioning:

5~
Insart content item... ¥

Thase instructions are shown ta the user aftar thay have pravisionad an 105 or OS X 19.7+ {Llon or later) davica.
Entar tha HTML coda to dispiay. Smarty tampiate functions can de used hare.
Leave this Said empty t0 usa tha catault instructions.

{nwa_icontext type=error] a
{nwa_text id=1101E8)}Provisioning using this 33ID is not
=upported for your i0S 4 device.{/nwa_text}

{/nwa_icontext}

{nwa_text id=11017 l1=$extra_fields.es=sid)

<p>

Due to a software is=ue with iOZ 4, you cannot provision
iyour i03 device

using the <b>il</b> 33ID, to which you are currently

i0S-4 Same SSID:  [connected.

</p> v
{/nwa_text]
{nwa_icontext type=arrow) /4

Inzert content item... ¥
Dus 20 3 softwara issus with 0= &, “same SS1D° pravizioning i3 not supportad.
Thase InsTructions are shown 20 tha usar of an 105 S cavice i thay attampt $0 provision thair device
while connactad to an S510 that will ba pravisionad.

Emer the HTML cods to dispiay. Smarty tampiata func2ions Can da usad hara:
Laave this fiald ampty to use tha dataut instructions.

Reconnect

Thesa aotions control tha racannact banaviour for XS and O X davicas.

Recannact iz onfy supportad by 305 5+ and OS X 1.7+ [Lion or iatar) aavices,
¥ Allow the gavice to be sutomatically reconnect=d to the provisioned network

* Aflow Automatic Reconnect: Automatic raconnact i3 anly passidie i thara i a 3ingle natwork configurad with "Automatically 10in natwork’,
and the oo r pravicas both the ‘mac” and hig®” paramatars to the Captive portal
Raconneact 3 only supportad oy 05 S+ ana OS X 10.7+ [Lion ar tater) gevices.

¥ Aiow the device to D= manually raconnactad to the provisionsd network
* Mlow Marusl Recormecl: | Manus razonnact i3 only appiicati f SUTOMATC TACONNACT 13 N0t AawaZ or N3t 3pDlicabis,
Raconnact iz only supportad oy 105 S5+ and OS X 10.7+ [Lion or latar) cavices.

Figure 27 Device Provisioning Settings window: I0S and OS X# tab (continued)
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[*= s

4 The content= of thix section can be ]
* used to provide the user with a manual

4 reconnect user interface.

=]

[mwa_icontext icon="images/icon-radius-session-

lactiveZ? pog”]
[mwa tewt id=11015 1=f==ids.0}¥ou should now connect to

the <b>%l< /by network using the installed settings.
[/mwa_tewt]

[/nwa_icontext]

rodive

Manusl Reconnect Interfacs: | |[** L

4 The network name pas=ed to the

* "Connectletwork' function i= uws=ed
4 for display omly. It does KOT
* 'wontrol' which network a device
v will connect to. A
=]

<a href="#onnect"” A

Insert content item... ¥

The camtants of this sactlan will be shawn If a manual recannact ks aliowad and applicable.
Racannact ks anly suppartad by I35 5+ and OF X 10.7+ [Lian ar latar] devicas,

Enter the HTHL code= to display. Smarty template functians can be ussd hars,
L=ave this fizkd ematy ta use the default Instructians.

[*=

* QPTIOHAL. The contents of thisz =section
* will be shown AFTER a STDOCEESFTL

* Deconnect.

*1

Connect Suoomws: P
i

Insert content item... ¥

The cantents of this saction will b= shoawn after & sucoessful recannect.

Emtar the HTHL code ta display. Smarty tamplate functians can be usad hars.
Lagrve this fizid ampty ta use the deteult instructians.

Figure 27 Device Provisioning Settings window: I0S and OS X# tab (continued)
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Bl -
* QPTIONAL. The contents of this section =
* will be shown AFTER a FAILED reconnect.
*}
{if $auto_connect]
[nwa_icon icon="images/icon-radius-session-
activeZZ.png"]
{nwa_text id=1177C 1=$autc_connect network]}You should
mow change your network settings. Select the <b>il</b>
metwork to access the intranet. [/nwa_text)
(/nwa_icontext} —
[elseif empty($s=ids)]
Conrect Failurs [nwa_i t icon="images/icon-radius-session-
lactiveZZ.png”]
{nwa_text id=11014]}You should now change your network
settings. [/nwa_text]
(/nwa_icontext]
[2lseif counc($ssids) == 1] v
[nwa_i t icon="images/icon-radius-session-
lactiveZZ.png”] A

Insert content item... ¥

Enter tha HTML code ®

Lagve this fiaid empt, & the dafaul instructions.

[&&

% OPTIONAL. The contents of this section
* will be shown AFIER a recomnect attempt,
% regardles= of succes=s or failure.

After Connect: Z
Insert content item... ¥ |

Sa shown aftar a raconnact

.\z.
"

Entar tha =THML cose

Lagve this fiald &

ﬂ

ion sattings

* Ndvarces Settings: = ' Show sdvanced r=conne

* raguirad sa

Figure 27 Device Provisioning Settings window: 10S and OS X# tab (continued)
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisiening Settings
Provisioning Settings

Use this form to make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

§ Gererlg R Web loging IG5 0SB O0SXE | (0 legacy OSXE i Windows# i Andmid# @Drb::rz Climnt #

Instructions
Th=gs= gptlons contral the text Shawn during provisianing for

O ¥ 10.578 [Laopard/Snaw Leapand) dev

[nwa tewt id=10883}<p>To apply the network profile, you mesd
o download and start the QuickComnect application. </p¥r

[/mwa_tewxt]
[a==ign var=link tewt valwe=108%5|HwaText:'Download and start

the fuickConnect network configuration application. ']
[a==ign var=link command valwe=108%0 |HwaText:'Start
puickConnect']

Befor= Provisicning:

[mwa tewt id=108C02}<prJuickConnect will now apply the network
profile to your device </pr[/nwa_text]

Alter Provisicning:

o

Insart content item... ¥
¥ 10.5/5 [Laopard/Snaw Leapard) devios,

= Preious | = Went ] % s cranges | cace
*'ﬂJ'b:"t-:

Figure 28 Device Provisioning Settings window: 10S and OS X# tab, Instructions
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Heme » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form te make changes to the basic configuration options for device provisioning.

Device Provisioning Settings
@ Goremlz LR Web loging G505 B OSXE (] legaoy OS5 X# [ Windows# i Antmid# @Drb::rz Climnt #

Windows Provisioning
Thes= agthans camtndl Windaws d=vice praviskaning.

— e
* o gy Ciartificate: MNone — Do not sign the application |

Salmst 3 cartficats far $igning the Windoes pravislaning apollcatian.
Instructions
Thes= agthans camtnal the taxt Shawn during praviskaning for Windows devicss.

[nwa_icontext type—infol

[nwa_tewt id=10857}In order to connect to this network,
wour devime must be confiqured for enhaneed =security.
ruba Hetworks" QuickConnect application will guide you
through the configuration process. [/nwa tewt]

[/owa_ icontext]

[nwa_tewt id=10853}<p>To apply the network profile, wou
Before Provisioning: | meed to download and start the fuickConnect application.
K[ fnwa_teat]

[a==ign war=link tewt valuwe=108E5E|HwaText:'Download and
start the JuickConnect network configuration -

|Irs.ert content item... ¥
Thess instructions are $hawn ta the usar befors they pravisian a Windaws
£ the HTHL cod= ta display. Smal

=mipiats functions can be usad h
Lezrve this fi=id ampty to use the d=fsult Instructions.

[mwa_tewt id=10852}<prjuickConnect will now apply the
metwork profile to your device. </pr{/nwa_tewxt]

After Provisicning:

A
| Insert content item... ¥

N ta the user after they have pravishnsd & Windows devic
functians can be ussd hars,

m = Mext = Save Changes Cancel

* required faid

Figure 29 Device Provisioning Settings - Windows# tab
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form to make changas to the basic configuration options for device provisioning.

‘ f Ger=ralg (R Web login® I05I0SB OSX# ( legacy OSX& Y Windows# g Android# @ Orboard Clisnt #

Android Provisioning

Thez2 aptians Control Androld davice aravisioning

| Frovizion 3ll gzvices v |

Android Rootkit Detection:
Control whather davicas with a roatict may da provisionas

Instructions

Thez2 aptions contral the taxt shawn Suring oravisioning far Anaraia aavices.

{nwa_icontext type=info} a
{nwa_text id=10857}In order to comnect to this network,

your device must be configured for enhanced security.

Bruba Networks’ QuickConnect application will guide you
through the configuration process. {/nwa_text}

{/nwa_icontext]}

{nwa_text id=1085€)}<p>To apply the network profile, you
Before Provisioning:  |first need to download and install the QuickConnect
lapplication from the Android marketplace.</p>({/nwa_text} .
[as=ign var=link_text value=10503|¥NwaText:'Download and
install the QuickConnect network configuration Z

| Insert content item... ¥

[nwa_text id=10885)<p>After you have downloaded and installed|
the application, please click <b>Next</b>.</p>[/nwa_text]
{a==ign var=link_text value=173Z|NwaText:'Next']}

Next Step:

~
Insert content item... ¥ |

VN 20 tha user aftar they Sawniasd tha application to an Andrald o=

piay. Smarty temoiat

use the gafault instruct

CTions can be usad hare

Figure 30 Device Provisioning Settings: Android# tab
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[nwa tewxt id=108C04}<p>To configure wour device, you mm=t now
install the following network profile.</pi{/nwa_text]
[a==igm var=link tewt walwe=10E01|KwaText: 'Download the
metwork profile and install it using QuickConnmect. ']

[a==igm varTlink coemarnd ralwe=l0G000|HwaText:'In=tall Hetwork
Erofile']

B=Tor= Profile Install:

A

Insert content item... ¥
Thegs inctructians ars shawn ta the ucer bafare they Insty
. Smarty tamplate functions
Lasrva this fisld ampty to uss the defsult

CAn be usad here,
NETruUCTians.

[nwa_tewt id=1088Z}<p>fuickConmect will now apply the netwrork
profile to gour device </ pr[/nwa_text}

After Provisioning:

A

[ Inzert content item... ¥

aviskaned an Andrald dewice.
=mplats functians can be ussd here,
= this fizid ampty ta use the default Instructians.

T )

Thess Instructions ars shawn ta the user after they haw
Ent

the HTML cade ta displey. S

* requirad faid

the natwark profile an an Andrald devioe,

Figure 30 Device Provisioning Settings: Android# tab (continued)
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Home » Onboard + WorkSpace » Dieployment and Provisioning » Provisiening Settings

Provisioning Settings

Usze this form to make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

y 05 ¥& [ Wirdows# g Andrmids @:Ir.b::r! Cliznt &

{D=fawlt) {188 x 53)

—Zgo lmagel

[0l
[
i
[
A
I
[
[
i
L
!
V

Helptm=k URL:

T e

¥ raguired feid

Figure 31 Device Provisioning Settings: Onboard Client# tab

Guest Access: W-ClearPass Guest

The Guest feature within W-ClearPass has two parts, just like the Onboard example shown above. The first
section details the Policy Manager Service, while the second section shows the Guest Application
configuration.

This example (Figures 32-38) shows guest access through self-registration. The guest fills out a form, and
then receives a password through the captive web portal. The database is the internal guest database within

W-ClearPass.

Note:
1. Default values are used for the roles and enforcement profiles. IT managers should place addition

restriction per their security policy.
2. This example adds MAC caching to enable another service to authenticate known users through MAC

authentication. The default template does not include MAC caching.
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2.2.1  W-ClearPass Policy Manager Guest Services
Choose Guest Access from the Service Templates, shown in Figure 32:

“T') Guest Access

g Sarvice for guest access via captive portal (nen-802.1x)

Figure 32 Policy Manager Guest services option

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorization Roles Enforcement
Service:
Mame: Guest Suest Access With MAC Caching
Description: Service for guest access via captive portal {non-802,1x)
Type: RADIUS Enforcement [ Generic |
Status: Enabled
Manitar Mode: Disabled
Maore Options: Authorization

Service Rule

Match ALL of the following conditions:
Type Name Operator Value
1..|Connr=cl:ion Client-Mac-Address MNOT_EQUALS % {Radius:IETF:User-Name}
2.|Hadius:Aruba &ruba-Essid-MName EQUALS CRA&_Guest
Authentication:
Authentication Methods: 1. [PAP]
2. [CHAPR]

3. [MSCHAP]
4, [MAC AUTH]

Authentication Seurces: [Guest User Repositery] [Local SQL DE]
Strip Username Rules: =

Authorization:

&uthorization Details:  [Insight Repository] [Lecal SQL DE]

Roles:

Rale Mapping Palicy: Guest Guest MAC Authentication Role Mapping
Enforcement:

Use Cached Results: Disabled

Enforcement Policy: Guest SGuest Access With MAC Caching Policy

Figure 33 Services - Guest Access with MAC Caching window: Summary tab

Configuration » Services » Edit - Guest Guest &ccess With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary m Authentication Authorization Roles Enforcement

Mame: |Guest Guest Access With MAC Caching |
Description: iSerl.fice for guest access via captive
|portal (non-802.1x) |
Type: RADIUS Enfercement [ Seneric |
Status: Enzbled
Manitar Made: Il Enable to manitar network access without enforcement
Mare Options: # Authorization [ Posture Compliance [0 Audit End-hosts [ Prefile Endpoints
Service Rule
Matches © ANY or ® ALL of the following conditions:

Type Name Operator Value b
L.lConnection Client-Mac-Address MNOT_EQUALS %e{Radius:IETF:User-Nama} I
2.|Radius:Aruha Aruba-Essid-Mame EQUALS CRA&_Guest By i
2.|click to add..

Figure 34 Services - Guest Access with MAC Caching window: Service tab
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Configuration » Services » Edit - Guest Guest &ccess With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Autharization Rules Enfarcement
Authentication Methods: [[PAP] | Add new Authentication Method
2 S Move Up
[CHAF] e
[MSCHAF] ';" L
[MAG ALUTH] = —
% Moty
| —Belect to Add— v
Authentication Sources: [[Guest User Repository] [Local SCL DB] . ] Add new Authentication Source
ove Up
Maove Diown
Remove
View Detalls
L Moty |
b
—Select to Add— v
Strip Username Rules: | Enable to specify @ comma-separated list of rules to strip username prefixes or suffixes

Figure 35 Services - Guest Access with MAC Caching window: Authentication tab

Note Administrators can use the W-ClearPass Insight database to apply roles based on the analytics
gathered in Insight.

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Roles Enforcement

Autherization Details:  Authorization sources from which role mapping attributes are fetched (for each authentication source)
A st ication Source Attrib Fetched From
1. [Guest User Repository] [Local SQL DB] [Guest User Repository] [Local SQL DB]

Additional authorization sources frem which to fetch role-mapping attributes -

| [Insight Repository] [Local SQL DB] o Add new Authentication Source
| \View Detalis
- |l Modiry
| =Select to Add— v

Figure 36 Services - Guest Access with MAC Caching window: Authentication tab
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Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: Guzst Gusst MAC Authenticstion Rolz e ¥ | [ modry | Add new Role Mapping Palic

Role Mapping Policy Details

Diescription: Maps Guestrole IDs to rele names

Default Role: [Guest]

Rules Evaluatien Algorithm: evaluate-all

Conditions Role
::ﬂ.uti'lcrizal:i-:n:[Insight F.epcsitcrv]:5eccncs-5ince-£.uth-
[Autherization:[Insight Repositery]:Minutes-Since-2uth

. (Autherization:[Insight Repositery]:Hours-Since-&uth } [MAC Caching]
(Autherization:[Insight Repesitery]:Days-Since-Auth 75 )

=8 {Autherization:[Endpoints Repesitory]:Unique-Device-Count £ 5 1 [MAC Caching]

3, [Endpeint:Guest Rele ID 1} [Contractor]

4, {Endpeint:Guest Role ID 2) [Guest]

5. {Endpeint:Guest Rele ID 2} [Employee]

Figure 37 Services - Guest Access with MAC Caching window: Roles tab

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorizetion Roles

Use Cached Results: ! Use cached Reles and Posture attributes from previous sessions
Enforcement Bolicy: | Guzst Guest Acczzs With MAC Caching ¥ [ momry | Add new Enfercement Polic
Enforcement Policy Details
Description: Limits guests to maximum n device for MAC caching purpeses
Defaule Praofile: [Allow Access Profile]
Rules Evaluation Algerithm: evaluate-zll
Conditions Enforcement Profiles
i. {&uthorization:Sources [Guest User Repasitary]) Aruba Authenticated Rale, [Update Endpaoint Known]

Figure 38 Guest Access — Enforcement Policy

2.2.2  Guest Application Configuration

Administrators can use the Guest application to provide local administrators an interface to manage accounts.

The Guest application also contains the configurations for setting up the captive web portal. The self-
registration is setup for this example configuration.

Note: This document does not show screenshots for the many default settings left as default.

Figure 39 shows a visual representation of the guest portal, registration, receipt and NAS settings. The

administrator can click on the area of the map to configure specific settings. Click Advanced editor to display

all the settings in a page view.
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ClearPass Guest

ip Guest

0 Onboard + WorkSpace

“y, Configuration

g Start Hers
Wy Authentication
{4 Content Manager
.« Email Receipt
B Ficlds
% Forms B Wiews
ﬂ}'Guest Manager
| 4 Guest SelfRegistration|
89} Hotspot Manager
¥ IF Phones
&y Print Templates
[ sMS Receipt

- @ Translations
& web Logins

Home = Configuration » Guest Self-Registration

Customize Guest Registration (guest_register)

The process for guest self-registration is shown belaw, Click an item to edit,

Guest Self-Registration "Guest Self-Registration”
1
(O Master Enable

P Diszbled Message
‘ Define Fields

| Register Page I’i

I_- Rename Page

el Ti el Title —
o Title User Database | |
e A [l Header A
B Header |
8 P | = Yl Title
- ’ - " -= Form
-' © | = Form T Lagin
Actions == Message
&€l Footer [We] Footer
£ Self-Service Portal ﬁ Choose Skin
gin Paa as P word
_| Login Page | Change Passward %) Login Delay
| Summary Page | Reset Password ,:*f. MAS Vendor Settings

Administrator
Q Advanced editor
8+ Back to guast self-registration
“,, Back to configuratien

= Back ta main

| Receipt Page

Figure 39 ClearPass Guest window - Customize Guest Registration screen
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Figures 38 thru 42 show a portion of the configuration setting pages:

Home = Configuration » Guest Self-Registration

Customize Guest Registration (Guest Self-Registration)

Use this form to make changes to the guest self-registration instance Guest Self-Registration,

Customize Guest Registrabion

Basic Properties

Dgtians: cantralling baskc aperatian of g

Dim=cription:

# User Databass:

* Skin:

Access Control

Cantrals acosss ta tha registratian p

Suthentication:

Alloved Aoo==s:

P
Enter the IP addressas and nat &z fram alif-reglstratl ermittad.

De=rni=d Aoc==s:
P

* Deny B=havicr
Time focm=s: 5

Figure 40 Customize Guest Registration window

& Back to guest self-registration editor

Note: In the settings for NAS Login shown below, the IP address of the W-Series controller is used. For an

Instant network using a VPN to access ClearPass, the IP address field should be populated with

“securelogin.arubanetworks.com”
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NAS Login

Diptians cantraliing kogging inta a MAS for saf-ragistarad quasts,
Erablzd: # Erable guest login to 2 Network Scomss Server
| Aruba Networks L

Selact a predefined graup of s2ttings suftabis for standard netwark canfiguratians.

* erdor Settings:

| Controller-initisted — Guest browser performs HTTF form swbmit T
Login Method: | oo oo tne sz namark g will o= nandies,
Sarvar-initiated laging requirs the user's MAC addrecs ta be svallsbl=, ucuslly fram the capthes partal radinsctian procsss.
IP Ao, | [10-1-100.3 |
Emter the [P address ar hastname of the wendar's product here.,
: Use vendor default v |
Secur= Login:

S=lsct & sacurity aptian ta apply ta the weh lagin procsss.
¥ The controller will s=nd the IP to submit crede=ntisls

In murti-cantralier deploymants, It ks often reguired ta past cradentials to diff=rent addrecces made avallable ac part of the ariginal rediractian.
The addrass abave will be used whanaver the parameter ks nat avallable ar falls the raquirements belaw.

Crynamic Addre=s:

Denii=d Chynamic:
s
Entar the [P addracseas and natwarks fram which dynamic addrassas are denlad,
10.1.100.3
Allow=d Dynamic:
s

Entar tha [P addrecsas and netwarks fram which dynamic addrecses are parmittad.
Default Destination
‘Optlans for cantralfing the dastination cliznts will radiract ta after login.

D=faull URL: | Znter the cmtaus URL to rezinect cliants.
Plmsce snsurs wou prepend “hit:/ " far amy sxtsnnal domain.
[ Foroe de axtimation =
5 wde De=tination: Force default d=stination for all cliznts
If sbactad, the cllent’s detault destination will be gvarridden ragardiess of fts valus.

Figure 41 Customize Guest Registration window (continued)
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2.3

40

Self-Service Portal
Opthans contraliing d=talls and ac a ar has = BCOOL
Enabi=d # Enablz z=if-=z=rvic= porta
Diimabled Us=rs: #  Prohibit disabled us=rs from acc===ing the s=rvice porta
=L, AT INE U4ES AT STTE & o =i = EEsd nad -
Login Page
UL Ohr=rrides Display fizlds to owvemide UL t=xt and labeis
Summary Page
UT Chrmrrides Dimplay fizkis to cvmmide UT taxt and labels
Change Passwiord
Change Pazsword Dizabl= the ability to changes pazswords
UT Chrarrides Dizplay fimkis To o UT temxct smdl ol
Reset Passwiord
Res=t Pamswond: Dizabl= the ability to res=t passwonts
e AT {Secret Question) T
Rmgusired Fimld X
* Paz=word Gereration
Chrerride:

* required ses

Figure 42 Customize Guest Registration window (continued)

Wired MAC Authentication

It's common for IT deployments to have non-802.1x capable devices. Typically, these are legacy devices or
simple devices such as printers, cameras, or VolP phones.

Configuration of access switches is straightforward. MAC authentication with MAC Authentication Bypass
(MAB) supports non-802.1x devices on the ports. Configuration files attached to the main document show
standard settings for enabling 802.1x authentication on the switches.

The following subsections provide the W-ClearPass Policy Manger service settings used to enable MAC
authentication on Dell switches.

Note: Refer to the MAC Authentication and OnGuard Posture Enforcement using Dell W-Series ClearPass
and Dell Networking Switches whitepaper for detailed instructions for previous generation switches. The
document, located in the Dell TechCenter Community, includes instructions that are still applicable to current
generation products.
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231 MAC Authentication Service

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Service Authentication Roles Enforcement

Service:

Mame: CRA MAC Auth for wired
Diescription: MAC-based Suthentication Service
Type: MAC 2uthentication

Status: Diszbled

Maonitor Mode: Disabled

Mare Options: =

Service Rule

Match ANY of the fellowing conditions:

Type Hame Operator Valua
i.|Radius:IETF Calling-Station-Id BELOMGS_TO_GROUP LllowedMachddresses
Authentication:

Authentication Metheds: [EAP MDS]
Authentication Sources: Static List Mac Auth
Strip Username Rules: E

Roles:

Rale Mapping Palicy: Mac Auth for wired
Enforcement:

Use Cached Results: Disabled
Enforcement Bolicy: Mac auth for wired

Figure 43 CRA MAC Auth for wired window — Summary Tab

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Authentication Ruoles Enforcement

Name: [CRAMAC Auth for wirsd |
Ciescription: iMAC-l:-lased Authentication Service
L |
Type: MAC Authentication
Status: Disabled
Manitor Made: ! Enable to monitor network access without enfarcement
More Options: ! Authorization [0 Audit End-hests [ Profile Endpaints

Service Rule

Matches ® ANY or @ ALL of the following conditions:

Type Name Dperator

Valua

1.|Radius:1|:_|'F Calling-Station-Id BELONGS_TO_GROUP

2.|click to add...

AllowedMachddresses

Figure 44 CRA MAC Auth for wired window — Service tab

Notes:

1. Interoperability with Dell Networking switches requires the use of EAP MD5.
2. Administrators enter a customized list of MAC addresses into a Host List located within W-ClearPass.

This is the database used for the authentication.
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Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Service Authentication Roles Enforcement

Authentication Methods: [[EAP MDE] |
) Mowva Lip
MOVE DOwWn
Remove
‘iew Detalls
% [T
| —Select to Add— T
Authentication Sources: | Static List Mac Auth [Static Host List] -, |
Movs Up
Move Down
Remove
Wisw Detalls
ety
-
—Select to Add— i

Strip Username Rules: | Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Figure 45 MAC Auth for wired window — Authentication tab

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Service Authentication m Enfarcement

&dd new Authentication Methad

Add new Authentication Scurce

Rale Mapping Policy: | Mac Auth for wired Bl veoary |
Role Mapping Policy Details

Add new Role Mapping Pelicy

Diescription:
Default Role: [Guest]
Rules Evaluation Algarithm: first-applicable

Conditions Role

i. [&uthentication:Source EQUALS Static List Mac Auth) [Empleyee]

Figure 46 CRA MAC Auth for wired window — Roles Tab

Configuration » Services » Edit - CRA MAC 2uth for wired
Services - CRA MAC Auth for wired

s e oot i

Use Cached Results: ! Use cached Roles and Posture attributes from previcus sessions

Enfarcement Bolicy: | Mac auth fer wired ¥ |m

Enfarcement Policy Details

Add new Enforcement Policy

Diescription:

Default Prafile: [Deny Access Prafile]
Rules Ewvaluation &lgorithm: first-applicable
Conditions Enforcement Profiles
(Tips:Rele EQUALS [Employee]) Engineering_WLAN
A (Tips:Rele EQUALS [Employee]) [Allow 2ccess Prefile]

Figure 47 CRA MAC Auth for wired window — Enforcement Tab
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2.4.1
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Health & Posture: W-ClearPass OnGuard

Note: Dell Networking OS 6.2 now supports the RADIUS Change of Authorization (CoA) feature. RADIUS
CoA allows for a change of authorization without forcing another authentication. For additional information
on RADIUS CoA and how it applies to OnGuard, see ClearPass NAC and Posture Assessment for Campus
Networks.

OnGuard, an application within W-ClearPass, checks the health or posture of a device. W-ClearPass has two
methods to do this: a persistent client, and a dissolvable web-based portal. This example focuses on the
persistent client.

Download the persistent client directly from the W-ClearPass server through a URL. Alternatively, you can
push the install package to the clients by standard device management methods (Group Policy). You must
install the persistent client program before you can use W-ClearPass for health checks.

OnGuard Policy Manager Service
A web-based service, OnGuard performs all checks through http.

Access the Health Check Only Service Template through the Start Here configuration screen shown in Figure
48:

'\ Web-based suthentication service for guests or agentless hosts, via the Policy Manager Portal. Health-Check only.

{ Web-based Health Check Only

Figure 48 Health Check Only Service Template
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Configuration » Services » Edit - CR& OnGuard
Services - CRA OnGuard

sarvice | motes [ postuce || Entoccamaat

Service:

Mame: CRA OnGuard

Description:

Type: web-based Health Check Only
Status: Dizzbled

Monitor Mode: Disabled

More Options: Fosture Compliance

Service Rule

Match ANY of the following cenditions:

Type Name Operator Valua
1.|Hest CheckType MATCHES_ALL Health
Roles:
Reole Mapping Policy: =
Posture:
Posture Policies:
Posturs Palicies: CRA Posture
Default Posture Token: UNKMOWMN [100]
Remediate End-Hosts:  Enabled
Remediation URL:
Posture Sarvers:
Posture Servers: =
Enforcement:
Use Cached Results: Disabled
Enforcement Policy: CRA OnGuard Enfercement Policy
Figure 49 CRA OnGuard window — Summary Tab
Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard
Summary Séarwice R les Posture Enforcement
MName: [CRA OnGuard |
Diescription:
| .
Type: Web-based Health Check Only
Status: Disabled
Monitor Mode: ! Enable to moniter network access without enforcement
More Options: 0 Autherization ¥ Posture Compliance
Service Rule
Matches ® ANY or @ ALL of the following conditions:
Type Name Operator Walue b
1.|Hosl: CheckType MATCHES_ALL Health W T
z.|Click to add...

Figure 50 CRA OnGuard window — Service Tab
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Configuratien » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Summary Service m Posture Enforcement

Role Mapping Bolicy: | _Selent— v ||E| Add new Rele Mapping Policy

Raole Mapping Policy Details

Ciescription: =
Default Role: =
Rules Evaluation Algorithm: -

Conditions

Figure 51 CRA OnGuard window — Roles Tab

Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Summary Service Roles Enforcement

Posture Policies:
Fosture Policies:

Only OnGuard agent type posture policies are applicable for this service

CRA Posture - £dd new Posture Policy
[
‘iew Detalls
- Modiy
! —Selzct to Add— v |

Default Posture Token: | UNKNOWHM (100) v |

Remediate End-Hosts: ¥ Enable auto-remediation of non-compliant end-hosts
Remediation URL: [

Posture Servers:

Fosturs Servers: = Add new Posture Server
Removs
e Detalls
- Moy
| ~Ssizct to Ads- \a

Figure 52 CRA OnGuard window — Posture Tab

Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Sumacy || sacvios ||~ sotas [~ postuce

Use Cached Results: Use cached Roles and Posture attributes from previous

Enforcement Policy: | CRA OnGuard Enforcement Policy T |m

SES5ions

Add new Enforcement Policy

Enforcement Policy Details

Diescription:

Default Profile: CRA OnGuard Unhealthy
Rules Evaluaticn Algerithm: evaluate-all
Conditions

Enforcement Profiles

CRA OnGuard Unhealthy, Change WLAN for QuarantineZ
S5 HEALTHY {0} CRA OnGuard Healthy

(Tips:Posture EQUALS QUARANTINE (20])

=1 (Tips:Posture E0L

Figure 53 CRA OnGuard window — Enforcement Tab
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OnGuard Posture Policy
IT administrators access OnGuard settings through the OnGuard Posture Policy through the service
configuration or directly in the left-hand side navigation bar.

The example that Figure 54 and Figure 55 show checks the client to ensure a firewall is enabled on the
device. If the firewall is not enabled, there are options to automatically enable (that is, remediate) the firewall,
or bounce the client.

Note: Client remediation is unavailable through the dissolvable web-based portal.

Configuration » Posture » Posture Pelicies » Edit - CRA Posture
Posture Policies - CRA Posture

Surrrary Policy Posture Plugins Rules
Palicy:

Eolicy Name: CRA& Posturs
Description: posture policy for CRA
Fosture Agent: web Sgent

Haost Operating System: WINDOWS
Restrict by Reles:

Posture Plugins:
The list of selected plugins:

Plugin Name Plugin Configuration Status
i. | ClearPass Windows Universzal System Health Walidater [ vew | Canfigured
Rules:
Rules Ewvaluation Algorithm: First applicable
Conditions Posture Token
Passes all SHY checks - . iy
‘| ClearPass Windows Universal System Health Walidatar HEALIRY
Fzils ane ar more SHY checks -
| ClearPass Windows Universzal System Health Validater DUARANEINE

Figure 54 Posture Policies — CRA Posture window — Summary Tab

Canfiguration » Posture » Posture Policies » Edit - CRA Posturs

Posture Paolicies - CRA Posture

Summary Posture Plugins Rules

Bolicy Name: |CRA Posturs
Dlescription: posture policy far CRA
e
Posture Agent: MAP Agent ® OnGuard Agent (Persistent or Dissolvable]

Host Operating System: ® Windows © Linux'© Mac OS5 X
Restrict by Reles:

Select or type rale names

=]
|
[ =

Figure 55 Posture Policies — CRA Posture window — Policy Tab
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Configuration » Posture » Posture Policies » Edit - CRA& Posture
Posture Policies - CRA Posture

Summary Policy Posture Plugins Rules
Select an=/mors plugins:
Plugin Name Plugin Configuration Status
o | Clezrpass -';lf_ii'ldm\'s Universal System Health Validator m m o “ ~ e E;)-H-F-ig.ui'ed
-|Windows System Health Walidater [conngurs | [ wiew_ ] i
.|Windo\.\'s Security Health Validator [ cConngure | [ wew -

Figure 56 Posture Policies — CRA Posture — Posture Plugins Tab

Select configure on the Plugin Configuration to open the settings for the OnGuard client. Figure 57 and
Figure 58 show that the same heath check can apply many options for heath and posture.

ClesarPads Windaws Wriiversl Sysbén Health Validabor -]

i
b “Enable checks for Windows 7 |i
Services
Ll Remediation checks #Auta Remediation #User Notification
. - Awailable Services
Windows 7 £ | Services to run
[ nsert | F |
{FServices | Application Layer Gatewsy Service . &
{iProcesses | | Application Management ]
{3 Registry Keys | Block Level Backup Engin= Sarvice
3 AntiVirus | Bluetooth Support Servics -
Crfificate - L
{3 AntiSpyware :_m Lfl[__ P.Tpﬂ’ql[.m_ Services to stop
o E b | Cryptegraphic SBervices - r
MFirewa | Distributed Link Tracking Client *
i3PeerTo Paer | Extensible Authentication Protocol s
i3 Patch Manageme| | Heslth Key and Certificate Mansgem e
£3Windows Hotfixes[ || | Intemat Connection Sharing =
{3} USE Devices ' licy Agent L ™ i -
GVirtual Machines | | Delete B o
{3 Metwork Connect ™
d | | »
Windows Server 2008 g
Windows 8 o
Cjuarantine Message 4
[Reset (s [~ coree |
Figure 57 ClearPath Windows Universal System Health Validator window
Configuration » Posture » Posture Folicies » Edit - CRA Posture
Posture Policies - CRA Posture
Summary Policy Posture Plugins m
Rules Evaluatien Algerithm: First applicable
Conditions Posture Token
Passes all SHW checks -
i ClearPass Windows Universal System Health Validator ELEALKEY
Fails ene or more SHY checks -
= ClearPass Windows Universal System Health Validator QUARANTINE
[ moveup |[ MoveDown | [ EdtRuls | [ Removs Ruls |

Figure 58 Posture Policies — CRA Posture window — Roles Tab
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2.4.3  OnGuard Agent Settings

The settings for the OnGuard agent are located within the Administration area of the Policy Manager. The
OnGuard Agent also has options for a VPN client, which allows for wired or wireless use. Figure 59 shows an
example of wireless without the VPN client.

Administration » Agents and Software Updates » OnGuard Settings -

OnGuard Settings - [ Global Agent Settings
e Policy Manager Zones
AgentWersion: 5.2.5.61488

Agent Installers
Agent Installers updated at Mar 11, 2014 14:24:44 COT
Installer Mode: | Do not installienable Aruba VIA compone ¥

Agent will be used only to authenticate / perform health checks for client machines, This setting will notinstall the &ruba WVIa
cempenent. If already installed, then the WIA component will be disabled on the client machine,
Mote - This WILL remove any existing/installed Aruba VIA client

;'#_." Windows http://10.1.100.128 agent/installer/windows/ClearPassOnGuardInstall el Install - EXE) 16MBE

http://10.1.100.128 agent/installer/windows/ClearPassOnGuardInstall i@ill Install - MSI) 17MB

8' Mac OS5 X hetp://10.1.100.128/agent/installer/mac/ClearPassOnGuardInstall.dma [F|| 1n=tall) SMEBE

r Agent Customization

Mznaged Interfaces: I Wired ¥ Wireless [ WPN U Other

Mode: Check heslth - no suthentication T

Cliznt Certificate Check: | Enable to use a certificate from User keystore during authentication
Agent action when an update is available: _.I-;r.{.:ura o ) A

Extarnal Captive Portal Support

Enter the URL of 2 web page that can be accessed only after 2 successful authentication [e.g., heeps/fwww.dell.com). A netwerk device that is configured for
captive portal-based authentication redirects requests to this URL to an authentication page.
URL: )

| Save || Cancel

Figure 59 OnGuard Settings window — Agent Installers section
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Introduction

This document serves as an addendum to the Dell Networking Campus Switching and Mobility reference
Architecture 2.0 and 3.0. It contains configuration examples and screenshots of the W-Instant interface. IT
managers can use this document to understand the configuration of the features described in the main

reference architecture.

Note: This document is not a deployment guide. Instead, it provides a high-level overview to the
configuration methodology. For assistance with W-Instant, please see the User Guides located within the

product support pages on the Dell Support website.
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2.1

211

W-Instant Configuration Examples

W-Series Instant Access Point Networks

Administrators typically configure the W-Instant APs using the web GUI. Therefore, this document shows
screenshots of the web GUI when describing the main features. The main document also includes a running
configuration in a text file format that contains the full configuration.

W-IAP System Configuration

The following figures show web GUI configuration of the Instant Virtual Controller. The example shows a
basic setup using default settings whenever possible. The example shows all static IP addresses, but W-IAP
System configuration supports DHCP servers.

Note: Although the example uses static addresses to show configuration details, typical deployments obtain
automatic address assignments for the W-IAPs and the Virtual Controller using DHCP.

Figure 1 shows the overall administrative GUI:

) Instant | + |

€& | @ htps:)172.25,173,142:4343) #home c ‘ |E|
5 1)

- Google ):'| B- 3 #

RF Security Maintenance | More~ | Help Logout

o -~ o~ . m—n Powered by
ML VIRTUAL CONTROLLER | PowerConnect W-Seri aruba Networks | LNstant-C6:2E:94
&% 2 Networks W) 1 Access Point El 0 Clients
Mame Clisnts Narne Clignts Narne IP Address Network Access Paoint
CRA_IAP_Employee 0 18:64: 7200128194 0
CRA_IAP_Guest i
CRA_Instant a
Mew
= Instant-C6:2E:94 Maonitoring IDS  Configuration  AirGroup
Infa RF Dashboard Usage Trends
Hame: Instant-C#:28: Signal Speed Utilization  Naoise Errars Clients
Country code: us -
Virtual Controller IP: 17225173142 All clients | L All access points = = =
Airwave Server: 10.1.57.100

Airmave Backup Server: --
Airwave Prov Backup:

Band: All
Master: 172.25.173.142 ol [ [
OpenDNE status: Mot connected 71:15 21:20 2125
YPM status: Up
MAS integration: Disabled Throughput (bps)
Uplink type: Ethernet in
Uplink status: Up
Auto save: Enabled

a

10

z1:15 z1:z0 21:25

—out —In
English v Status: Connected Pauze

Figure 1 Administrative GUI

Figure 2 shows the System Settings. Most of the configuration windows include an option to Show advanced
options, as at the bottom of the figure.
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2.1.2

General | Admin

Marne: |Instant—C6:2E:94

System location: |

Wirtual Controller IP: |1?2.25.1?3.142

Dynamic RADIUS proxy: | Enabled j
MAS integration: | Disabled j
MTP server: [172.25.10.20

Timezone: | Central-Time UTC-06 j

Daylight Saving Time: [

Preferred band: | all j

Show advanced options Ok Cancel

Figure 2  System Settings

Figure 3 shows the settings specific to the W-IAP (W-Series Instant Access Point) itself. The network in this
example includes only a single W-IAP. When the network includes only a single W-IAP, the virtual controller
also resides on the W-IAP. In networks with multiple IAPs, the virtual controller resides on the Master IAP,
election of which occurs automatically. Any W-IAP added to the same subnet as this W-IAP automatically
joins the W-Instant network and receives the pushed-out configuration.

General | Radio | Uplink

Marne: [18:64:72: 06120104

Preferred master: |Di5‘3b|3d ;I
IP address for Access Point:

" Get IP address from DHCP server

& Specify statically

IF address: ’m
Metrnask: W
Default gateway: 'm
DNS server: W
Domain name: ,7

0K Cancel

Figure 3  Access Point Settings

VPN Configuration
Figure 4 shows the VPN Configuration window. The window’s public-facing IP address translates to the W-
Series controller within the corporate network at the main site. In this example, a Dell SonicWall firewall
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translates the public IP address shown above to the controller address. See the Campus Firewall section of
the main document for details on NAT policy configuration.

Tunn

eling

Controller
Controller
Protocol: aruba IPSec -
Primary host: [172.25.172.81

Secs between test packets: |5

|
Backup host: | |
|
|

Max allowed test packet |2
loss:

Mext Cancel

Figure 4 VPN Configuration

Figure 5 shows the Routing tab on the VPN configuration window. Administrators configure the networks that
are allowed to be reached within the corporate network from this tab. This example allows routing of all
internal corporate networks through the VPN tunnel. The destination’s split IP address accommodates the
Master and Standby controller IP address. These routes must point to a physical address, not a virtual router
redundancy protocol (VRRP) IP address.

Routing Table

Routes (2}

Destination Metrmask Gateway
i0.0.0.0 255.0.0.0 10.1.100.11
i0.0.0.0 255.0.0.0 10.1.100.12
Mew

Back Finish Cancel

Figure 5 VPN Configuration — Routing Tab

2.1.3 Supplementary Feature Configurations
Authentication Servers
The example in Figure 6 uses the W-ClearPass Server to enable the same Guest and Bring Your Own Device
(BYOD) features deployed at the corporate site.
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Authentication Servers | Users for Internal Server | Roles

Blacklisting = Firewall Settings

Edit

Mame: clearpasscra
IP address:
Auth port: 812

Accounting port:
Shared key:
Retype key:
Timeout:

Retry count:
RFC 3576: Enabled
Air Group Co#A port:

MAS IP address: {optional)
MAS identifier: {optional)
Dead time: min.

CRP IP:

DRP Mask:

DRP WLAN:

L
L
L
L
L
L

DRP Gateway:

Ok | Cancel

Figure 6  Authentication Servers
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External Captive Portals

Figure 7 shows External Captive Portals used for the Guest and BYOD web portals in W-ClearPass.
Administrators configure the URL field with the portal URL defined in W-ClearPass. This example uses two
portals. See the attached W-Instant configuration file for details on both portals.

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Walled Garden | External Captive Portal

default

Type:

IP or hostname:
LIRL:

Port:

Use https:

Captive Portal failure:

Automatic URL Whitelisting:

Redirect URL:

| Radius Authenticationﬂ

[10.1.100.128

|/guest/InP_seIf_reg_gue

443

| Enabled |
[Deny internet =]
| Disabled |

)8 Caricel

Figure 7  External Captive Portals
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DHCP Servers
W-IAP Networks can administer and provide their own IP addresses for clients. Figure 8 shows the use of

local DHCP scopes with separate VLANs for Guest and Employee networks.

Distributed DHCP Scopes

Distributed DHCF Scopes (0)
Marme Type WLAN

Tew

Centralized DHCP Scopes

Branch Subnet

Centralized DHCP Scopes (0)
Marme VLAN

MHew

Local DHCP Scopes

Local DHCP Scopes (2)

Mame Type VLAN
TAPWPN Laocal 15
IAPGuUest Local 16
MHew

Figure 8  DHCP Servers

Metwark
192.1658.1001

192,165,101

ok
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2.1.4  W-IAP Employee Networks

W-Instant networks can be one of three distinct types: Employee, Guest, or Voice. This section describes the
setup of an Employee WLAN with support for the BYOD Onboard Application in W-ClearPass.

Figure 9 shows the selection of the Employee network type with all other default settings left as default under
the advance options link.

WLAN Settings

MNarne & Usage

Mame (SSID): CRA_IAP_Employee
Primary usage: & Employee
" Voice
 Guest
Show advanced options ket Cancel

Figure 9  WLAN Settings - Employee
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Administrators configure a local IP assignment, keeping it to a specific VLAN, as shown in Figure 10. The
configuration specifies the static and VLAN ID selections so they can use the DHCP scopes previously setup.

Client IP & VLAN Assignment

Client IP assignment:  Wirtual Controller assigned

% Metwark assigned

Client WLAM assignment:  Default
% Static
" Dynamic

WLAN ID:

Back Mext Cancel

Figure 10 VLAN Assignment - Employee
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Administrators setup employee access to be the same authentication type as the controller-based
deployment. Figure 11 shows the WPA-2 Enterprise and the Authentication server configurations:

Security Level

Mare
Secure

L' Enterprise
Personal

Jpen

Less
Secure

Figure 11

Key management:

&02.11r roaming:

Termination:

Authentication server 1

Authentication server 2:

Reauth interval:

authentication survivability:

MAC suthentication:

Accounting:

Blacklisting:

Security - Employee

-2 Enterprise - pportunistic Key Caching
WPA-2 Ent ¥ Gpportunistic Key Caching(OKC)

[ Disabled =
[ Disabled =
[clearpassera x| Edi
[-- select Server -- |
[ Disabled |

[~ Perform MAC authentication before 802.1%
[T M&C authentication fail-thru

[ Disabled =
[ Disabled =

Back M ext Cancel
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Figure 12 shows the access rules required for initial logon. To direct users with non-provisioned devices to the
W-ClearPass Onboard provisioning portal requires a captive portal enforcement.

Access Rules

Mare
Contral Raoles Access Rules for CRA_IAP_Emploves
CRA_IAP_Employee ;I = Enforce captive portal ﬂ
L CRA_IAP_Guest —1 | ® allow https on server 10.1,100,128
- Role-based guestIaP_logon ~| | ® allow http on server 10,1,100.128 -
MHew Mew
- Metwaork-based
- Unrestricted Role Assignment Rules
Assign role returned as value of Aruba-User-Role

Default role; CRA_IAP_Employee

Less
Control

Pl e

[T Enforce Machine Authentication

Back Firizh Cancel

Figure 12 Access - Employee

Figure 13 shows a key Role Assignment Rule. This Rule allows W-ClearPass to change the user role from
the initial default role to a new role assigned by W-ClearPass.

Role Assignment Rules

Assign role returned as value of Aruba-User-Role

Default role: CRA_IAP_Emploves

Edit Role Assignrment Rule
Attribute: Operator:
.ﬁ.rul:ua-Llser-RlI | Is the role ;I

k. Cancel

Figure 13 Role Assignment Rule
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Figure 14 shows the access rules, which limit traffic to W-ClearPass and the internet locations where users
can download the Onboard application.

authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | walled Garden | External Captive Portal

Roles Access Rules for CRA_IAFP_Employee
default_wired_port_profile = Enforce captive portal

wired-instant ® allow https on server 10,1,100.128
CRA_Instant ® allow http on server 10,1,100.128
CRA_IAP_Employee ® Allow https to network 173.194,0.0/255,255.0.0
CRA_IAP_Guest ® allow https to network 74.125.0.0/255,255.0.0
gquestIAP_logon ® sllow https to network 209.65.0.0/255,255.0.0
emplovee_role ® Deny any to all destinations
CRA_IAP_Emplyee-auth

Wew Mew

Figure 14 Access Rules
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2.1.5 W-IAP Guest Networks

Guest Networks follow the same configuration methodology as Employee Networks with changes to support
Guest-specific Security and Access Rules.

Figure 15 shows choosing the Guest network type. Keep all advanced options as their default values:

WLAN Settings

Mame & Usage

Marme (SSID): CRA_IAP_Guest
Primary usage: " Employee
" Voice
% Guest
Show advanced options Mext Cancel

Figure 15 WLAN — Guest Network
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Figure 16 shows using the other DHCP scope with a different VLAN for the Guest network:

Client IP & VLAN Assignment

Client IP assignment: " Virtual Controller assigned

& Network assigned

Client WLAN assignment: & Default
% Static
" Dynamic

YLAN ID:

Back. P et Cancel

Figure 16 VLAN — Guest Network
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Figure 17 shows choosing External as the splash page type because W-ClearPass is the external captive
portal. The figure also shows configuring the W-ClearPass server located at the main corporate site using the
same Authentication server setting.

Security Level

Splash page type: | External ;I
Captive portal profile: |default ;I Edit
WISPr: |Disab|ed ;I

MaC suthentication: |Disab|ed LI

Auth server 1: | clearpasscra LI Edit
Auth server 2: | -- Select Server -- ;I
Reauth interval: EI

Acocounting: |Enab|ed LI
Accounting mode; |Authentication ;I
Accounting interval: rhin.

Blacklisting: |Disab|ed ;I
walled garden: Blacklist: 0 Whitelist: 2

Disable if uplink type is: M 3G/ [ wifi [ Ethernet

Encryption: |Disab|ed LI

Back NES Cancel

Figure 17  Security — Guest Network
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Figure 18 shows modification of the default captive portal setting to configure the proper URL and IP
hostname. This example modifies and saves the default.

default

Type: | Radius F\uthenticatinnﬂ
IP or hostname: |1U,1.1DD.128

URL: |,"guesth.0.P_self_reg_gue
Port: l43

Use https: |Enab|ed j
Captive Portal failure: | Deny internet j
Automatic URL Whitelisting: | Disabled j
Redirect URL: |

OF. = Cancel

Figure 18 Default Captive Portal Setting
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2.2

2.2.1
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The access rules are setup different for a Guest network than for an Employee (Figure 19). The captive portal
setting is built in to the Security Tab, so it is not needed here. There is also an option for a pre-authentication
role, which is shown below. This logon role only allows traffic to the W-ClearPass server.

Access Rules

Mare

Contral Roles Access Rules for guestIAP_logon
guestIAP_logon ;I ® allow http on server 10,1.100.128
employee_rale ® Allow kttps on server 10.1.100.128

) - Role-based CRA_IAP_Emplyee-auth -
MHew e
- Metwork-based
- Unrestricted Role Assignment Rules
Default role: CRA_IAP_Guest
Less

Control

¥ &ssign pre-authentication role: |guestIAP_I0g0n ;l

Back Finish Caticel

Figure 19 Access — Guest Network

That completes the configuration for the W-Instant AP network. The W-ClearPass appliance includes all other
settings to make the authentication and captive portals function. See the W-ClearPass section for more
information.

W-Series Remote Access Points

Teleworkers receive W-IAPs for deployment of Remote APs as W-Instant devices. The teleworker must
power up and login into the W-Instant GUI to convert the W-IAP to a Remote AP.

Converting a W-IAP to a Remote AP

Users connect to the provisioning SSID Instant after following the instructions to power-up the W-IAP. Then,
users open a browser to access the web GUI.
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At this point, the user typically receives a set of specific instructions from their IT department that provides the
details of a simple three-step process.

1. Navigate to the Maintenance link at the top right hand corner of the GUI.
2. Select the Convert Tab in the pop-up window.

3. Enter the IP address of the W-Series Controller and select Convert Now.

About  Configuration  Certificates  Firmware  Reboot | Convert

Convert one or mare Access Paints to!
|Remote &4Ps rmanaged by a Mability Contraoller ;I

Hostname or IP Address of Mobility Controller:

After conwersion, all Access Points will be managed by the Controller specified above.

Figure 20 Converting a W-IAP to a Remote AP

Once the Remote AP completes the conversion process and reboots, it starts broadcasting the SSIDs from its
provisioned AP group. All corporate traffic routes through the IPsec tunnel back to the W-Series controller at
the main site.

All W-1APs can be converted to Remote APs. This campus reference shows the W-IAP155/P because of its
desktop form-factor.

Note: For the W-IAP to terminate and convert to a Remote AP, administrators must configure the W-Series
controller to allow the W-IAP to terminate. Refer to the main document for a discussion of this configuration
of the controller.
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version 6.3
enable secret "c4056a980195b4d85ac77eca69e9a3cacdecd027679924de61"
enable bypass
hostname "CRAController"
clock timezone CST -6
location "Building1.floor1" 
controller config 1
ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0
ip access-list eth validuserethacl
  permit any 
!
netservice svc-ipp-tcp tcp 631
netservice svc-dhcp udp 67 68 alg dhcp
netservice svc-citrix tcp 2598
netservice svc-pcoip-udp udp 50002
netservice svc-netbios-ssn tcp 139
netservice svc-tftp udp 69 alg tftp
netservice svc-papi udp 8211
netservice web tcp list "80 443"
netservice svc-ica tcp 1494
netservice svc-natt udp 4500
netservice svc-lpd tcp 515
netservice svc-microsoft-ds tcp 445
netservice svc-syslog udp 514
netservice svc-msrpc-tcp tcp 135 139
netservice svc-msrpc-udp udp 135 139
netservice svc-smtp tcp 25
netservice svc-http-proxy2 tcp 8080
netservice svc-cfgm-tcp tcp 8211
netservice vnc tcp 5900 5905
netservice svc-h323-udp udp 1718 1719
netservice svc-sccp tcp 2000 alg sccp
netservice svc-bootp udp 67 69
netservice svc-telnet tcp 23
netservice svc-http tcp 80
netservice svc-vmware-rdp tcp 3389
netservice svc-ipp-udp udp 631
netservice svc-noe-oxo udp 5000 alg noe
netservice svc-vocera udp 5002 alg vocera
netservice svc-esp 50
netservice svc-http-proxy1 tcp 3128
netservice svc-sec-papi udp 8209
netservice svc-l2tp udp 1701
netservice svc-rtsp tcp 554 alg rtsp
netservice svc-gre 47
netservice svc-sip-tcp tcp 5060
netservice svc-pptp tcp 1723
netservice svc-snmp udp 161
netservice svc-svp 119 alg svp
netservice svc-icmp 1
netservice svc-smb-tcp tcp 445
netservice svc-pcoip2-tcp tcp 4172
netservice svc-v6-icmp 58
netservice svc-ssh tcp 22
netservice svc-h323-tcp tcp 1720
netservice svc-ntp udp 123
netservice svc-pop3 tcp 110
netservice svc-netbios-ns udp 137
netservice svc-adp udp 8200
netservice svc-v6-dhcp udp 546
netservice svc-dns udp 53 alg dns
netservice svc-netbios-dgm udp 138
netservice svc-http-proxy3 tcp 8888
netservice svc-sip-udp udp 5060
netservice svc-kerberos udp 88
netservice svc-sips tcp 5061 alg sips
netservice svc-pcoip2-udp udp 4172
netservice svc-pcoip-tcp tcp 50002
netservice svc-noe udp 32512 alg noe
netservice svc-nterm tcp 1026 1028
netservice svc-ike udp 500
netservice svc-snmp-trap udp 162
netservice svc-smb-udp udp 445
netservice svc-ftp tcp 21 alg ftp
netservice svc-https tcp 443
netdestination CRA_Employee-allow-google-play
!
netdestination CRA_Employee-allow-external-captive-portal
!
netexthdr default
!
time-range working-hours periodic
 weekday 08:00 to  18:00
!
time-range night-hours periodic
 weekday 18:01 to  23:59
 weekday 00:00 to  07:59
!
time-range weekend periodic
 weekend 00:00 to  23:59
!
ip access-list session lync-acl
  any any svc-sips  permit queue high 
!
ip access-list session svp-acl
  any any svc-svp  permit queue high 
  user host 224.0.1.116 any  permit 
!
ip access-list session logon-control
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
  any network 169.254.0.0 255.255.0.0 any  deny 
  any network 240.0.0.0 240.0.0.0 any  deny 
  user any udp 68  deny 
!
ip access-list session CP6-web-ACL
  any any svc-icmp  permit 
  any any svc-dns  permit 
  user host 10.1.100.128 svc-https  permit 
  user host 10.1.100.128 svc-http  permit 
!
ip access-list session ap-uplink-acl
  any any udp 68  permit 
  any any svc-icmp  permit 
  any host 224.0.0.251 udp 5353  permit 
!
ip access-list session v6-http-acl
  ipv6  any any svc-http  permit 
!
ip access-list session v6-logon-control
  ipv6  user any udp 68  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-v6-dhcp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any network fc00::/7 any  permit 
  ipv6  any network fe80::/64 any  permit 
!
ip access-list session http-acl
  any any svc-http  permit 
!
ip access-list session icmp-acl
  any any svc-icmp  permit 
!
ip access-list session vocera-acl
  any any svc-vocera  permit queue high 
!
ip access-list session vmware-acl
  any any svc-vmware-rdp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-udp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-udp  permit tos 46 dot1p-priority 6 
!
ip access-list session citrix-acl
  any any svc-citrix  permit tos 46 dot1p-priority 6 
  any any svc-ica  permit tos 46 dot1p-priority 6 
!
ip access-list session tftp-acl
  any any svc-tftp  permit 
!
ip access-list session sip-acl
  any any svc-sip-udp  permit queue high 
  any any svc-sip-tcp  permit queue high 
!
ip access-list session ra-guard
  ipv6  user any icmpv6 rtr-adv  deny 
!
ip access-list session srcnat
  user any any  src-nat 
!
ip access-list session v6-dhcp-acl
  ipv6  any any svc-v6-dhcp  permit 
!
ip access-list session cplogout
  user   alias controller svc-https  dst-nat 8081 
!
ip access-list session vpnlogon
  user any svc-ike  permit 
  user any svc-esp  permit 
  any any svc-l2tp  permit 
  any any svc-pptp  permit 
  any any svc-gre  permit 
!
ip access-list session v6-control
  ipv6  user any udp 547  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any any svc-papi  permit 
  ipv6  any any svc-sec-papi  permit 
  ipv6  any any svc-cfgm-tcp  permit 
  ipv6  any any svc-adp  permit 
  ipv6  any any svc-tftp  permit 
  ipv6  any any svc-dhcp  permit 
  ipv6  any any svc-natt  permit 
!
ip access-list session allow-diskservices
  any any svc-netbios-dgm  permit 
  any any svc-netbios-ssn  permit 
  any any svc-microsoft-ds  permit 
  any any svc-netbios-ns  permit 
!
ip access-list session CRA_Employee-captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
!
ip access-list session v6-ap-acl
  ipv6  any any svc-gre  permit 
  ipv6  any any svc-syslog  permit 
  ipv6  any user svc-snmp  permit 
  ipv6  user any svc-snmp-trap  permit 
  ipv6  user any svc-ntp  permit 
  ipv6  user any svc-ftp  permit 
!
ip access-list session v6-allowall
  ipv6  any any any  permit 
!
ip access-list session v6-icmp-acl
  ipv6  any any svc-v6-icmp  permit 
!
ip access-list session validuser
  network 127.0.0.0 255.0.0.0 any any  deny 
  network 169.254.0.0 255.255.0.0 any any  deny 
  network 224.0.0.0 240.0.0.0 any any  deny 
  host 255.255.255.255 any any  deny 
  network 240.0.0.0 240.0.0.0 any any  deny 
  any any any  permit 
  ipv6 host fe80:: any any  deny 
  ipv6 network fc00::/7 any any  permit 
  ipv6 network fe80::/64 any any  permit 
  ipv6  any any any  permit 
!
ip access-list session v6-dns-acl
  ipv6  any any svc-dns  permit 
!
ip access-list session captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
  any any svc-icmp  permit 
  any any svc-dns  permit 
!
ip access-list session v6-https-acl
  ipv6  any any svc-https  permit 
!
ip access-list session dhcp-acl
  any any svc-dhcp  permit 
!
ip access-list session h323-acl
  any any svc-h323-tcp  permit queue high 
  any any svc-h323-udp  permit queue high 
!
ip access-list session allowall
  any any any  permit 
  ipv6  any any any  permit 
!
ip access-list session allow-printservices
  any any svc-lpd  permit 
  any any svc-ipp-tcp  permit 
  any any svc-ipp-udp  permit 
!
ip access-list session CRA_Employee-auth
  any any any  permit 
!
ip access-list session iaprole
  any host 10.1.100.128 any  src-nat 
  any any any  permit 
!
ip access-list session https-acl
  any any svc-https  permit 
!
ip access-list session skinny-acl
  any any svc-sccp  permit queue high 
!
ip access-list session ap-acl
  any any svc-gre  permit 
  any any svc-syslog  permit 
  any user svc-snmp  permit 
  user any svc-snmp-trap  permit 
  user any svc-ntp  permit 
  user any svc-ftp  permit 
!
ip access-list session CRA_Employee-allow-external-captive-portal
  user host 10.1.100.128 svc-http  permit 
  user host 10.1.100.128 svc-https  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-http  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-https  permit 
!
ip access-list session CRA_Employee-allow-google-play
  user   alias CRA_Employee-allow-google-play svc-http  permit 
  user   alias CRA_Employee-allow-google-play svc-https  permit 
!
ip access-list session captiveportal6
  ipv6  user   alias controller6 svc-https  captive 
  ipv6  user any svc-http  captive 
  ipv6  user any svc-https  captive 
  ipv6  user any svc-http-proxy1  captive 
  ipv6  user any svc-http-proxy2  captive 
  ipv6  user any svc-http-proxy3  captive 
!
ip access-list session control
  user any udp 68  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-papi  permit 
  any any svc-sec-papi  permit 
  any any svc-cfgm-tcp  permit 
  any any svc-adp  permit 
  user any svc-ftp  permit 
  any any svc-tftp  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session CRA_Employee-logon-control
  user any udp 68  deny 
  ipv6  user any icmpv6 rtr-adv  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session dns-acl
  any any svc-dns  permit 
!
ip access-list session noe-acl
  any any svc-noe  permit queue high 
!
vpn-dialer default-dialer
  ike authentication PRE-SHARE 1d7ff88eb3ab0ca4101f54e9ec5e3ba5c1eced2ceb915f83
!
dot1x high-watermark 280
dot1x low-watermark 266
user-role default-via-role
 access-list session allowall
!
user-role ap-role
 access-list session ra-guard
 access-list session control
 access-list session ap-acl
!
user-role stateful-dot1x
!
user-role CPG_Login
 captive-portal "ClearPass_Portal"
 access-list session ra-guard
 access-list session CP6-web-ACL
 access-list session logon-control
 access-list session captiveportal
!
user-role guest-logon
 captive-portal "default"
!
user-role voice
 access-list session ra-guard
 access-list session sip-acl
 access-list session noe-acl
 access-list session svp-acl
 access-list session vocera-acl
 access-list session skinny-acl
 access-list session h323-acl
 access-list session dhcp-acl
 access-list session tftp-acl
 access-list session dns-acl
 access-list session icmp-acl
!
user-role default-vpn-role
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role logon
!
user-role CRA_Employee-logon
 vlan 100
 captive-portal "CRA_Employee"
 access-list session ra-guard
 access-list session CRA_Employee-logon-control
 access-list session CRA_Employee-allow-external-captive-portal
 access-list session CRA_Employee-allow-google-play
 access-list session CRA_Employee-captiveportal
!
user-role authenticated
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role iaprole
 pool l2tp rappool
 access-list session iaprole
!
user-role denyall
!
user-role guest
!
!

controller-ip vlan 100
interface mgmt
	shutdown
!

dialer group evdo_us
  init-string ATQ0V1E0
  dial-string ATDT#777
!

dialer group gsm_us
  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"
  dial-string ATD*99#
!

dialer group gsm_asia
  init-string AT+CGDCONT=1,"IP","internet"
  dial-string ATD*99***1#
!

dialer group vivo_br
  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"
  dial-string ATD*99#
!



vlan 5 
vlan 6 
vlan 7 
vlan 57 
vlan 100 
vlan 173 

no spanning-tree

interface gigabitethernet 0/0/0
	description "GE0/0/0"
	trusted
	trusted vlan 1-4094
	switchport access vlan 100
!

interface gigabitethernet 0/0/1
	description "GE0/0/1"
	trusted
	trusted vlan 1-4094
	switchport access vlan 173
!

interface gigabitethernet 0/0/2
	description "GE0/0/2"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 2 mode active
!

interface gigabitethernet 0/0/3
	description "GE0/0/3"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 2 mode active
!

interface gigabitethernet 0/0/4
	description "GE0/0/4"
	trusted
	trusted vlan 1-4094
!

interface gigabitethernet 0/0/5
	description "GE0/0/5"
	trusted
	trusted vlan 1-4094
!

interface port-channel 2
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport access vlan 99
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1-172,174-4094
!

interface vlan 100
	ip address 10.1.100.11 255.255.255.0
!

interface vlan 1
	ip address 10.1.1.3 255.255.255.0
!

interface vlan 173
	ip address 172.25.173.144 255.255.0.0
	shutdown
!

interface vlan 57
	ip address 10.1.57.4 255.255.255.0
!

interface vlan 5
	ip address 10.1.5.4 255.255.255.0
!

interface vlan 6
	ip address 10.1.6.4 255.255.255.0
!

interface vlan 7
	ip address 10.1.7.4 255.255.255.0
!

master-redundancy
  master-vrrp 99
  peer-ip-address 10.1.100.12 ipsec e416c439a5aece3dd523a81837149046cadbb20aeacf26ce
!
vrrp 99
  priority 120
  authentication password
  ip address 10.1.100.3
  description "Preferred-Master"
  vlan 100
  no shutdown
!
ip default-gateway 10.1.100.50
uplink disable

ap mesh-recovery-profile cluster Recoverynu1plfQa5tqt+Zxk wpa-hexkey c50b68546d9712f66a6a41f37fd97df11773e9938cf1902eda6d42570ab5d12b7c24c8429b584cae3cb8fc835fef0bafada8d7fede8942c10e1da5585cac5a448c32fe5db78e2c92cb1324effc78954b
crypto isakmp policy 20
  encryption aes256
!

crypto ipsec transform-set default-boc-bm-transform esp-3des esp-sha-hmac
crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac
crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac
crypto dynamic-map default-dynamicmap 10000
  set transform-set "default-transform" "default-aes" 
!

crypto isakmp eap-passthrough eap-tls
crypto isakmp eap-passthrough eap-peap
crypto isakmp eap-passthrough eap-mschapv2

ip local pool "rappool" 10.1.100.82 10.1.100.84
vpdn group l2tp
  client configuration dns 172.25.10.1 
!

ip dhcp excluded-address 10.1.100.1 10.1.100.30
ip dhcp excluded-address 10.1.7.1 10.1.7.30
ip dhcp excluded-address 10.1.5.1 10.1.5.30
ip dhcp excluded-address 10.1.6.1 10.1.6.30
ip dhcp excluded-address 10.1.5.40 10.1.5.254
ip dhcp excluded-address 10.1.6.40 10.1.6.254
ip dhcp excluded-address 10.1.7.40 10.1.7.254
ip dhcp excluded-address 10.1.100.40 10.1.100.254
ip dhcp pool Guest
 default-router 10.1.7.77
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.7.0 255.255.255.0
 authoritative
!
ip dhcp pool Eng
 default-router 10.1.5.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.5.0 255.255.255.0
 authoritative
!
ip dhcp pool Finance
 default-router 10.1.6.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.6.0 255.255.255.0
 authoritative
!
ip dhcp pool CRA
 default-router 10.1.100.3
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.100.0 255.255.255.0
 authoritative
!
service dhcp
  

!

syslocation "austin-rr-campus"
syscontact "abc@dell.com"
snmp-server community "test123" 
vpdn group pptp
!

tunneled-node-address 0.0.0.0

adp discovery enable
adp igmp-join enable
adp igmp-vlan 0

voice rtcp-inactivity disable
voice alg-based-cac enable
voice sip-midcall-req-timeout disable
ap ap-blacklist-time 3600
ap flush-r1-on-new-r0 disable
mgmt-server type amp primary-server 10.1.57.100 profile CRAcontroller


mgmt-user admin root 29bfc4f8014868e2cdfacf27a8c321b01d93c024eb587f2e43


ntp server 172.25.10.20  


no database synchronize
ip mobile domain default
!
!
!
airgroup "enable"
!
airgroup location-discovery "enable"
!
!
airgroup active-wireless-discovery "disable"
!
airgroupservice "airplay"
  id "_airplay._tcp"
  id "_raop._tcp"
  id "_appletv-v2._tcp"
  description "AirPlay"
!
airgroupservice "airprint"
  id "_ipp._tcp"
  id "_pdl-datastream._tcp"
  id "_printer._tcp"
  id "_scanner._tcp"
  id "_universal._sub._ipp._tcp"
  id "_universal._sub._ipps._tcp"
  id "_printer._sub._http._tcp"
  id "_http._tcp"
  id "_http-alt._tcp"
  id "_ipp-tls._tcp"
  id "_fax-ipp._tcp"
  id "_riousbprint._tcp"
  id "_cups._sub._ipp._tcp"
  id "_cups._sub._fax-ipp._tcp"
  id "_ica-networking._tcp"
  id "_ptp._tcp"
  id "_canon-bjnp1._tcp"
  id "_ipps._tcp"
  id "_ica-networking2._tcp"
  description "AirPrint"
!
airgroupservice "itunes"
  id "_home-sharing._tcp"
  id "_apple-mobdev._tcp"
  id "_daap._tcp"
  id "_dacp._tcp"
  description "iTunes"
!
airgroupservice "remotemgmt"
  id "_ssh._tcp"
  id "_sftp-ssh._tcp"
  id "_ftp._tcp"
  id "_telnet._tcp"
  id "_rfb._tcp"
  id "_net-assistant._tcp"
  description "Remote management"
!
airgroupservice "sharing"
  id "_odisk._tcp"
  id "_afpovertcp._tcp"
  id "_xgrid._tcp"
  description "Sharing"
!
airgroupservice "chat"
  id "_presence._tcp"
  description "Chat"
!
airgroupservice "allowall"
  description "Remaining-Services"
!
airgroup service "airplay" enable
!
airgroup service "airprint" enable
!
airgroup service "itunes" disable
!
airgroup service "remotemgmt" disable
!
airgroup service "sharing" disable
!
airgroup service "chat" disable
!
airgroup service "allowall" disable
!

ip igmp
!

ipv6 mld
!

no firewall attack-rate cp 1024
ipv6 firewall ext-hdr-parse-len  100

!

!
firewall cp
!
ip domain lookup
!
country US
aaa rfc-3576-server "10.1.100.128"
   key 8829a4f3163d768e44d5c504342e5ec6e6a63e87f5dd49d9
!
aaa authentication mac "CRA_Guest_Mac"
!
aaa authentication mac "default"
!
aaa authentication dot1x "cra-CRA_Employee"
   timer reauth-period 32400
   max-requests 2
   timer wpa-key-period 3000
   timer wpa2-key-delay 100
   timer wpa-groupkey-delay 100
   reauthentication
!
aaa authentication dot1x "default"
!
aaa authentication-server radius "cra-CRA_Employee"
   host "10.1.100.128"
   key 56823fb334c36d5930ad4a179c762346d93708af5beb5643
   nas-identifier "CRAcontroller"
   nas-ip 10.1.100.3
   mac-lowercase
!
aaa server-group "clearpasscra"
 auth-server cra-CRA_Employee
!
aaa server-group "default"
 auth-server Internal
 set role condition role value-of
!
aaa authentication via connection-profile "default"
!
aaa authentication via web-auth "default"
!
aaa authentication via global-config
!
aaa profile "CP_dot1x_profile"
   initial-role "CRA_Employee-logon"
   authentication-dot1x "cra-CRA_Employee"
   dot1x-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "CP_Guest_profile"
   initial-role "CPG_Login"
   authentication-mac "CRA_Guest_Mac"
   mac-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "default"
!
aaa profile "default-open"
   initial-role "authenticated"
!
aaa authentication captive-portal "ClearPass_Portal"
   server-group "clearpasscra"
   login-page "https://clearpasscra.cra.lab/guest/guest_register_login.php"
!
aaa authentication captive-portal "CRA_Employee"
   server-group "clearpasscra"
   redirect-pause 3
   no logout-popup-window
   login-page "https://clearpasscra.cra.lab/guest/device_provisioning.php"
   switchip-in-redirection-url
!
aaa authentication captive-portal "default"
   server-group "clearpasscra"
!
aaa authentication wispr "default"
!
aaa authentication vpn "default"
!
aaa authentication vpn "default-iap"
!
aaa authentication vpn "default-rap"
!
aaa authentication mgmt
!
aaa authentication stateful-ntlm "default"
!
aaa authentication stateful-kerberos "default"
!
aaa authentication stateful-dot1x
!
aaa authentication via auth-profile "default"
!
aaa authentication wired
   profile "default-open"
!
web-server
   web-https-port-443
!
guest-access-email
!
voice logging
!
voice dialplan-profile "default"
!
voice real-time-config
!
voice sip
!
aaa password-policy mgmt
!
control-plane-security
   no cpsec-enable
   auto-cert-prov
!
ids management-profile
!
ids wms-general-profile
!
ids wms-local-system-profile
!
ids ap-rule-matching
!
valid-network-oui-profile
!
upgrade-profile
!
license profile
   centralized-licensing-enable
!
activate-service-whitelist
!
ifmap cppm
!
lcd-menu
!
ap system-profile "default"
!
ap regulatory-domain-profile "default"
   country-code US
   valid-11g-channel 1
   valid-11g-channel 6
   valid-11g-channel 11
   valid-11a-channel 36
   valid-11a-channel 40
   valid-11a-channel 44
   valid-11a-channel 48
   valid-11a-channel 149
   valid-11a-channel 153
   valid-11a-channel 157
   valid-11a-channel 161
   valid-11a-channel 165
   valid-11g-40mhz-channel-pair 1-5
   valid-11g-40mhz-channel-pair 7-11
   valid-11a-40mhz-channel-pair 36-40
   valid-11a-40mhz-channel-pair 44-48
   valid-11a-40mhz-channel-pair 149-153
   valid-11a-40mhz-channel-pair 157-161
!
ap wired-ap-profile "default"
!
ap enet-link-profile "default"
!
ap mesh-ht-ssid-profile "default"
!
ap lldp med-network-policy-profile "default"
!
ap mesh-cluster-profile "default"
!
ap lldp profile "default"
!
ap mesh-radio-profile "default"
!
ap wired-port-profile "default"
!
ids general-profile "default"
!
ids rate-thresholds-profile "default"
!
ids signature-profile "default"
!
ids impersonation-profile "default"
!
ids unauthorized-device-profile "default"
!
ids signature-matching-profile "default"
   signature "Deauth-Broadcast"
   signature "Disassoc-Broadcast"
!
ids dos-profile "default"
!
ids profile "default"
!
rf arm-profile "arm-maintain"
   assignment maintain
   no scanning
!
rf arm-profile "arm-scan"
!
rf arm-profile "default"
!
rf optimization-profile "default"
!
rf event-thresholds-profile "default"
!
rf am-scan-profile "default"
!
rf dot11a-radio-profile "default"
!
rf dot11a-radio-profile "rp-maintain-a"
   arm-profile "arm-maintain"
!
rf dot11a-radio-profile "rp-monitor-a"
   mode am-mode
!
rf dot11a-radio-profile "rp-scan-a"
   arm-profile "arm-scan"
!
rf dot11g-radio-profile "default"
!
rf dot11g-radio-profile "rp-maintain-g"
   arm-profile "arm-maintain"
!
rf dot11g-radio-profile "rp-monitor-g"
   mode am-mode
!
rf dot11g-radio-profile "rp-scan-g"
   arm-profile "arm-scan"
!
wlan handover-trigger-profile "default"
!
wlan rrm-ie-profile "default"
!
wlan bcn-rpt-req-profile "default"
!
wlan dot11r-profile "default"
!
wlan tsm-req-profile "default"
!
wlan voip-cac-profile "default"
!
wlan ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ht-ssid-profile "default"
!
wlan hotspot anqp-venue-name-profile "default"
!
wlan hotspot anqp-nwk-auth-profile "default"
!
wlan hotspot anqp-roam-cons-profile "default"
!
wlan hotspot anqp-nai-realm-profile "default"
!
wlan hotspot anqp-3gpp-nwk-profile "default"
!
wlan hotspot h2qp-operator-friendly-name-profile "default"
!
wlan hotspot h2qp-wan-metrics-profile "default"
!
wlan hotspot h2qp-conn-capability-profile "default"
!
wlan hotspot h2qp-op-cl-profile "default"
!
wlan hotspot anqp-ip-addr-avail-profile "default"
!
wlan hotspot anqp-domain-name-profile "default"
!
wlan edca-parameters-profile station "default"
!
wlan edca-parameters-profile ap "default"
!
wlan dot11k-profile "default"
!
wlan ssid-profile "CRA_Employee"
   essid "CRA_Employee"
   opmode wpa2-aes
!
wlan ssid-profile "CRA_Employee-ssid_prof"
   essid "CRA_Employee"
   opmode wpa2-aes
   ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ssid-profile "CRA_Guest-ssid_prof"
   essid "CRA_Guest"
   ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ssid-profile "default"
!
wlan hotspot advertisement-profile "default"
!
wlan hotspot hs2-profile "default"
!
wlan virtual-ap "CRA_Employee"
   aaa-profile "CP_dot1x_profile"
   ssid-profile "CRA_Employee"
   vlan 100
!
wlan virtual-ap "CRA_Guest-vap_prof"
   aaa-profile "CP_Guest_profile"
   ssid-profile "CRA_Guest-ssid_prof"
   vlan 7
!
wlan virtual-ap "default"
!
mgmt-server profile "CRAcontroller"
   stats-enable
   tag-enable
   misc-enable
   location-enable
!
ap provisioning-profile "default"
!
rf arm-rf-domain-profile
   arm-rf-domain-key "9a5422c9e32089038c871a1394370f5b"
!
ap spectrum local-override
!
ap-group "CRA_Employee"
   virtual-ap "CRA_Employee"
   virtual-ap "CRA_Guest-vap_prof"
!
ap-group "default"
!
airgroup cppm-server aaa
!
logging level debugging network
logging level debugging security process crypto
logging level debugging security process l2tp
logging level warnings security subcat ids
logging level warnings security subcat ids-ap
logging level debugging ap-debug 00:0b:86:8f:74:fb 

snmp-server enable trap
snmp-server host 10.1.57.100 version 2c test123 udp-port 162

process monitor log
end





version 6.3
enable secret "c14e2ac6010be365592d9b7af6fa315e803a5d9fde0ff8fbf4"
enable bypass
hostname "CRAController Standby"
clock timezone CST -6
location "Building1.floor1" 
controller config 1
ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0
ip access-list eth validuserethacl
  permit any 
!
netservice svc-ipp-tcp tcp 631
netservice svc-dhcp udp 67 68 alg dhcp
netservice svc-citrix tcp 2598
netservice svc-pcoip-udp udp 50002
netservice svc-netbios-ssn tcp 139
netservice svc-tftp udp 69 alg tftp
netservice svc-papi udp 8211
netservice web tcp list "80 443"
netservice svc-ica tcp 1494
netservice svc-natt udp 4500
netservice svc-lpd tcp 515
netservice svc-microsoft-ds tcp 445
netservice svc-syslog udp 514
netservice svc-msrpc-tcp tcp 135 139
netservice svc-msrpc-udp udp 135 139
netservice svc-smtp tcp 25
netservice svc-http-proxy2 tcp 8080
netservice svc-cfgm-tcp tcp 8211
netservice vnc tcp 5900 5905
netservice svc-h323-udp udp 1718 1719
netservice svc-sccp tcp 2000 alg sccp
netservice svc-bootp udp 67 69
netservice svc-telnet tcp 23
netservice svc-http tcp 80
netservice svc-vmware-rdp tcp 3389
netservice svc-ipp-udp udp 631
netservice svc-noe-oxo udp 5000 alg noe
netservice svc-vocera udp 5002 alg vocera
netservice svc-esp 50
netservice svc-http-proxy1 tcp 3128
netservice svc-sec-papi udp 8209
netservice svc-l2tp udp 1701
netservice svc-rtsp tcp 554 alg rtsp
netservice svc-gre 47
netservice svc-sip-tcp tcp 5060
netservice svc-pptp tcp 1723
netservice svc-snmp udp 161
netservice svc-svp 119 alg svp
netservice svc-icmp 1
netservice svc-smb-tcp tcp 445
netservice svc-pcoip2-tcp tcp 4172
netservice svc-v6-icmp 58
netservice svc-ssh tcp 22
netservice svc-h323-tcp tcp 1720
netservice svc-ntp udp 123
netservice svc-pop3 tcp 110
netservice svc-netbios-ns udp 137
netservice svc-adp udp 8200
netservice svc-v6-dhcp udp 546
netservice svc-dns udp 53 alg dns
netservice svc-netbios-dgm udp 138
netservice svc-http-proxy3 tcp 8888
netservice svc-sip-udp udp 5060
netservice svc-kerberos udp 88
netservice svc-sips tcp 5061 alg sips
netservice svc-pcoip2-udp udp 4172
netservice svc-pcoip-tcp tcp 50002
netservice svc-noe udp 32512 alg noe
netservice svc-nterm tcp 1026 1028
netservice svc-ike udp 500
netservice svc-snmp-trap udp 162
netservice svc-smb-udp udp 445
netservice svc-ftp tcp 21 alg ftp
netservice svc-https tcp 443
netdestination CRA_Employee-allow-google-play
!
netdestination CRA_Employee-allow-external-captive-portal
!
netexthdr default
!
time-range working-hours periodic
 weekday 08:00 to  18:00
!
time-range night-hours periodic
 weekday 18:01 to  23:59
 weekday 00:00 to  07:59
!
time-range weekend periodic
 weekend 00:00 to  23:59
!
ip access-list session lync-acl
  any any svc-sips  permit queue high 
!
ip access-list session svp-acl
  any any svc-svp  permit queue high 
  user host 224.0.1.116 any  permit 
!
ip access-list session logon-control
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
  any network 169.254.0.0 255.255.0.0 any  deny 
  any network 240.0.0.0 240.0.0.0 any  deny 
  user any udp 68  deny 
!
ip access-list session CP6-web-ACL
  any any svc-icmp  permit 
  any any svc-dns  permit 
  user host 10.1.100.128 svc-https  permit 
  user host 10.1.100.128 svc-http  permit 
!
ip access-list session ap-uplink-acl
  any any udp 68  permit 
  any any svc-icmp  permit 
  any host 224.0.0.251 udp 5353  permit 
!
ip access-list session v6-http-acl
  ipv6  any any svc-http  permit 
!
ip access-list session v6-logon-control
  ipv6  user any udp 68  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-v6-dhcp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any network fc00::/7 any  permit 
  ipv6  any network fe80::/64 any  permit 
!
ip access-list session http-acl
  any any svc-http  permit 
!
ip access-list session icmp-acl
  any any svc-icmp  permit 
!
ip access-list session vocera-acl
  any any svc-vocera  permit queue high 
!
ip access-list session vmware-acl
  any any svc-vmware-rdp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-udp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-udp  permit tos 46 dot1p-priority 6 
!
ip access-list session citrix-acl
  any any svc-citrix  permit tos 46 dot1p-priority 6 
  any any svc-ica  permit tos 46 dot1p-priority 6 
!
ip access-list session tftp-acl
  any any svc-tftp  permit 
!
ip access-list session sip-acl
  any any svc-sip-udp  permit queue high 
  any any svc-sip-tcp  permit queue high 
!
ip access-list session ra-guard
  ipv6  user any icmpv6 rtr-adv  deny 
!
ip access-list session srcnat
  user any any  src-nat 
!
ip access-list session v6-dhcp-acl
  ipv6  any any svc-v6-dhcp  permit 
!
ip access-list session cplogout
  user   alias controller svc-https  dst-nat 8081 
!
ip access-list session vpnlogon
  user any svc-ike  permit 
  user any svc-esp  permit 
  any any svc-l2tp  permit 
  any any svc-pptp  permit 
  any any svc-gre  permit 
!
ip access-list session v6-control
  ipv6  user any udp 547  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any any svc-papi  permit 
  ipv6  any any svc-sec-papi  permit 
  ipv6  any any svc-cfgm-tcp  permit 
  ipv6  any any svc-adp  permit 
  ipv6  any any svc-tftp  permit 
  ipv6  any any svc-dhcp  permit 
  ipv6  any any svc-natt  permit 
!
ip access-list session allow-diskservices
  any any svc-netbios-dgm  permit 
  any any svc-netbios-ssn  permit 
  any any svc-microsoft-ds  permit 
  any any svc-netbios-ns  permit 
!
ip access-list session CRA_Employee-captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
!
ip access-list session v6-ap-acl
  ipv6  any any svc-gre  permit 
  ipv6  any any svc-syslog  permit 
  ipv6  any user svc-snmp  permit 
  ipv6  user any svc-snmp-trap  permit 
  ipv6  user any svc-ntp  permit 
  ipv6  user any svc-ftp  permit 
!
ip access-list session v6-allowall
  ipv6  any any any  permit 
!
ip access-list session v6-icmp-acl
  ipv6  any any svc-v6-icmp  permit 
!
ip access-list session validuser
  network 127.0.0.0 255.0.0.0 any any  deny 
  network 169.254.0.0 255.255.0.0 any any  deny 
  network 224.0.0.0 240.0.0.0 any any  deny 
  host 255.255.255.255 any any  deny 
  network 240.0.0.0 240.0.0.0 any any  deny 
  any any any  permit 
  ipv6 host fe80:: any any  deny 
  ipv6 network fc00::/7 any any  permit 
  ipv6 network fe80::/64 any any  permit 
  ipv6  any any any  permit 
!
ip access-list session v6-dns-acl
  ipv6  any any svc-dns  permit 
!
ip access-list session captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
  any any svc-icmp  permit 
  any any svc-dns  permit 
!
ip access-list session v6-https-acl
  ipv6  any any svc-https  permit 
!
ip access-list session dhcp-acl
  any any svc-dhcp  permit 
!
ip access-list session h323-acl
  any any svc-h323-tcp  permit queue high 
  any any svc-h323-udp  permit queue high 
!
ip access-list session allowall
  any any any  permit 
  ipv6  any any any  permit 
!
ip access-list session allow-printservices
  any any svc-lpd  permit 
  any any svc-ipp-tcp  permit 
  any any svc-ipp-udp  permit 
!
ip access-list session CRA_Employee-auth
  any any any  permit 
!
ip access-list session iaprole
  any host 10.1.100.128 any  src-nat 
  any any any  permit 
!
ip access-list session https-acl
  any any svc-https  permit 
!
ip access-list session skinny-acl
  any any svc-sccp  permit queue high 
!
ip access-list session ap-acl
  any any svc-gre  permit 
  any any svc-syslog  permit 
  any user svc-snmp  permit 
  user any svc-snmp-trap  permit 
  user any svc-ntp  permit 
  user any svc-ftp  permit 
!
ip access-list session CRA_Employee-allow-external-captive-portal
  user host 10.1.100.128 svc-http  permit 
  user host 10.1.100.128 svc-https  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-http  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-https  permit 
!
ip access-list session CRA_Employee-allow-google-play
  user   alias CRA_Employee-allow-google-play svc-http  permit 
  user   alias CRA_Employee-allow-google-play svc-https  permit 
!
ip access-list session captiveportal6
  ipv6  user   alias controller6 svc-https  captive 
  ipv6  user any svc-http  captive 
  ipv6  user any svc-https  captive 
  ipv6  user any svc-http-proxy1  captive 
  ipv6  user any svc-http-proxy2  captive 
  ipv6  user any svc-http-proxy3  captive 
!
ip access-list session control
  user any udp 68  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-papi  permit 
  any any svc-sec-papi  permit 
  any any svc-cfgm-tcp  permit 
  any any svc-adp  permit 
  user any svc-ftp  permit 
  any any svc-tftp  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session CRA_Employee-logon-control
  user any udp 68  deny 
  ipv6  user any icmpv6 rtr-adv  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session dns-acl
  any any svc-dns  permit 
!
ip access-list session noe-acl
  any any svc-noe  permit queue high 
!
vpn-dialer default-dialer
  ike authentication PRE-SHARE 267ca1900164fb41349bbe05b195e02c797d46db687fb603
!
dot1x high-watermark 750
dot1x low-watermark 712
user-role default-via-role
 access-list session allowall
!
user-role ap-role
 access-list session ra-guard
 access-list session control
 access-list session ap-acl
!
user-role stateful-dot1x
!
user-role CPG_Login
 captive-portal "ClearPass_Portal"
 access-list session ra-guard
 access-list session CP6-web-ACL
 access-list session logon-control
 access-list session captiveportal
!
user-role guest-logon
 captive-portal "default"
!
user-role voice
 access-list session ra-guard
 access-list session sip-acl
 access-list session noe-acl
 access-list session svp-acl
 access-list session vocera-acl
 access-list session skinny-acl
 access-list session h323-acl
 access-list session dhcp-acl
 access-list session tftp-acl
 access-list session dns-acl
 access-list session icmp-acl
!
user-role default-vpn-role
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role logon
!
user-role CRA_Employee-logon
 vlan 100
 captive-portal "CRA_Employee"
 access-list session ra-guard
 access-list session CRA_Employee-logon-control
 access-list session CRA_Employee-allow-external-captive-portal
 access-list session CRA_Employee-allow-google-play
 access-list session CRA_Employee-captiveportal
!
user-role authenticated
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role iaprole
 pool l2tp rappool
 access-list session iaprole
!
user-role denyall
!
user-role guest
!
!

controller-ip vlan 100
interface mgmt
	shutdown
!

dialer group evdo_us
  init-string ATQ0V1E0
  dial-string ATDT#777
!

dialer group gsm_us
  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"
  dial-string ATD*99#
!

dialer group gsm_asia
  init-string AT+CGDCONT=1,"IP","internet"
  dial-string ATD*99***1#
!

dialer group vivo_br
  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"
  dial-string ATD*99#
!



vlan 5 
vlan 6 
vlan 7 
vlan 57 
vlan 100 
vlan 172 

no spanning-tree

interface gigabitethernet 0/0/0
	description "GE0/0/0"
	trusted
	trusted vlan 1-4094
	switchport access vlan 172
!

interface gigabitethernet 0/0/1
	description "GE0/0/1"
	trusted
	trusted vlan 1-4094
	switchport access vlan 172
!

interface gigabitethernet 0/0/2
	description "GE0/0/2"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 4 mode active
!

interface gigabitethernet 0/0/3
	description "GE0/0/3"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 4 mode active
!

interface gigabitethernet 0/0/4
	description "GE0/0/4"
	trusted
	trusted vlan 1-4094
!

interface gigabitethernet 0/0/5
	description "GE0/0/5"
	trusted
	trusted vlan 1-4094
!

interface port-channel 4
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1-171,173-4094
!

interface vlan 100
	ip address 10.1.100.12 255.255.255.0
!

interface vlan 1
	ip address 10.1.1.12 255.255.255.0
!

interface vlan 172
	ip address 172.25.172.140 255.255.0.0
	shutdown
!

interface vlan 5
	ip address 10.1.5.5 255.255.255.0
!

interface vlan 6
	ip address 10.1.6.5 255.255.255.0
!

interface vlan 7
	ip address 10.1.7.5 255.255.255.0
!

interface vlan 57
	ip address 10.1.57.5 255.255.255.0
!

master-redundancy
  master-vrrp 99
  peer-ip-address 10.1.100.11 ipsec b692cc98e621e82eb896f2b583110ee1c924cf1babb012c7
!
vrrp 99
  authentication password
  ip address 10.1.100.3
  description "Backup-Master"
  vlan 100
  no shutdown
!
ip default-gateway 10.1.100.50
uplink disable

ap mesh-recovery-profile cluster Recoverynu1plfQa5tqt+Zxk wpa-hexkey 4e42e22274254f83e7a86586aee306671c26946dd3579ed01f53352234654322bff893b0f5f753be7e854b1cd7857abd68a5c5a587a03a93ad91318dfac289ca7a4855aebf838bec130ac48eee4949ec
crypto isakmp policy 20
  encryption aes256
!

crypto ipsec transform-set default-boc-bm-transform esp-3des esp-sha-hmac
crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac
crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac
crypto dynamic-map default-dynamicmap 10000
  set transform-set "default-transform" "default-aes" 
!

crypto isakmp eap-passthrough eap-tls
crypto isakmp eap-passthrough eap-peap
crypto isakmp eap-passthrough eap-mschapv2

ip local pool "rappool" 10.1.100.77 10.1.100.79
vpdn group l2tp
  client configuration dns 172.25.10.1 
!

ip dhcp excluded-address 10.1.5.1 10.1.5.39
ip dhcp excluded-address 10.1.5.51 10.1.5.254
ip dhcp excluded-address 10.1.6.1 10.1.6.39
ip dhcp excluded-address 10.1.6.51 10.1.6.254
ip dhcp excluded-address 10.1.7.1 10.1.7.39
ip dhcp excluded-address 10.1.7.51 10.1.7.254
ip dhcp excluded-address 10.1.100.1 10.1.100.39
ip dhcp excluded-address 10.1.100.51 10.1.100.254
ip dhcp pool Guest
 default-router 10.1.7.77
 dns-server 10.1.57.127
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.7.0 255.255.255.0
 authoritative
!
ip dhcp pool Eng
 default-router 10.1.5.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.5.0 255.255.255.0
 authoritative
!
ip dhcp pool Finance
 default-router 10.1.6.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.6.0 255.255.255.0
 authoritative
!
ip dhcp pool CRA
 default-router 10.1.100.3
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.100.0 255.255.255.0
 authoritative
!
  
  

!

syslocation "austin-rr-campus"
syscontact "abc@dell.com"
snmp-server community "test123" 
vpdn group pptp
!

tunneled-node-address 0.0.0.0

adp discovery enable
adp igmp-join enable
adp igmp-vlan 0

voice rtcp-inactivity disable
voice alg-based-cac enable
voice sip-midcall-req-timeout disable
ap ap-blacklist-time 3600
ap flush-r1-on-new-r0 disable
mgmt-server type amp primary-server 10.1.57.100 profile CRAcontroller


mgmt-user admin root 59c64b9f01236053ab072e40d1f122046a9c9fade0ec2c8e3b


ntp server 172.25.10.20  


no database synchronize
ip mobile domain default
!
!
!
airgroup "enable"
!
airgroup location-discovery "enable"
!
!
airgroup active-wireless-discovery "disable"
!
airgroupservice "airplay"
  id "_airplay._tcp"
  id "_raop._tcp"
  id "_appletv-v2._tcp"
  description "AirPlay"
!
airgroupservice "airprint"
  id "_ipp._tcp"
  id "_pdl-datastream._tcp"
  id "_printer._tcp"
  id "_scanner._tcp"
  id "_universal._sub._ipp._tcp"
  id "_universal._sub._ipps._tcp"
  id "_printer._sub._http._tcp"
  id "_http._tcp"
  id "_http-alt._tcp"
  id "_ipp-tls._tcp"
  id "_fax-ipp._tcp"
  id "_riousbprint._tcp"
  id "_cups._sub._ipp._tcp"
  id "_cups._sub._fax-ipp._tcp"
  id "_ica-networking._tcp"
  id "_ptp._tcp"
  id "_canon-bjnp1._tcp"
  id "_ipps._tcp"
  id "_ica-networking2._tcp"
  description "AirPrint"
!
airgroupservice "itunes"
  id "_home-sharing._tcp"
  id "_apple-mobdev._tcp"
  id "_daap._tcp"
  id "_dacp._tcp"
  description "iTunes"
!
airgroupservice "remotemgmt"
  id "_ssh._tcp"
  id "_sftp-ssh._tcp"
  id "_ftp._tcp"
  id "_telnet._tcp"
  id "_rfb._tcp"
  id "_net-assistant._tcp"
  description "Remote management"
!
airgroupservice "sharing"
  id "_odisk._tcp"
  id "_afpovertcp._tcp"
  id "_xgrid._tcp"
  description "Sharing"
!
airgroupservice "chat"
  id "_presence._tcp"
  description "Chat"
!
airgroupservice "allowall"
  description "Remaining-Services"
!
airgroup service "airplay" enable
!
airgroup service "airprint" enable
!
airgroup service "itunes" disable
!
airgroup service "remotemgmt" disable
!
airgroup service "sharing" disable
!
airgroup service "chat" disable
!
airgroup service "allowall" disable
!

ip igmp
!

ipv6 mld
!

no firewall attack-rate cp 1024
ipv6 firewall ext-hdr-parse-len  100

!

!
firewall cp
!
ip domain lookup
!
country US
aaa rfc-3576-server "10.1.100.128"
   key 39517971bee4a34f36d6fedcde820ae37c622c84a95e4795
!
aaa authentication mac "CRA_Guest_Mac"
!
aaa authentication mac "default"
!
aaa authentication dot1x "cra-CRA_Employee"
   timer reauth-period 32400
   max-requests 2
   timer wpa-key-period 3000
   timer wpa2-key-delay 100
   timer wpa-groupkey-delay 100
   reauthentication
!
aaa authentication dot1x "default"
!
aaa authentication-server radius "cra-CRA_Employee"
   host "10.1.100.128"
   key 7de9ea6e5c8c306671b88e933c407a024e4003264dba20ce
   nas-identifier "CRAcontroller"
   nas-ip 10.1.100.3
   mac-lowercase
!
aaa server-group "clearpasscra"
 auth-server cra-CRA_Employee
!
aaa server-group "default"
 auth-server Internal
 set role condition role value-of
!
aaa profile "CP_dot1x_profile"
   initial-role "CRA_Employee-logon"
   authentication-dot1x "cra-CRA_Employee"
   dot1x-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "CP_Guest_profile"
   initial-role "CPG_Login"
   authentication-mac "CRA_Guest_Mac"
   mac-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "default"
!
aaa profile "default-open"
   initial-role "authenticated"
!
aaa authentication captive-portal "ClearPass_Portal"
   server-group "clearpasscra"
   login-page "https://clearpasscra.cra.lab/guest/guest_register_login.php"
!
aaa authentication captive-portal "CRA_Employee"
   server-group "clearpasscra"
   redirect-pause 3
   no logout-popup-window
   login-page "https://clearpasscra.cra.lab/guest/device_provisioning.php"
!
aaa authentication captive-portal "default"
   server-group "clearpasscra"
!
aaa authentication wispr "default"
!
aaa authentication vpn "default"
!
aaa authentication vpn "default-iap"
!
aaa authentication vpn "default-rap"
!
aaa authentication mgmt
!
aaa authentication stateful-ntlm "default"
!
aaa authentication stateful-kerberos "default"
!
aaa authentication stateful-dot1x
!
aaa authentication wired
   profile "default-open"
!
web-server
   web-https-port-443
!
guest-access-email
!
voice logging
!
voice dialplan-profile "default"
!
voice real-time-config
!
voice sip
!
aaa password-policy mgmt
!
control-plane-security
   no cpsec-enable
   auto-cert-prov
!
ids management-profile
!
ids wms-general-profile
!
ids wms-local-system-profile
!
ids ap-rule-matching
!
valid-network-oui-profile
!
upgrade-profile
!
license profile
   centralized-licensing-enable
!
activate-service-whitelist
!
ifmap cppm
!
lcd-menu
!
ap system-profile "default"
!
ap regulatory-domain-profile "default"
   country-code US
   valid-11g-channel 1
   valid-11g-channel 6
   valid-11g-channel 11
   valid-11a-channel 36
   valid-11a-channel 40
   valid-11a-channel 44
   valid-11a-channel 48
   valid-11a-channel 149
   valid-11a-channel 153
   valid-11a-channel 157
   valid-11a-channel 161
   valid-11a-channel 165
   valid-11g-40mhz-channel-pair 1-5
   valid-11g-40mhz-channel-pair 7-11
   valid-11a-40mhz-channel-pair 36-40
   valid-11a-40mhz-channel-pair 44-48
   valid-11a-40mhz-channel-pair 149-153
   valid-11a-40mhz-channel-pair 157-161
!
ap wired-ap-profile "default"
!
ap enet-link-profile "default"
!
ap mesh-ht-ssid-profile "default"
!
ap lldp med-network-policy-profile "default"
!
ap mesh-cluster-profile "default"
!
ap lldp profile "default"
!
ap mesh-radio-profile "default"
!
ap wired-port-profile "default"
!
ids general-profile "default"
!
ids rate-thresholds-profile "default"
!
ids signature-profile "default"
!
ids impersonation-profile "default"
!
ids unauthorized-device-profile "default"
!
ids signature-matching-profile "default"
   signature "Deauth-Broadcast"
   signature "Disassoc-Broadcast"
!
ids dos-profile "default"
!
ids profile "default"
!
rf arm-profile "arm-maintain"
   assignment maintain
   no scanning
!
rf arm-profile "arm-scan"
!
rf arm-profile "default"
!
rf optimization-profile "default"
!
rf event-thresholds-profile "default"
!
rf am-scan-profile "default"
!
rf dot11a-radio-profile "default"
!
rf dot11a-radio-profile "rp-maintain-a"
   arm-profile "arm-maintain"
!
rf dot11a-radio-profile "rp-monitor-a"
   mode am-mode
!
rf dot11a-radio-profile "rp-scan-a"
   arm-profile "arm-scan"
!
rf dot11g-radio-profile "default"
!
rf dot11g-radio-profile "rp-maintain-g"
   arm-profile "arm-maintain"
!
rf dot11g-radio-profile "rp-monitor-g"
   mode am-mode
!
rf dot11g-radio-profile "rp-scan-g"
   arm-profile "arm-scan"
!
wlan handover-trigger-profile "default"
!
wlan rrm-ie-profile "default"
!
wlan bcn-rpt-req-profile "default"
!
wlan dot11r-profile "default"
!
wlan tsm-req-profile "default"
!
wlan voip-cac-profile "default"
!
wlan ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ht-ssid-profile "default"
!
wlan hotspot anqp-venue-name-profile "default"
!
wlan hotspot anqp-nwk-auth-profile "default"
!
wlan hotspot anqp-roam-cons-profile "default"
!
wlan hotspot anqp-nai-realm-profile "default"
!
wlan hotspot anqp-3gpp-nwk-profile "default"
!
wlan hotspot h2qp-operator-friendly-name-profile "default"
!
wlan hotspot h2qp-wan-metrics-profile "default"
!
wlan hotspot h2qp-conn-capability-profile "default"
!
wlan hotspot h2qp-op-cl-profile "default"
!
wlan hotspot anqp-ip-addr-avail-profile "default"
!
wlan hotspot anqp-domain-name-profile "default"
!
wlan edca-parameters-profile station "default"
!
wlan edca-parameters-profile ap "default"
!
wlan dot11k-profile "default"
!
wlan ssid-profile "CRA_Employee"
   essid "CRA_Employee"
   opmode wpa2-aes
!
wlan ssid-profile "CRA_Employee-ssid_prof"
   essid "CRA_Employee"
   opmode wpa2-aes
   ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ssid-profile "CRA_Guest-ssid_prof"
   essid "CRA_Guest"
   ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ssid-profile "default"
!
wlan hotspot advertisement-profile "default"
!
wlan hotspot hs2-profile "default"
!
wlan virtual-ap "CRA_Employee"
   aaa-profile "CP_dot1x_profile"
   ssid-profile "CRA_Employee"
   vlan 100
!
wlan virtual-ap "CRA_Guest-vap_prof"
   aaa-profile "CP_Guest_profile"
   ssid-profile "CRA_Guest-ssid_prof"
   vlan 7
!
wlan virtual-ap "default"
!
mgmt-server profile "CRAcontroller"
   stats-enable
   tag-enable
   misc-enable
   location-enable
!
ap provisioning-profile "default"
!
rf arm-rf-domain-profile
   arm-rf-domain-key "9a5422c9e32089038c871a1394370f5b"
!
ap spectrum local-override
!
ap-group "CRA_Employee"
   virtual-ap "CRA_Employee"
   virtual-ap "CRA_Guest-vap_prof"
!
ap-group "default"
!
airgroup cppm-server aaa
!
logging level warnings security subcat ids
logging level warnings security subcat ids-ap

snmp-server enable trap
snmp-server host 10.1.57.100 version 2c test123 udp-port 162

process monitor log
end




N-Series Topology Files

This attachment contains the following files:

N-Series Aggregation Switchl.txt

N-Series Aggregation Switch2.txt

N-Series Access Switch Stackl.txt

N-Series Access Switch Stack?2.txt

W-Series Master Controller.txt

W-Series Standby Controller.txt

Instant AP225 Remote Site.txt

New Dell Networking W-ClearPass Configuration.pdf
New Dell Networking W-Instant Configuration.pdf







version 6.3.1.0-4.0.0
virtual-controller-country US
virtual-controller-key 80df76490185e5b6f16de5c00511cd370ef1efea6f50cc1f00
name Instant-C6:2E:94
organization CRA:Instant
virtual-controller-ip 172.25.173.142
terminal-access
ntp-server 172.25.10.20
clock timezone Central-Time -06 00
rf-band all
dynamic-radius-proxy
ams-ip 10.1.57.100
ams-key f515bdd604a3a74c2bb4a7fa7fef4b39
ams-identity ae804b7cd9569ec31c7374d5dd052ea0

allow-new-aps
allowed-ap 18:64:72:c6:2e:94
allowed-ap 00:0b:86:cf:86:6d
allowed-ap 00:0b:86:8f:74:fb

routing-profile
 route  10.0.0.0  255.0.0.0  10.1.100.11
 route  10.0.0.0  255.0.0.0  10.1.100.12


arm
 wide-bands 5ghz
 80mhz-support
 min-tx-power 18
 max-tx-power 127
 band-steering-mode prefer-5ghz
 air-time-fairness-mode fair-access
 client-aware
 scanning

ip dhcp pool
 dns-server 172.25.10.1

internal-domains
 domain-name cra.lab

syslog-level warn ap-debug 
syslog-level warn network 
syslog-level warn security 
syslog-level warn system 
syslog-level warn user 
syslog-level warn user-debug 
syslog-level warn wireless 



vpn primary 172.25.172.81 



mgmt-user admin d8f455b3d5255257618d77fe7aa892dc

wlan access-rule default_wired_port_profile
 index 0
 rule any any match any any any permit

wlan access-rule wired-instant
 index 1
 rule 172.25.173.142 255.255.255.255 match tcp 80 80 permit
 rule 172.25.173.142 255.255.255.255 match tcp 4343 4343 permit
 rule any any match udp 67 68 permit
 rule any any match udp 53 53 permit

wlan access-rule CRA_Instant
 index 2
 rule any any match any any any permit

wlan access-rule CRA_IAP_Employee
 index 3
 captive-portal external profile Employee
 rule 10.1.100.128 255.255.255.255 match tcp 443 443 permit
 rule 10.1.100.128 255.255.255.255 match tcp 80 80 permit
 rule 173.194.0.0 255.255.0.0 match tcp 443 443 permit
 rule 74.125.0.0 255.255.0.0 match tcp 443 443 permit
 rule 209.85.0.0 255.255.0.0 match tcp 443 443 permit
 rule any any match any any any deny

wlan access-rule CRA_IAP_Guest
 index 4
 rule any any match any any any permit

wlan access-rule guestIAP_logon
 index 5
 rule 10.1.100.128 255.255.255.255 match tcp 80 80 permit
 rule 10.1.100.128 255.255.255.255 match tcp 443 443 permit

wlan access-rule employee_role
 index 6
 rule any any match any any any permit

wlan access-rule CRA_IAP_Emplyee-auth
 index 7
 rule any any match any any any permit

wlan ssid-profile CRA_Instant
 enable
 index 0
 type employee
 essid CRA_Instant
 wpa-passphrase a67234812c0a7b798d747c96b0f705d4ba319a875758309f
 opmode wpa2-psk-aes
 max-authentication-failures 0
 vlan 15
 auth-server InternalServer
 rf-band all
 captive-portal disable
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

wlan ssid-profile CRA_IAP_Employee
 enable
 index 1
 type employee
 essid CRA_IAP_Employee
 opmode wpa2-aes
 max-authentication-failures 0
 vlan 15
 auth-server clearpasscra
 set-role Aruba-User-Role value-of
 rf-band all
 captive-portal disable
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

wlan ssid-profile CRA_IAP_Guest
 enable
 index 2
 type guest
 essid CRA_IAP_Guest
 opmode opensystem
 max-authentication-failures 0
 vlan 16
 auth-server clearpasscra
 set-role-pre-auth guestIAP_logon
 rf-band all
 captive-portal external
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter none
 radius-accounting
 radius-interim-accounting-interval 10
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

auth-survivability cache-time-out 24



wlan auth-server clearpasscra
 ip 10.1.100.128
 port 1812
 acctport 1813
 key 02d1012f1a6b01d8211aa0e605c2dc2f3aa9f97d4cb084dc
 rfc3576
 cppm-rfc3576-port 5999

wlan captive-portal
 background-color 12632256
 banner-color 6750207
 banner-text "Remote Campus Guest Network"
 terms-of-use "This network is not secure, and use is at your own risk"
 use-policy "Please read terms and conditions before using Guest Network"
 authenticated

wlan external-captive-portal
 server 10.1.100.128
 port 443
 url "/guest/IAP_self_reg_guest.php"
 auth-text ""
 auto-whitelist-disable
 https

wlan external-captive-portal Employee
 server 10.1.100.128
 port 443
 url "/guest/landing.php/device_provisioning2.php"
 auth-text ""
 auto-whitelist-disable
 https


wlan walled-garden
 white-list ".*ggpht.com.*"
 white-list ".*android.clients.google.com.*"

blacklist-time 3600
auth-failure-blacklist-time 3600

ids classification

ids
 wireless-containment none

ip dhcp IAPVPN
 server-type Local
 server-vlan 15
 subnet 192.168.100.1
 subnet-mask 255.255.255.0
 dns-server 10.1.57.127

ip dhcp IAPGuest
 server-type Local
 server-vlan 16
 subnet 192.168.10.1
 subnet-mask 255.255.255.0


wired-port-profile wired-instant
 switchport-mode access
 allowed-vlan all
 native-vlan guest
 no shutdown
 access-rule-name wired-instant
 speed auto
 duplex auto
 no poe
 type guest
 captive-portal disable
 no dot1x

wired-port-profile default_wired_port_profile
 switchport-mode trunk
 allowed-vlan all
 native-vlan 1
 shutdown
 access-rule-name default_wired_port_profile
 speed auto
 duplex full
 no poe
 type employee
 captive-portal disable
 no dot1x


enet0-port-profile default_wired_port_profile

uplink
 preemption
 enforce none
 failover-internet-pkt-lost-cnt 10
 failover-internet-pkt-send-freq 30
 failover-vpn-timeout 180


airgroup
 disable

airgroupservice airplay
 disable
 description AirPlay

airgroupservice airprint
 disable
 description AirPrint







!Current Configuration:

!System Description "Dell Networking N3024F, R.3.11.1, Linux 3.6.5-320b2282"

!System Software Version R.3.11.1

!

configure

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab Mgmt"

exit

vlan 5-7,57,100,173

exit

slot 1/0 2    ! Dell Networking N3024F

slot 2/0 3    ! Dell Networking N3048

slot 3/0 1    ! Dell Networking N3024

clock timezone 6 minutes 0

stack

member 1 2    ! N3024F

member 2 4    ! N3048

member 3 1    ! N3024

exit

interface out-of-band

ip address 192.168.1.10 255.255.255.0 0.0.0.0

shutdown

exit

logging console alerts

interface vlan 1

exit

interface vlan 5

exit

interface vlan 57

exit

interface vlan 100

exit

interface vlan 173

exit

username "admin" password 879da9648ccd98ab040a633e5bb41956 privilege 15 encrypted

authentication enable

dot1x system-auth-control

dot1x system-auth-control monitor

aaa authentication dot1x default radius

radius-server host auth 10.1.100.128

name "Default-RADIUS-Server"

key "Dell1234$"

exit

monitor session 1 destination interface Gi2/0/31

monitor session 1 source interface Gi2/0/33

monitor session 1 mode

ip ssh server

!

interface Gi1/0/23

switchport access vlan 100

exit

!

interface Te1/0/1

channel-group 1 mode active

dot1x port-control force-authorized

exit

!

interface Gi2/0/2

switchport access vlan 7

exit

!

interface Gi2/0/4

switchport access vlan 7

exit

!

interface Gi2/0/25

switchport access vlan 57

exit

!

interface Gi2/0/27

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Gi2/0/31

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Gi2/0/33

switchport mode general

switchport general pvid 57

switchport general allowed vlan add 5,57

dot1x port-control mac-based

dot1x reauthentication

dot1x timeout guest-vlan-period 3

dot1x mac-auth-bypass

authentication order dot1x mab

exit

!

interface Gi2/0/35

switchport access vlan 5

dot1x port-control force-authorized

exit

!

interface Gi2/0/36

switchport access vlan 57

exit

!

interface Gi2/0/37

switchport access vlan 57

switchport trunk native vlan 57

dot1x port-control force-authorized

exit

!

interface Gi2/0/38

switchport access vlan 57

dot1x port-control force-authorized

exit

!

interface Gi2/0/40

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Gi2/0/44

switchport access vlan 57

dot1x port-control force-authorized

exit

!

interface Gi2/0/47

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface Te2/0/1

channel-group 1 mode active

dot1x port-control force-authorized

exit

!

interface port-channel 1

switchport mode trunk

switchport trunk native vlan 100

exit

snmp-server engineid local 800002a203001ec9ded51b

snmp-server community "public" su ipaddress 10.1.57.57

snmp-server host 10.1.57.100 "public"

snmp-server host 10.1.57.57 "public"

exit






!Current Configuration:

!System Description "Dell Networking N4064F, R.3.11.1, Linux 2.6.32.9"

!System Software Version R.3.11.1

!Cut-through mode is configured as disabled

!

configure

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab Mgmt"

exit

vlan 5-7,17-18,50,57,100,173,192

exit

slot 1/0 5    ! Dell Networking N4064F

slot 1/1 8    ! Dell 10GBase-T Card

stack

member 1 4    ! N4064F

exit

interface out-of-band

ip address 192.168.1.2 255.255.255.0 0.0.0.0

exit

logging console debugging

ip routing

ip route 0.0.0.0 0.0.0.0 10.1.50.254

no ip helper enable

interface vlan 1

ip address 10.1.1.2 255.255.255.0

bandwidth 10000

exit

interface vlan 5

ip address 10.1.5.2 255.255.255.0

bandwidth 10000

exit

interface vlan 6

ip address 10.1.6.2 255.255.255.0

bandwidth 10000

exit

interface vlan 7

ip address 10.1.7.2 255.255.255.0

bandwidth 10000

exit

interface vlan 50

ip address 10.1.50.1 255.255.255.0

exit

interface vlan 57

ip address 10.1.57.2 255.255.255.0

bandwidth 10000

exit

interface vlan 100

ip address 10.1.100.2 255.255.255.0

bandwidth 10000

exit

interface vlan 173

exit

username "admin" password 879da9648ccd98ab040a633e5bb41956 privilege 15 encrypted

ip ssh server

ip vrrp

!

interface Te1/0/1

channel-group 10 mode on

switchport mode trunk

exit

!

interface Te1/0/7

channel-group 7 mode on

spanning-tree portfast

switchport access vlan 50

exit

!

interface Te1/0/9

channel-group 9 mode on

spanning-tree portfast

switchport access vlan 50

exit

!

interface Te1/0/17

channel-group 17 mode active

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/18

channel-group 18 mode active

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/25

channel-group 25 mode active

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/33

channel-group 33 mode active

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/37

switchport mode trunk

switchport trunk native vlan 57

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface Te1/0/41

switchport mode trunk

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface Te1/0/47

channel-group 2 mode active

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Fo1/0/1

channel-group 1 mode active

description "MLAG-Peer-Link"

exit

!

interface Te1/1/1

shutdown

spanning-tree disable

switchport access vlan 173

exit

!

interface Te1/1/2

switchport mode trunk

switchport trunk native vlan 57

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface Te1/1/3

switchport mode trunk

switchport access vlan 100

switchport trunk native vlan 57

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface Te1/1/4

switchport mode trunk

switchport trunk allowed vlan 5-7

exit

!

interface port-channel 1

description "MLAG-Peer-Link"

spanning-tree disable

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc peer-link

exit

!

interface port-channel 2

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 2

exit

!

interface port-channel 7

spanning-tree portfast

switchport access vlan 50

vpc 7

exit

!

interface port-channel 9

spanning-tree portfast

switchport access vlan 50

vpc 9

exit

!

interface port-channel 10

description "sonicwall lag"

switchport mode trunk

switchport trunk allowed vlan 1-172,174-4093

vpc 16

exit

!

interface port-channel 17

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 1

exit

!

interface port-channel 18

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 18

exit

!

interface port-channel 25

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 3

exit

!

interface port-channel 33

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-171,173-4093

vpc 33

exit

interface vlan 5

vrrp 5

vrrp 5 mode

vrrp 5 ip 10.1.5.10

vrrp 5 accept-mode

exit

interface vlan 6

vrrp 6

vrrp 6 mode

vrrp 6 ip 10.1.6.10

vrrp 6 accept-mode

exit

interface vlan 7

vrrp 7

vrrp 7 mode

vrrp 7 ip 10.1.7.77

vrrp 7 accept-mode

exit

interface vlan 50

vrrp 50

vrrp 50 mode

vrrp 50 ip 10.1.50.10

vrrp 50 accept-mode

exit

interface vlan 57

vrrp 57

vrrp 57 mode

vrrp 57 ip 10.1.57.10

vrrp 57 accept-mode

exit

interface vlan 100

vrrp 100

vrrp 100 mode

vrrp 100 ip 10.1.100.50

vrrp 100 accept-mode

exit

snmp-server engineid local 800002a203d067e59edefb

snmp-server community "public" su ipaddress 10.1.57.57

feature vpc

vpc domain 1

peer-keepalive enable

exit

exit






!Current Configuration:

!System Description "Dell Networking N4064F, R.3.11.1, Linux 2.6.32.9"

!System Software Version R.3.11.1

!Cut-through mode is configured as disabled

!

configure

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab"

exit

vlan 5-7,17-18,50,57,100,173,192

exit

slot 1/0 5    ! Dell Networking N4064F

slot 1/1 8    ! Dell 10GBase-T Card

stack

member 1 4    ! N4064F

exit

interface out-of-band

ip address 192.168.1.1 255.255.255.0 0.0.0.0

exit

logging console debugging

ip routing

ip route 0.0.0.0 0.0.0.0 10.1.50.254

no ip helper enable

interface vlan 1

ip address 10.1.1.1 255.255.255.0

bandwidth 10000

exit

interface vlan 5

ip address 10.1.5.1 255.255.255.0

bandwidth 10000

exit

interface vlan 6

ip address 10.1.6.1 255.255.255.0

bandwidth 10000

exit

interface vlan 7

ip address 10.1.7.1 255.255.255.0

bandwidth 10000

exit

interface vlan 50

ip address 10.1.50.2 255.255.255.0

exit

interface vlan 57

ip address 10.1.57.1 255.255.255.0

bandwidth 10000

exit

interface vlan 100

ip address 10.1.100.1 255.255.255.0

bandwidth 10000

exit

interface vlan 173

exit

username "admin" password 879da9648ccd98ab040a633e5bb41956 privilege 15 encrypted

ip ssh server

spanning-tree priority 36864

ip vrrp

!

interface Te1/0/1

channel-group 10 mode on

switchport mode trunk

exit

!

interface Te1/0/7

channel-group 7 mode on

spanning-tree portfast

switchport access vlan 50

exit

!

interface Te1/0/9

channel-group 9 mode on

spanning-tree portfast

switchport access vlan 50

exit

!

interface Te1/0/17

channel-group 17 mode active

description "MLAG-Partner-link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/18

channel-group 18 mode active

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/25

channel-group 25 mode active

description "MLAG-Partner-Link"

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/33

channel-group 33 mode active

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Te1/0/41

shutdown

switchport mode trunk

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface Te1/0/47

channel-group 2 mode active

switchport mode trunk

switchport trunk native vlan 100

exit

!

interface Fo1/0/1

channel-group 1 mode active

description "MLAG-Peer-Link"

exit

!

interface Te1/1/1

shutdown

spanning-tree disable

switchport access vlan 173

exit

!

interface Te1/1/4

switchport access vlan 50

exit

!

interface port-channel 1

description "MLAG-Peer-Link"

spanning-tree disable

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc peer-link

exit

!

interface port-channel 2

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 2

exit

!

interface port-channel 7

spanning-tree portfast

switchport access vlan 50

vpc 7

exit

!

interface port-channel 9

spanning-tree portfast

switchport access vlan 50

vpc 9

exit

!

interface port-channel 10

switchport mode trunk

switchport trunk allowed vlan 1-172,174-4093

vpc 16

exit

!

interface port-channel 17

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 1

exit

!

interface port-channel 18

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 18

exit

!

interface port-channel 23

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

exit

!

interface port-channel 25

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-172,174-4093

vpc 3

exit

!

interface port-channel 33

switchport mode trunk

switchport trunk native vlan 100

switchport trunk allowed vlan 1-171,173-4093

vpc 33

exit

interface vlan 5

vrrp 5

vrrp 5 mode

vrrp 5 ip 10.1.5.10

vrrp 5 accept-mode

exit

interface vlan 6

vrrp 6

vrrp 6 mode

vrrp 6 ip 10.1.6.10

vrrp 6 accept-mode

exit

interface vlan 7

vrrp 7

vrrp 7 mode

vrrp 7 ip 10.1.7.77

vrrp 7 accept-mode

exit

interface vlan 50

vrrp 50

vrrp 50 mode

vrrp 50 ip 10.1.50.10

vrrp 50 accept-mode

exit

interface vlan 57

vrrp 57

vrrp 57 mode

vrrp 57 ip 10.1.57.10

vrrp 57 accept-mode

exit

interface vlan 100

vrrp 100

vrrp 100 mode

vrrp 100 ip 10.1.100.50

vrrp 100 accept-mode

exit

snmp-server engineid local 800002a203d067e5950b67

snmp-server community "Public" su ipaddress 10.1.57.100

snmp-server community "public" su ipaddress 10.1.57.57

feature vpc

vpc domain 1

peer-keepalive enable

exit

exit






!Current Configuration:

!System Description "Dell Networking N3024F, R.3.11.1, Linux 3.6.5-320b2282"

!System Software Version R.3.11.1

!

configure

vlan 5

name "Engineering"

exit

vlan 6

name "Finance"

exit

vlan 7

name "Guest"

exit

vlan 57

name "NMS"

exit

vlan 100

name "General"

exit

vlan 173

name "Lab Mgmt"

exit

vlan 5-7,57,100,173

exit

slot 1/0 2    ! Dell Networking N3024F

slot 2/0 1    ! Dell Networking N3024

slot 3/0 7    ! Dell Networking N3048P

stack

member 1 2    ! N3024F

member 2 1    ! N3024

member 3 5    ! N3048P

exit

interface out-of-band

ip address 192.168.1.11 255.255.255.0 0.0.0.0

exit

interface vlan 1

exit

interface vlan 5

exit

interface vlan 7

exit

interface vlan 57

exit

interface vlan 100

exit

interface vlan 173

exit

username "admin" password 879da9648ccd98ab040a633e5bb41956 privilege 15 encrypted

authentication enable

dot1x system-auth-control

dot1x system-auth-control monitor

aaa authentication dot1x default radius

radius-server host auth 10.1.100.128

name "Default-RADIUS-Server"

key "Dell1234$"

exit

ip ssh server

power inline management unit 3 class

power inline detection dot3af

!

interface Te1/0/1

channel-group 1 mode active

dot1x port-control force-authorized

exit

!

interface Gi2/0/2

switchport access vlan 7

exit

!

interface Gi2/0/3

switchport access vlan 5

exit

!

interface Te2/0/1

channel-group 1 mode active

dot1x port-control force-authorized

exit

!

interface Gi3/0/20

switchport mode general

switchport general pvid 57

switchport general allowed vlan add 57,100

dot1x port-control mac-based

dot1x reauthentication

dot1x timeout guest-vlan-period 3

dot1x mac-auth-bypass

authentication order dot1x mab

exit

!

interface Gi3/0/39

switchport access vlan 57

dot1x port-control force-authorized

exit

!

interface Gi3/0/41

switchport access vlan 100

dot1x port-control force-authorized

exit

!

interface port-channel 1

switchport mode trunk

switchport trunk native vlan 100

exit

snmp-server engineid local 800002a203001ec9ded513

snmp-server user "public" DefaultSuper

snmp-server community "public" su ipaddress 10.1.57.57

exit






DALEMC

Dell Networking W-ClearPass

Addendum to:
Campus Switching and Mobility Reference Architecture 2.0 and 3.0

Dell Network Solutions Engineering
April 2016

Addendum







Revisions

Date Description Authors
April 2016 Revision for CRA 3.0 NSE: CK
August 2014 Initial release NSE: CK

Copyright © 2016 Dell Inc. or its subsidiaries. All Rights Reserved.

Except as stated below, no part of this document may be reproduced, distributed or transmitted in any form or by any means, without
express permission of Dell.

You may distribute this document within your company or organization only, without alteration of its contents.

THIS DOCUMENT IS PROVIDED “AS-1S”, AND WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED. IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE SPECIFICALLY DISCLAIMED. PRODUCT
WARRANTIES APPLICABLE TO THE DELL PRODUCTS DESCRIBED IN THIS DOCUMENT MAY BE FOUND AT:
http://www.dell.com/learn/us/en/vn/terms-of-sale-commercial-and-public-sector-warranties

\Performance of network reference architectures discussed in this document may vary with differing deployment conditions, network
loads, and the like. Third party products may be included in reference architectures for the convenience of the reader. Inclusion of such
third party products does not necessarily constitute Dell’'s recommendation of those products. Please consult your Dell representative
for additional information.

Trademarks used in this text:

Dell™, the Dell logo, Dell Boomi™, Dell Precision™ ,OptiPlex™, Latitude™, PowerEdge™, PowerVault™, PowerConnect™,
OpenManage™, EqualLogic™, Compellent™, KACE™, FlexAddress™, Force10™ and Vostro™ are trademarks of Dell Inc. EMC
VNX®, and EMC Unisphere® are registered trademarks of Dell Inc Other Dell trademarks may be used in this document. Cisco
Nexus®, Cisco MDS®, Cisco NX-0S®, and other Cisco Catalyst® are registered trademarks of Cisco System Inc. Intel®, Pentium®,
Xeon®, Core® and Celeron® are registered trademarks of Intel Corporation in the U.S. and other countries. AMD®is a registered
trademark and AMD Opteron™, AMD Phenom™ and AMD Sempron™ are trademarks of Advanced Micro Devices, Inc. Microsoft®,
Windows®, Windows Server®, Internet Explorer®, MS-DOS®, Windows Vista® and Active Directory® are either trademarks or
registered trademarks of Microsoft Corporation in the United States and/or other countries. Red Hat® and Red Hat® Enterprise Linux®
are registered trademarks of Red Hat, Inc. in the United States and/or other countries. Novell® and SUSE® are registered trademarks
of Novell Inc. in the United States and other countries. Oracle® is a registered trademark of Oracle Corporation and/or its affiliates.
Citrix®, Xen®, XenServer® and XenMotion® are either registered trademarks or trademarks of Citrix Systems, Inc. in the United States
and/or other countries. VMware®, Virtual SMP®, vMotion®, vCenter® and vSphere® are registered trademarks or trademarks of
VMware, Inc. in the United States or other countries. IBM® is a registered trademark of International Business Machines Corporation.
Broadcom® and NetXtreme® are registered trademarks of Broadcom Corporation. Qlogic is a registered trademark of QLogic
Corporation. Other trademarks and trade names may be used in this document to refer to either the entities claiming the marks and/or
names or their products and are the property of their respective owners. Dell disclaims proprietary interest in the marks and names of
others.

2 Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum DELLEMC





http://www.dell.com/learn/us/en/vn/terms-of-sale-commercial-and-public-sector-warranties





Table of contents

(R EN ][0 PO PP PPRRTR 2
R [ o1 oo 0T 1T o PO PP PPRR TR 4
2  W-ClearPass EXample CONfIQUIALIONS ........cciieiiiiiiiiiieeie e e st e e e e e s s sttt r e e e e e s s st e e e e e e e e s s sntabaeereeeessaasnteneeeeeeesaasnnenns 5
2.1  BYOD: W-CIEarPass ONDOAIM .......cciouuitiiiiiiieeiiiite ettt sttt ettt et e e sttt e st be e e e s abbe e e e s abbe e e e s anbb e e e s anbneeesannreeas 5
2.1.1 W- ClearPass Policy Manager (CPPM) ONDOArd SErVICES........cuutiiiiiiiieiiiiiie ittt 5
2.1.2 Onboard Application CONFIGUIALION. ........uiiiiiiiieiiiie ettt et e e s et e e e e s nb e e anbneeeeaneee 16
2.2 GUESE ACCESS: W-ClEAIPASS GUEST. ... eeiiiiiiiiieiiiiie ettt ettt sttt e s et e e s st et e e e st e e e snbb e e e e anbr e e e anbneeeeaneee 33
2.2.1 W-ClearPass PoliCy Manager GUESE SEIVICES .......uieiuuiiieiiiiiie ittt ettt et e st e e st e e ssbre e e s anbr e e e anbneeeenneee 34
2.2.2 Guest ApPlication CONFIGUIALION ........ouuiiiiiiiiii ettt sttt e st e e e st e e e s anbr e e e enbneeeeaneee 36
2.3 Wired MAC AUTNENTICALION .....oiiiiiiiieiiitii ettt st e ek bt e e st b e e e e anb b e e e anbneeeeaneee 40
2.3.1  MAC AULNENTICALION SEIVICE ...eeiiiiiiiieiiiiee ettt ettt ettt e s bbbt e e s bbbt e e sk be et e s bbe e e e s anbb e e e s anbae e e s anbneeesaanneeas 41
2.4 Health & Posture: W-ClearPass ONGUAIT ...........c.eeieiirririiiiiiie et e s e s snre e s nnee e s annneeeennnes 43
2.4.1 ONGUArd POlICY MANAJET SEIVICE ....uuuuuuuieiuiuieieieiuruiurntnrntersenrererernrsrerae.—.—.—.———.—.—.—.—.—.—.—.—..—.......n. 43
W A O L TN = 1o B o 1] (0[N o] oY 46
A G I @ L LU= 1o It e =T | AT =T 1] T 48

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum DELLEMC







1 Introduction

This document serves as an addendum to the Dell Networking Campus Switching and Mobility reference
Architecture 2.0 and 3.0. It contains high-level configuration examples and screenshots of the W-ClearPass
interface. IT managers can use this document to understand the configuration of the features described in
the main reference architecture.

The first configuration example contains brief descriptions of the W-ClearPass configuration methodology.
Subsequent configuration examples do not include step-by-step commentary.

Notes:

1. This document is not a deployment guide. Instead, it provides a high-level overview of the configuration
methodology. For assistance with W-ClearPass, please see the User Guides located within the product
support pages on the Dell Support website.

2. This document’s original versions featured W-ClearPass version 6.3.x. Some screenshots may differ in
more recent versions, but the concepts and basic features discussed remain applicable.
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2 W-ClearPass Example Configurations

2.1 BYOD: W-ClearPass Onboard

The following configuration example shows a single service configured to provision and authenticate
employees using the corporate SSID. The configuration file attached to the main reference architecture
document contains configurations for the W-Series controller.

2.1.1 W- ClearPass Policy Manager (CPPM) Onboard Services

Choose Onboard Authorization from the Service Templates window, shown in Figure 1:

Configuration » Service Templates

Service Templates
Selzct Template Catzgory:| All Templstes \a

802.1X Wired
% 202.1X Wired Access Service Template

[T} 802.1X Wireless
.
0’@ 02,1 Wireless Access Service Template

Dell W-Series 802.1X Wireless

Dell W-Series 802.1X Wiraless Access Service Temiplate

I Onboard Authorization
g

Sarvice template for authorizing device credential provisioning and enbearding

Figure 1 Services Templates window
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Use the Onboard Authorization Template, as shown in Figure 2, to create a personalized template for the
network. This template provides for the creation of two services, a provisioning and an authorization service.
This example documents only the provisioning service.

Configuration » Service Templates

Service Templates - Onboard Authorization

Create an autherization service that checks whether a user's device may be provisioned using Onboard, Use an 802.1X wireless service to authenticate
users prier to device provisiening with Onbeoard, and also after device provisioning is complete.

ForiQS and OS X devices, 3 separate Web Login Pre-2uth service should also be created, to check the user's credentials prior te starting the device
provisioning process,

Mame Prefix:

Wireless Network Settings

Select wireless controller: v
Wireless Controller Mame:

Controller IP Address:

Wendar Name: Arubs A
RADIUS Shared Secret:

Enzble RADIUS Cof: j

RADIUS Col Port: 3799

Device Access Restrictions

Days allowed for access™: # Monday & Tuesday # Wednesday ® Thursday & Friday & Saturday # Sunday
Provisioning Wireless Network Settings

Wwireless S51D for Onboard Provisioning™:

Cancel
Figure 2  Service Templates - Onboard Authorization window
The created service joins the Service List, as shown in Figure 3. Select the service to configure it.

Configuration » Services
Services # Add Service
& Import Services

& E rt Services
Services have been reordered successfully e s eades

Filter:| Mams ¥ |[contains ¥ | + “ Clear Filter Show|20 ¥ |records

# Order & Name Type Template Status
1, 1 [SF:_E;:C"'E;\"E”EQEFAdmi” Metwork Login TACACS TACACS+ Enforcement =]
2.3 2 [&2irGroup Autherization Service] RADIUS RADIUS Enforcement [ Generic | -
3.|@ 2 [Arubz Device fccess Service] TACACS TACACS+ Enforcement @
4,100 4 [Guest Operator Logins] Application DELL W-Series Application Authenticatian @

5. @ 5 Instant CRA OnBoard Onboard Previsioning RADIUS DELL W-Serizes Wireless =
6. & & CRA OnBoard Onboard Provisioning RADIUS DELL W-Series Wireless =]
7.|@ 7 CRA OnBoard Onboard Autherization RADIUS RADIUS Enfercement [ Generic | L
8.|@ 2 Guest Guest MAC Authentication RADIUS MAC Authenticatien e
9. & ] Guest Guest Access With MAC Caching RADIUS RADIUS Enforcement [ Generic ) @
i0. i0 Instant Guest Access With MAC Caching RADIUS RADIUS Enforcement [ Generic ) -
11. 11 CR& MAC Auth for wired RaDIus MAC Authenticatian =]
iz, iz CRA OnGuard WEBAUTH Web-based Health Check Only @
i3 i3 IAP Guest Access - in progress RADIUS RADIUS Enforcement [ Generic | @
14|00 14 Simple AD 8021 Wireless - in progress RADIUS B02.1% Wireless @
Showing 1-14 of 14 | Copy | Export | Delete

Figure 3  Services window
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The Summary tab allows administrators to review the configured options while creating the service. The
summary tab shows the details of each option configured within the created service, as in Figure 4:

Configuratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Surmmary Service Authentication Roles Enforcement
Sarvice:
Mame: CRA OnBoard Onboard Provisioning
Diescriptien: 802,1% wireless access service authenticating users prior to device provisioning with Onboard, and after device provisioning is
complete
Type: DELL W-Series Wireless
Status: Enabled
Maniter Mode: Disabled
More Optiens: E
Service Rule
Match ALL of the following cenditions:
Type Name Operator WValue
]..]Radius:lEl’F NAS-Port-Type EQUALS Wireless-802.11 {13)
z.|Radius:1ETF Service-Type BELONGS_TO ;‘ﬁh”;ﬁf;rtf_:g:lr:?‘;}d'user (2}
3.|Radius:Aruha Aruba-Essid-Mame EQUALS CRA_Employee
Authentication:
Authentication Methads: 1, [EAP TTLS]
2. [EAP TLS]
2. [EAP PEAP]

4. [MSCHADR]

5. [EAP MSCHAPZ]
Authentication Seurces: 1. [Onboard Devices Repositery]

2, PCT Active Directory

Strip Username Rules:  [:user

Roles:

Role Mapping Policy: CRA OnBoard Onboard Autherization Rele Mapping
Enforcement:

Usz Cached Results: Disabled

Enforcement Policy: CRA OnBoard Onbeard Provisioning Policy

Figure 4  Service — CRA OnBoard Provisioning window: Summary tab

The Service tab allows administrators to select the service options and set the service rules that identify the
authentication request belonging to this service, as shown in Figure 5:

Configuration » Services » Edit - CRA OnBoard Onboard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary m Authentication Roles Enforcement

Mame: i'_tRA__C?rE-oa Onboard Provisini ; |
Descriptian: i.S.Dé:'i)(\\'ireless access service ¥ |
|authenticating users prior to device .|
Type: DELL W-Series Wireless
Status: Enzbled
Maniter Moda: ! Enable to moniter network access without enfercement
More Options: ! Authorization [ Posture Compliance [0 Audit End-hosts [ Profile Endpoints
Service Rule
Matches © ANY or® ALL of the following conditions:

Type Name Operator Value it
1...]Ra-|:.|.i-us:II:_|'F MNAS-Port-Type EQ“UALS Wireless-802.11 (193] & i
z.|Radius:1ETF Service-Type BELONGS_TO ;ﬁ:-.::if;r:;g:l??sid_User (T
3.|Radius:Aruba Arubz-Essid-MName EQUALS CRA_Employee .

4|click to add..

Figure 5  Services — CRA OnBoard OnBoard Provisioning window: Service tab

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum DELLEMC







The Authentication tab contains the authentication settings. Both the Authentication Method and
Authentication Source come pre-configured. Administrators must add all methods and sources for any device
using this service, as shown in Figure 6:

Configuration » Services » Edit - CRA OnBoard Onboard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Aunthentication Roles Enforcement
Authentication Methods: [[EAF TTLS] - Add new Authentication Method
[EAP TLS] ]
o o T
MBCHAF [ View Detac |
[EAP MSCHAPYZ] o]
—Sslect to Add— v
Authentication Sources: | [[Onbosrd Devices Repositony] [Local SOL T £dd new Authentication Source
PCT Agtive Dirsctory [Active Dirsctory] [ -
vl e Mows Down
Remove
View Detalls
_ Moy
—EZglect to Add— v
Strip Username Rules:  # Enable to specify @ comma-separated list of rules to strip username prefixes or suffixes
usar

If username precedes domain name, uss useri<separator® (2.9, user: @]
Otherwise, use <separatorz:user (2.4, \wuser)

Figure 8  Services — CRA OnBoard Onboard Provisioning window: Authentication tab
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The Authentication Methods window enables administrators to add, import or export methods of
authenticating CRA onboard provisioning, as shown in Figure 7:

Configuration » Authentication » Methods

Authentication Methods

¥ (| contains ¥ |

Filter:| Mams

# L Hame &
=Ty [Allow All MAC AUTH]
2. [Aruba EAF GTC]
= [Authorize]
4, [CHAR]
5 [EAP FAST]
% [EAP BTC]
7 [E&P MDS]
8. [EAP MSCHAPVZ]
g, [EAP PEAP]
10, [EARP PEAF Without Fast Reconnect]
11.|@  [EAPTLS]
12.(E [EAP TLS With OCSPE Enabled]
13./@ [EAPTTLS]
140  [MAC AUTH]
15.|i0  [MSCHAD]
160  [PAP]
17,0 [ss0]

Showing 1-17 of 17
Authentication Methods window

Figure 7

5@ o | Ciear Filter
Type

l;'l.;"-{lf.:-AUTH
EAPR-GTC
Autharize

CHAR
EAR-FAST
EAR-GTC
EAPR-MDOS
EAR-MECHARWZ
EAP-DEAD

EAP-PEAP

EAR-TLS
EAR-TLS
EAR-TTLS
MAC-AUTH
MSCHAP
PAP

PAP
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Administrators can add, import or export authentication sources, as shown in Figure 8:

Configuration = Zuthentication » Sources
Authentication Sources

4 authentication sources deleted successfully

Filter:| Nams v |[ contains ¥ | ZR o | Ciear Filter

# Name & Type
1 [Admin User Repository] Local SQL DB
2. [Blacklist User Repositary] Local 5QL DB
2. [Endpeints Repository] Local SQL DB
o Guest Access With Mac Caching MAC-Guest- Generic SOL DB
Check
5. [Guest Device Repository] Local SQL DB
6. Guest MAC Auth MAC-Guest-Check Generic SQL DB
7. Guest MAC-Guest-Check Generic SQL DB
8. [Guest User Repository] Local SQL DB
9. [Insight Repository] Lecal SQL DB
10, [Lecal User Repository] Local SQL DB
11 [Onbeard Devices Repository] Local SQL DB
12, PCT Active Directory Active Directory
13,0 Static List Mac Auth Static Host List
Showing 1-13 of 13

Figure 8  Authentication Sources window
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Figure 9 illustrates the addition of an authentication source with the Active Directory source located on a
Windows Server in the corporate domain. Administrators specify the hostname and password to initiate
automatic importing of the attributes into W-ClearPass.

Configuration = Authentication » Sources » Add - PCT Active Directory
Authentication Sources - PCT Active Directory

Sy General Primary Attributes
General:

Mame: PCT Active Directory
Cescription: cra.lab active directary
Type: AD

Use for Authorization:  Enabled
Authorization Sources:

Primary:

Hostname win2012server.cralab

Connection Security: Maone

Port: 389

Verify Server Certificate: -

Bind DM: cn=administrator,cn=users,dc=cra,dc=lab

Bind Password: it

MetBIOS Demain Mame: CRA

Base DM: dc=cra,dc=lab

Search Scope: SubTree Search

LDAP Referrals:

Bind User: trus

User Certificate userCertificate

Attributes:

Filters 1, [B[sAaMAccountMame=%{Authentication:Username}){cbjectClass=user]]

2. [distinguishedMame=%{memberOf})]

2 [B[sAMAccountMame=%{Host:Name} 3} [cbjectClass=computer]]
4, [BfsAMAccountName=%{Onboard:Owner}}{objectClass=user})
5, [distinguishedMame=%{COnboard memberOf}]

&, [Mame=%{Authentication:Username}]

Figure 9  Authentication Sources — PCT Active Directory window: Summary tab

Role Mapping creates and lists roles with W-ClearPass and can also pass them directly to the W-Series
Controller. The controller then applies these roles to the user during the authentication process.
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A variety of conditions determine which role or roles might apply to a single user. The determination takes into

account several sources of information, including fingerprint information gathered from W-ClearPass and the
W-Series Controller. Figure 10 shows the Roles tab:

Configuratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Authentication m Enforcement

Rele Mapping Palicy: 'CRA OnBoard Onboard Authorizstion ek v | IS Add new Role Mapping Palic

Description: Maps RADIUS authaorization attributes to a role for the Onboard device type

Default Role: [Guest]

Rules Evaluation Algorithm: ewvaluzte-all

Conditions Role

(Radius:&ruba:Aruba-Mdps-Device-MName Android) [Onboard Android]

2. (Radius:&ruba:arubz-Mdps-Device-MName I | Windows) [Onboard Windows]
(Radius:&ruba:Aruba-Mdps-Device-Product - iPad)

3. (Radius:&ruba:Aruba-Mdps-Device-Product H iPhone) [Onboard i05]

; [Radius:&ruba:Aruba-Mdps-Device-Product 50 : iPod)

4, (Radius:&ruba:aruba-Mdps-Device-Product SEGI0N MacBook) [Onboard Mac OS X]

[Authentication:Source EQUALS [Onboard Devices Repository]) [Emplayee]

Figure 10 Services — CRA OnBoard Onboard Provisioning window: Roles tab

Administrators can add or modify a Role Mapping Policy directly from the service. Figure 11 shows the
configuration of just the Role Mapping Policy:

Configuration » Identity » Role Mappings » Edit - CRA OnBeard Onboard Autherization Role Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

oy g s

Policy:

Policy Name: CRA OnBeoard Onboard Autherization Rele Mapping

Diescription: Maps RADIUS authorization attributes to a rele for the Onboard device type

Default Reole: [Guest]

Mapping Rules:

Rules Ewvaluation Algerithm: Ewvaluate all

Conditions Role Name

1.| [Radius:Aruba:fruba-Mdps-Device-Name 5EG Android) [COnbeard Android]

2.| [Radius:&ruba:&ruba-Mdps-Device-Name IN: H Windows) [Onboard Windows]
[Radius:Aruba:fruba-Mdps-Device-Product : iPad)

2 [Radius:Aruba:aruba-Mdps-Device-Product - 5 WT iPhone) [Cnbeard iO5]
[Radius:&ruba:aruba-Mdps-Device-Product 55G ] iPod}

4.| [Radius:Aruba:&ruba-Mdps-Device- Froduct - MacBook) [Cnboard Mac OS5 X]

5.| [Authenticatien:Source : [Onboard Devices Repository]) [Employee]

Figure 11 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Summary tab
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Figure 12 shows the Policy tab of the Role Mappings — CRA OnBoard Onboard Authorization Role Mapping
window. The Policy contains the Default Role field, which is the role assigned to the user in case Role
Mapping assigns no other role. Best practice is to use a restrictive role as the default.

Configuration = Identity = Role Mappings » Edit - CRA COnBoard Onboard Authorization Role Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

Summary .aa Mapping Rules

Palicy Mame: |CRA OnBoard Onboard Authorization Fioke Map
Description: [Maps RADIUS zuthorization attributes
to & role for the Onboard device bype .«
Default Role: (Guest QA vev ostane T woan |

Figure 12 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Policy tab

Mapping Rules identify criteria for assigning new roles to the user. Evaluation considers rules from the top
down, as shown in Figure 13, with options to stop at the first match or all matches.

Configuration » Identity » Rele Mappings » Edit - CRA OnBoard Onboard Authorizaticn Rele Mapping
Role Mappings - CRA OnBoard Onboard Authorization Role Mapping

Summary Policy Mapping Rules

Rules Evaluation Algorithm: © Select first match ® Select all matches
Role Mapping Rules:

Conditions Role Name
1..| (Radius:&ruba:Aruba-Mdps-Device-Mame 2 Android) [On.hoard Android]
2.| (Radius:&ruba:Aruba-Mdps-Device-Mame Windows) [Onbeard Windows]
(Radius:&ruba: Aruba-Mdps-Device- Product iPad)
< [Radius:&ruba:Aruba-Mdps-Device-Product iPhong) [Onbeard Q5]
[Radius:&ruba:Aruba-Mdps-Device-Product iPod)
4.| (Radius:&ruba:Aruba-Mdps-Device- Product MacBook) [Onbeard Mac OS5 X]
5.| [Authenticatien:Scurce [Onbeard Devices Repository]) [Employee]
MovaUp | [ MowsDown | Edit fule | [ Removs Russ |

Figure 13 Role Mappings — CRA OnBoard Onboard Authorization Role Mapping window: Mapping Rules
tab
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Administrators can fine tune policy based on the user, device type, OS revision and other information
gathered from the device fingerprinting process, shown in Figure 14. CPPM offers extremely broad options for
mapping conditions, which is one of the features that make it such a powerful tool.

Rules Editor e

Matches ® ANY or® ALL of the following conditions:
Type Hame Operator Value i |
1.|Click to add..
Rale Mame: CRA_IAF_Gusst T
F
CRA_Instant m Cancel
ROLE_Enginesring
ROLE_Finance
TeztRolz

[AirGrowp Administrator)

[RirGrowp Oparator]

[Aruba TACACS resad-onhy Admin]
[Aruba TACACS root Admin]
[BY00 Operator)

Contractor]

[Employes]

[Guest]

[MAC Caching]

[MACTrac Operstor]

[Onbeocrd Amedireid)

[Onboard ¥05]

[Onboard Mac 05 X]

[Onboard Windows)

[Orther] -

Figure 14 Rules Editor window — Actions tab: Role Name drop-down menu

Administrators configure the service to direct the Network Access Device to apply the action that the entire
policy decision requires. Enforcement policies consist of a type (for instance RADIUS or TACACS), and a
value. The value could be a user role, VLAN assignment or the updating of a database. Values could be
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considered the action, while the type is the method of application of the action. Figure 15 shows the
Enforcement tab of the Services — CRA OnBoard Onboard Provisioning window:

Caonfiguratien » Services » Edit - CRA OnBoard Onbeard Provisioning
Services - CRA OnBoard Onboard Provisioning

Summary Service Authentication Ruoles

Use Cached Resules: ! Use cached Roles and Posture attributes frem previcus sessions
Enfercement Pelicy: [ cRa onBosrd Onboard Provisioning Foic v | IS
Enforcement Policy Details

Add new Enforcement Bolicy

Description: Enfarcement policy controlling netwark access for device provisioning

Default Profile: [Deny Access Prafile]

Rules Evaluation Algorithm: evaluate-all

Conditions Enforcement Profiles

i, S !:-\;l.thhEnticaticn:DuterMethoc QUALS EAP-TTLS) Arll..l.ha.Aul:lhenl:i;:alt.ed ﬁole. [Allow Access Profile]
2. [Authentication:OuterMethed 500415 E&R-TLS) &ruba futhenticated Role, [Allow Access Profile]
3, [Authentication:Source £ S [Onboard Devices Repositary]) Aruba Authenticated Raole, [Allow &ccess Prafile]
4, [Authenticaticn:Scurce [Onboard Devices Repository]) CR& OnBoard Onboard Pre-Provisisning

5. [Autherization: PCT Active Directory:Departmeant S0UALS Finance) Finance WLAN

&, [Autharization: PCT Active Directory:Department Engineering) Aruba Authenticated Rale, Enginsering_WLAN

Figure 15 Services — CRA OnBoard Onboard Provisioning window: Enforcement tab

Figure 16 shows the Enforcement Policy, which administrators add or modify from inside or outside the
service, as with Role Mapping:

Caonfiguration » Enforcement » Policies » Edit - CRA OnBoard Onboeard Provisioning Policy
Enforcement Policies - CRA OnBoard Onboard Provisioning Policy

Sy Enforcement Rules
Enforcement:
MName: CR& OnBoard Onbeard Provisioning Poelicy
Diescription: Enfercement policy contrelling network access for device provisicning
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Ewvaluation Algorithm: Ewaluate all
nditions Actions
[2uthentication:QuterMethed £ EAP-TTLS) Aruba Authenticated Role, [Allow Access Profile]

Co
']_,[
2.| [2uthentication:QuterMethed £ 5 EAP-TLS) Aruba Authenticated Role, [Allow Access Profile]
3.| [2uthentication:Source £ 5 [Onboard Devices Repaository]) Aruba Authenticated Role, [&llow 2ccess Profile]
< | [Suthentication:Source [Onboard Devices Repository]) CR& OnBoard Onboard Pre-FProvisiening
5.| [Zutherizatien:PCT Active Directory:Department Finance) Finance WLAN
G.l [2uthorizatien:PCT Active Directory:Department £ 5 Engineering) Aruba Authenticated Role, Engineering_WLAMN

Figure 16 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy Window: Summary tab
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Figure 17 shows default profile settings. Administrators typically choose a Deny Access Enforcement Profile
when there is no specific enforcement rule otherwise indicated.

Configuration = Enfarcement = Policies = Edit - CRA OnBoard Onboard Provisioning Pelicy
Enforcement Policies - CRA COnBoard COnboard Provisioning Policy

Summary Enfarcerment Rules

Mame CRA OnBoard Onboard Provisioning Policy
Description Enforcement pelicy centrolling network
access for device provisioning g
Enfarcement Type RADIUS
Default Profile [Deny Access Profik] ¥ [ moary |

Figure 17 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy: Enforcement tab

Figure 18 shows an example of a set of rules for an enforcement policy. This example policy includes multiple
potential actions to be applied to a single user or just a first match. It also includes many options for
conditions to pinpoint the appropriate classification of the user. Note the actions in the right hand column,
which can be assigned to either a role or profile. They can also be RADIUS attributes. The custom
Finance_VLAN action shown below forces users Finance department users to a special VLAN reserved for
only them.

Configuration » Enfarcement = Policies » Edit - CRA OnBoard Onboard Provisioning Policy

Enforcement Policies - CRA OnBoard Onboard Provisioning Policy

Summary Enforcement m

Rules Evaluation Algorithm Select first match ® Select all matches

Enfercement Policy Rules

Conditions Actions
1.| {&uthenticatien: JuterMethod EAP-TTLS} Aruba Authenticated Rele, [Allow Access Profile]
2.| [&uthenticatien: QuterMethed EAP-TLS) Aruba Authenticated Rele, [Allow Access Profile]
3.| [&uthenticatien:Scurce [Onboard Devices Repository]) Aruba Authenticated Role, [&llow Access Profile]
4.| [Zuthenticatien:Source [Onboard Devices Repository]) CRA OnBoard Onboard Pre-Provisicning
5.| {Autharization:PCT Active Directary:Department Finance) Finance_Y“LAN
6.| {Sutherization:PCT Active Directary:Department Engineering} Arubz Authenticated Role, Enginesring_WVLAN

Movelp |[ MoveDown | Edit Rule || Remove Rule |

Figure 18 Enforcement Policies — CRA OnBoard Onboard Provisioning Policy: Rules tab

The service saves to the service list once the configuration completes. W-ClearPass automatically requests
that the administrator places the service using the Reorder Services page. This allows placement of the
service above or below other services on the list.

2.1.2 Onboard Application Configuration
The Service Example in the last section showed the process of configuring the service for Onboard
provisioning. The W-Series Controller configuration in the main document showed the settings required to
direct users to the captive provisioning page. This section shows the configuration of the Onboard module to
enable provisioning of select device types.
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Notes:

1. Certificate Authority Settings are an integral part of Onboard. For details on Certificate Authorities and
their configuration within W-ClearPass Onboard, see the product support pages on the Dell Support
website.

2. Provisioning of devices can include many different options and settings. This reference architecture
focuses on the network access functionality. Features not related to network access use default settings.

The most important configuration for the W-ClearPass Onboard module is within the Network Settings. The
following screenshots (Figures 19-23) show a typical setup for Onboard with a controller-based campus
WLAN.

Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

Metwork Settings

Use this form to make changes te the network settings that will be sent to a provisioned dewvice,

s AoomEs 1 Protocod 'x: Basth cation F] Trust W Windows wihe Froocy
Network Access
Oiptians for Bacic netwark 8c0=5s.
* pame: CRA_Employes
77| Entara nama for the nateark.
I.mpln:,:\ee network for CRA
Dm=cription:
4
Ente=r & des.criptian far the neteark.

[ wirzless anhy T
* Hatwork Typs: ot wriich bypes af nebwark

[ Enterprise (EDIZ. 1

*

S=curity Typs:

Wireless Network Settings

Ot TEESE NETAOrk B300556

Figure 19 Network Settings - Network Access window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

Metwork Settings

Usze this form to make changes to the network settings that will be sent to a provisioned device,

Network Settings » Enterprise Protocols

e Aoomms J_ Protocols '-.#_ BAuthentication ﬂTn.:“t 'ml Windows wits Proocy

Enterprise Protocols
Oiptians for 302. 1X protocals suppart=d an tha natwark.

D5 & O5 X EAP

- Soompted E&P Types
W ¥

05 & OS5 ¥ EAP: - T= FEAE
& TTLS ' EAP-FAST

ajact the suthenticatian pratocals ta usa when canfiguring an 0= O

MSCHAPwZ ¥

=j=ct the innar authanticatian protocol whan using EAP-TTLS.

W

Immer Id=nitity:

Legacy OS5 X EAP

PEAP with MSCHAPwZ

Legacy O5 X E&P:

Android EAP

Bmdroid E&P:

Windows EAP

[TLs v

The suthentication pratooal ta uss when canfiguring a Windows devios.

I I

Windows E&P:

* requined fia

Figure 20 Network Settings — Enterprise Protocols window
Home » Onboard + WorkSpace » Onboard/MDM Canfiguration » Network Settings
Network Settings
Use this form to make changes to the netweork settings that will be sent to a provisicned device.

Settings » Entse Autbenan

v boomss ‘.x) Authantication EZ) Trust ‘l Windows obe Proxy

Enterprise Authentication

Ogtions for 302. 1X awthamication used on the natwork.

Outer Identity: {

Entar the axtarnally visiole idsntification [for TTLS,

i0OS & OS X Authentication

* 305 8 OS X Cregartisls:

o
[¥]
"
»
2
I
¥l
"
-
[
1
'
[}
[
s
f
¢

| Centificate v |

/act the type of credantials to provision

Windows Authentication

* Cmrtifizats S
Windows device.

* raquirad fiaia

Figure 21 Network Settings — Enterprise Authentication window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Network Settings
MNetwork Settings

Use this form to make changes to the network settings that will be sent to a provisioned device.

nterprise Trust

[E=] Trust

e =

B nutne

Enterprise Trust
Cartificate

ust aptions for 802 1¥ protocols supparted an the natwark.

| Manuslhy configure cartificats trust sattings v |

Corfigurs Trust:

‘guration i you are using Policy Manager for autnentication.
manual camfiguratian.

==cra.era.lab

Trusted Server | |*-clearpassera.cra lab

Names:

[# — ClzarPass RADIUS — [recommended) | [ % Admin-Root-CA |

Clearfazs Onboard Local Cardificate Authority {Signing) |

i = -
Uphond Cestificate: | MEAESSEiEge No file chosen I_‘I' Upload

A= 1O waur camputar [PEM farmat; ~.pem).

plicns

2 TTUST S2Cisions [Wia Jiaiog] 70 De made Oy Ihe user.

Dynamic Trust: + Mllows trust =x

this aptian ta &

Android Trust

wffe Proxy

— ClearPazs RADIUS — (recommended)

v

Trustad Ceartificate:

Windows Trust

Walidate Cartificate: U Walitate the sarer carlificats

L Disabling validate o=rtificat= is an insecuns

An aftacksr can provide ancther ssrver o=

Soratize:

cate, wikich the client will not weriy.

= o Crares

LT —
Warning:

* required feid

Figure 22 Network Settings — Enterprise Trust window
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Home » Onboard + WorkSpace » Onboard/MDM Configuration » Metwork Settings

MNetwork Settings

Use this form to make changes te the network settings that will be sent to a provisioned device,

Network Settings » Windows Network Settings
g Goommr j; Protocois '-'# Suthertication fE] Trust m Windows= e Proscy

Windows Networking Settings

Thaga cattings ars anly applicabia ta Windows devicas.
Enabl= NAP s=rvices

Sa= slca “Enforce Metwark Acocscs Protectlan’ an the Protocals tab.

NAP S=rvices:

Entzr i canfiguratian of netwarking raguirss administratar cradentials,

Edmin Us=mame:

Admin Passwond: | |
Enter I canfiguration of netwarking regquirss administratar credentisls.

IF Addre==: # fA==ign [P addre=s using DHCP

DNS: | #  f==ign DNS using DHCP
DMNS Registration: ¥  Register [P addr=== with DNS
Windows XP Networking
Configur= Using: | #  Us= Windows to confligur wirsle=
Notification Toon: | # Show icon in notification

Motily Connectivity: | #  Notily when connectivity is limit=d

T )

required f=id

Ed

Figure 23 Network Settings — Windows Network Settings window
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The Provisioning Settings (Figures 24-31) within Onboard define the actual provisioning process. This section
shows the customization of the web login landing page or captive portal. Administrators can change the look
and feel of the landing page, including use of a customized skin. Changes to this section affect the client
application that is downloaded during the provisioning process for Windows devices. Android users must
install a provisioning App through the Google Play store before attempting to access the network. Apple
products use native applications to assist in the provisioning.

Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings
Provisioning Settings

Use this form te make changes te the basic cenfiguration opticns for device provisioning.

Device Provisioning Settings

n General M Wed Login 1651058 05X Legacy OS X "j Windows

RN

* - Chreiarsrsalin-
Organizatior

Identity

Thasa options Control tha ganaration of gavice cracentiais

s | 1024-bit RSA — crasted by devics
Key Type: | L e yeed SR o ol e it

tha Type of private kay to us S cemttiates

*

Uniqus Device Credentials:

he user and davice an tha natwori

Authorization
Thasa options cantral how 8 cavice Is autharizad during provisioning
* Configuration Profile:
¢
* Maximum Davices: :)
The maximum numbar of cavicas that 3 usar may provision, Usa O %or unlimitas

¥ Treaty

rmames as cass

Uszrmame Cas= Sensitivity:

Figure 24 Device Provisioning Settings window: General tab
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Supported Devices

These gptions contral which Savicas may ba provisionad,

* 305 & OS X Davicas:

* MDM Managed:

* 0S X 10.5/6 Davices:
* Windows Davices:

* Android Devices:

*

Unsupported Device:

WorkSpace:

¥ Enable i0S and OS X 10.7+ (Licn or later) device provisioning

Provizion 105 and OF X 10.7+ [Lian or fatar) davicas via Appia’s "Over-tha-Air’ proflie Seilvary process

Enadle MDM for i0S Devices

LB i0S MDM Push Cartificats needs to b= instali=d befor= you can =nable MDM.
W Enable OS X 10.5 (L=opard) and 10.6 {Snow L=opard) davice provisioning
Downloads and axacutas an OF X appiication on & user's devica 1o compieta pravisioning.

W Enabdle Windows XP, Vista and 7 (or later) device provisioning
Downioads and axacuzas a VWinoows application on a usar's davica to comaiata orovisioning
# Enable Android device provisioning
Downiaads and exacutas an Andnoic appication on 3 usar’s device T complats orovisioning,

Enable WorkSpace Application Management

[nwa_icontext typeZerror]
{nwa_text id=108S1}Your operating =ys=tem i= not supported.
Please contact your network administrator.{/nwa_text}
<br/><=mall>HETTP User-Agent:
[$=marty.server EITP_USER_AGENT |escapel</=mall>
[/nwa_icontext}

4
Insert content item... ¥

Thase instructions are Nown O tha usar If thay attampt to 2rovisian an unsuRDartad davice.
Sntar tha STV 0 display. Smarty tamplata functions Can da usad hare
0

Laave this fayk

[
-

* raquirad sei

Figure 25 Device Provisioning Settings window: General tab, Supported Devices
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisiening Settings

Provisioning Settings

Use this form te make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

@ Ger=r=l# | R Wb login# 1G5 i0SBOSXE (] legeoy OSM#  fi Windows# i Andmid# @]:nrb:m Climnt #

Web Login Page
Optians for the wablagin landing page far Dnbaard.
}iex'i::e_prm'isi:-ning
o Page Name: Emtar & pags name fr this wah lagin.
Tn=

vab kagin will be accassibls fram /guest/pags_name. pho”.
Login Form
Optians for spacifying tha bahaviaur and cantant of the lagin farm.

Chistom: Ferm: Provide a custom login form

I salactad, wou must suppty your awn HTHL login farm in the Haader ar Foater HTHL arsas.

Chremide the defaull labels and =mor mexsages
If salmstsd, Bg=s far the current lagin farm.

Custom Labeds:

ol Wil b= abks 0 Aosr IabEIs And Zrnar mELL

Rmguire & Terms and Conditions confimation
If chacksd, the user v be forced ta accept & Terms and Conditlons chackbom.

T=rms:

Custom Fislds: | = =
Choass additional fi=kis ta be displaysd an the kbgin farm.

Th=sa valuss sntansd in thess fizids will b= add=d ta the suljsct ait-nams of the cllant's c=rtificats,
Login Page
Owptians for camtraliing tha ook and ==l of tha login pags.
: {Defauit) L
* Zkin: |" LS
Choass the Skin o uss when this web kagin pags is displeysd,
Title |Register Your Device

Titl= oo Oispisy On ThE W=D W0gIn pags.

[owa cookiecheck]
[* Onbpard instructions can be sdited on 2 per deviee type
ba=zis under Onboard Provisioning Settings *]

Head=r HTML:

A

| Insert content item... ¥ | | Insert self-registration link... ¥

HTHL tamplats code displayad before the login farm.

Figure 26 Device Provisioning Settings window: Web Login# tab
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[nwa tewt id=7570}<ps
Contact 4 staff member if you are ewperiencing

difficulty logging in.
<fpr/nwa_tewt]

Footer HTML:

s
v

In=sart content item... ¥ | | In=sart self-registration link...

HTHL t=mplate cods displayed after tha login farm.

MNetwiork Login Access

‘Cantrals accass ta the kogin page.

Allowamd Boom=s:
A

Emter the IP addresses and netwarks fraom which kogins are permitied.

Derimad Boomss:
A

Entar the [P addraces and netwarks that are danlad login access.

| Send HTTP 404 Not Found status ¥ |

* Dimny Behavier
Sajact tha raspanss of the system ta a request that ks not parmitted.

e
* reaquirad Sl

Figure 26 Device Provisioning Settings window: Web Login# tab (continued)
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form to make changas to the basic configuration options for device provisioning.

[ Device Provisioning Settings

i Genmral# .“ Web login® IG3i0SBOSX#E () legecy OSX# [ Windows# fy AnSroid# @ Onboard Cliant#

i0OS & OS X Provisi

Thez2 aptions control Appia 105 [IFag, Fod, IPnone) and OS X [Lion or iater) aavica pravisioning

[Device Enroliment |
* Display Name:  siamzia: Davics Evvaimant

This taxt is dispiayad a5 the titie of tha "[nstall Sroflie” soresn on the cavica,

Thi= configuration profile has network and security =ettings
for your device to allow you to connect to the intranet and

* y e acce== local applications.
Profile Description:

2|

Entar tha gascription to ispiay an tha “Install Frafie’ scraen of tha csvice.

This Should provics ha (t for the usar and instruct tham o install ¢ e.
| Atwzys sliow removal v |

* Profile Security:

Salact whan tha configuration praftie may e ramavad,

Profile Type:

Egit ID:

Profile Signing

Thesa options control the way profies are signad for ¥0S and CS X cavices,

.| Generate using the Onboara CA V|
CThoase how T2 abtaln the cartficats usad to 2ign 05 and OS X 10.7+ profies.
il}evioe Enroliment {Profile Signing)

Entar tha COMMON Name 0 usa fr tha carificats usad ¢

This will agpaar as tha “Signad” fieid on tha install prof

# Cartificats Source

*

Common Name:

Instructions
Thase options control the taxt shawn Suring aravisioning %ar 105 an2 O

X omvices.

<p>

Pleasze configure security and network =ettings on your
device to allow secure<br>access to the internal network.
Please follow the instructions listed below:<br><br>

{if $client_require_ root}

<=trong>(counter] .</strong>inbsp; inbap; énbap; enbap:
[nwa_iconlink icon="images/icon-certificateZZ.png”
Visioning:  text="Install root certificate (click here)"]
[nwa_mdps_config name=root_cert}[/nwa_iconlink}<bzr>

{/if])

<strong>[counter]}.</strong>inbsp; inbsp; inbsp: énb=p:Login A

&
o
Ll

o
d

v

Insert content item... ¥V |
Nas2 INSTrucTians ars SNoWN 0 the usar datore they pravision an i3S ar 05 X 10.7+ {Lan or latar) cavice.
HTML code ta Sizdlay. Smarty tampiata functions can be usad hare.

Lagve this fiaid ampty to use the dafault Instructions.

Figure 27 Device Provisioning Settings window: 10S and OS X# tab
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[la-h
% OPTIONAL. The contents of this section will
* be shown AFTER the device has been provisioned,

* but BEFORE any tion expt has been
* made (either tic or 1).
*}

After Provisioning:

5~
Insart content item... ¥

Thase instructions are shown ta the user aftar thay have pravisionad an 105 or OS X 19.7+ {Llon or later) davica.
Entar tha HTML coda to dispiay. Smarty tampiate functions can de used hare.
Leave this Said empty t0 usa tha catault instructions.

{nwa_icontext type=error] a
{nwa_text id=1101E8)}Provisioning using this 33ID is not
=upported for your i0S 4 device.{/nwa_text}

{/nwa_icontext}

{nwa_text id=11017 l1=$extra_fields.es=sid)

<p>

Due to a software is=ue with iOZ 4, you cannot provision
iyour i03 device

using the <b>il</b> 33ID, to which you are currently

i0S-4 Same SSID:  [connected.

</p> v
{/nwa_text]
{nwa_icontext type=arrow) /4

Inzert content item... ¥
Dus 20 3 softwara issus with 0= &, “same SS1D° pravizioning i3 not supportad.
Thase InsTructions are shown 20 tha usar of an 105 S cavice i thay attampt $0 provision thair device
while connactad to an S510 that will ba pravisionad.

Emer the HTML cods to dispiay. Smarty tampiata func2ions Can da usad hara:
Laave this fiald ampty to use tha dataut instructions.

Reconnect

Thesa aotions control tha racannact banaviour for XS and O X davicas.

Recannact iz onfy supportad by 305 5+ and OS X 1.7+ [Lion or iatar) aavices,
¥ Allow the gavice to be sutomatically reconnect=d to the provisioned network

* Aflow Automatic Reconnect: Automatic raconnact i3 anly passidie i thara i a 3ingle natwork configurad with "Automatically 10in natwork’,
and the oo r pravicas both the ‘mac” and hig®” paramatars to the Captive portal
Raconneact 3 only supportad oy 05 S+ ana OS X 10.7+ [Lion ar tater) gevices.

¥ Aiow the device to D= manually raconnactad to the provisionsd network
* Mlow Marusl Recormecl: | Manus razonnact i3 only appiicati f SUTOMATC TACONNACT 13 N0t AawaZ or N3t 3pDlicabis,
Raconnact iz only supportad oy 105 S5+ and OS X 10.7+ [Lion or latar) cavices.

Figure 27 Device Provisioning Settings window: I0S and OS X# tab (continued)
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[*= s

4 The content= of thix section can be ]
* used to provide the user with a manual

4 reconnect user interface.

=]

[mwa_icontext icon="images/icon-radius-session-

lactiveZ? pog”]
[mwa tewt id=11015 1=f==ids.0}¥ou should now connect to

the <b>%l< /by network using the installed settings.
[/mwa_tewt]

[/nwa_icontext]

rodive

Manusl Reconnect Interfacs: | |[** L

4 The network name pas=ed to the

* "Connectletwork' function i= uws=ed
4 for display omly. It does KOT
* 'wontrol' which network a device
v will connect to. A
=]

<a href="#onnect"” A

Insert content item... ¥

The camtants of this sactlan will be shawn If a manual recannact ks aliowad and applicable.
Racannact ks anly suppartad by I35 5+ and OF X 10.7+ [Lian ar latar] devicas,

Enter the HTHL code= to display. Smarty template functians can be ussd hars,
L=ave this fizkd ematy ta use the default Instructians.

[*=

* QPTIOHAL. The contents of thisz =section
* will be shown AFTER a STDOCEESFTL

* Deconnect.

*1

Connect Suoomws: P
i

Insert content item... ¥

The cantents of this saction will b= shoawn after & sucoessful recannect.

Emtar the HTHL code ta display. Smarty tamplate functians can be usad hars.
Lagrve this fizid ampty ta use the deteult instructians.

Figure 27 Device Provisioning Settings window: I0S and OS X# tab (continued)
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Bl -
* QPTIONAL. The contents of this section =
* will be shown AFTER a FAILED reconnect.
*}
{if $auto_connect]
[nwa_icon icon="images/icon-radius-session-
activeZZ.png"]
{nwa_text id=1177C 1=$autc_connect network]}You should
mow change your network settings. Select the <b>il</b>
metwork to access the intranet. [/nwa_text)
(/nwa_icontext} —
[elseif empty($s=ids)]
Conrect Failurs [nwa_i t icon="images/icon-radius-session-
lactiveZZ.png”]
{nwa_text id=11014]}You should now change your network
settings. [/nwa_text]
(/nwa_icontext]
[2lseif counc($ssids) == 1] v
[nwa_i t icon="images/icon-radius-session-
lactiveZZ.png”] A

Insert content item... ¥

Enter tha HTML code ®

Lagve this fiaid empt, & the dafaul instructions.

[&&

% OPTIONAL. The contents of this section
* will be shown AFIER a recomnect attempt,
% regardles= of succes=s or failure.

After Connect: Z
Insert content item... ¥ |

Sa shown aftar a raconnact

.\z.
"

Entar tha =THML cose

Lagve this fiald &

ﬂ

ion sattings

* Ndvarces Settings: = ' Show sdvanced r=conne

* raguirad sa

Figure 27 Device Provisioning Settings window: 10S and OS X# tab (continued)
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Home » Onboard + WorkSpace » Deployment and Provisioning » Provisiening Settings
Provisioning Settings

Use this form to make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

§ Gererlg R Web loging IG5 0SB O0SXE | (0 legacy OSXE i Windows# i Andmid# @Drb::rz Climnt #

Instructions
Th=gs= gptlons contral the text Shawn during provisianing for

O ¥ 10.578 [Laopard/Snaw Leapand) dev

[nwa tewt id=10883}<p>To apply the network profile, you mesd
o download and start the QuickComnect application. </p¥r

[/mwa_tewxt]
[a==ign var=link tewt valwe=108%5|HwaText:'Download and start

the fuickConnect network configuration application. ']
[a==ign var=link command valwe=108%0 |HwaText:'Start
puickConnect']

Befor= Provisicning:

[mwa tewt id=108C02}<prJuickConnect will now apply the network
profile to your device </pr[/nwa_text]

Alter Provisicning:

o

Insart content item... ¥
¥ 10.5/5 [Laopard/Snaw Leapard) devios,

= Preious | = Went ] % s cranges | cace
*'ﬂJ'b:"t-:

Figure 28 Device Provisioning Settings window: 10S and OS X# tab, Instructions
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Heme » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form te make changes to the basic configuration options for device provisioning.

Device Provisioning Settings
@ Goremlz LR Web loging G505 B OSXE (] legaoy OS5 X# [ Windows# i Antmid# @Drb::rz Climnt #

Windows Provisioning
Thes= agthans camtndl Windaws d=vice praviskaning.

— e
* o gy Ciartificate: MNone — Do not sign the application |

Salmst 3 cartficats far $igning the Windoes pravislaning apollcatian.
Instructions
Thes= agthans camtnal the taxt Shawn during praviskaning for Windows devicss.

[nwa_icontext type—infol

[nwa_tewt id=10857}In order to connect to this network,
wour devime must be confiqured for enhaneed =security.
ruba Hetworks" QuickConnect application will guide you
through the configuration process. [/nwa tewt]

[/owa_ icontext]

[nwa_tewt id=10853}<p>To apply the network profile, wou
Before Provisioning: | meed to download and start the fuickConnect application.
K[ fnwa_teat]

[a==ign war=link tewt valuwe=108E5E|HwaText:'Download and
start the JuickConnect network configuration -

|Irs.ert content item... ¥
Thess instructions are $hawn ta the usar befors they pravisian a Windaws
£ the HTHL cod= ta display. Smal

=mipiats functions can be usad h
Lezrve this fi=id ampty to use the d=fsult Instructions.

[mwa_tewt id=10852}<prjuickConnect will now apply the
metwork profile to your device. </pr{/nwa_tewxt]

After Provisicning:

A
| Insert content item... ¥

N ta the user after they have pravishnsd & Windows devic
functians can be ussd hars,

m = Mext = Save Changes Cancel

* required faid

Figure 29 Device Provisioning Settings - Windows# tab

30

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum

DALEMC







Home » Onboard + WorkSpace » Deployment and Provisioning » Provisioning Settings

Provisioning Settings

Use this form to make changas to the basic configuration options for device provisioning.

‘ f Ger=ralg (R Web login® I05I0SB OSX# ( legacy OSX& Y Windows# g Android# @ Orboard Clisnt #

Android Provisioning

Thez2 aptians Control Androld davice aravisioning

| Frovizion 3ll gzvices v |

Android Rootkit Detection:
Control whather davicas with a roatict may da provisionas

Instructions

Thez2 aptions contral the taxt shawn Suring oravisioning far Anaraia aavices.

{nwa_icontext type=info} a
{nwa_text id=10857}In order to comnect to this network,

your device must be configured for enhanced security.

Bruba Networks’ QuickConnect application will guide you
through the configuration process. {/nwa_text}

{/nwa_icontext]}

{nwa_text id=1085€)}<p>To apply the network profile, you
Before Provisioning:  |first need to download and install the QuickConnect
lapplication from the Android marketplace.</p>({/nwa_text} .
[as=ign var=link_text value=10503|¥NwaText:'Download and
install the QuickConnect network configuration Z

| Insert content item... ¥

[nwa_text id=10885)<p>After you have downloaded and installed|
the application, please click <b>Next</b>.</p>[/nwa_text]
{a==ign var=link_text value=173Z|NwaText:'Next']}

Next Step:

~
Insert content item... ¥ |

VN 20 tha user aftar they Sawniasd tha application to an Andrald o=

piay. Smarty temoiat

use the gafault instruct

CTions can be usad hare

Figure 30 Device Provisioning Settings: Android# tab
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[nwa tewxt id=108C04}<p>To configure wour device, you mm=t now
install the following network profile.</pi{/nwa_text]
[a==igm var=link tewt walwe=10E01|KwaText: 'Download the
metwork profile and install it using QuickConnmect. ']

[a==igm varTlink coemarnd ralwe=l0G000|HwaText:'In=tall Hetwork
Erofile']

B=Tor= Profile Install:

A

Insert content item... ¥
Thegs inctructians ars shawn ta the ucer bafare they Insty
. Smarty tamplate functions
Lasrva this fisld ampty to uss the defsult

CAn be usad here,
NETruUCTians.

[nwa_tewt id=1088Z}<p>fuickConmect will now apply the netwrork
profile to gour device </ pr[/nwa_text}

After Provisioning:

A

[ Inzert content item... ¥

aviskaned an Andrald dewice.
=mplats functians can be ussd here,
= this fizid ampty ta use the default Instructians.

T )

Thess Instructions ars shawn ta the user after they haw
Ent

the HTML cade ta displey. S

* requirad faid

the natwark profile an an Andrald devioe,

Figure 30 Device Provisioning Settings: Android# tab (continued)
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2.2
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Home » Onboard + WorkSpace » Dieployment and Provisioning » Provisiening Settings

Provisioning Settings

Usze this form to make changes to the basic configuration options for device provisioning.

Device Provisioning Settings

y 05 ¥& [ Wirdows# g Andrmids @:Ir.b::r! Cliznt &

{D=fawlt) {188 x 53)

—Zgo lmagel

[0l
[
i
[
A
I
[
[
i
L
!
V

Helptm=k URL:

T e

¥ raguired feid

Figure 31 Device Provisioning Settings: Onboard Client# tab

Guest Access: W-ClearPass Guest

The Guest feature within W-ClearPass has two parts, just like the Onboard example shown above. The first
section details the Policy Manager Service, while the second section shows the Guest Application
configuration.

This example (Figures 32-38) shows guest access through self-registration. The guest fills out a form, and
then receives a password through the captive web portal. The database is the internal guest database within

W-ClearPass.

Note:
1. Default values are used for the roles and enforcement profiles. IT managers should place addition

restriction per their security policy.
2. This example adds MAC caching to enable another service to authenticate known users through MAC

authentication. The default template does not include MAC caching.
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2.2.1  W-ClearPass Policy Manager Guest Services
Choose Guest Access from the Service Templates, shown in Figure 32:

“T') Guest Access

g Sarvice for guest access via captive portal (nen-802.1x)

Figure 32 Policy Manager Guest services option

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorization Roles Enforcement
Service:
Mame: Guest Suest Access With MAC Caching
Description: Service for guest access via captive portal {non-802,1x)
Type: RADIUS Enforcement [ Generic |
Status: Enabled
Manitar Mode: Disabled
Maore Options: Authorization

Service Rule

Match ALL of the following conditions:
Type Name Operator Value
1..|Connr=cl:ion Client-Mac-Address MNOT_EQUALS % {Radius:IETF:User-Name}
2.|Hadius:Aruba &ruba-Essid-MName EQUALS CRA&_Guest
Authentication:
Authentication Methods: 1. [PAP]
2. [CHAPR]

3. [MSCHAP]
4, [MAC AUTH]

Authentication Seurces: [Guest User Repositery] [Local SQL DE]
Strip Username Rules: =

Authorization:

&uthorization Details:  [Insight Repository] [Lecal SQL DE]

Roles:

Rale Mapping Palicy: Guest Guest MAC Authentication Role Mapping
Enforcement:

Use Cached Results: Disabled

Enforcement Policy: Guest SGuest Access With MAC Caching Policy

Figure 33 Services - Guest Access with MAC Caching window: Summary tab

Configuration » Services » Edit - Guest Guest &ccess With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary m Authentication Authorization Roles Enforcement

Mame: |Guest Guest Access With MAC Caching |
Description: iSerl.fice for guest access via captive
|portal (non-802.1x) |
Type: RADIUS Enfercement [ Seneric |
Status: Enzbled
Manitar Made: Il Enable to manitar network access without enforcement
Mare Options: # Authorization [ Posture Compliance [0 Audit End-hosts [ Prefile Endpoints
Service Rule
Matches © ANY or ® ALL of the following conditions:

Type Name Operator Value b
L.lConnection Client-Mac-Address MNOT_EQUALS %e{Radius:IETF:User-Nama} I
2.|Radius:Aruha Aruba-Essid-Mame EQUALS CRA&_Guest By i
2.|click to add..

Figure 34 Services - Guest Access with MAC Caching window: Service tab
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Configuration » Services » Edit - Guest Guest &ccess With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Autharization Rules Enfarcement
Authentication Methods: [[PAP] | Add new Authentication Method
2 S Move Up
[CHAF] e
[MSCHAF] ';" L
[MAG ALUTH] = —
% Moty
| —Belect to Add— v
Authentication Sources: [[Guest User Repository] [Local SCL DB] . ] Add new Authentication Source
ove Up
Maove Diown
Remove
View Detalls
L Moty |
b
—Select to Add— v
Strip Username Rules: | Enable to specify @ comma-separated list of rules to strip username prefixes or suffixes

Figure 35 Services - Guest Access with MAC Caching window: Authentication tab

Note Administrators can use the W-ClearPass Insight database to apply roles based on the analytics
gathered in Insight.

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Roles Enforcement

Autherization Details:  Authorization sources from which role mapping attributes are fetched (for each authentication source)
A st ication Source Attrib Fetched From
1. [Guest User Repository] [Local SQL DB] [Guest User Repository] [Local SQL DB]

Additional authorization sources frem which to fetch role-mapping attributes -

| [Insight Repository] [Local SQL DB] o Add new Authentication Source
| \View Detalis
- |l Modiry
| =Select to Add— v

Figure 36 Services - Guest Access with MAC Caching window: Authentication tab
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Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: Guzst Gusst MAC Authenticstion Rolz e ¥ | [ modry | Add new Role Mapping Palic

Role Mapping Policy Details

Diescription: Maps Guestrole IDs to rele names

Default Role: [Guest]

Rules Evaluatien Algorithm: evaluate-all

Conditions Role
::ﬂ.uti'lcrizal:i-:n:[Insight F.epcsitcrv]:5eccncs-5ince-£.uth-
[Autherization:[Insight Repositery]:Minutes-Since-2uth

. (Autherization:[Insight Repositery]:Hours-Since-&uth } [MAC Caching]
(Autherization:[Insight Repesitery]:Days-Since-Auth 75 )

=8 {Autherization:[Endpoints Repesitory]:Unique-Device-Count £ 5 1 [MAC Caching]

3, [Endpeint:Guest Rele ID 1} [Contractor]

4, {Endpeint:Guest Role ID 2) [Guest]

5. {Endpeint:Guest Rele ID 2} [Employee]

Figure 37 Services - Guest Access with MAC Caching window: Roles tab

Configuration » Services » Edit - Guest Guest Access With MAC Caching
Services - Guest Guest Access With MAC Caching

Summary Service Authentication Authorizetion Roles

Use Cached Results: ! Use cached Reles and Posture attributes from previous sessions
Enforcement Bolicy: | Guzst Guest Acczzs With MAC Caching ¥ [ momry | Add new Enfercement Polic
Enforcement Policy Details
Description: Limits guests to maximum n device for MAC caching purpeses
Defaule Praofile: [Allow Access Profile]
Rules Evaluation Algerithm: evaluate-zll
Conditions Enforcement Profiles
i. {&uthorization:Sources [Guest User Repasitary]) Aruba Authenticated Rale, [Update Endpaoint Known]

Figure 38 Guest Access — Enforcement Policy

2.2.2  Guest Application Configuration

Administrators can use the Guest application to provide local administrators an interface to manage accounts.

The Guest application also contains the configurations for setting up the captive web portal. The self-
registration is setup for this example configuration.

Note: This document does not show screenshots for the many default settings left as default.

Figure 39 shows a visual representation of the guest portal, registration, receipt and NAS settings. The

administrator can click on the area of the map to configure specific settings. Click Advanced editor to display

all the settings in a page view.
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ClearPass Guest

ip Guest

0 Onboard + WorkSpace

“y, Configuration

g Start Hers
Wy Authentication
{4 Content Manager
.« Email Receipt
B Ficlds
% Forms B Wiews
ﬂ}'Guest Manager
| 4 Guest SelfRegistration|
89} Hotspot Manager
¥ IF Phones
&y Print Templates
[ sMS Receipt

- @ Translations
& web Logins

Home = Configuration » Guest Self-Registration

Customize Guest Registration (guest_register)

The process for guest self-registration is shown belaw, Click an item to edit,

Guest Self-Registration "Guest Self-Registration”
1
(O Master Enable

P Diszbled Message
‘ Define Fields

| Register Page I’i

I_- Rename Page

el Ti el Title —
o Title User Database | |
e A [l Header A
B Header |
8 P | = Yl Title
- ’ - " -= Form
-' © | = Form T Lagin
Actions == Message
&€l Footer [We] Footer
£ Self-Service Portal ﬁ Choose Skin
gin Paa as P word
_| Login Page | Change Passward %) Login Delay
| Summary Page | Reset Password ,:*f. MAS Vendor Settings

Administrator
Q Advanced editor
8+ Back to guast self-registration
“,, Back to configuratien

= Back ta main

| Receipt Page

Figure 39 ClearPass Guest window - Customize Guest Registration screen
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Figures 38 thru 42 show a portion of the configuration setting pages:

Home = Configuration » Guest Self-Registration

Customize Guest Registration (Guest Self-Registration)

Use this form to make changes to the guest self-registration instance Guest Self-Registration,

Customize Guest Registrabion

Basic Properties

Dgtians: cantralling baskc aperatian of g

Dim=cription:

# User Databass:

* Skin:

Access Control

Cantrals acosss ta tha registratian p

Suthentication:

Alloved Aoo==s:

P
Enter the IP addressas and nat &z fram alif-reglstratl ermittad.

De=rni=d Aoc==s:
P

* Deny B=havicr
Time focm=s: 5

Figure 40 Customize Guest Registration window

& Back to guest self-registration editor

Note: In the settings for NAS Login shown below, the IP address of the W-Series controller is used. For an

Instant network using a VPN to access ClearPass, the IP address field should be populated with

“securelogin.arubanetworks.com”
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NAS Login

Diptians cantraliing kogging inta a MAS for saf-ragistarad quasts,
Erablzd: # Erable guest login to 2 Network Scomss Server
| Aruba Networks L

Selact a predefined graup of s2ttings suftabis for standard netwark canfiguratians.

* erdor Settings:

| Controller-initisted — Guest browser performs HTTF form swbmit T
Login Method: | oo oo tne sz namark g will o= nandies,
Sarvar-initiated laging requirs the user's MAC addrecs ta be svallsbl=, ucuslly fram the capthes partal radinsctian procsss.
IP Ao, | [10-1-100.3 |
Emter the [P address ar hastname of the wendar's product here.,
: Use vendor default v |
Secur= Login:

S=lsct & sacurity aptian ta apply ta the weh lagin procsss.
¥ The controller will s=nd the IP to submit crede=ntisls

In murti-cantralier deploymants, It ks often reguired ta past cradentials to diff=rent addrecces made avallable ac part of the ariginal rediractian.
The addrass abave will be used whanaver the parameter ks nat avallable ar falls the raquirements belaw.

Crynamic Addre=s:

Denii=d Chynamic:
s
Entar the [P addracseas and natwarks fram which dynamic addrassas are denlad,
10.1.100.3
Allow=d Dynamic:
s

Entar tha [P addrecsas and netwarks fram which dynamic addrecses are parmittad.
Default Destination
‘Optlans for cantralfing the dastination cliznts will radiract ta after login.

D=faull URL: | Znter the cmtaus URL to rezinect cliants.
Plmsce snsurs wou prepend “hit:/ " far amy sxtsnnal domain.
[ Foroe de axtimation =
5 wde De=tination: Force default d=stination for all cliznts
If sbactad, the cllent’s detault destination will be gvarridden ragardiess of fts valus.

Figure 41 Customize Guest Registration window (continued)

39 Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum DELLEMC







2.3

40

Self-Service Portal
Opthans contraliing d=talls and ac a ar has = BCOOL
Enabi=d # Enablz z=if-=z=rvic= porta
Diimabled Us=rs: #  Prohibit disabled us=rs from acc===ing the s=rvice porta
=L, AT INE U4ES AT STTE & o =i = EEsd nad -
Login Page
UL Ohr=rrides Display fizlds to owvemide UL t=xt and labeis
Summary Page
UT Chrmrrides Dimplay fizkis to cvmmide UT taxt and labels
Change Passwiord
Change Pazsword Dizabl= the ability to changes pazswords
UT Chrarrides Dizplay fimkis To o UT temxct smdl ol
Reset Passwiord
Res=t Pamswond: Dizabl= the ability to res=t passwonts
e AT {Secret Question) T
Rmgusired Fimld X
* Paz=word Gereration
Chrerride:

* required ses

Figure 42 Customize Guest Registration window (continued)

Wired MAC Authentication

It's common for IT deployments to have non-802.1x capable devices. Typically, these are legacy devices or
simple devices such as printers, cameras, or VolP phones.

Configuration of access switches is straightforward. MAC authentication with MAC Authentication Bypass
(MAB) supports non-802.1x devices on the ports. Configuration files attached to the main document show
standard settings for enabling 802.1x authentication on the switches.

The following subsections provide the W-ClearPass Policy Manger service settings used to enable MAC
authentication on Dell switches.

Note: Refer to the MAC Authentication and OnGuard Posture Enforcement using Dell W-Series ClearPass
and Dell Networking Switches whitepaper for detailed instructions for previous generation switches. The
document, located in the Dell TechCenter Community, includes instructions that are still applicable to current
generation products.

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-ClearPass Addendum DELLEMC




http://en.community.dell.com/techcenter/extras/m/white_papers/20436960/download.aspx


http://en.community.dell.com/techcenter/extras/m/white_papers/20436960/download.aspx


http://en.community.dell.com/techcenter/





231 MAC Authentication Service

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Service Authentication Roles Enforcement

Service:

Mame: CRA MAC Auth for wired
Diescription: MAC-based Suthentication Service
Type: MAC 2uthentication

Status: Diszbled

Maonitor Mode: Disabled

Mare Options: =

Service Rule

Match ANY of the fellowing conditions:

Type Hame Operator Valua
i.|Radius:IETF Calling-Station-Id BELOMGS_TO_GROUP LllowedMachddresses
Authentication:

Authentication Metheds: [EAP MDS]
Authentication Sources: Static List Mac Auth
Strip Username Rules: E

Roles:

Rale Mapping Palicy: Mac Auth for wired
Enforcement:

Use Cached Results: Disabled
Enforcement Bolicy: Mac auth for wired

Figure 43 CRA MAC Auth for wired window — Summary Tab

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Authentication Ruoles Enforcement

Name: [CRAMAC Auth for wirsd |
Ciescription: iMAC-l:-lased Authentication Service
L |
Type: MAC Authentication
Status: Disabled
Manitor Made: ! Enable to monitor network access without enfarcement
More Options: ! Authorization [0 Audit End-hests [ Profile Endpaints

Service Rule

Matches ® ANY or @ ALL of the following conditions:

Type Name Dperator

Valua

1.|Radius:1|:_|'F Calling-Station-Id BELONGS_TO_GROUP

2.|click to add...

AllowedMachddresses

Figure 44 CRA MAC Auth for wired window — Service tab

Notes:

1. Interoperability with Dell Networking switches requires the use of EAP MD5.
2. Administrators enter a customized list of MAC addresses into a Host List located within W-ClearPass.

This is the database used for the authentication.
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Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Service Authentication Roles Enforcement

Authentication Methods: [[EAP MDE] |
) Mowva Lip
MOVE DOwWn
Remove
‘iew Detalls
% [T
| —Select to Add— T
Authentication Sources: | Static List Mac Auth [Static Host List] -, |
Movs Up
Move Down
Remove
Wisw Detalls
ety
-
—Select to Add— i

Strip Username Rules: | Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Figure 45 MAC Auth for wired window — Authentication tab

Configuration » Services » Edit - CRA MAC Auth for wired
Services - CRA MAC Auth for wired

Summary Service Authentication m Enfarcement

&dd new Authentication Methad

Add new Authentication Scurce

Rale Mapping Policy: | Mac Auth for wired Bl veoary |
Role Mapping Policy Details

Add new Role Mapping Pelicy

Diescription:
Default Role: [Guest]
Rules Evaluation Algarithm: first-applicable

Conditions Role

i. [&uthentication:Source EQUALS Static List Mac Auth) [Empleyee]

Figure 46 CRA MAC Auth for wired window — Roles Tab

Configuration » Services » Edit - CRA MAC 2uth for wired
Services - CRA MAC Auth for wired

s e oot i

Use Cached Results: ! Use cached Roles and Posture attributes from previcus sessions

Enfarcement Bolicy: | Mac auth fer wired ¥ |m

Enfarcement Policy Details

Add new Enforcement Policy

Diescription:

Default Prafile: [Deny Access Prafile]
Rules Ewvaluation &lgorithm: first-applicable
Conditions Enforcement Profiles
(Tips:Rele EQUALS [Employee]) Engineering_WLAN
A (Tips:Rele EQUALS [Employee]) [Allow 2ccess Prefile]

Figure 47 CRA MAC Auth for wired window — Enforcement Tab
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Health & Posture: W-ClearPass OnGuard

Note: Dell Networking OS 6.2 now supports the RADIUS Change of Authorization (CoA) feature. RADIUS
CoA allows for a change of authorization without forcing another authentication. For additional information
on RADIUS CoA and how it applies to OnGuard, see ClearPass NAC and Posture Assessment for Campus
Networks.

OnGuard, an application within W-ClearPass, checks the health or posture of a device. W-ClearPass has two
methods to do this: a persistent client, and a dissolvable web-based portal. This example focuses on the
persistent client.

Download the persistent client directly from the W-ClearPass server through a URL. Alternatively, you can
push the install package to the clients by standard device management methods (Group Policy). You must
install the persistent client program before you can use W-ClearPass for health checks.

OnGuard Policy Manager Service
A web-based service, OnGuard performs all checks through http.

Access the Health Check Only Service Template through the Start Here configuration screen shown in Figure
48:

'\ Web-based suthentication service for guests or agentless hosts, via the Policy Manager Portal. Health-Check only.

{ Web-based Health Check Only

Figure 48 Health Check Only Service Template
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Configuration » Services » Edit - CR& OnGuard
Services - CRA OnGuard

sarvice | motes [ postuce || Entoccamaat

Service:

Mame: CRA OnGuard

Description:

Type: web-based Health Check Only
Status: Dizzbled

Monitor Mode: Disabled

More Options: Fosture Compliance

Service Rule

Match ANY of the following cenditions:

Type Name Operator Valua
1.|Hest CheckType MATCHES_ALL Health
Roles:
Reole Mapping Policy: =
Posture:
Posture Policies:
Posturs Palicies: CRA Posture
Default Posture Token: UNKMOWMN [100]
Remediate End-Hosts:  Enabled
Remediation URL:
Posture Sarvers:
Posture Servers: =
Enforcement:
Use Cached Results: Disabled
Enforcement Policy: CRA OnGuard Enfercement Policy
Figure 49 CRA OnGuard window — Summary Tab
Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard
Summary Séarwice R les Posture Enforcement
MName: [CRA OnGuard |
Diescription:
| .
Type: Web-based Health Check Only
Status: Disabled
Monitor Mode: ! Enable to moniter network access without enforcement
More Options: 0 Autherization ¥ Posture Compliance
Service Rule
Matches ® ANY or @ ALL of the following conditions:
Type Name Operator Walue b
1.|Hosl: CheckType MATCHES_ALL Health W T
z.|Click to add...

Figure 50 CRA OnGuard window — Service Tab
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Configuratien » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Summary Service m Posture Enforcement

Role Mapping Bolicy: | _Selent— v ||E| Add new Rele Mapping Policy

Raole Mapping Policy Details

Ciescription: =
Default Role: =
Rules Evaluation Algorithm: -

Conditions

Figure 51 CRA OnGuard window — Roles Tab

Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Summary Service Roles Enforcement

Posture Policies:
Fosture Policies:

Only OnGuard agent type posture policies are applicable for this service

CRA Posture - £dd new Posture Policy
[
‘iew Detalls
- Modiy
! —Selzct to Add— v |

Default Posture Token: | UNKNOWHM (100) v |

Remediate End-Hosts: ¥ Enable auto-remediation of non-compliant end-hosts
Remediation URL: [

Posture Servers:

Fosturs Servers: = Add new Posture Server
Removs
e Detalls
- Moy
| ~Ssizct to Ads- \a

Figure 52 CRA OnGuard window — Posture Tab

Configuration » Services » Edit - CRA OnGuard
Services - CRA OnGuard

Sumacy || sacvios ||~ sotas [~ postuce

Use Cached Results: Use cached Roles and Posture attributes from previous

Enforcement Policy: | CRA OnGuard Enforcement Policy T |m

SES5ions

Add new Enforcement Policy

Enforcement Policy Details

Diescription:

Default Profile: CRA OnGuard Unhealthy
Rules Evaluaticn Algerithm: evaluate-all
Conditions

Enforcement Profiles

CRA OnGuard Unhealthy, Change WLAN for QuarantineZ
S5 HEALTHY {0} CRA OnGuard Healthy

(Tips:Posture EQUALS QUARANTINE (20])

=1 (Tips:Posture E0L

Figure 53 CRA OnGuard window — Enforcement Tab
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OnGuard Posture Policy
IT administrators access OnGuard settings through the OnGuard Posture Policy through the service
configuration or directly in the left-hand side navigation bar.

The example that Figure 54 and Figure 55 show checks the client to ensure a firewall is enabled on the
device. If the firewall is not enabled, there are options to automatically enable (that is, remediate) the firewall,
or bounce the client.

Note: Client remediation is unavailable through the dissolvable web-based portal.

Configuration » Posture » Posture Pelicies » Edit - CRA Posture
Posture Policies - CRA Posture

Surrrary Policy Posture Plugins Rules
Palicy:

Eolicy Name: CRA& Posturs
Description: posture policy for CRA
Fosture Agent: web Sgent

Haost Operating System: WINDOWS
Restrict by Reles:

Posture Plugins:
The list of selected plugins:

Plugin Name Plugin Configuration Status
i. | ClearPass Windows Universzal System Health Walidater [ vew | Canfigured
Rules:
Rules Ewvaluation Algorithm: First applicable
Conditions Posture Token
Passes all SHY checks - . iy
‘| ClearPass Windows Universal System Health Walidatar HEALIRY
Fzils ane ar more SHY checks -
| ClearPass Windows Universzal System Health Validater DUARANEINE

Figure 54 Posture Policies — CRA Posture window — Summary Tab

Canfiguration » Posture » Posture Policies » Edit - CRA Posturs

Posture Paolicies - CRA Posture

Summary Posture Plugins Rules

Bolicy Name: |CRA Posturs
Dlescription: posture policy far CRA
e
Posture Agent: MAP Agent ® OnGuard Agent (Persistent or Dissolvable]

Host Operating System: ® Windows © Linux'© Mac OS5 X
Restrict by Reles:

Select or type rale names

=]
|
[ =

Figure 55 Posture Policies — CRA Posture window — Policy Tab
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Configuration » Posture » Posture Policies » Edit - CRA& Posture
Posture Policies - CRA Posture

Summary Policy Posture Plugins Rules
Select an=/mors plugins:
Plugin Name Plugin Configuration Status
o | Clezrpass -';lf_ii'ldm\'s Universal System Health Validator m m o “ ~ e E;)-H-F-ig.ui'ed
-|Windows System Health Walidater [conngurs | [ wiew_ ] i
.|Windo\.\'s Security Health Validator [ cConngure | [ wew -

Figure 56 Posture Policies — CRA Posture — Posture Plugins Tab

Select configure on the Plugin Configuration to open the settings for the OnGuard client. Figure 57 and
Figure 58 show that the same heath check can apply many options for heath and posture.

ClesarPads Windaws Wriiversl Sysbén Health Validabor -]

i
b “Enable checks for Windows 7 |i
Services
Ll Remediation checks #Auta Remediation #User Notification
. - Awailable Services
Windows 7 £ | Services to run
[ nsert | F |
{FServices | Application Layer Gatewsy Service . &
{iProcesses | | Application Management ]
{3 Registry Keys | Block Level Backup Engin= Sarvice
3 AntiVirus | Bluetooth Support Servics -
Crfificate - L
{3 AntiSpyware :_m Lfl[__ P.Tpﬂ’ql[.m_ Services to stop
o E b | Cryptegraphic SBervices - r
MFirewa | Distributed Link Tracking Client *
i3PeerTo Paer | Extensible Authentication Protocol s
i3 Patch Manageme| | Heslth Key and Certificate Mansgem e
£3Windows Hotfixes[ || | Intemat Connection Sharing =
{3} USE Devices ' licy Agent L ™ i -
GVirtual Machines | | Delete B o
{3 Metwork Connect ™
d | | »
Windows Server 2008 g
Windows 8 o
Cjuarantine Message 4
[Reset (s [~ coree |
Figure 57 ClearPath Windows Universal System Health Validator window
Configuration » Posture » Posture Folicies » Edit - CRA Posture
Posture Policies - CRA Posture
Summary Policy Posture Plugins m
Rules Evaluatien Algerithm: First applicable
Conditions Posture Token
Passes all SHW checks -
i ClearPass Windows Universal System Health Validator ELEALKEY
Fails ene or more SHY checks -
= ClearPass Windows Universal System Health Validator QUARANTINE
[ moveup |[ MoveDown | [ EdtRuls | [ Removs Ruls |

Figure 58 Posture Policies — CRA Posture window — Roles Tab
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2.4.3  OnGuard Agent Settings

The settings for the OnGuard agent are located within the Administration area of the Policy Manager. The
OnGuard Agent also has options for a VPN client, which allows for wired or wireless use. Figure 59 shows an
example of wireless without the VPN client.

Administration » Agents and Software Updates » OnGuard Settings -

OnGuard Settings - [ Global Agent Settings
e Policy Manager Zones
AgentWersion: 5.2.5.61488

Agent Installers
Agent Installers updated at Mar 11, 2014 14:24:44 COT
Installer Mode: | Do not installienable Aruba VIA compone ¥

Agent will be used only to authenticate / perform health checks for client machines, This setting will notinstall the &ruba WVIa
cempenent. If already installed, then the WIA component will be disabled on the client machine,
Mote - This WILL remove any existing/installed Aruba VIA client

;'#_." Windows http://10.1.100.128 agent/installer/windows/ClearPassOnGuardInstall el Install - EXE) 16MBE

http://10.1.100.128 agent/installer/windows/ClearPassOnGuardInstall i@ill Install - MSI) 17MB

8' Mac OS5 X hetp://10.1.100.128/agent/installer/mac/ClearPassOnGuardInstall.dma [F|| 1n=tall) SMEBE

r Agent Customization

Mznaged Interfaces: I Wired ¥ Wireless [ WPN U Other

Mode: Check heslth - no suthentication T

Cliznt Certificate Check: | Enable to use a certificate from User keystore during authentication
Agent action when an update is available: _.I-;r.{.:ura o ) A

Extarnal Captive Portal Support

Enter the URL of 2 web page that can be accessed only after 2 successful authentication [e.g., heeps/fwww.dell.com). A netwerk device that is configured for
captive portal-based authentication redirects requests to this URL to an authentication page.
URL: )

| Save || Cancel

Figure 59 OnGuard Settings window — Agent Installers section
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Introduction

This document serves as an addendum to the Dell Networking Campus Switching and Mobility reference
Architecture 2.0 and 3.0. It contains configuration examples and screenshots of the W-Instant interface. IT
managers can use this document to understand the configuration of the features described in the main

reference architecture.

Note: This document is not a deployment guide. Instead, it provides a high-level overview to the
configuration methodology. For assistance with W-Instant, please see the User Guides located within the

product support pages on the Dell Support website.

DEALEMC
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2.1

211

W-Instant Configuration Examples

W-Series Instant Access Point Networks

Administrators typically configure the W-Instant APs using the web GUI. Therefore, this document shows
screenshots of the web GUI when describing the main features. The main document also includes a running
configuration in a text file format that contains the full configuration.

W-IAP System Configuration

The following figures show web GUI configuration of the Instant Virtual Controller. The example shows a
basic setup using default settings whenever possible. The example shows all static IP addresses, but W-IAP
System configuration supports DHCP servers.

Note: Although the example uses static addresses to show configuration details, typical deployments obtain
automatic address assignments for the W-IAPs and the Virtual Controller using DHCP.

Figure 1 shows the overall administrative GUI:

) Instant | + |

€& | @ htps:)172.25,173,142:4343) #home c ‘ |E|
5 1)

- Google ):'| B- 3 #

RF Security Maintenance | More~ | Help Logout

o -~ o~ . m—n Powered by
ML VIRTUAL CONTROLLER | PowerConnect W-Seri aruba Networks | LNstant-C6:2E:94
&% 2 Networks W) 1 Access Point El 0 Clients
Mame Clisnts Narne Clignts Narne IP Address Network Access Paoint
CRA_IAP_Employee 0 18:64: 7200128194 0
CRA_IAP_Guest i
CRA_Instant a
Mew
= Instant-C6:2E:94 Maonitoring IDS  Configuration  AirGroup
Infa RF Dashboard Usage Trends
Hame: Instant-C#:28: Signal Speed Utilization  Naoise Errars Clients
Country code: us -
Virtual Controller IP: 17225173142 All clients | L All access points = = =
Airwave Server: 10.1.57.100

Airmave Backup Server: --
Airwave Prov Backup:

Band: All
Master: 172.25.173.142 ol [ [
OpenDNE status: Mot connected 71:15 21:20 2125
YPM status: Up
MAS integration: Disabled Throughput (bps)
Uplink type: Ethernet in
Uplink status: Up
Auto save: Enabled

a

10

z1:15 z1:z0 21:25

—out —In
English v Status: Connected Pauze

Figure 1 Administrative GUI

Figure 2 shows the System Settings. Most of the configuration windows include an option to Show advanced
options, as at the bottom of the figure.
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2.1.2

General | Admin

Marne: |Instant—C6:2E:94

System location: |

Wirtual Controller IP: |1?2.25.1?3.142

Dynamic RADIUS proxy: | Enabled j
MAS integration: | Disabled j
MTP server: [172.25.10.20

Timezone: | Central-Time UTC-06 j

Daylight Saving Time: [

Preferred band: | all j

Show advanced options Ok Cancel

Figure 2  System Settings

Figure 3 shows the settings specific to the W-IAP (W-Series Instant Access Point) itself. The network in this
example includes only a single W-IAP. When the network includes only a single W-IAP, the virtual controller
also resides on the W-IAP. In networks with multiple IAPs, the virtual controller resides on the Master IAP,
election of which occurs automatically. Any W-IAP added to the same subnet as this W-IAP automatically
joins the W-Instant network and receives the pushed-out configuration.

General | Radio | Uplink

Marne: [18:64:72: 06120104

Preferred master: |Di5‘3b|3d ;I
IP address for Access Point:

" Get IP address from DHCP server

& Specify statically

IF address: ’m
Metrnask: W
Default gateway: 'm
DNS server: W
Domain name: ,7

0K Cancel

Figure 3  Access Point Settings

VPN Configuration
Figure 4 shows the VPN Configuration window. The window’s public-facing IP address translates to the W-
Series controller within the corporate network at the main site. In this example, a Dell SonicWall firewall
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translates the public IP address shown above to the controller address. See the Campus Firewall section of
the main document for details on NAT policy configuration.

Tunn

eling

Controller
Controller
Protocol: aruba IPSec -
Primary host: [172.25.172.81

Secs between test packets: |5

|
Backup host: | |
|
|

Max allowed test packet |2
loss:

Mext Cancel

Figure 4 VPN Configuration

Figure 5 shows the Routing tab on the VPN configuration window. Administrators configure the networks that
are allowed to be reached within the corporate network from this tab. This example allows routing of all
internal corporate networks through the VPN tunnel. The destination’s split IP address accommodates the
Master and Standby controller IP address. These routes must point to a physical address, not a virtual router
redundancy protocol (VRRP) IP address.

Routing Table

Routes (2}

Destination Metrmask Gateway
i0.0.0.0 255.0.0.0 10.1.100.11
i0.0.0.0 255.0.0.0 10.1.100.12
Mew

Back Finish Cancel

Figure 5 VPN Configuration — Routing Tab

2.1.3 Supplementary Feature Configurations
Authentication Servers
The example in Figure 6 uses the W-ClearPass Server to enable the same Guest and Bring Your Own Device
(BYOD) features deployed at the corporate site.
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Authentication Servers | Users for Internal Server | Roles

Blacklisting = Firewall Settings

Edit

Mame: clearpasscra
IP address:
Auth port: 812

Accounting port:
Shared key:
Retype key:
Timeout:

Retry count:
RFC 3576: Enabled
Air Group Co#A port:

MAS IP address: {optional)
MAS identifier: {optional)
Dead time: min.

CRP IP:

DRP Mask:

DRP WLAN:

L
L
L
L
L
L

DRP Gateway:

Ok | Cancel

Figure 6  Authentication Servers

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-Instant Addendum

DEALLEMC







External Captive Portals

Figure 7 shows External Captive Portals used for the Guest and BYOD web portals in W-ClearPass.
Administrators configure the URL field with the portal URL defined in W-ClearPass. This example uses two
portals. See the attached W-Instant configuration file for details on both portals.

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Walled Garden | External Captive Portal

default

Type:

IP or hostname:
LIRL:

Port:

Use https:

Captive Portal failure:

Automatic URL Whitelisting:

Redirect URL:

| Radius Authenticationﬂ

[10.1.100.128

|/guest/InP_seIf_reg_gue

443

| Enabled |
[Deny internet =]
| Disabled |

)8 Caricel

Figure 7  External Captive Portals
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DHCP Servers
W-IAP Networks can administer and provide their own IP addresses for clients. Figure 8 shows the use of

local DHCP scopes with separate VLANs for Guest and Employee networks.

Distributed DHCP Scopes

Distributed DHCF Scopes (0)
Marme Type WLAN

Tew

Centralized DHCP Scopes

Branch Subnet

Centralized DHCP Scopes (0)
Marme VLAN

MHew

Local DHCP Scopes

Local DHCP Scopes (2)

Mame Type VLAN
TAPWPN Laocal 15
IAPGuUest Local 16
MHew

Figure 8  DHCP Servers

Metwark
192.1658.1001

192,165,101

ok
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2.1.4  W-IAP Employee Networks

W-Instant networks can be one of three distinct types: Employee, Guest, or Voice. This section describes the
setup of an Employee WLAN with support for the BYOD Onboard Application in W-ClearPass.

Figure 9 shows the selection of the Employee network type with all other default settings left as default under
the advance options link.

WLAN Settings

MNarne & Usage

Mame (SSID): CRA_IAP_Employee
Primary usage: & Employee
" Voice
 Guest
Show advanced options ket Cancel

Figure 9  WLAN Settings - Employee
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Administrators configure a local IP assignment, keeping it to a specific VLAN, as shown in Figure 10. The
configuration specifies the static and VLAN ID selections so they can use the DHCP scopes previously setup.

Client IP & VLAN Assignment

Client IP assignment:  Wirtual Controller assigned

% Metwark assigned

Client WLAM assignment:  Default
% Static
" Dynamic

WLAN ID:

Back Mext Cancel

Figure 10 VLAN Assignment - Employee
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Administrators setup employee access to be the same authentication type as the controller-based
deployment. Figure 11 shows the WPA-2 Enterprise and the Authentication server configurations:

Security Level

Mare
Secure

L' Enterprise
Personal

Jpen

Less
Secure

Figure 11

Key management:

&02.11r roaming:

Termination:

Authentication server 1

Authentication server 2:

Reauth interval:

authentication survivability:

MAC suthentication:

Accounting:

Blacklisting:

Security - Employee

-2 Enterprise - pportunistic Key Caching
WPA-2 Ent ¥ Gpportunistic Key Caching(OKC)

[ Disabled =
[ Disabled =
[clearpassera x| Edi
[-- select Server -- |
[ Disabled |

[~ Perform MAC authentication before 802.1%
[T M&C authentication fail-thru

[ Disabled =
[ Disabled =

Back M ext Cancel

13
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Figure 12 shows the access rules required for initial logon. To direct users with non-provisioned devices to the
W-ClearPass Onboard provisioning portal requires a captive portal enforcement.

Access Rules

Mare
Contral Raoles Access Rules for CRA_IAP_Emploves
CRA_IAP_Employee ;I = Enforce captive portal ﬂ
L CRA_IAP_Guest —1 | ® allow https on server 10.1,100,128
- Role-based guestIaP_logon ~| | ® allow http on server 10,1,100.128 -
MHew Mew
- Metwaork-based
- Unrestricted Role Assignment Rules
Assign role returned as value of Aruba-User-Role

Default role; CRA_IAP_Employee

Less
Control

Pl e

[T Enforce Machine Authentication

Back Firizh Cancel

Figure 12 Access - Employee

Figure 13 shows a key Role Assignment Rule. This Rule allows W-ClearPass to change the user role from
the initial default role to a new role assigned by W-ClearPass.

Role Assignment Rules

Assign role returned as value of Aruba-User-Role

Default role: CRA_IAP_Emploves

Edit Role Assignrment Rule
Attribute: Operator:
.ﬁ.rul:ua-Llser-RlI | Is the role ;I

k. Cancel

Figure 13 Role Assignment Rule
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Figure 14 shows the access rules, which limit traffic to W-ClearPass and the internet locations where users
can download the Onboard application.

authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | walled Garden | External Captive Portal

Roles Access Rules for CRA_IAFP_Employee
default_wired_port_profile = Enforce captive portal

wired-instant ® allow https on server 10,1,100.128
CRA_Instant ® allow http on server 10,1,100.128
CRA_IAP_Employee ® Allow https to network 173.194,0.0/255,255.0.0
CRA_IAP_Guest ® allow https to network 74.125.0.0/255,255.0.0
gquestIAP_logon ® sllow https to network 209.65.0.0/255,255.0.0
emplovee_role ® Deny any to all destinations
CRA_IAP_Emplyee-auth

Wew Mew

Figure 14 Access Rules

15 Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-Instant Addendum DELLEMC







2.1.5 W-IAP Guest Networks

Guest Networks follow the same configuration methodology as Employee Networks with changes to support
Guest-specific Security and Access Rules.

Figure 15 shows choosing the Guest network type. Keep all advanced options as their default values:

WLAN Settings

Mame & Usage

Marme (SSID): CRA_IAP_Guest
Primary usage: " Employee
" Voice
% Guest
Show advanced options Mext Cancel

Figure 15 WLAN — Guest Network
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Figure 16 shows using the other DHCP scope with a different VLAN for the Guest network:

Client IP & VLAN Assignment

Client IP assignment: " Virtual Controller assigned

& Network assigned

Client WLAN assignment: & Default
% Static
" Dynamic

YLAN ID:

Back. P et Cancel

Figure 16 VLAN — Guest Network
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Figure 17 shows choosing External as the splash page type because W-ClearPass is the external captive
portal. The figure also shows configuring the W-ClearPass server located at the main corporate site using the
same Authentication server setting.

Security Level

Splash page type: | External ;I
Captive portal profile: |default ;I Edit
WISPr: |Disab|ed ;I

MaC suthentication: |Disab|ed LI

Auth server 1: | clearpasscra LI Edit
Auth server 2: | -- Select Server -- ;I
Reauth interval: EI

Acocounting: |Enab|ed LI
Accounting mode; |Authentication ;I
Accounting interval: rhin.

Blacklisting: |Disab|ed ;I
walled garden: Blacklist: 0 Whitelist: 2

Disable if uplink type is: M 3G/ [ wifi [ Ethernet

Encryption: |Disab|ed LI

Back NES Cancel

Figure 17  Security — Guest Network
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Figure 18 shows modification of the default captive portal setting to configure the proper URL and IP
hostname. This example modifies and saves the default.

default

Type: | Radius F\uthenticatinnﬂ
IP or hostname: |1U,1.1DD.128

URL: |,"guesth.0.P_self_reg_gue
Port: l43

Use https: |Enab|ed j
Captive Portal failure: | Deny internet j
Automatic URL Whitelisting: | Disabled j
Redirect URL: |

OF. = Cancel

Figure 18 Default Captive Portal Setting
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2.2

2.2.1

20

The access rules are setup different for a Guest network than for an Employee (Figure 19). The captive portal
setting is built in to the Security Tab, so it is not needed here. There is also an option for a pre-authentication
role, which is shown below. This logon role only allows traffic to the W-ClearPass server.

Access Rules

Mare

Contral Roles Access Rules for guestIAP_logon
guestIAP_logon ;I ® allow http on server 10,1.100.128
employee_rale ® Allow kttps on server 10.1.100.128

) - Role-based CRA_IAP_Emplyee-auth -
MHew e
- Metwork-based
- Unrestricted Role Assignment Rules
Default role: CRA_IAP_Guest
Less

Control

¥ &ssign pre-authentication role: |guestIAP_I0g0n ;l

Back Finish Caticel

Figure 19 Access — Guest Network

That completes the configuration for the W-Instant AP network. The W-ClearPass appliance includes all other
settings to make the authentication and captive portals function. See the W-ClearPass section for more
information.

W-Series Remote Access Points

Teleworkers receive W-IAPs for deployment of Remote APs as W-Instant devices. The teleworker must
power up and login into the W-Instant GUI to convert the W-IAP to a Remote AP.

Converting a W-IAP to a Remote AP

Users connect to the provisioning SSID Instant after following the instructions to power-up the W-IAP. Then,
users open a browser to access the web GUI.
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At this point, the user typically receives a set of specific instructions from their IT department that provides the
details of a simple three-step process.

1. Navigate to the Maintenance link at the top right hand corner of the GUI.
2. Select the Convert Tab in the pop-up window.

3. Enter the IP address of the W-Series Controller and select Convert Now.

About  Configuration  Certificates  Firmware  Reboot | Convert

Convert one or mare Access Paints to!
|Remote &4Ps rmanaged by a Mability Contraoller ;I

Hostname or IP Address of Mobility Controller:

After conwersion, all Access Points will be managed by the Controller specified above.

Figure 20 Converting a W-IAP to a Remote AP

Once the Remote AP completes the conversion process and reboots, it starts broadcasting the SSIDs from its
provisioned AP group. All corporate traffic routes through the IPsec tunnel back to the W-Series controller at
the main site.

All W-1APs can be converted to Remote APs. This campus reference shows the W-IAP155/P because of its
desktop form-factor.

Note: For the W-IAP to terminate and convert to a Remote AP, administrators must configure the W-Series
controller to allow the W-IAP to terminate. Refer to the main document for a discussion of this configuration
of the controller.

Dell Networking Campus Switching and Mobility Reference Architecture 3.0 | Dell Networking W-Instant Addendum DEALLEMC







			1 Introduction


			2 W-Instant Configuration Examples


			2.1 W-Series Instant Access Point Networks


			2.1.1 W-IAP System Configuration


			2.1.2 VPN Configuration


			2.1.3 Supplementary Feature Configurations


			2.1.4 W-IAP Employee Networks


			2.1.5 W-IAP Guest Networks





			2.2 W-Series Remote Access Points


			2.2.1 Converting a W-IAP to a Remote AP













version 6.3
enable secret "c4056a980195b4d85ac77eca69e9a3cacdecd027679924de61"
enable bypass
hostname "CRAController"
clock timezone CST -6
location "Building1.floor1" 
controller config 1
ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0
ip access-list eth validuserethacl
  permit any 
!
netservice svc-ipp-tcp tcp 631
netservice svc-dhcp udp 67 68 alg dhcp
netservice svc-citrix tcp 2598
netservice svc-pcoip-udp udp 50002
netservice svc-netbios-ssn tcp 139
netservice svc-tftp udp 69 alg tftp
netservice svc-papi udp 8211
netservice web tcp list "80 443"
netservice svc-ica tcp 1494
netservice svc-natt udp 4500
netservice svc-lpd tcp 515
netservice svc-microsoft-ds tcp 445
netservice svc-syslog udp 514
netservice svc-msrpc-tcp tcp 135 139
netservice svc-msrpc-udp udp 135 139
netservice svc-smtp tcp 25
netservice svc-http-proxy2 tcp 8080
netservice svc-cfgm-tcp tcp 8211
netservice vnc tcp 5900 5905
netservice svc-h323-udp udp 1718 1719
netservice svc-sccp tcp 2000 alg sccp
netservice svc-bootp udp 67 69
netservice svc-telnet tcp 23
netservice svc-http tcp 80
netservice svc-vmware-rdp tcp 3389
netservice svc-ipp-udp udp 631
netservice svc-noe-oxo udp 5000 alg noe
netservice svc-vocera udp 5002 alg vocera
netservice svc-esp 50
netservice svc-http-proxy1 tcp 3128
netservice svc-sec-papi udp 8209
netservice svc-l2tp udp 1701
netservice svc-rtsp tcp 554 alg rtsp
netservice svc-gre 47
netservice svc-sip-tcp tcp 5060
netservice svc-pptp tcp 1723
netservice svc-snmp udp 161
netservice svc-svp 119 alg svp
netservice svc-icmp 1
netservice svc-smb-tcp tcp 445
netservice svc-pcoip2-tcp tcp 4172
netservice svc-v6-icmp 58
netservice svc-ssh tcp 22
netservice svc-h323-tcp tcp 1720
netservice svc-ntp udp 123
netservice svc-pop3 tcp 110
netservice svc-netbios-ns udp 137
netservice svc-adp udp 8200
netservice svc-v6-dhcp udp 546
netservice svc-dns udp 53 alg dns
netservice svc-netbios-dgm udp 138
netservice svc-http-proxy3 tcp 8888
netservice svc-sip-udp udp 5060
netservice svc-kerberos udp 88
netservice svc-sips tcp 5061 alg sips
netservice svc-pcoip2-udp udp 4172
netservice svc-pcoip-tcp tcp 50002
netservice svc-noe udp 32512 alg noe
netservice svc-nterm tcp 1026 1028
netservice svc-ike udp 500
netservice svc-snmp-trap udp 162
netservice svc-smb-udp udp 445
netservice svc-ftp tcp 21 alg ftp
netservice svc-https tcp 443
netdestination CRA_Employee-allow-google-play
!
netdestination CRA_Employee-allow-external-captive-portal
!
netexthdr default
!
time-range working-hours periodic
 weekday 08:00 to  18:00
!
time-range night-hours periodic
 weekday 18:01 to  23:59
 weekday 00:00 to  07:59
!
time-range weekend periodic
 weekend 00:00 to  23:59
!
ip access-list session lync-acl
  any any svc-sips  permit queue high 
!
ip access-list session svp-acl
  any any svc-svp  permit queue high 
  user host 224.0.1.116 any  permit 
!
ip access-list session logon-control
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
  any network 169.254.0.0 255.255.0.0 any  deny 
  any network 240.0.0.0 240.0.0.0 any  deny 
  user any udp 68  deny 
!
ip access-list session CP6-web-ACL
  any any svc-icmp  permit 
  any any svc-dns  permit 
  user host 10.1.100.128 svc-https  permit 
  user host 10.1.100.128 svc-http  permit 
!
ip access-list session ap-uplink-acl
  any any udp 68  permit 
  any any svc-icmp  permit 
  any host 224.0.0.251 udp 5353  permit 
!
ip access-list session v6-http-acl
  ipv6  any any svc-http  permit 
!
ip access-list session v6-logon-control
  ipv6  user any udp 68  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-v6-dhcp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any network fc00::/7 any  permit 
  ipv6  any network fe80::/64 any  permit 
!
ip access-list session http-acl
  any any svc-http  permit 
!
ip access-list session icmp-acl
  any any svc-icmp  permit 
!
ip access-list session vocera-acl
  any any svc-vocera  permit queue high 
!
ip access-list session vmware-acl
  any any svc-vmware-rdp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-udp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-udp  permit tos 46 dot1p-priority 6 
!
ip access-list session citrix-acl
  any any svc-citrix  permit tos 46 dot1p-priority 6 
  any any svc-ica  permit tos 46 dot1p-priority 6 
!
ip access-list session tftp-acl
  any any svc-tftp  permit 
!
ip access-list session sip-acl
  any any svc-sip-udp  permit queue high 
  any any svc-sip-tcp  permit queue high 
!
ip access-list session ra-guard
  ipv6  user any icmpv6 rtr-adv  deny 
!
ip access-list session srcnat
  user any any  src-nat 
!
ip access-list session v6-dhcp-acl
  ipv6  any any svc-v6-dhcp  permit 
!
ip access-list session cplogout
  user   alias controller svc-https  dst-nat 8081 
!
ip access-list session vpnlogon
  user any svc-ike  permit 
  user any svc-esp  permit 
  any any svc-l2tp  permit 
  any any svc-pptp  permit 
  any any svc-gre  permit 
!
ip access-list session v6-control
  ipv6  user any udp 547  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any any svc-papi  permit 
  ipv6  any any svc-sec-papi  permit 
  ipv6  any any svc-cfgm-tcp  permit 
  ipv6  any any svc-adp  permit 
  ipv6  any any svc-tftp  permit 
  ipv6  any any svc-dhcp  permit 
  ipv6  any any svc-natt  permit 
!
ip access-list session allow-diskservices
  any any svc-netbios-dgm  permit 
  any any svc-netbios-ssn  permit 
  any any svc-microsoft-ds  permit 
  any any svc-netbios-ns  permit 
!
ip access-list session CRA_Employee-captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
!
ip access-list session v6-ap-acl
  ipv6  any any svc-gre  permit 
  ipv6  any any svc-syslog  permit 
  ipv6  any user svc-snmp  permit 
  ipv6  user any svc-snmp-trap  permit 
  ipv6  user any svc-ntp  permit 
  ipv6  user any svc-ftp  permit 
!
ip access-list session v6-allowall
  ipv6  any any any  permit 
!
ip access-list session v6-icmp-acl
  ipv6  any any svc-v6-icmp  permit 
!
ip access-list session validuser
  network 127.0.0.0 255.0.0.0 any any  deny 
  network 169.254.0.0 255.255.0.0 any any  deny 
  network 224.0.0.0 240.0.0.0 any any  deny 
  host 255.255.255.255 any any  deny 
  network 240.0.0.0 240.0.0.0 any any  deny 
  any any any  permit 
  ipv6 host fe80:: any any  deny 
  ipv6 network fc00::/7 any any  permit 
  ipv6 network fe80::/64 any any  permit 
  ipv6  any any any  permit 
!
ip access-list session v6-dns-acl
  ipv6  any any svc-dns  permit 
!
ip access-list session captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
  any any svc-icmp  permit 
  any any svc-dns  permit 
!
ip access-list session v6-https-acl
  ipv6  any any svc-https  permit 
!
ip access-list session dhcp-acl
  any any svc-dhcp  permit 
!
ip access-list session h323-acl
  any any svc-h323-tcp  permit queue high 
  any any svc-h323-udp  permit queue high 
!
ip access-list session allowall
  any any any  permit 
  ipv6  any any any  permit 
!
ip access-list session allow-printservices
  any any svc-lpd  permit 
  any any svc-ipp-tcp  permit 
  any any svc-ipp-udp  permit 
!
ip access-list session CRA_Employee-auth
  any any any  permit 
!
ip access-list session iaprole
  any host 10.1.100.128 any  src-nat 
  any any any  permit 
!
ip access-list session https-acl
  any any svc-https  permit 
!
ip access-list session skinny-acl
  any any svc-sccp  permit queue high 
!
ip access-list session ap-acl
  any any svc-gre  permit 
  any any svc-syslog  permit 
  any user svc-snmp  permit 
  user any svc-snmp-trap  permit 
  user any svc-ntp  permit 
  user any svc-ftp  permit 
!
ip access-list session CRA_Employee-allow-external-captive-portal
  user host 10.1.100.128 svc-http  permit 
  user host 10.1.100.128 svc-https  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-http  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-https  permit 
!
ip access-list session CRA_Employee-allow-google-play
  user   alias CRA_Employee-allow-google-play svc-http  permit 
  user   alias CRA_Employee-allow-google-play svc-https  permit 
!
ip access-list session captiveportal6
  ipv6  user   alias controller6 svc-https  captive 
  ipv6  user any svc-http  captive 
  ipv6  user any svc-https  captive 
  ipv6  user any svc-http-proxy1  captive 
  ipv6  user any svc-http-proxy2  captive 
  ipv6  user any svc-http-proxy3  captive 
!
ip access-list session control
  user any udp 68  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-papi  permit 
  any any svc-sec-papi  permit 
  any any svc-cfgm-tcp  permit 
  any any svc-adp  permit 
  user any svc-ftp  permit 
  any any svc-tftp  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session CRA_Employee-logon-control
  user any udp 68  deny 
  ipv6  user any icmpv6 rtr-adv  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session dns-acl
  any any svc-dns  permit 
!
ip access-list session noe-acl
  any any svc-noe  permit queue high 
!
vpn-dialer default-dialer
  ike authentication PRE-SHARE 1d7ff88eb3ab0ca4101f54e9ec5e3ba5c1eced2ceb915f83
!
dot1x high-watermark 280
dot1x low-watermark 266
user-role default-via-role
 access-list session allowall
!
user-role ap-role
 access-list session ra-guard
 access-list session control
 access-list session ap-acl
!
user-role stateful-dot1x
!
user-role CPG_Login
 captive-portal "ClearPass_Portal"
 access-list session ra-guard
 access-list session CP6-web-ACL
 access-list session logon-control
 access-list session captiveportal
!
user-role guest-logon
 captive-portal "default"
!
user-role voice
 access-list session ra-guard
 access-list session sip-acl
 access-list session noe-acl
 access-list session svp-acl
 access-list session vocera-acl
 access-list session skinny-acl
 access-list session h323-acl
 access-list session dhcp-acl
 access-list session tftp-acl
 access-list session dns-acl
 access-list session icmp-acl
!
user-role default-vpn-role
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role logon
!
user-role CRA_Employee-logon
 vlan 100
 captive-portal "CRA_Employee"
 access-list session ra-guard
 access-list session CRA_Employee-logon-control
 access-list session CRA_Employee-allow-external-captive-portal
 access-list session CRA_Employee-allow-google-play
 access-list session CRA_Employee-captiveportal
!
user-role authenticated
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role iaprole
 pool l2tp rappool
 access-list session iaprole
!
user-role denyall
!
user-role guest
!
!

controller-ip vlan 100
interface mgmt
	shutdown
!

dialer group evdo_us
  init-string ATQ0V1E0
  dial-string ATDT#777
!

dialer group gsm_us
  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"
  dial-string ATD*99#
!

dialer group gsm_asia
  init-string AT+CGDCONT=1,"IP","internet"
  dial-string ATD*99***1#
!

dialer group vivo_br
  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"
  dial-string ATD*99#
!



vlan 5 
vlan 6 
vlan 7 
vlan 57 
vlan 100 
vlan 173 

no spanning-tree

interface gigabitethernet 0/0/0
	description "GE0/0/0"
	trusted
	trusted vlan 1-4094
	switchport access vlan 100
!

interface gigabitethernet 0/0/1
	description "GE0/0/1"
	trusted
	trusted vlan 1-4094
	switchport access vlan 173
!

interface gigabitethernet 0/0/2
	description "GE0/0/2"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 2 mode active
!

interface gigabitethernet 0/0/3
	description "GE0/0/3"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 2 mode active
!

interface gigabitethernet 0/0/4
	description "GE0/0/4"
	trusted
	trusted vlan 1-4094
!

interface gigabitethernet 0/0/5
	description "GE0/0/5"
	trusted
	trusted vlan 1-4094
!

interface port-channel 2
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport access vlan 99
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1-172,174-4094
!

interface vlan 100
	ip address 10.1.100.11 255.255.255.0
!

interface vlan 1
	ip address 10.1.1.3 255.255.255.0
!

interface vlan 173
	ip address 172.25.173.144 255.255.0.0
	shutdown
!

interface vlan 57
	ip address 10.1.57.4 255.255.255.0
!

interface vlan 5
	ip address 10.1.5.4 255.255.255.0
!

interface vlan 6
	ip address 10.1.6.4 255.255.255.0
!

interface vlan 7
	ip address 10.1.7.4 255.255.255.0
!

master-redundancy
  master-vrrp 99
  peer-ip-address 10.1.100.12 ipsec e416c439a5aece3dd523a81837149046cadbb20aeacf26ce
!
vrrp 99
  priority 120
  authentication password
  ip address 10.1.100.3
  description "Preferred-Master"
  vlan 100
  no shutdown
!
ip default-gateway 10.1.100.50
uplink disable

ap mesh-recovery-profile cluster Recoverynu1plfQa5tqt+Zxk wpa-hexkey c50b68546d9712f66a6a41f37fd97df11773e9938cf1902eda6d42570ab5d12b7c24c8429b584cae3cb8fc835fef0bafada8d7fede8942c10e1da5585cac5a448c32fe5db78e2c92cb1324effc78954b
crypto isakmp policy 20
  encryption aes256
!

crypto ipsec transform-set default-boc-bm-transform esp-3des esp-sha-hmac
crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac
crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac
crypto dynamic-map default-dynamicmap 10000
  set transform-set "default-transform" "default-aes" 
!

crypto isakmp eap-passthrough eap-tls
crypto isakmp eap-passthrough eap-peap
crypto isakmp eap-passthrough eap-mschapv2

ip local pool "rappool" 10.1.100.82 10.1.100.84
vpdn group l2tp
  client configuration dns 172.25.10.1 
!

ip dhcp excluded-address 10.1.100.1 10.1.100.30
ip dhcp excluded-address 10.1.7.1 10.1.7.30
ip dhcp excluded-address 10.1.5.1 10.1.5.30
ip dhcp excluded-address 10.1.6.1 10.1.6.30
ip dhcp excluded-address 10.1.5.40 10.1.5.254
ip dhcp excluded-address 10.1.6.40 10.1.6.254
ip dhcp excluded-address 10.1.7.40 10.1.7.254
ip dhcp excluded-address 10.1.100.40 10.1.100.254
ip dhcp pool Guest
 default-router 10.1.7.77
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.7.0 255.255.255.0
 authoritative
!
ip dhcp pool Eng
 default-router 10.1.5.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.5.0 255.255.255.0
 authoritative
!
ip dhcp pool Finance
 default-router 10.1.6.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.6.0 255.255.255.0
 authoritative
!
ip dhcp pool CRA
 default-router 10.1.100.3
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.100.0 255.255.255.0
 authoritative
!
service dhcp
  

!

syslocation "austin-rr-campus"
syscontact "abc@dell.com"
snmp-server community "test123" 
vpdn group pptp
!

tunneled-node-address 0.0.0.0

adp discovery enable
adp igmp-join enable
adp igmp-vlan 0

voice rtcp-inactivity disable
voice alg-based-cac enable
voice sip-midcall-req-timeout disable
ap ap-blacklist-time 3600
ap flush-r1-on-new-r0 disable
mgmt-server type amp primary-server 10.1.57.100 profile CRAcontroller


mgmt-user admin root 29bfc4f8014868e2cdfacf27a8c321b01d93c024eb587f2e43


ntp server 172.25.10.20  


no database synchronize
ip mobile domain default
!
!
!
airgroup "enable"
!
airgroup location-discovery "enable"
!
!
airgroup active-wireless-discovery "disable"
!
airgroupservice "airplay"
  id "_airplay._tcp"
  id "_raop._tcp"
  id "_appletv-v2._tcp"
  description "AirPlay"
!
airgroupservice "airprint"
  id "_ipp._tcp"
  id "_pdl-datastream._tcp"
  id "_printer._tcp"
  id "_scanner._tcp"
  id "_universal._sub._ipp._tcp"
  id "_universal._sub._ipps._tcp"
  id "_printer._sub._http._tcp"
  id "_http._tcp"
  id "_http-alt._tcp"
  id "_ipp-tls._tcp"
  id "_fax-ipp._tcp"
  id "_riousbprint._tcp"
  id "_cups._sub._ipp._tcp"
  id "_cups._sub._fax-ipp._tcp"
  id "_ica-networking._tcp"
  id "_ptp._tcp"
  id "_canon-bjnp1._tcp"
  id "_ipps._tcp"
  id "_ica-networking2._tcp"
  description "AirPrint"
!
airgroupservice "itunes"
  id "_home-sharing._tcp"
  id "_apple-mobdev._tcp"
  id "_daap._tcp"
  id "_dacp._tcp"
  description "iTunes"
!
airgroupservice "remotemgmt"
  id "_ssh._tcp"
  id "_sftp-ssh._tcp"
  id "_ftp._tcp"
  id "_telnet._tcp"
  id "_rfb._tcp"
  id "_net-assistant._tcp"
  description "Remote management"
!
airgroupservice "sharing"
  id "_odisk._tcp"
  id "_afpovertcp._tcp"
  id "_xgrid._tcp"
  description "Sharing"
!
airgroupservice "chat"
  id "_presence._tcp"
  description "Chat"
!
airgroupservice "allowall"
  description "Remaining-Services"
!
airgroup service "airplay" enable
!
airgroup service "airprint" enable
!
airgroup service "itunes" disable
!
airgroup service "remotemgmt" disable
!
airgroup service "sharing" disable
!
airgroup service "chat" disable
!
airgroup service "allowall" disable
!

ip igmp
!

ipv6 mld
!

no firewall attack-rate cp 1024
ipv6 firewall ext-hdr-parse-len  100

!

!
firewall cp
!
ip domain lookup
!
country US
aaa rfc-3576-server "10.1.100.128"
   key 8829a4f3163d768e44d5c504342e5ec6e6a63e87f5dd49d9
!
aaa authentication mac "CRA_Guest_Mac"
!
aaa authentication mac "default"
!
aaa authentication dot1x "cra-CRA_Employee"
   timer reauth-period 32400
   max-requests 2
   timer wpa-key-period 3000
   timer wpa2-key-delay 100
   timer wpa-groupkey-delay 100
   reauthentication
!
aaa authentication dot1x "default"
!
aaa authentication-server radius "cra-CRA_Employee"
   host "10.1.100.128"
   key 56823fb334c36d5930ad4a179c762346d93708af5beb5643
   nas-identifier "CRAcontroller"
   nas-ip 10.1.100.3
   mac-lowercase
!
aaa server-group "clearpasscra"
 auth-server cra-CRA_Employee
!
aaa server-group "default"
 auth-server Internal
 set role condition role value-of
!
aaa authentication via connection-profile "default"
!
aaa authentication via web-auth "default"
!
aaa authentication via global-config
!
aaa profile "CP_dot1x_profile"
   initial-role "CRA_Employee-logon"
   authentication-dot1x "cra-CRA_Employee"
   dot1x-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "CP_Guest_profile"
   initial-role "CPG_Login"
   authentication-mac "CRA_Guest_Mac"
   mac-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "default"
!
aaa profile "default-open"
   initial-role "authenticated"
!
aaa authentication captive-portal "ClearPass_Portal"
   server-group "clearpasscra"
   login-page "https://clearpasscra.cra.lab/guest/guest_register_login.php"
!
aaa authentication captive-portal "CRA_Employee"
   server-group "clearpasscra"
   redirect-pause 3
   no logout-popup-window
   login-page "https://clearpasscra.cra.lab/guest/device_provisioning.php"
   switchip-in-redirection-url
!
aaa authentication captive-portal "default"
   server-group "clearpasscra"
!
aaa authentication wispr "default"
!
aaa authentication vpn "default"
!
aaa authentication vpn "default-iap"
!
aaa authentication vpn "default-rap"
!
aaa authentication mgmt
!
aaa authentication stateful-ntlm "default"
!
aaa authentication stateful-kerberos "default"
!
aaa authentication stateful-dot1x
!
aaa authentication via auth-profile "default"
!
aaa authentication wired
   profile "default-open"
!
web-server
   web-https-port-443
!
guest-access-email
!
voice logging
!
voice dialplan-profile "default"
!
voice real-time-config
!
voice sip
!
aaa password-policy mgmt
!
control-plane-security
   no cpsec-enable
   auto-cert-prov
!
ids management-profile
!
ids wms-general-profile
!
ids wms-local-system-profile
!
ids ap-rule-matching
!
valid-network-oui-profile
!
upgrade-profile
!
license profile
   centralized-licensing-enable
!
activate-service-whitelist
!
ifmap cppm
!
lcd-menu
!
ap system-profile "default"
!
ap regulatory-domain-profile "default"
   country-code US
   valid-11g-channel 1
   valid-11g-channel 6
   valid-11g-channel 11
   valid-11a-channel 36
   valid-11a-channel 40
   valid-11a-channel 44
   valid-11a-channel 48
   valid-11a-channel 149
   valid-11a-channel 153
   valid-11a-channel 157
   valid-11a-channel 161
   valid-11a-channel 165
   valid-11g-40mhz-channel-pair 1-5
   valid-11g-40mhz-channel-pair 7-11
   valid-11a-40mhz-channel-pair 36-40
   valid-11a-40mhz-channel-pair 44-48
   valid-11a-40mhz-channel-pair 149-153
   valid-11a-40mhz-channel-pair 157-161
!
ap wired-ap-profile "default"
!
ap enet-link-profile "default"
!
ap mesh-ht-ssid-profile "default"
!
ap lldp med-network-policy-profile "default"
!
ap mesh-cluster-profile "default"
!
ap lldp profile "default"
!
ap mesh-radio-profile "default"
!
ap wired-port-profile "default"
!
ids general-profile "default"
!
ids rate-thresholds-profile "default"
!
ids signature-profile "default"
!
ids impersonation-profile "default"
!
ids unauthorized-device-profile "default"
!
ids signature-matching-profile "default"
   signature "Deauth-Broadcast"
   signature "Disassoc-Broadcast"
!
ids dos-profile "default"
!
ids profile "default"
!
rf arm-profile "arm-maintain"
   assignment maintain
   no scanning
!
rf arm-profile "arm-scan"
!
rf arm-profile "default"
!
rf optimization-profile "default"
!
rf event-thresholds-profile "default"
!
rf am-scan-profile "default"
!
rf dot11a-radio-profile "default"
!
rf dot11a-radio-profile "rp-maintain-a"
   arm-profile "arm-maintain"
!
rf dot11a-radio-profile "rp-monitor-a"
   mode am-mode
!
rf dot11a-radio-profile "rp-scan-a"
   arm-profile "arm-scan"
!
rf dot11g-radio-profile "default"
!
rf dot11g-radio-profile "rp-maintain-g"
   arm-profile "arm-maintain"
!
rf dot11g-radio-profile "rp-monitor-g"
   mode am-mode
!
rf dot11g-radio-profile "rp-scan-g"
   arm-profile "arm-scan"
!
wlan handover-trigger-profile "default"
!
wlan rrm-ie-profile "default"
!
wlan bcn-rpt-req-profile "default"
!
wlan dot11r-profile "default"
!
wlan tsm-req-profile "default"
!
wlan voip-cac-profile "default"
!
wlan ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ht-ssid-profile "default"
!
wlan hotspot anqp-venue-name-profile "default"
!
wlan hotspot anqp-nwk-auth-profile "default"
!
wlan hotspot anqp-roam-cons-profile "default"
!
wlan hotspot anqp-nai-realm-profile "default"
!
wlan hotspot anqp-3gpp-nwk-profile "default"
!
wlan hotspot h2qp-operator-friendly-name-profile "default"
!
wlan hotspot h2qp-wan-metrics-profile "default"
!
wlan hotspot h2qp-conn-capability-profile "default"
!
wlan hotspot h2qp-op-cl-profile "default"
!
wlan hotspot anqp-ip-addr-avail-profile "default"
!
wlan hotspot anqp-domain-name-profile "default"
!
wlan edca-parameters-profile station "default"
!
wlan edca-parameters-profile ap "default"
!
wlan dot11k-profile "default"
!
wlan ssid-profile "CRA_Employee"
   essid "CRA_Employee"
   opmode wpa2-aes
!
wlan ssid-profile "CRA_Employee-ssid_prof"
   essid "CRA_Employee"
   opmode wpa2-aes
   ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ssid-profile "CRA_Guest-ssid_prof"
   essid "CRA_Guest"
   ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ssid-profile "default"
!
wlan hotspot advertisement-profile "default"
!
wlan hotspot hs2-profile "default"
!
wlan virtual-ap "CRA_Employee"
   aaa-profile "CP_dot1x_profile"
   ssid-profile "CRA_Employee"
   vlan 100
!
wlan virtual-ap "CRA_Guest-vap_prof"
   aaa-profile "CP_Guest_profile"
   ssid-profile "CRA_Guest-ssid_prof"
   vlan 7
!
wlan virtual-ap "default"
!
mgmt-server profile "CRAcontroller"
   stats-enable
   tag-enable
   misc-enable
   location-enable
!
ap provisioning-profile "default"
!
rf arm-rf-domain-profile
   arm-rf-domain-key "9a5422c9e32089038c871a1394370f5b"
!
ap spectrum local-override
!
ap-group "CRA_Employee"
   virtual-ap "CRA_Employee"
   virtual-ap "CRA_Guest-vap_prof"
!
ap-group "default"
!
airgroup cppm-server aaa
!
logging level debugging network
logging level debugging security process crypto
logging level debugging security process l2tp
logging level warnings security subcat ids
logging level warnings security subcat ids-ap
logging level debugging ap-debug 00:0b:86:8f:74:fb 

snmp-server enable trap
snmp-server host 10.1.57.100 version 2c test123 udp-port 162

process monitor log
end





version 6.3
enable secret "c14e2ac6010be365592d9b7af6fa315e803a5d9fde0ff8fbf4"
enable bypass
hostname "CRAController Standby"
clock timezone CST -6
location "Building1.floor1" 
controller config 1
ip NAT pool dynamic-srcnat 0.0.0.0 0.0.0.0
ip access-list eth validuserethacl
  permit any 
!
netservice svc-ipp-tcp tcp 631
netservice svc-dhcp udp 67 68 alg dhcp
netservice svc-citrix tcp 2598
netservice svc-pcoip-udp udp 50002
netservice svc-netbios-ssn tcp 139
netservice svc-tftp udp 69 alg tftp
netservice svc-papi udp 8211
netservice web tcp list "80 443"
netservice svc-ica tcp 1494
netservice svc-natt udp 4500
netservice svc-lpd tcp 515
netservice svc-microsoft-ds tcp 445
netservice svc-syslog udp 514
netservice svc-msrpc-tcp tcp 135 139
netservice svc-msrpc-udp udp 135 139
netservice svc-smtp tcp 25
netservice svc-http-proxy2 tcp 8080
netservice svc-cfgm-tcp tcp 8211
netservice vnc tcp 5900 5905
netservice svc-h323-udp udp 1718 1719
netservice svc-sccp tcp 2000 alg sccp
netservice svc-bootp udp 67 69
netservice svc-telnet tcp 23
netservice svc-http tcp 80
netservice svc-vmware-rdp tcp 3389
netservice svc-ipp-udp udp 631
netservice svc-noe-oxo udp 5000 alg noe
netservice svc-vocera udp 5002 alg vocera
netservice svc-esp 50
netservice svc-http-proxy1 tcp 3128
netservice svc-sec-papi udp 8209
netservice svc-l2tp udp 1701
netservice svc-rtsp tcp 554 alg rtsp
netservice svc-gre 47
netservice svc-sip-tcp tcp 5060
netservice svc-pptp tcp 1723
netservice svc-snmp udp 161
netservice svc-svp 119 alg svp
netservice svc-icmp 1
netservice svc-smb-tcp tcp 445
netservice svc-pcoip2-tcp tcp 4172
netservice svc-v6-icmp 58
netservice svc-ssh tcp 22
netservice svc-h323-tcp tcp 1720
netservice svc-ntp udp 123
netservice svc-pop3 tcp 110
netservice svc-netbios-ns udp 137
netservice svc-adp udp 8200
netservice svc-v6-dhcp udp 546
netservice svc-dns udp 53 alg dns
netservice svc-netbios-dgm udp 138
netservice svc-http-proxy3 tcp 8888
netservice svc-sip-udp udp 5060
netservice svc-kerberos udp 88
netservice svc-sips tcp 5061 alg sips
netservice svc-pcoip2-udp udp 4172
netservice svc-pcoip-tcp tcp 50002
netservice svc-noe udp 32512 alg noe
netservice svc-nterm tcp 1026 1028
netservice svc-ike udp 500
netservice svc-snmp-trap udp 162
netservice svc-smb-udp udp 445
netservice svc-ftp tcp 21 alg ftp
netservice svc-https tcp 443
netdestination CRA_Employee-allow-google-play
!
netdestination CRA_Employee-allow-external-captive-portal
!
netexthdr default
!
time-range working-hours periodic
 weekday 08:00 to  18:00
!
time-range night-hours periodic
 weekday 18:01 to  23:59
 weekday 00:00 to  07:59
!
time-range weekend periodic
 weekend 00:00 to  23:59
!
ip access-list session lync-acl
  any any svc-sips  permit queue high 
!
ip access-list session svp-acl
  any any svc-svp  permit queue high 
  user host 224.0.1.116 any  permit 
!
ip access-list session logon-control
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
  any network 169.254.0.0 255.255.0.0 any  deny 
  any network 240.0.0.0 240.0.0.0 any  deny 
  user any udp 68  deny 
!
ip access-list session CP6-web-ACL
  any any svc-icmp  permit 
  any any svc-dns  permit 
  user host 10.1.100.128 svc-https  permit 
  user host 10.1.100.128 svc-http  permit 
!
ip access-list session ap-uplink-acl
  any any udp 68  permit 
  any any svc-icmp  permit 
  any host 224.0.0.251 udp 5353  permit 
!
ip access-list session v6-http-acl
  ipv6  any any svc-http  permit 
!
ip access-list session v6-logon-control
  ipv6  user any udp 68  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-v6-dhcp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any network fc00::/7 any  permit 
  ipv6  any network fe80::/64 any  permit 
!
ip access-list session http-acl
  any any svc-http  permit 
!
ip access-list session icmp-acl
  any any svc-icmp  permit 
!
ip access-list session vocera-acl
  any any svc-vocera  permit queue high 
!
ip access-list session vmware-acl
  any any svc-vmware-rdp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip-udp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-tcp  permit tos 46 dot1p-priority 6 
  any any svc-pcoip2-udp  permit tos 46 dot1p-priority 6 
!
ip access-list session citrix-acl
  any any svc-citrix  permit tos 46 dot1p-priority 6 
  any any svc-ica  permit tos 46 dot1p-priority 6 
!
ip access-list session tftp-acl
  any any svc-tftp  permit 
!
ip access-list session sip-acl
  any any svc-sip-udp  permit queue high 
  any any svc-sip-tcp  permit queue high 
!
ip access-list session ra-guard
  ipv6  user any icmpv6 rtr-adv  deny 
!
ip access-list session srcnat
  user any any  src-nat 
!
ip access-list session v6-dhcp-acl
  ipv6  any any svc-v6-dhcp  permit 
!
ip access-list session cplogout
  user   alias controller svc-https  dst-nat 8081 
!
ip access-list session vpnlogon
  user any svc-ike  permit 
  user any svc-esp  permit 
  any any svc-l2tp  permit 
  any any svc-pptp  permit 
  any any svc-gre  permit 
!
ip access-list session v6-control
  ipv6  user any udp 547  deny 
  ipv6  any any svc-v6-icmp  permit 
  ipv6  any any svc-dns  permit 
  ipv6  any any svc-papi  permit 
  ipv6  any any svc-sec-papi  permit 
  ipv6  any any svc-cfgm-tcp  permit 
  ipv6  any any svc-adp  permit 
  ipv6  any any svc-tftp  permit 
  ipv6  any any svc-dhcp  permit 
  ipv6  any any svc-natt  permit 
!
ip access-list session allow-diskservices
  any any svc-netbios-dgm  permit 
  any any svc-netbios-ssn  permit 
  any any svc-microsoft-ds  permit 
  any any svc-netbios-ns  permit 
!
ip access-list session CRA_Employee-captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
!
ip access-list session v6-ap-acl
  ipv6  any any svc-gre  permit 
  ipv6  any any svc-syslog  permit 
  ipv6  any user svc-snmp  permit 
  ipv6  user any svc-snmp-trap  permit 
  ipv6  user any svc-ntp  permit 
  ipv6  user any svc-ftp  permit 
!
ip access-list session v6-allowall
  ipv6  any any any  permit 
!
ip access-list session v6-icmp-acl
  ipv6  any any svc-v6-icmp  permit 
!
ip access-list session validuser
  network 127.0.0.0 255.0.0.0 any any  deny 
  network 169.254.0.0 255.255.0.0 any any  deny 
  network 224.0.0.0 240.0.0.0 any any  deny 
  host 255.255.255.255 any any  deny 
  network 240.0.0.0 240.0.0.0 any any  deny 
  any any any  permit 
  ipv6 host fe80:: any any  deny 
  ipv6 network fc00::/7 any any  permit 
  ipv6 network fe80::/64 any any  permit 
  ipv6  any any any  permit 
!
ip access-list session v6-dns-acl
  ipv6  any any svc-dns  permit 
!
ip access-list session captiveportal
  user   alias controller svc-https  dst-nat 8081 
  user any svc-http  dst-nat 8080 
  user any svc-https  dst-nat 8081 
  user any svc-http-proxy1  dst-nat 8088 
  user any svc-http-proxy2  dst-nat 8088 
  user any svc-http-proxy3  dst-nat 8088 
  any any svc-icmp  permit 
  any any svc-dns  permit 
!
ip access-list session v6-https-acl
  ipv6  any any svc-https  permit 
!
ip access-list session dhcp-acl
  any any svc-dhcp  permit 
!
ip access-list session h323-acl
  any any svc-h323-tcp  permit queue high 
  any any svc-h323-udp  permit queue high 
!
ip access-list session allowall
  any any any  permit 
  ipv6  any any any  permit 
!
ip access-list session allow-printservices
  any any svc-lpd  permit 
  any any svc-ipp-tcp  permit 
  any any svc-ipp-udp  permit 
!
ip access-list session CRA_Employee-auth
  any any any  permit 
!
ip access-list session iaprole
  any host 10.1.100.128 any  src-nat 
  any any any  permit 
!
ip access-list session https-acl
  any any svc-https  permit 
!
ip access-list session skinny-acl
  any any svc-sccp  permit queue high 
!
ip access-list session ap-acl
  any any svc-gre  permit 
  any any svc-syslog  permit 
  any user svc-snmp  permit 
  user any svc-snmp-trap  permit 
  user any svc-ntp  permit 
  user any svc-ftp  permit 
!
ip access-list session CRA_Employee-allow-external-captive-portal
  user host 10.1.100.128 svc-http  permit 
  user host 10.1.100.128 svc-https  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-http  permit 
  user   alias CRA_Employee-allow-external-captive-portal svc-https  permit 
!
ip access-list session CRA_Employee-allow-google-play
  user   alias CRA_Employee-allow-google-play svc-http  permit 
  user   alias CRA_Employee-allow-google-play svc-https  permit 
!
ip access-list session captiveportal6
  ipv6  user   alias controller6 svc-https  captive 
  ipv6  user any svc-http  captive 
  ipv6  user any svc-https  captive 
  ipv6  user any svc-http-proxy1  captive 
  ipv6  user any svc-http-proxy2  captive 
  ipv6  user any svc-http-proxy3  captive 
!
ip access-list session control
  user any udp 68  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-papi  permit 
  any any svc-sec-papi  permit 
  any any svc-cfgm-tcp  permit 
  any any svc-adp  permit 
  user any svc-ftp  permit 
  any any svc-tftp  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session CRA_Employee-logon-control
  user any udp 68  deny 
  ipv6  user any icmpv6 rtr-adv  deny 
  any any svc-icmp  permit 
  any any svc-dns  permit 
  any any svc-dhcp  permit 
  any any svc-natt  permit 
!
ip access-list session dns-acl
  any any svc-dns  permit 
!
ip access-list session noe-acl
  any any svc-noe  permit queue high 
!
vpn-dialer default-dialer
  ike authentication PRE-SHARE 267ca1900164fb41349bbe05b195e02c797d46db687fb603
!
dot1x high-watermark 750
dot1x low-watermark 712
user-role default-via-role
 access-list session allowall
!
user-role ap-role
 access-list session ra-guard
 access-list session control
 access-list session ap-acl
!
user-role stateful-dot1x
!
user-role CPG_Login
 captive-portal "ClearPass_Portal"
 access-list session ra-guard
 access-list session CP6-web-ACL
 access-list session logon-control
 access-list session captiveportal
!
user-role guest-logon
 captive-portal "default"
!
user-role voice
 access-list session ra-guard
 access-list session sip-acl
 access-list session noe-acl
 access-list session svp-acl
 access-list session vocera-acl
 access-list session skinny-acl
 access-list session h323-acl
 access-list session dhcp-acl
 access-list session tftp-acl
 access-list session dns-acl
 access-list session icmp-acl
!
user-role default-vpn-role
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role logon
!
user-role CRA_Employee-logon
 vlan 100
 captive-portal "CRA_Employee"
 access-list session ra-guard
 access-list session CRA_Employee-logon-control
 access-list session CRA_Employee-allow-external-captive-portal
 access-list session CRA_Employee-allow-google-play
 access-list session CRA_Employee-captiveportal
!
user-role authenticated
 access-list session ra-guard
 access-list session allowall
 access-list session v6-allowall
!
user-role iaprole
 pool l2tp rappool
 access-list session iaprole
!
user-role denyall
!
user-role guest
!
!

controller-ip vlan 100
interface mgmt
	shutdown
!

dialer group evdo_us
  init-string ATQ0V1E0
  dial-string ATDT#777
!

dialer group gsm_us
  init-string AT+CGDCONT=1,"IP","ISP.CINGULAR"
  dial-string ATD*99#
!

dialer group gsm_asia
  init-string AT+CGDCONT=1,"IP","internet"
  dial-string ATD*99***1#
!

dialer group vivo_br
  init-string AT+CGDCONT=1,"IP","zap.vivo.com.br"
  dial-string ATD*99#
!



vlan 5 
vlan 6 
vlan 7 
vlan 57 
vlan 100 
vlan 172 

no spanning-tree

interface gigabitethernet 0/0/0
	description "GE0/0/0"
	trusted
	trusted vlan 1-4094
	switchport access vlan 172
!

interface gigabitethernet 0/0/1
	description "GE0/0/1"
	trusted
	trusted vlan 1-4094
	switchport access vlan 172
!

interface gigabitethernet 0/0/2
	description "GE0/0/2"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 4 mode active
!

interface gigabitethernet 0/0/3
	description "GE0/0/3"
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1,5-7,57,100
	lacp group 4 mode active
!

interface gigabitethernet 0/0/4
	description "GE0/0/4"
	trusted
	trusted vlan 1-4094
!

interface gigabitethernet 0/0/5
	description "GE0/0/5"
	trusted
	trusted vlan 1-4094
!

interface port-channel 4
	trusted
	trusted vlan 1-4094
	switchport mode trunk
	switchport trunk native vlan 100
	switchport trunk allowed vlan 1-171,173-4094
!

interface vlan 100
	ip address 10.1.100.12 255.255.255.0
!

interface vlan 1
	ip address 10.1.1.12 255.255.255.0
!

interface vlan 172
	ip address 172.25.172.140 255.255.0.0
	shutdown
!

interface vlan 5
	ip address 10.1.5.5 255.255.255.0
!

interface vlan 6
	ip address 10.1.6.5 255.255.255.0
!

interface vlan 7
	ip address 10.1.7.5 255.255.255.0
!

interface vlan 57
	ip address 10.1.57.5 255.255.255.0
!

master-redundancy
  master-vrrp 99
  peer-ip-address 10.1.100.11 ipsec b692cc98e621e82eb896f2b583110ee1c924cf1babb012c7
!
vrrp 99
  authentication password
  ip address 10.1.100.3
  description "Backup-Master"
  vlan 100
  no shutdown
!
ip default-gateway 10.1.100.50
uplink disable

ap mesh-recovery-profile cluster Recoverynu1plfQa5tqt+Zxk wpa-hexkey 4e42e22274254f83e7a86586aee306671c26946dd3579ed01f53352234654322bff893b0f5f753be7e854b1cd7857abd68a5c5a587a03a93ad91318dfac289ca7a4855aebf838bec130ac48eee4949ec
crypto isakmp policy 20
  encryption aes256
!

crypto ipsec transform-set default-boc-bm-transform esp-3des esp-sha-hmac
crypto ipsec transform-set default-rap-transform esp-aes256 esp-sha-hmac
crypto ipsec transform-set default-aes esp-aes256 esp-sha-hmac
crypto dynamic-map default-dynamicmap 10000
  set transform-set "default-transform" "default-aes" 
!

crypto isakmp eap-passthrough eap-tls
crypto isakmp eap-passthrough eap-peap
crypto isakmp eap-passthrough eap-mschapv2

ip local pool "rappool" 10.1.100.77 10.1.100.79
vpdn group l2tp
  client configuration dns 172.25.10.1 
!

ip dhcp excluded-address 10.1.5.1 10.1.5.39
ip dhcp excluded-address 10.1.5.51 10.1.5.254
ip dhcp excluded-address 10.1.6.1 10.1.6.39
ip dhcp excluded-address 10.1.6.51 10.1.6.254
ip dhcp excluded-address 10.1.7.1 10.1.7.39
ip dhcp excluded-address 10.1.7.51 10.1.7.254
ip dhcp excluded-address 10.1.100.1 10.1.100.39
ip dhcp excluded-address 10.1.100.51 10.1.100.254
ip dhcp pool Guest
 default-router 10.1.7.77
 dns-server 10.1.57.127
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.7.0 255.255.255.0
 authoritative
!
ip dhcp pool Eng
 default-router 10.1.5.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.5.0 255.255.255.0
 authoritative
!
ip dhcp pool Finance
 default-router 10.1.6.10
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.6.0 255.255.255.0
 authoritative
!
ip dhcp pool CRA
 default-router 10.1.100.3
 dns-server 10.1.57.127 172.25.10.1
 domain-name cra.lab
 lease 1 0 0 0
 network 10.1.100.0 255.255.255.0
 authoritative
!
  
  

!

syslocation "austin-rr-campus"
syscontact "abc@dell.com"
snmp-server community "test123" 
vpdn group pptp
!

tunneled-node-address 0.0.0.0

adp discovery enable
adp igmp-join enable
adp igmp-vlan 0

voice rtcp-inactivity disable
voice alg-based-cac enable
voice sip-midcall-req-timeout disable
ap ap-blacklist-time 3600
ap flush-r1-on-new-r0 disable
mgmt-server type amp primary-server 10.1.57.100 profile CRAcontroller


mgmt-user admin root 59c64b9f01236053ab072e40d1f122046a9c9fade0ec2c8e3b


ntp server 172.25.10.20  


no database synchronize
ip mobile domain default
!
!
!
airgroup "enable"
!
airgroup location-discovery "enable"
!
!
airgroup active-wireless-discovery "disable"
!
airgroupservice "airplay"
  id "_airplay._tcp"
  id "_raop._tcp"
  id "_appletv-v2._tcp"
  description "AirPlay"
!
airgroupservice "airprint"
  id "_ipp._tcp"
  id "_pdl-datastream._tcp"
  id "_printer._tcp"
  id "_scanner._tcp"
  id "_universal._sub._ipp._tcp"
  id "_universal._sub._ipps._tcp"
  id "_printer._sub._http._tcp"
  id "_http._tcp"
  id "_http-alt._tcp"
  id "_ipp-tls._tcp"
  id "_fax-ipp._tcp"
  id "_riousbprint._tcp"
  id "_cups._sub._ipp._tcp"
  id "_cups._sub._fax-ipp._tcp"
  id "_ica-networking._tcp"
  id "_ptp._tcp"
  id "_canon-bjnp1._tcp"
  id "_ipps._tcp"
  id "_ica-networking2._tcp"
  description "AirPrint"
!
airgroupservice "itunes"
  id "_home-sharing._tcp"
  id "_apple-mobdev._tcp"
  id "_daap._tcp"
  id "_dacp._tcp"
  description "iTunes"
!
airgroupservice "remotemgmt"
  id "_ssh._tcp"
  id "_sftp-ssh._tcp"
  id "_ftp._tcp"
  id "_telnet._tcp"
  id "_rfb._tcp"
  id "_net-assistant._tcp"
  description "Remote management"
!
airgroupservice "sharing"
  id "_odisk._tcp"
  id "_afpovertcp._tcp"
  id "_xgrid._tcp"
  description "Sharing"
!
airgroupservice "chat"
  id "_presence._tcp"
  description "Chat"
!
airgroupservice "allowall"
  description "Remaining-Services"
!
airgroup service "airplay" enable
!
airgroup service "airprint" enable
!
airgroup service "itunes" disable
!
airgroup service "remotemgmt" disable
!
airgroup service "sharing" disable
!
airgroup service "chat" disable
!
airgroup service "allowall" disable
!

ip igmp
!

ipv6 mld
!

no firewall attack-rate cp 1024
ipv6 firewall ext-hdr-parse-len  100

!

!
firewall cp
!
ip domain lookup
!
country US
aaa rfc-3576-server "10.1.100.128"
   key 39517971bee4a34f36d6fedcde820ae37c622c84a95e4795
!
aaa authentication mac "CRA_Guest_Mac"
!
aaa authentication mac "default"
!
aaa authentication dot1x "cra-CRA_Employee"
   timer reauth-period 32400
   max-requests 2
   timer wpa-key-period 3000
   timer wpa2-key-delay 100
   timer wpa-groupkey-delay 100
   reauthentication
!
aaa authentication dot1x "default"
!
aaa authentication-server radius "cra-CRA_Employee"
   host "10.1.100.128"
   key 7de9ea6e5c8c306671b88e933c407a024e4003264dba20ce
   nas-identifier "CRAcontroller"
   nas-ip 10.1.100.3
   mac-lowercase
!
aaa server-group "clearpasscra"
 auth-server cra-CRA_Employee
!
aaa server-group "default"
 auth-server Internal
 set role condition role value-of
!
aaa profile "CP_dot1x_profile"
   initial-role "CRA_Employee-logon"
   authentication-dot1x "cra-CRA_Employee"
   dot1x-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "CP_Guest_profile"
   initial-role "CPG_Login"
   authentication-mac "CRA_Guest_Mac"
   mac-server-group "clearpasscra"
   radius-accounting "clearpasscra"
   radius-interim-accounting
   rfc-3576-server "10.1.100.128"
!
aaa profile "default"
!
aaa profile "default-open"
   initial-role "authenticated"
!
aaa authentication captive-portal "ClearPass_Portal"
   server-group "clearpasscra"
   login-page "https://clearpasscra.cra.lab/guest/guest_register_login.php"
!
aaa authentication captive-portal "CRA_Employee"
   server-group "clearpasscra"
   redirect-pause 3
   no logout-popup-window
   login-page "https://clearpasscra.cra.lab/guest/device_provisioning.php"
!
aaa authentication captive-portal "default"
   server-group "clearpasscra"
!
aaa authentication wispr "default"
!
aaa authentication vpn "default"
!
aaa authentication vpn "default-iap"
!
aaa authentication vpn "default-rap"
!
aaa authentication mgmt
!
aaa authentication stateful-ntlm "default"
!
aaa authentication stateful-kerberos "default"
!
aaa authentication stateful-dot1x
!
aaa authentication wired
   profile "default-open"
!
web-server
   web-https-port-443
!
guest-access-email
!
voice logging
!
voice dialplan-profile "default"
!
voice real-time-config
!
voice sip
!
aaa password-policy mgmt
!
control-plane-security
   no cpsec-enable
   auto-cert-prov
!
ids management-profile
!
ids wms-general-profile
!
ids wms-local-system-profile
!
ids ap-rule-matching
!
valid-network-oui-profile
!
upgrade-profile
!
license profile
   centralized-licensing-enable
!
activate-service-whitelist
!
ifmap cppm
!
lcd-menu
!
ap system-profile "default"
!
ap regulatory-domain-profile "default"
   country-code US
   valid-11g-channel 1
   valid-11g-channel 6
   valid-11g-channel 11
   valid-11a-channel 36
   valid-11a-channel 40
   valid-11a-channel 44
   valid-11a-channel 48
   valid-11a-channel 149
   valid-11a-channel 153
   valid-11a-channel 157
   valid-11a-channel 161
   valid-11a-channel 165
   valid-11g-40mhz-channel-pair 1-5
   valid-11g-40mhz-channel-pair 7-11
   valid-11a-40mhz-channel-pair 36-40
   valid-11a-40mhz-channel-pair 44-48
   valid-11a-40mhz-channel-pair 149-153
   valid-11a-40mhz-channel-pair 157-161
!
ap wired-ap-profile "default"
!
ap enet-link-profile "default"
!
ap mesh-ht-ssid-profile "default"
!
ap lldp med-network-policy-profile "default"
!
ap mesh-cluster-profile "default"
!
ap lldp profile "default"
!
ap mesh-radio-profile "default"
!
ap wired-port-profile "default"
!
ids general-profile "default"
!
ids rate-thresholds-profile "default"
!
ids signature-profile "default"
!
ids impersonation-profile "default"
!
ids unauthorized-device-profile "default"
!
ids signature-matching-profile "default"
   signature "Deauth-Broadcast"
   signature "Disassoc-Broadcast"
!
ids dos-profile "default"
!
ids profile "default"
!
rf arm-profile "arm-maintain"
   assignment maintain
   no scanning
!
rf arm-profile "arm-scan"
!
rf arm-profile "default"
!
rf optimization-profile "default"
!
rf event-thresholds-profile "default"
!
rf am-scan-profile "default"
!
rf dot11a-radio-profile "default"
!
rf dot11a-radio-profile "rp-maintain-a"
   arm-profile "arm-maintain"
!
rf dot11a-radio-profile "rp-monitor-a"
   mode am-mode
!
rf dot11a-radio-profile "rp-scan-a"
   arm-profile "arm-scan"
!
rf dot11g-radio-profile "default"
!
rf dot11g-radio-profile "rp-maintain-g"
   arm-profile "arm-maintain"
!
rf dot11g-radio-profile "rp-monitor-g"
   mode am-mode
!
rf dot11g-radio-profile "rp-scan-g"
   arm-profile "arm-scan"
!
wlan handover-trigger-profile "default"
!
wlan rrm-ie-profile "default"
!
wlan bcn-rpt-req-profile "default"
!
wlan dot11r-profile "default"
!
wlan tsm-req-profile "default"
!
wlan voip-cac-profile "default"
!
wlan ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ht-ssid-profile "default"
!
wlan hotspot anqp-venue-name-profile "default"
!
wlan hotspot anqp-nwk-auth-profile "default"
!
wlan hotspot anqp-roam-cons-profile "default"
!
wlan hotspot anqp-nai-realm-profile "default"
!
wlan hotspot anqp-3gpp-nwk-profile "default"
!
wlan hotspot h2qp-operator-friendly-name-profile "default"
!
wlan hotspot h2qp-wan-metrics-profile "default"
!
wlan hotspot h2qp-conn-capability-profile "default"
!
wlan hotspot h2qp-op-cl-profile "default"
!
wlan hotspot anqp-ip-addr-avail-profile "default"
!
wlan hotspot anqp-domain-name-profile "default"
!
wlan edca-parameters-profile station "default"
!
wlan edca-parameters-profile ap "default"
!
wlan dot11k-profile "default"
!
wlan ssid-profile "CRA_Employee"
   essid "CRA_Employee"
   opmode wpa2-aes
!
wlan ssid-profile "CRA_Employee-ssid_prof"
   essid "CRA_Employee"
   opmode wpa2-aes
   ht-ssid-profile "CRA_Employee-htssid_prof"
!
wlan ssid-profile "CRA_Guest-ssid_prof"
   essid "CRA_Guest"
   ht-ssid-profile "CRA_Guest-htssid_prof"
!
wlan ssid-profile "default"
!
wlan hotspot advertisement-profile "default"
!
wlan hotspot hs2-profile "default"
!
wlan virtual-ap "CRA_Employee"
   aaa-profile "CP_dot1x_profile"
   ssid-profile "CRA_Employee"
   vlan 100
!
wlan virtual-ap "CRA_Guest-vap_prof"
   aaa-profile "CP_Guest_profile"
   ssid-profile "CRA_Guest-ssid_prof"
   vlan 7
!
wlan virtual-ap "default"
!
mgmt-server profile "CRAcontroller"
   stats-enable
   tag-enable
   misc-enable
   location-enable
!
ap provisioning-profile "default"
!
rf arm-rf-domain-profile
   arm-rf-domain-key "9a5422c9e32089038c871a1394370f5b"
!
ap spectrum local-override
!
ap-group "CRA_Employee"
   virtual-ap "CRA_Employee"
   virtual-ap "CRA_Guest-vap_prof"
!
ap-group "default"
!
airgroup cppm-server aaa
!
logging level warnings security subcat ids
logging level warnings security subcat ids-ap

snmp-server enable trap
snmp-server host 10.1.57.100 version 2c test123 udp-port 162

process monitor log
end







