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General Syntax

Table 1. Document syntax

Item Convention

Menu items, dialog box titles, field names, keys Bold

Mouse click required Click:

User Input Monospace Font

User typing required Type:

Website addresses http://www.compellent.com
Email addresses info@compellent.com
Conventions

/

Notes are used to convey special information or instructions.
Note

Cr

Timesavers are tips specifically designed to save time or reduce the number of steps.

Timesaver

Caution indicates the potential for risk including system or data damage.

>I>

Warning indicates that failure to follow directions could result in bodily harm.
Warning
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Preface

Audience

This document is highly technical and intended for storage and server administrators, as well as other
information technology professionals interested in learning more about how to configure the Dell
Compellent SMI-S Provider version 1.4 for Microsoft SCYMM 2012.

This document assumes the reader has read, has formal training, or has advanced working knowledge
of the following:

e Configuration and operation of the Dell Compellent Storage Center

e Configuration and operation of the Dell Compellent Enterprise Manager Client and Data
Collector Server

e Configuration and operation of Microsoft SCVYMM 2012

References
Reviewing the following documentation is highly recommended prior to referencing this best practices
guide:

e  Microsoft System Center Technical Documentation Library
http://technet.microsoft.com/en-us/library/cc507089.aspx

e  Microsoft SCVMM 2012 Technical Documentation Library
http://technet.microsoft.com/en-us/library/gg610610.aspx

e Dell Compellent Documentation:
o Enterprise Manager Installation and Users Guides
o Storage Center Users Guide
http://knowledgecenter.compellent.com
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Purpose

The purpose of this document is to provide best practices for how to configure Microsoft System Center
Virtual Machine Manager 2012 (SCVMM 2012) to work with the Dell Compellent SMI-S Provider version
1.4.

Please note that the information contained within this document provides general recommendations
only and may not be applicable to all environments. Configurations may vary based upon individual
caution  Circumstances, environments, or business needs.
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Introduction

Dell Compellent Storage Center Overview

The Dell Compellent Storage Center is an enterprise class storage area network (SAN) that significantly
lowers capital expenditures, reduces storage management and administration time, provides
continuous data availability and enables storage virtualization. Storage Center’s industry-standard
hardware and sophisticated software manage data at the block-level, maximizing utilization,
automating tiered storage, simplifying replication and speeding data recovery.

Dell Compellent SMI-S Provider

Storage Management Initiative Specification (SMI-S) is a standard interface specification developed by
the Storage Networking Industry Association (SNIA). Based on the Common Information Model (CIM) and
Web-Based Enterprise Management (WBEM) standards, SMI-S defines common protocols and data
models that enable interoperability between storage vendor software and hardware.

The Dell Compellent SMI-S Provider version 1.4 works with the open source OpenPegasus CIM Server,
which is included with the Enterprise Manager Data Collector. SMI-S can be configured during initial
Data Collector installation or post-installation by modifying the Data Collector Manager properties.
When SMI-S is enabled and configured, the Data Collector automatically installs and manages the Dell
Compellent SMI-S Provider and the OpenPegasus CIM Server; no additional installation is required.

For more information about Dell Compellent SMI-S, please refer to the Dell Compellent Enterprise
Manager Installation and Setup Guide.

Microsoft SCVMM 2012

Microsoft System Center 2012 is a cloud and datacenter management solution that provides a common
management toolset for public and private cloud services and applications.

Virtual Machine Manager 2012 (as a component of the Microsoft System Center 2012 cloud and
datacenter management suite) allows administrators to:

e Deliver Infrastructure as a Service (laaS). Datacenter resources such as processing,
networking, and storage can be pooled and virtualized and made available via self-
service role-based user access.

e Apply cloud principles to provisioning and servicing datacenter applications with
techniques like service modeling, service configuration and image based management.

e Server application virtualization allows applications and services to be managed
independently from the underlying infrastructure.

e Optimize and manage multi-hypervisor environments such as Hyper-V, Xen and
VMware.

¢ Dynamic optimization of datacenter resources based on workload demands.
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Prerequisite Steps

This best practices guide assumes that the following steps have been completed. Complete the steps
below before proceeding with this guide. Please refer to the documentation listed in References as
required to complete the below steps.

Table 2.

Prerequisite steps

Step | M

Details

1 g

Verify that the Dell Compellent Enterprise Manager (EM) Data Collector version 5.5.5 has
been installed on a server. This server will be referred to as the “Data Collector” server.
The Data Collector server and the SCVMM 2012 server must be installed on separate
physical or virtual servers that are members of the same Active Directory domain.

If the Windows firewall is enabled on the Data Collector server, then create firewall
exceptions to allow the following TCP ports inbound. In the example, a single Inbound
Rule was created to allow these 5 TCP ports :
e TCP:3033 inbound (allows the Enterprise Manager Client Install to run from a
different server)
e TCP:8080 inbound (web service port)
e TCP:7342 inbound (allows the Enterprise Manger Client (if installed on a
different server) to communicate with the Data Collector Server
e TCP:5988 inbound (allows SCYMM 2012 to communicate with SMI-S on the Data
Collector server via http)
e TCP:5989 inbound (allows SCYMM 2012 to communicate with SMI-S on the Data
Collector server via https)

™ Windows Firewall with Advanced Security

File  Action ‘iew Help
e | HE =]

el inbound Rules
223 Inbound Rules
[Harne
Qutbound Rules
i . ETTCP:3033—8080—?342—5988—5989 allowed inbound to permit Data Collector & SMI-5 functionality ]
Sl Conneckion Secur S
&, Monitoring ) BranchCache Content Retrieval (HTTP-In}

¥ BranchCache Hosted Cache Server (HTTP-In)

Verify that an instance of version 5.5.5 of the Enterprise Manager Client has been
installed. The Client can be installed on the Enterprise Manager Data Collector server or
a different server by running the installer located at:
https://<ip_of_data_collector_server>:3033

Verify that PowerShell has been installed on the Data Collector server. PowerShell is
installed by default on Windows Server 2008.
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Table 2:

Prerequisite steps (continued)

Step |

Details

Verify that the LocalMachine PowerShell ExecutionPolicy on the Data Collector server is
set to something other than Undefined or Restricted. To verify the policy settings, open
a PowerShell window and type the following command and press Enter.

Get-ExecutionPolicy -list

If the LocalMachine policy needs to be changed, use the following command where

<policy> represents the ExecutionPolicy desired. In the example below, AllSigned is
set as the LocalMachine Policy.

Set-ExecutionPolicy <policy>

B Administrator: Windows Powershell

P§ C:n>| Get—ExecutionPolicy —list

Scope ExecutionPolicy
MachinePolicy Undefined
UserPolicy Undef ined
Process Undefined
Currentlser Undefined
LocalMachine Undefined

PS C:\3[ Set-ExecutionPolicy AllEigned)

Execution Policy Change

he execution policy helps protect you From scripts that you do not trust. Changing the execution policy might expose
ulilltu‘,t}m security risks described in the about_Execution_Policies help topic. Do you want to change the execution
po Licy?
T¢1 ¥es [N1 No [S1 Suspend [?1 Help (default is "v")m
PS G:\> Get-ExecutionPolicy —list

ExecutionPolicy

MachinePolicy Undef ined
UserPolicy Undef ined
Process Undef ined

U Undefined

o
[ LocalMachine AllSigned |

P8 Gin>

Verify that .NET 3.5 is installed on the Data Collector server. For example, on Server
2008, install from Start-=>Administrative Tools>Server Manager->Features.

E,: Server Manager
= Add Features Wizard

ile  Action  Wiew Help
] !5!!

i Server Manager (MG-DATE
f‘.}.! Roles
ﬁ;_-] Features

m Diagnostics

Select Features

Features

Select one or more Features ko install on this server.

jﬁ Configuration

Bl 25 storage
;8) Windows Server B:
= Disk Management

‘eb Server (115)
Role Services

Confirmation

Progress

Results

Features:

5.1 Features
[] Background Intelligent Transfer Service (BITS)
|:| EitLocker Drive Encryption
[] BranchCache
|:| Connection Manager Administration Kit

[ 1 _neckton Frnarian

Verify that Microsoft SCYMM 2012 has been installed according to Microsoft best

practices.

The SCVMM 2102 server must be installed on a separate physical or virtual
server than the Data Collector server, and both servers must be members of the same

Active Directory domain.
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Table 2:

Prerequisite steps (continued)

Step | ™

Details

The SCVMM 2012 Server does not accept the format of the Dell Compellent SSL
certificate “CN” name when discovering storage with https (SSL) enabled. This causes
the SCVMM 2012 discovery of the Dell Compellent storage via https (SSL) to fail.

If communication between the SCYMM 2012 server and the Data Collector server will be
configured to use SSL (https) (recommended), then disable CN name verification on the
SCVMM 2012 server by adding a DWORD (32-bit) value to
HKLM\Software\Microsoft\Storage Management per the documentation found at:

http://technet.microsoft.com/en-us/library/gg610563.aspx

& Registry Editor

File Edit ‘iew Faworites Help

| SQLMCLITO 2| [ Hame | Type | Data
J SOMClient a"W(Default) REG_SZ {walue not set)
Storage [Management 3% DisableHttpsCommonhameCheck  REG_DWORD  0x00000001 (1) |

HostResource
: L) SMISDevice
- | Sync Framework

Once all the prerequisite steps are completed, then please proceed to the next section.
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Enable the Dell Compellent SMI-S Server

Enable the SMI-S Server in the Enterprise Manager Data Collector GUI.

“Enmpellent Enterprise Manager Data Collector

File

M General Information SMI-S Server Configuration

& Service (# Enable SMI-5 Server)

® Network IIZSSE SMI-5 Server SLP Service |
v 1Ise Hitps for SMI-5 Server Connections

(= SMTP Server - P -

SMI-5 Server Http Port:  [5ass
<2 Reporting Configuration SMI-5 Server Https Port: |5989—

C Storage Center Viewer
& User Viewer

Sl Log Viewer

b+ Debug Loggers

Figure 1:  Enable the Dell Compellent SMI-S Server

1) On the Data Collector server, launch the Data Collector Manager GUI and complete the
following steps, as shown in Figure 1:

Click on SMI-S in the left pane
Click on Change in the lower right corner of the Data Collector GUI screen
Check the box for Enable SMI-S Server
Leave the box for Use SMI-S Server SLP Service unchecked
Choose whether to use http or https for SMI-S Server Connections
o To use https (recommended), check the box Use Https for SMI-S Server
Connections
o To use http, leave the box unchecked
o If the ports 5988 and/or 5989 are changed from the defaults, then make any
necessary adjustments to allow the ports through the Windows firewall (see
Table 2: Prerequisite Steps for more information Windows firewall settings)

Change Yalues

In order to change parameters, the Data Colleckor service musk be stopped and restarted,

Do wou wank bo update vour selections?

Figure 2: Stop and restart the Data Collector service

2) Click on Apply Changes in the lower right corner of the Data Collector GUI. When prompted,
click Yes to restart the Data Collector service as shown in Figure 2.
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Configure Dell Compellent SMI-S User Settings

Overview

Before SCVMM 2012 can access Dell Compellent Storage, a user account with the same name has to be

configured in four places.

In this document, a user named “SMIS” will be configured in the examples. Using the name “SMIS” is
not required but is recommended for ease of management.

Note

Data Collector Server

User is created as a local user on this server

+ Member of Local Administratorsgroups

» Has “log on as a service” right granted

User is an SMI-S OpenPegasus user
(created by PowerShell script)

Enterprise Manager
Client

Manager user

User is a valid Enterprise

VMM 2012 Server

User is created as a valid
VMM 2012 “run as” account

N

Example: User = SMIS

Figure 3:

SMI-S user configuration

As shown in Figure 3, these four user instances are:

e Local Windows user account on the Data Collector server (that is a member of the local
administrators group and is granted the “log on as a service” right)

e OpenPegasus SMI-S user

e Enterprise Manager Client user
e “run as” account on the SCYMM 2012 server (created using the SCYMM 2012

administrator console)
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Table 3. User name password requirements
User Passwords must match other
NPT
Name Instance Password length restriction? instances of the SMIS user?
Local User account on the |No (determined by the server’s
SMIS . No
Data Collector server local password policy)
SMIS Enterprise Manager Client
user
OpenPegasus SMI-S user ves
SMIS P Yes (8 characters or less) (these three SMIS user instances
- 5 must all have matching passwords)
SMIS run as” account on the
SCVMM 2012 server

As shown in Table 3 above, there are some password requirements for the four instances of the SMIS
user account.

e The user name must be the same for all four instances of the SMIS user

e The passwords must match for three of the four instances of the SMIS user as shown in
Table 3

e |t is possible for all four passwords to be set the same, however the password chosen
must be eight characters or less and be able to satisfy the minimum password
complexity requirements per the local password policy on the Data Collector server

o For example, if the local password policy on the Data Collector server requires
a minimum of 9 characters, then that instance of the SMIS user would have to
use a different password than the password used for the other three instances

Below are the step-by-step instructions to create and configure these four user instances.
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Create Enterprise Manager Client User

ENTERPRISE

manager

&

User:

Password:

¥ Create Mew User
Confirm Password:

[sts

I*******

I*******

=

LOGIN »

Data Collector: |MG-DataCDl )

[T Create New Connection

Figure 4:
1)

Create an Enterprise Manager user

e

(& ENTERPRISE

manager

User: [shrs

Password:
¥ Create Mew User

I********

Confirm Password:

I********

Data Collector: | =]
KIV Create New Connection R

Name: |MG-Dataco

Host/IP: |17z 18,2512
\Port. [Fa42 )

LOGIN »

Create a new Enterprise Manager User by using the logon screen of the Enterprise Manager

Client (if using open security, as in Figure 4) or the Data Collector Manager GUI (if using

enhanced security).

The password chosen for this Enterprise Manager user must be 8 characters or less (please refer to
Record this password in a safe place and keep it handy as it will be needed in future

Host Name™: [5CS.techsal lacal

User Name: [mglaser

Password:

I*********

Table 3).

steps below.

2) Choose the desired Data Collector Server from the drop-down list. If the desired Data Collector
server is not listed, then create a new connection to the Data Collector server as shown in
Figure 4 by entering the server name and the IP address. The Port field should be pre-
populated with 7342 (which is the default port).

SIMG-DataCo1: Compellent Enterprise Manager
7% Management @Replication Recovery &3 Help
Must Add Storage Center
Storage Centers -
[ c Add Storage Center | ]
& Er
 Select Sturage Center from list;
I Setial Mumber Mame
L 697 SC 12
(I e99 SC 13
L. 5o SC5
Figure 5: Add a Storage Center for the SMIS Enterprise Manager user
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3) After logging in to Enterprise Manager with the new user SMIS, add one or more Dell
Compellent Storage Centers that will be made available to SCYMM 2012, as shown in Figure 5.
e Select from the available listing of Storage Centers, or
e Choose Add Storage Center if the desired Storage Center is not listed, and provide the
Host Name or IP address of the Storage Center, along with valid administrator user
credentials to that storage center.

+IMG-DataC01: Compellent Enterprise Manager: SC 12

(7% Management G Replication Recovery <0 Storage Center View ‘v Storage Center Tasks if,-’ Help

Sturage Centers J c System Summary & Storage Management ]

C Storage Center Status

Figure 6: Storage Centers added to the Enterprise Manager client

4) Once one or more Storage Centers have been added, close out of the Enterprise Manager
client. In this example, three Storage Centers have been added as shown in Figure 6.

It is possible to add additional storage arrays later on if that becomes necessary. To do so, simply log
in to the Enterprise Manager client as the SMIS user and add additional Storage Centers by repeating
steps 2 and 3 above. They will then become available to SCVYMM 2012 after refreshing the storage

Nete provider in SCVMM 2012.

b"l:ompellent Enterprise Manager Data Collector

File

~ General Information

@ Service =
= Metwork Y i

/)

-3 Userz
=1 SMTF Server 3 mglaser
@ Reporting Configuration & testuser

O SMIS
€ Storage Center Viewer

S Log Viewer
W+ Debug Loggers

Seerial Number

Figure 7:  Verify that the Enterprise Manager user has been created

5) On the Data Collector server, under User Viewer in the Data Collector GUI, verify that the new
user is listed as shown in Figure 7. If the user is not yet listed, click on the Refresh button.
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Run PowerShell Script to Create the SMI-S User and the Local Windows User

The Launch SMIS User Configuration Script via PowerShell script does two things:

e Creates the Dell Compellent SMI-S OpenPegaus user
e Automates the process of creating a matching local Windows user account on the Data
Collector server (if this user account does not already exist)

The recommendation is to allow the PowerShell script to create the local Windows user account on the
Data Collector server. If manual creation of this Windows user is preferred, please follow the steps in
Appendix A before running the PowerShell script below. When the PowerShell Script runs, it will verify
the presence of the local Windows user account and skip the steps associated with the creation of that
user. The example below assumes that the PowerShell Script will be used to create the local Windows
user account.

"_'E Internet Explorer (64-bit) T
{& Internet Explorer
Ej Wwindows Update

. Accessories
. Administrakive Tools

Marty Glaser
. Compellent Technologies ¥
. Compellent Enterprise Manager RE——
~f Compellant Enterprise Data Callection
[Uo' Launch SMIS User Configuration Scripk l
\ ampuker
.. Maintenance
I Startup Mebwaork
Control Panel
Devices and Printers
Bdminiskrative Tools 3
Help and Suppart
Run...
4 Back. Windaws Security

I |Search programs and Files Log off Pl

L 7Start E ME;J

Figure 8: Launch the SMIS User Configuration Script

1) As shown in Figure 8, on the Data Collector server, go to Start-> All programs-> Compellent
Technologies> Compellent Enterprise Manager and select Launch SMIS User Configuration

Script via PowerShell.

If the PowerShell Script fails to launch, verify that the PowerShell LocalMachine Execution Policy is
set correctly. For more information on how to verify and set the LocalMachine Execution Policy, see

Table 2: Prerequisite Steps.
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=

3] * pdministrator: Launch SMIS User Configuration Script via PowerShell
nterprise
anagersmzaservice~SmizConfigCmndlets Configure-EM—SMIS. psl is
uhlicshed by CN=Compellent Technologies,. OU=Engineering., OU=Digital
ID GClass 3 — Microsoft Software Ualidation vZ,. 0=Compellent
Technologies, L=Eden Prairie,. S=Minnesota, C=U8 and is not trusted
on your system. Only pun scripts from trusted publizhers.

[U]1 Mever run [D]1 Do not »un  [R]1 Run once [A] Always run
[?]1 Help<{default is "D">: _

-
1| | oL

Figure 9: Trusted script prompt

2) Depending on the LocalMachine Execution Policy for PowerShell on the Data Collector server, a
security prompt may appear as shown in Figure 9. Type R or A and press Enter to continue.
For more information on PowerShell ExecutionPolicy settings, see Table 2: Prerequisite steps.

!"‘ Administrator: Launch SMIS User Configuration Script via PowerShell

i nmnnnumnnnmnnnmnnmnntmmnmmmunmnmmmnmnnuunuuunnnnunuunnnnn -
Welcome to the Dell Compellent SMI-£ Configuration Scrip i
i uummutuummuuutuumuuuuutuumuuuutuuuumuuutuuuuuuuuuuuuuuuuwuuuuuu

In,.tall .Met 3 5 Service Pack 1

and rerun this script

ress enter to continue:

1 |

Figure 10: .Net warning message

3) If a.Net v3.5 warning message appears as shown in Figure 10, press Enter to exit the script.
Install .Net 3.5, and then rerun the PowerShell Script staring at Step 1 in this section. For
more information, see Table 2: Prerequisite steps.

!"’ Administrator: Launch SMIS User Configuration Script via PowerShell

tHH T T T S T R R R R R R R R R Y .
Welcome to the Dell Compellent SMI-S Configuration Script It
mtmtmtuuuuuuuuuuuuuuuuu#u#u#ummmmmtmtmtmtuuuuuuuuuuuuuuuuuuuuuuu

[X¥]1 Exit [U] Manage Users [C] Manage Certificates
[T] Troubleshoot User Accounts[?] Help _

[ |

M

Figure 11: PowerShell Script Main Menu

4) The Script Main Menu will then be displayed as shown in Figure 11.
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—P‘Administrator Launch SMIS User Configuration Script via PowerShell
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ -

Welco to the Dell Compellent SMI-S Configuration Script #
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Main Menu
hat do you want to do
[#1 Exit [U] Manage Users [C] Manage Certificates [T] Troubleshoot User Accounts [7] Help@

Manage Users
hat do you want to do

[¥]1 Exit to main menu [L] List SMI-8 Users [A] Add SMI-S User [R] Remove SMI-S User [E] List EM Users
[U] List Local Admin Users[?1 Hel

The user needs to have a matching Enterprise Manager user name with the same password as what you enter helow.

Please choose an EM user

Choose an_ item

[X1 Cancel and exit back to user menu [11 1 — mglaser [21 2 - SMIS [71] Hel@

Thic will create an SMI-S yser with the name [SMIS]1. Please enter the EM use ssword
ASSWo PRI D MMM

onfirm Password: seeeeess

corresponding local Windows user [SMIS] does not exist
o you want to create a new local windows admin user account?
[01 0k [C] Cancel [?1 Hely o |

o you want to use the same password for the windows user? The SMI-5 user and the Windows user do not need to have the
zame password.
se same passuword?

[¥1 Yes [N1 No [?] He1@

The user [SMIS] does not have logon—as—a—service rights

Press Ok to add the logon-as—a—service right.
[0]1 Ok [C]1 Cancel [?]1 Hel
True

ould you like to set the [Password Mever Expires] flag for the user [SMISI1?
This is often used for service oriented accounts

[¥]1 Yes [N]1 No [?]1 Hel

User added successfully.

Manage Users

hat do you want to do

[¥]1 Exit to main menu [L] List SMI-8 Users [A] Add SMI-S User [R] Remove SMI-S User [E] List EM Users
[U] List Local Admin Users[71 Help _

Figure 12: Create user accounts with PowerShell SMI-S Configuration Script

Referring to Figure 12, complete the steps 5 - 15 below:
5) At the Main Menu, type U to manage users and press Enter.
6) Under Manage Users, type A and press Enter to add an SMI-S User.

7) Select the number of the Enterprise Manager (EM) user, which in this example is 2 (for the user
SMIS) and press Enter. This is the same user that was created on page 16.

8) Enter the EM user password (same password used on Page 16) and press Enter.

\ This password must match the password that was used for the SMIS user created on page 16. See Table

3 for more information on password requirements.
Note

9) Enter the password a second time to confirm it, and press Enter.

0) If a corresponding local Windows user does not exist, then enter O and press Enter to allow the
script create this user.

11) Type Y to use the same password, or N to enter a different password. Using the same password

is possible only if it meets the minimum complexity requirements for your Windows
environment. For more information on password requirements, see Table 3.
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12) To grant the local Windows user the logon-as-a-service right, type O and press Enter.
13) To set the password to never expire (recommended), type Y and press Enter.

14) To verify the creation of these user accounts, use the List menu options in the script (if

desired).

15) When finished, Type X and press Enter to return to the PowerShell script main menu.

File:

D"Eompellent Enterprise Manager Data Collector

~ General Information SMI-5 Server Configuration
@ Senice ¥ Enalile SMI-S Server
® Network [T Use SMI-5 Server SLP Service

_ % ¥ Use Hitps for SMI-5 Server Connections
I SMTP Server SMI-S Server Http Port:  [sass

S Reporting Configuration SMI-S Server Https Port: [fsss

€ Storage Center Viewer
& User Viewer

S Log Viewer

W+ Debug Loggers

Figure 13: Verify SMI-S Server configuration settings

16) If SMI-S was configured to use Https, then an SSL certificate needs to be associated with the
SMI-S user. To verify whether http or https was selected, view the SMI-S Server Configuration

settings in the Data Collector GUI as shown in Figure 13.

a) If the option Use Https for SMI-S Server Connections is enabled as shown, then continue
with Step 17 below to use the PowerShell Script to assign an SSL certificate to the SMIS

user.

b) If the box is left unchecked, then http will be used and therefore assigning an SSL

certificate is unnecessary. Type X and press Enter to close out of the PowerShell Script
and go to the next section on page 23, Configure SCYMM 2012 to Use Dell Compellent

SMI-S.
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"’Administrator Launch SMIS User Configuration Script via PowerShell !

#ﬂﬁﬂﬁﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬁﬂﬁﬂﬁﬂ#ﬂ#ﬂ#ﬂﬁ -
elcome to the Dell Compellent SMI-E Configuration Scrip i
ﬂﬂﬂﬂﬂﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂ#ﬂﬂﬂ#ﬂ#ﬂ#ﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

Main Menu
hat do you want to do
[¥] Exit [U] Manage Users [C] Manage Certificates [T] Troubleshoot User Accounts [7] Helq::]

Manage Certificates
hat do you want to do

[¥] Exit to main menu [L] List tificates [A] Add default server SSL certificate to SMI-% trust store
[R] Remove a certificatel?] Heldfjj

A uszer association iz required becausze the default certificate iz a zelf-szigned certificate
Pick a user to associate the default certificate with:

[111 - SHIS [?1 Help(1 |

ertificate added successfully.

Manage Certificates

hat do you want to do

[X] Exit to main menu [L] List cextificates [A] Add default server SSL certificate to SMI-5 trust store
[R] Remove a certificatel?] Hel

Certificates:

Issuer : /C=US/8T=MinnesotarL=Eden Prairie/0=DELL-/0U=Compellent CHN=MG-DatalB2
ubject : #/C=US8/8T=MinnesotarL=Eden Prairie/0=DELL-0OU=CompellentCH=MG-DataCB2
erialNumber : 4294967295

egisteredUserMame : SMIS

ertificateType : Self-signed identity

alidNotBefore : Febh 15, 2812 17:38:26 {+BBBAD

alidMotAfter : Febh 12, 2022 17:38:26 (+000A)

[8] Exit to main menu [L] List tificates [A] Add default server SSL certificate to SMI-5 trust store

[¥1 Exit [U] Manage Users [C]1 Manage Certificates [T]1 Troubleshoot User Accounts [7] Held::]

ress enter to continue:

K1l | v

Figure 14: Add SSL certificate and associate it with the SMI-S user
17) To add an SSL certificate and associate it with the SMI-S user, refer to Figure 14 while
completing steps 18 - 24 below.
18) From the PowerShell Script Main Menu, type C and press Enter to manage certificates.

19) From the Manage Certificates menu, type A and press Enter to add an SSL certificate to the
SMI-S trust store.

20) When prompted to associate a user, select the desired SMI-S user (the user “SMIS” in this
example). Type the number for that user and press Enter to select the user.

21) The PowerShell Script will return the result Certificate Added Successfully and then return to
the Manage Certificates menu.

22) Type L and press Enter to verify the certificate details.
23) Type X and press Enter to return to the main menu.

24) Type X and press Enter twice to close out of the PowerShell command window.
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Configure SCVMM 2012 to Use Dell Compellent SMI-S

Now that the SMI-S user settings along with the SMI-S Server configuration have been set up correctly
on the Data Collector server, Microsoft SCVMM 2012 can now be configured to work with the Dell
Compellent SMI-S Provider to manage Dell Compellent storage.

The Data Collector server and the SCVMM 2012 server must be members of the same domain but reside
on separate physical or virtual servers.

Add a Storage Device to SCVMM 2012

M Administrator - MG-VMM2012.MGTestDomain.local - Virtual Machine Manager (|

, @D s

Create Create Virtual Create Create Host Assign Overview | VMs | Services
Service  Machine = Cloud Group Cloud

Create Cloud Show

VMs and Services < VMs (0)

&5 Clouds | I
|

] All Hosts

#* VMs and Services
= Library

E Jobs

Settings

L Beady

Figure 15: SCVMM 2012 Administrator console

1) On the server hosting Microsoft SCYMM 2012, start the SCYMM 2012 Administrator console.
Under the Home tab, select the Fabric workspace as shown in Figure 15.
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Home l Folder

¥ Administrator - MG-VMM2012.MGTestDomain.local - Virtua

Classification Logical Unit -
Create

% 4 3

Create Create Create

Fabric
’ ﬂ Servers
b i Networking

- Storage

=a Classification and Pools

& Providers
Arrays

Y Create Service

| Create Virtual Machine
IE. Add Storage Devices I

Add Allocate
Resources * | Capacity
Add Capacity

< Arrays (0)

-
Name

Figure 16: Add storage devices to SCVMM 2012

2) Expand Storage, right click on Arrays and choose Add Storage Devices from the drop down list
as shown in Figure 16.

& Add Storage Devices Wizard B3

= Specify Discovery Scope

Gather Informaticn

Select Storage Pools

Summary

Specify the IP address or FQDN of the storage provider

1P address or FQDN and port:

[ 172.16.23.128:5989 | j

For example: storageprovider.contoso.com:5939
[V lbse Secure Sockets Layer (S5L) connection

Run As account: Browse...

Figure 17: Specify the storage devices discovery scope

3) In the Add Storage Devices Wizard screen, enter the IP address or fully qualified domain name
(FQDN) of the Data Collector server along with the correct port number.

e For http, uncheck the box for Use Secure Sockets Layer (SSL) connection and specify
the correct port (5988 is the default)
e For https, check the box for Use Secure Sockets Layer (SSL) connection and specify
the correct port (5989 is the default)

If using https (SSL), a registry change needs to be made to the SCYMM 2012 server to disable CN name
verification, otherwise the SLL certificate import will fail. To make the registry change, please insure

Note

that step 8 in Table 2 under Prerequisite Steps has been completed before continuing.
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4) Click on the Browse button to the right of the Run As account field.

Create SCVMM 2012 Run As Account

B! select a Run As Account

Select a Run As account

[ 2
Name Description

T AUTHORITY!Systam

NT AUTHORITY'\LocalService
NT AUTHORITY\NetworkService

Create Run As Account

cacel_|

4

Figure 18: Create Run As account for SCVMM 2012

1) At the Select a Run As Account screen, click on the Create Run As Account button as shown in

Figure 18.

Provide the details for this Run As account

Name: [I SMIS "run-as” Account for SCVMM 2013 l

Description: | same credentials as the SMIS Local User Account on the MG-DataC01 Data Collector Server

User name: " SMIS l
Example: contoso\domainuser or localuser
P d (I

Confirm password: |..uuu
—

[ validate domain credentizls

View Script | I CK I Cancel |

Figure 19: Provide details for the SCVMM 2012 Run As account
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2) As shown in Figure 19, provide a descriptive name (and description if desired) for the Run As
account.

3) Enter the user name and password.

Provide the same user name and password that were used to create the EM user (page 16) and the
OpenPegasus SMI-S user and local Windows user (created using the PowerShell Script on page 20). See

Note Table 3 for more information on user and password requirements.

4) Click on the OK button to return to the previous screen.

IH! Select a Run As Account

Select a Run As account

Name

NT AUTHORITY\System

NT AUTHORITY\LocalService
NT AUTHORITY\MstworkService

| Description

SMIS "run-as”™ Account for SCVMM 2012 Same credentials as the SMIS Local User. .

Figure 20: Select the new SCVMM 2012 Run As account

5) Click on the new Run As Account to highlight it, and then click on the OK button, as shown in
Figure 20.
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& Add Storage Devices Wizard [ |
= Specify Discovery Scope
‘ ‘ Specify the IP address or FQDN of the storage provider
Gather Information
1P address or FQDN and port:
Select Storage Pools I_ j
Summary axample: epravider.contosa.com: 5989
se Secure Sockets Layer (S5L) connection
Run As account:[l SMIS "run-as™ Account for SCVMM 2012 ] Browse... |

revos [ vee_])_ coneel_|

4

Figure 21: Server information and account information for SCYMM 2012

6) Verify that the new user is displayed in the Run As account field as shown in Figure 21. Also
verify that the IP Address (or fully qualified domain name) followed by the port number is still
listed correctly, and if https is desired, that the SSL box is checked. Then click on the Next

button.

Discover and Import Storage Device Information and Assign Clas

& Add Storage Devices Wizard ]

< Gather Information

Specify Discovery Scope Discover and import storage device information

| I Sca Provider

Select Storage Pools

Summary

sification

Figure 22: SCVMM 2012 Discover and import storage device information progress bar

Page 27



Best Practices Guide for Configuring the Dell Compellent SMI-S Provider for Microsoft SCVMM 2012

1) As shown in Figure 22, SCVMM 2012 will display a progress bar as it begins to import the storage
device information. The import process may require several minutes to complete.

B! Import Certificate M= E3
Import the certificate

To verify the identity of the storage provider, Virtual Machine Manager must import
the storage provider security certificate into the Virtual Machine Manager sarver
certificate store.

This CA Root certificate is not trusted. To enable trust, install this certificate in
the Trusted Root Certification Authorities Store.

Issued bo: MG-DataCol
Issued by: ME-DataCil
yalid Fram: 2§79{2017 ta 2/26/2022

Setial number:  00913055CZFCEET 169

Public key: 3081890258151 00b3cE3daad44lfdcbScbaf4ccch 3k
el 44 be 97 67 3e 21 ca ff ea 5e 62 04 59 d6 94 a7 54 09 6d cl
3deacdlaarZeabnd 7 F7 84 97 64 59d0 b7 Iccads 72 75
7257 3cf234 adfb 83 ab c7 5993 F1 Sa FOFf eb b0 16 77 b3
f& 33 b6 be cd &4 55 6a 9a a0 b5 3 4c 1557 6b &3 0F 83 b2 d0
8b1ceS47 b7 B2 057 933003 3F 58 d2 05 cF b2 bl c4 77 59
4c 2d 5c5d 355Fd7 71 df 0203 01 00 01 =

i The certificate will be imported bafare Virtual Machine Manager adds the storage

provider,
==

Figure 23: Import the SSL certificate into SCYMM 2012

2) |If using https, SCVMM 2012 will need to import the SSL certificate. Click on the Import button
as shown in Figure 23 when prompted. If using http, this prompt will not occur.

I8! virtual Machine Manager [ x|

Ktorage discovery of provider https: /#MG-DataC01 MG T estDomain local at TCPPork 5389 for
uger SMIS failed from MGAMM201 2 MET estDomain.local with eror code
HostTypeMotSupparted Faled: Discovery cannot connect to namespace. FAILED:content is
empty.

&:" Registry Editor

Specify valid pravider, part and user credentials for storage discovery. File Edit Yiew Favaorites Help
1o 26101 SecurePipeServers ;I ‘ Type ‘ Data
SecurityProviders REG_SZ {walue not set)
- | SaslProfiles i
s SCHANNEL #8|sendExtraRecord  REG_DWORD  Ox0000000Z (2)
3 Coters
- |, Ciphersuites

Figure 24: Issue with Microsoft KB2585542 may cause authentication failure

If using https (SSL), it may be necessary to address an authentication failure (content is empty) caused
by the January 2012 Microsoft Security Update KB2585542 for Server 2008 R2. If this error as shown in
Figure 24 is experienced, follow the instructions at http://support.microsoft.com/kb/2643584 to
Note modify the system registry to add a new DWORD (32-bit) value to
HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL as shown in Figure 24.
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— Gather Information

Specify Discovery Scope

Selact Storage Pools

Summary

Discover and import storage device information

& Add Storage Devices Wizard X

Smanui:IE.rl

Storage Array | Pools | Manufacturer | Madel | Caparity

sC5.techsol local  Assigned, Temp Compellent Shorage Center 58,682.01 GB
5C12 techsol local Assigned Compellent Storage Center 41,870.31 GB
5C13.techzollocal Assigned Compellent Storage Center 40,519.61 GB

Figure 25: Dell Compellent array shows as imported storage device

3) Once the import process has finished, the Dell Compellent Storage Center will be displayed as
shown in the example in Figure 25. In this example, three storage centers have been
discovered and imported. Click on the Next button.
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= Select Storage Pools

Specify Discovery Scope Select storage pools to place under management then assign a classification

Gather Infi ti
= inrermatien Logical unit information will be imported from the selected storage pools. The assigned classification describes the

capabilities of the selected storage pools,

-

Storage Device Classification | Total Capacity | Available Capacity

Summary B  5C5.techsol local

[ Assigned | vI 30,735.62 GB 1,071.95 GB

B New Classification

Create a storage classification

Name: |scs (&Il Thers)

Description: Storage Center 5 (SC5) is used for Boot-From-SAN
‘Wolumes on the Test Netwark

view serot | T akd | cone pe—

Figure 26: Create new storage classification

4) On the next screen, click on the Create Classification button to define one or more
classifications for your imported Storage Centers. A “classification” is meant to describe the
capabilities of the selected storage pool. Because Dell Compellent Storage Centers typically
feature automated disk tiering within a single disk pool, the description might include a
summary of the types of disk and tiers in the array, or other attributes, such as the array’s
primary use or location, as shown in Figure 26.

5) Once a name and description have been provided for the storage classification, then click on
the Add button as shown in Figure 26.

6) Repeat steps 4 and 5 to create additional storage classifications. In this example, three
classifications were created: one for each of the three Storage Centers SC5, SC12 and SC13.
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& Add Storage Devices Wizard

= Select Storage Pools

Specify Discovery Scope Select storage pools to place under management then assign a classification

Gather Infi ti
=r inermation Logical unit information will be imported from the sslected storage pools. The assigned dassification describes the

| capabilities of the selected storage poals.

-

| Shorage Device | Classification | Total Capacity | Available Capacity
SC5 techsol.local

Summary =

IR :0,736.52 68 1,071.96 GB

l 5C5 (all Tiers '

Figure 27: Assign a classification to the disk pool

7) Now that one or more classifications have been defined, check the box in front of Assigned,
and then click on the drop down arrow under the Classification column and choose the desired
storage classification as shown in Figure 27. Then click on the Next button.

Assign storage classifications to Storage Centers one at a time. Allow the job to finish, and then assign
a classification to the next Storage Center. Assigning classifications to multiple Storage Centers at the
same time may result in storage discovery failures with SCVYMM 2012.

a= Add Storage Devices Wizard

= Summary

Specify Discovery Scope Confirm the seftings
Wiew Script |
Gather Information
Select Storage Pools urce type: STEIBIEIE
Discovery scope: MG-DataC01.MGTestDomain.local: 5989

Managed storage pools: Assigned
Array: SC5.techsol local
Total capacity: 30,736.62 GB
Manufacturer: Compellent
Model: Storage Center
Classification: SC5 (all Tiers)

Figure 28: Confirm settings on the Summary screen

8) A summary screen will display the details for the managed storage pool. Click on Finish to
complete the wizard.
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& Jobs | _ (O] x|
Jobs - recent jobs (3)
| 2]
-
Name Status Start Time Result Name Cwner

@ Sses Storage Amay I 0 o 2/29/2012 12:37:36 PM 5CS.techsol.local
U} Creates new Storage Classific.. Completed 2(28/2012 12:32:44 PM S5 (Al Tiers) MGETESTDOMAIN\mglaser
0 Adds Storage Provider Completed 2/25/2012 12:18:43 PM  172.16.23.121:5983 MGTESTDOMAINmglaser 3
@ Adds Storage Provider Failed 2/28/2012 12:13:42 PM  Jaob Failed MGTESTDOMAIN\mglaser
&} Creatz new Runfs Account Completed 2(28/2012 12:06:11 PM  SMIS "run-as” Account for SCVMM 2012 MGTESTDOMAIN\mglaser «

P! Sets Storage Array v

Status: | 0% | ste | Name | Status | Start Time | End Time

Command:  Set-SCStorageAray > 1 Sats Storage Array 0% 2/23/2012 12:37:36... |

Result name; SC5.techsol.local

Started: 2/29/2012 12:37:36 PM

Duration:  00:01:43 €——

Ohiner: MGTESTDOMAIN

\miglasar

Summary | Details | Change Tracking

[+ Show this window when new objects ars created Restart Cancel

Figure 29: SCVMM 2012 Jobs status window

9) The Jobs status window will display the Sets Storage Array job with a progress bar under the
Status column. If the Jobs window is not set to display automatically, then job history and
status can be viewed by clicking on Jobs in the left navigation pane of the SCYMM 2012
Administrator console.

10) The Duration line as shown in Figure 29 will indicate the Job’s run time. Refresh the screen to
update the run time. Depending on the configuration of the Storage Center, the Job may
require up to 30 minutes or more to complete.

The Job progress bar in SCVMM 2012 will not show incremental progress as the Job runs, so it may
\ appear as though the Job has stopped responding. It will stay at 0% and jump to 100% when it has
finished. If a Storage Center has a large number of volumes, discovery will require extra time, up to 30

. minutes or more per Storage Center.
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& Jobs [_ (O] x|
Jobs - recent jobs (3)
| |
v
Name Status Start Time Result Name Cwner
Sets Storage Array 2/29/2012 12:37:36 PM  5C5.techsol.local g .
U} Creates new Storage Classific... Completed 2/252012 12:32:44 PM =C5 (Al Tiers) MGTESTDOMAINYmglaser
() Adds Storage Provider Campleted 2(2%/2012 12:18:43 PM  172.16.23.121:5589 MGETESTDOMAIN\mglaser 3
@ Adds Storage Provider Failed 2(28/2012 12:13:42 PM  Job Failed MGTESTDOMAINmglaser
'} Creste new Runis Account Completed 2/252012 12:06:11 PM  SMIS "run-as” Account for SCYMM 2012 MGTESTDOMAIN'\mglaser «
) Sets Storage Array v
Status: Completed Property | Previous Value | New Value

Command:  Set-3CStoragefrray
Result name: SC5.techsol.local

Started: 2/29/2012 12:37:35 PM

Duration:  00:27:30 €——

winer: METESTDOMAIN
\mglaser

Summary | Details | Change Tracking

[ Show this window when new objects are created Restart Cancel

Figure 30: Successful completion of Sets Storage Array job

11) When the Sets Storage Array job finishes, the Status column should display a status of
Completed. Note that the job in this example took 27.5 minutes as shown in Figure 30. Close
out of the Jobs window.
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M Administrator - MG-VMM2012.MGTestDomain.local - Virtual Machine Manager (Evaluation Version -

Home | Folder

=E Classification and Pools

= . ph ﬁ_. 7% Services
= - - ¥
L - ‘E" L 'ﬁ "'fr M
Create Create  Create add dllocate | Overview| Fabric |
Classification Logical Unit - Resources = Capacity Resources i' Hosts/Clusters
Create Add Capacity Show
Fabric ¢ | Classifications (1), StoragePools (1), and Logical Units {526
= | | Al HOSIS : |
| Site A =
- ) MName * | Type
.ﬁ- Library Servers T B |
- B S@ 5C5 (all Tiers) Classification
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Figure 31:

Storage pool assigned to a Classification

12) Under Classifications and Pools as shown in Figure 31, verify that the Storage Center volumes
are now listed under the associated Storage Classification, SC5 (All Tiers) in this example. This
Storage Center array can now be managed by SCYMM 2012.
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Adding Additional Dell Compellent Storage Centers to SCYMM 2012

D MG-DataC01: Compellent Enterprise Manager: SC 12

¢ Replication Recovery ¥ Storage Center View () Storage Center Tasks 2 Help

Storage Centers J c System Summary T & Storage Management ]

C Storage Center Status as of 03/02/2012 16:15:50

Total Disk Space: 40.83 T8

Free Disk Space: 3143 TH (76.67%) & Mare Details
B Used Disk Space: 946 TE (23 13%)

Figure 32: Additional Storage Center added to the Enterprise Manager client

1) If an additional Dell Compellent Storage Center needs to be managed by SCVMM 2012, then log
in to the Enterprise Manager Client as the SMIS user and select Add Storage Center from the
Management menu drop down. As shown in Figure 32 in this example, a second Storage Center

named SC12 was added.

Fabric < Providers (1)

4 _?_’L Servers
Name =

i3 172.16.23.121:5989

b -& Networking

- Storage

== Remaove

= Properties

=. Classification and Pools

& Providers

Arrays

Figure 33: Discover an additional Storage Center by refreshing the Provider object

2) Once another Storage Center has been added to the Enterprise Manger Client, then using the
SCVMM 2012 Administrator console, right-click on the storage provider object under Providers

and click on Refresh as shown in Figure 33.
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M Administrator - MG-VMM2012.MGTestDomain.local - Virtual Machine Manager (Evaluation Version

=y

X @ g

Restart Cancel Load All

- obs | [EPRO
Job View Window
Jobs < lobs - recent jobs (2)
E Jobs ||
| Name | Status - | Start
H b Reads Storage Provider 0% 32/
O Reads Storage Providar Completad 312
=§ VMs and Services
abric
3‘- | Fabri
= Library
E Jobs
Settings
Ready

Figure 34: Monitor the Jobs screen until Reads Storage Provider Job finishes

3) Monitor the Jobs window in SCVMM 2012 until the Reads Storage Provider Job completes as
shown in Figure 34. It may require up to 30 minutes or longer to finish.

"M Administrator - MG-VMM2012.MGTestDomain.local - Virtual Machine Manager (Evaluatio

B~ Homa | Folder

- ph —~aF: FREE
T ", SN

VM
Create Create Create Add Allocats Overview | Fabric
Classification Logical Unit = Resources = | Capacity Resources | Hosts/
Create Add Capacity Show
Fabric < Arrays (2)

b 39 Servers |

b i Networking

4 Storage
=E Classification and Pools
& Providers
Arrays

Figure 35: Additional Storage Center Array added to SCVMM 2012
4) Once the additional Storage Center has been discovered, it will be displayed as shown in Figure

35 under Fabric> Storage-> Arrays. Right click on the new storage array and select
Properties.
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I8! sc12.techsollocal Properties

General properties General page

Settings g

Description: 5C12.techsoldocal
Storage Pocls e

Storage pocls associated with classification

||sc12.techsol.loca|

Total capacity: 42 801.81 G2
Allocated capacity: 0G3
Available capacity: 26,456.87 GB
Storage pools: 1 (0 managed)

Provider: 172.16.23.121:5585

Figure 36: Storage Properties General page

5) On the Properties window, click on Storage Pools as shown in Figure 36.

g

[® sc1z.techsol.local Propetties
General properties Managed storage pools
Settings Storage pools:

Storage Pool Classification | Total Spacs
Storage Pools ;
9 s -ﬂ 42,801.81 GB 16,344.94 GB
SC12 (Al Tiers)
sC5 (Al Tiers)

Create dlassification...
View Script | oK I Cancel |

Figure 37: Create and assign a Classification to additional storage pool

6) On the Managed Storage Pools screen, check the box in front of Assigned. If necessary, create
a new classification by clicking on the Create Classification button, or if the desired one
already exists, choose it from the Classification drop-down list. In his example, a new
Classification for SC12 was created and selected as shown in Figure 37. Then click on OK.
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Jobs - recent jobs (3]
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{} Reads Storage Provider Completed
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Status: [ 0% | grep Name
HEWuETil Z2REISEmTE > 1 Sats Storage Array

Figure 38: Sets Storage Array Job

7) Click on the Jobs in the left navigation pane, and monitor the Sets Storage Array job until it

completes with a status of 100%. This may take up to 30 minutes or longer.

B MG-VMM2012 (172.16.23 125)
M Administrator - MG-VMM2012.MGTestDomain.local - Virtual Machine Manager (Evaluation Version - 147

H~- Home | Folder

4 ﬂ Servers

- Storage

b & Networking

=E Classification and Poaols
& Providers

Arrays

£ i 7] == .8 7% Services B P
= * 4 ﬁ__ e =L
Create Creste  Create add Allocate | Overview| Fabric | =
Classification Logical Unit - Resources ~ | Capacity Resources ? Hosts/Clusters Loli
Create Add Capacity Show v
Fabric ¢  Classifications (2), StoragePools (2), and Legical Units (944)

a

Name - | Type

B Bg sci2 (Al Tiers) Classification ]
ok Assigned Ztorage poal

= Iﬂ SC5 (Al Tiers) Classification
o Bmsigned Storage pool

Figure 39: Classifications and Pools

8) Once the job has completed, click on Fabric> Storage—> Classifications and Pools. The newly

added storage array should now be listed under the Classification it was assigned to.
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FY
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= A Assigned Storage pool
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Figure 40: Volumes listed under an assigned storage pool

9) Click on the “+” in front Assigned and a list of existing volumes in the storage pool should be
displayed a shown in Figure 39.

Classifications (3), StoragePools (3), and Logical Units (1070) Classifications (3), StoragePools (3), and Logical Units (1070)

| 1

Mame = | Type Mame - | Type

= BE 5C12 (al tiers) Classification Bl B sci2 (all tiers) Classification
Storage pool Storage pool

B Bd sc13 (all tiers) Classification = Ba sC13 (all tiers) Classification
Storage-pos! Storage pool

=l B 5C5 (all tiers) Classification =] gE 5C5 (all tiers) Classification
Storage pool e 5C5 Storage pool

Figure 41: Rename managed Storage Pools

10) For ease of management, if multiple Dell Compellent Storage Centers are managed as separate
storage pools in SCVMM, then it is recommended that the Assigned object for each storage pool
be renamed. To do so, right click on Assigned and edit the Name field under Properties. In
the example shown in Figure 41, each instance of Assigned was changed to reflect the name of
the associated Storage Center.

11) Repeat Steps 1 - 10 above to add additional Storage Centers to SCVMM 2012.
Multiple Dell Compellent Storage Centers can be discovered by SCYMM 2012 at the same time.

However, assigning a classification to a discovered Storage Center in SCYMM should be done one at a
caution  time to avoid storage discovery failures.
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Conclusion

Hopefully this document has proved helpful and has accomplished its purpose by providing
administrators with answers to commonly asked questions associated with configuring the Dell
Compellent SMI-S Provider 1.4 to work with Microsoft SCVMM 2012.
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Appendix A: Manual creation of Local User Account on
the Data Collector Server

If manual local Windows user creation is preferred on the Data Collector server, then follow the steps

listed below. When completed, return to Page 18 above and run the PowerShell script to complete the
creation of the OpenPegasus SMI-S user.

E,: Server Manager

File  Action  Wiew Help

&= |2mlcl=HE

% Server Manager (ME-DATACOL)
i.-‘ Roles

Users 3 User(s)

7| Features Marne Full Hame Description
% Diagnastics A ndministratar Built-in account For administering the. ..
= jﬁ Corfiguration ’;:Guest Built-in account For quesk access tak, .,
Task Scheduler [E SMIS SMIS Local User Srve Account For SMI-5
9 ‘Windows Firewall with Ac
{,—;t: Services
5 WMI Caontrol

= nra

22 Storage

Figure 42: Create a local user account on the Data Collector server

1) On the Data Collector server, go to Start = Administrative Tools = Server Manager. In the
Users folder under Local Users and Groups, create a local user account as shown in Figure 42.
Provide a password that meets the minimum complexity requirements for your environment.
For more information about user name and password requirements, see Table 3.
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File  Action Wiew Help

e HEXRE = [ HE

% Server Manager (MG-DATACOL)
i.-‘ Roles
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g Task Scheduler
windows Firewsall with Ac
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= :k Local Users and Groups

25 Storage
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Blame I
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e Certificate Service DO,
:k Cryptographic Operators
&l pistributed COM Users
B Event Log Readers
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s _1usRs

B Network Configuration ...
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% Power Users
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P Remote Deskiop Users
P peplicator

% sers

General |

@,’ Administiators

Eﬁ Server Manager Administrators Properties EE l
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to the computer/domain
Members:
\_’,;—l.-’-‘-.dministralor
82 MGTESTDOMAINDamain Admins
[| & spis
Changes to a uzer's group memberzhip
Add. . are not effective unhil the nest time the

oK

Help

Figure 43: Add the local user to the local administrators group

2) As shown in Figure 43, once the local user has been created, add this new user to the local
Administrators user group on the Data Collector server.
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E,: Local Security Policy Log on as a service Properties

File  Action  Wiew | Help

e | 2EIXRE = |H=

Local Secunty Setting | Ex=plain I

3 Log on as a service
E’L: Security Settings Policy = _Ei!
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a4 Audit Policy 15| Load and unload device drive
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_3 Securit?.f Optiu:un_s ] Log on a5 & batch job (| 5MIS
H. Windows flrewall with .ﬂ.u:l.\-'..ar -Euﬂ GRS RS ]
::I Mebwork List Manager Policie Y= — j
= Fublic Key Policies Lotg] Manfage aulelng and security
| Software Restriction Policies | — Mndﬁ E!n object Ial:u.al
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P | | _,I Lot Remove computer From docki

| | Add User ar Group... I Hemowve

Figure 44: Grant local user the “Log on as a service” right

3) On the Data Collector server, go to Start >Administrative Tools = Local Security Policy.
Expand Local Policies, and as shown in Figure 44, grant the local user the “Log on as a service”
right under User Rights Assignments.

4) Return to Page 18 to run the PowerShell Script to create the OpenPegasus SMI-S User.
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