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Executive summary

Remote Office Branch Office can now take advantage of quickly enabling enterprise grade and simple to
deploy Wi-Fi access. Dell Networking W-Series Instant Access Points enable a rich Mobility experience for
users of notebooks, tablets, phones and other mobile devices.

Dell PowerEdge ™ VRTX is a new shared infrastructure product, focused on remote, branch, and small office
needs. It combines Dell PowerEdge M520 and M620 server blades, shared storage, and I/O in the form of
PCle and one dedicated I/0 Module slot. These elements are combined into a 5U rackable tower, providing a
simpler model for Remote Office Branch Office (ROBO) and Small Medium Businesses (SMB) customers to
deploy and manage.

4 Dell Networking W-Series Instant Access Point Wireless LAN Deployment Guide for Dell PowerEdge VRTX | version 1.0 DELLEMC



1 Introduction

This deployment guide outlines the ease of setting up the Dell Networking W-Series Instant Access Points
(IAP) with the Dell PowerEdge VRTX system platform designed for Remote Office Branch Office. The
combination of Dell Networking W-Series IAP with Dell PowerEdge VRTX highlights the ability to deliver
“Better Together” end —to- end solutions to the Remote Office Branch Office.

The Dell Networking W-Series portfolio is highly scalable and secure, and offers centralized WLAN or
Distributed WLAN architectures. You can provide easily managed WLAN, BYOD and Application delivery

optimized for your wireless users.
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2 Network Topology

Employee User Guest User

< 7 Dell ereles.s laptop % Dell Latitude 10 Wireless tablet
Lync Client

W-AP105|
Dell PowerEdge VRTX

Dell Networking 5524P

VRTX 1GbE Switch Module

ell Wired Desktop
User

Figure 1 Wireless LAN Mobility for small office/branch office with PowerEdge VRTX
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3.1

3.2

Networking W-Series Instant Access Point (IAP)
Configuration

Power up and obtain IP address from DHCP server

Connect the Dell W-Series Instant Access Points (IAP) to the Dell Power-over Ethernet (POE) network switch
and verify the unit powers up as shown in Figure 2, indicating the IAP is ready to be configured.

PWR ENET 11AN 11B/GN

Figure 2  IAP Ready

Connect to the instant SSID

The Dell W-Series Mobility Instant Access Point (IAP) advertises the default Service Set Identifier (SSID).
From a mobile laptop or tablet network connect to the instant SSID as shown in Figure 3.

Currently connected to:

F=2 Unidentified network
Mo Internet access

Wireless Network Connection ~
instant ?ﬂ“

@' Information sent over this network
might be visible to others.

[] Connect automatically

{

Open Network and Sharing Center

3:03 PM

1/23/2012

< M ®E e

Figure 3  Connecting to Instant SSID
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3.3 Logging into Dell Networking W-Series IAP

Open a web browser and navigate to instant.dell-pcw.com to access the Dell Virtual Controller login screen.
If you enter any other URL, you are redirected to the same Dell Virtual Controller login screen.

Note: Connection to the Internet is required.

Figure 4 shows the Dell Virtual Controller’s login screen. Enter Username admin and Password admin, and
then click Log In.

Welcome to Instant

WLL VIRTUAL
CONTROLLER

Username: |
Password:

Log In

Figure 4  1AP Virtual Controller Login Screen

After logging in, the Virtual Controller main dashboard appears as shown in Figure 5.

Note: This IAP is the only IAP in the network, and is the Master Virtual Controller.
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3.4

Figure 5 shows the wireless client receiving an IP address from the IAP Virtual Controller. The IAP receives
an IP address from the network DHCP in the subnet.

DAL
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Figure 5  Virtual Controller Main Dashboard

Create New Employee SSID

From the Virtual Controller main dashboard in Figure 5, under Network, click New as shown in Figure 6.

& 1 Network
Name - Chents
instant 1
= Hev_T

Figure 6 New Employee SSID
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3.5 New WLAN Settings
In the New WLAN screen, enter a name (SSID). In the example below, the SSID is Dell_ROBO. Next to
Primary usage, select Employee, and click Next as shown in Figure 7:

WLAN Settings

Mame & Usage

Narne (SS1D): CEIEEE)
e

Primary usage: @ Employee
 Waice
© Guest

Show advanced options Cancel

Figure 7 New WLAN

DALEMC
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351

Client IP and VLAN Assignment

See Figure 8. For client IP assignment, Network assigned is the default setting. This allows wireless

clients connecting to the Employee network to be assigned an IP address from the network.

The client VLAN assignment default setting uses VLANL1 for the wireless client.

Client IP & VLAN Assignment

Client TP assignment: " Virtual Controller assigned

+ Metwork assigned
Client WLAN assignment:

" Static
" Dynamic

Back Cancel

Figure 8  Client IP and VLAN Assignment
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3.5.2

Security

See Figure 9. Set the Security Level slide bar to Personal. From the Key management field drop down

menu, select WPA-2 Personal. Enter the passphrase then click Next.

Note: The IAP Enterprise security setting allows IEEE 802.1x authentication using WPA-2 with AES

encryption. Please reference the Instant Access Point Users Guide

ettings

Security Level

Mare
Secure

Enterprise
- Personal

Open

Less
Secure

Key managerment:
Passphrase format:
Passphrase:

Retype

M&C suthentication:

Blacklisting:

[wra-z Persanal Jd|
[8-63 chars Jd|
| |
[eeneecee |
[Disabled |
[Disabled |

Back

Mext

Cancel

Figure @  Security Settings
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3.6

3.7

13

WLAN Access Settings

Figure 10 illustrates the Access link. The default is Unrestricted, allowing wireless clients access to any and

all protocols and destinations. Click Finish.

Note: Dell EMC recommends network access rules and policies be set according to the customer’s unique

security policy requirements.

Settings

Access Rules

Maore
Contral

- Role-based

- Metwork-based

- Unrestricted Mo restrictions on access based on destination or type of traffic

Less
Contral

Back Cancel

Figure 10 Access Setting

Employee WLAN

See Figure 11. Disconnect the wireless client from Instant SSID. Connect the wireless client to the new
wireless network SSID. Notice a wireless client is now associated with the new WLAN and the IP address for
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3.8

14

the wireless client is now assigned by the network DHCP. Once the new WLAN is created and connected to
a wireless client, the default Instant SSID is removed.

DAL

VIRTUAL CONTROLLER

PowerConnect W-Series

Powered by
Aruba Networks

Settings R

Instant-CB:30:43

By 1 Network ) 1 Access Point El 1 client
' o Clients Marne Clients Hame P address Network Access Point
dell_ROBO 1 00:24:6c:ch:30:43 1 192.168.26.52 dell_ROBO 00:24:6¢c:ch:30:47
(= Instant-CB:30:43 Monitoring DS Configuration BirGr|
Info RF Dashboard Usage Trends
L=ty Ll ClEEE Signal Speed Access Points utilization  Moise  Errors Clients
Country code; us @
Virtual Controller IP: 0.0.0.0 All clients | L 00:24:6cich:30:43 =l =
Band: All
Master: 192.165.26.51 5
OpenDMS status: Mot connected
MAS integration: Disabled
Uplink type: Ethernet ol T 1 T T
Uplink status: Up 17:20 17:25 1725
Throughput (bps)
ioou
Figure 11 Employee WLAN

Create New Guest SSID

From the Virtual Controller main dashboard in Figure 11, under Network, click New, as shown in Figure 12.

DCLL

VIRTUAL CONTROLLER

&y 1 Network

Marme Zlients
dell_ROBO i}
e

Figure 12 New Guest SSID
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3.9

Guest WLAN Setting

See Figure 13. In the New WLAN screen, enter a name in the Name (SSID) field. Next to Primary usage,

select Guest and then click Next.

WLAN Settings

Marne & Usage

MNarme (SSID) guest_ROBO
Primary usage: " Employes
 Voice

Show advanced options Cancel

Figure 13 Guest WLAN
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3.9.1 Guest Client IP and VLAN Assignment
See Figure 14. Virtual Controller assigned is the default setting. This allows the wireless clients
connecting to the Guest network to have the IP address assigned by the Virtual Controller. Click Next.

Client IP & VLAN Assignment

Client IP assignment: ' Yirtual Controller assigned
 Networl ss2aned

Back Cancel

Figure 14 Guest IP Assignment
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3.9.2

Guest Security

Figure 15 illustrates the security-level splash page default requiring username and password entries into the

internal database. Click the Users link.

Security Level

=plash page type: |Interna| - Authenticated LI Splash Page Wisuals

WISPr: |Disab|ed LI

MAC authentication: |Disab|ed ;I

Auth server 1: | InternalServer LI

Reauth interval: EI

Internal server: Mo users Users

Blacklisting: |Disab|ed LI Click thumbnail above to edit Preview
Encryption: |Disab|ed ;I

Redirect URL:

Back Mext Cancel

Figure 15 Guest Security Level

See Figure 16. In the Users screen, add a new user. Enter the username and password, and then click OK.

Users(1) Type add i
ROBO Guest nEw Lser:
Username: [ |
Type
Delete All
ak. Cancel

Figure 16 Guest User Database

17

Dell Networking W-Series Instant Access Point Wireless LAN Deployment Guide for Dell PowerEdge VRTX | version 1.0

DALEMC



393 Guest Access

Figure 17 shows the network-based access rules to add. Click New, and then click Finish. The rules will be
executed in the order shown.

Note: Dell EMC recommends setting network access rules and policies according to the customer’s unique
security policy requirements.

Security

Access Rules

Mare
Contral Acocess Rules (5)

® Allow dhep to all destinations
® pllow dns to all destinations

= Rele-eeat ® Allow https to all destinstions

® Allow http to all destinations

gll=tivarigbased ® Deny any to all destinations
Mew

- Unrestricted

Mote that the rule list is ordered -- use the arrow buttons
L to move the selected rule up or down
8ss
Control

Back Firish Cancel

Figure 17 Guess Access Rules
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394 Connect to the Guest SSID

From a mobile device, connect to the Guest SSID. Open a web browser and connect to any internet website.
Figure 18 shows the Guest Welcome page that appears. Agree to the terms, and then enter the user name
and password for the guest user.

At this point, users now have an Employee and Guest WLAN to which they can connect.

This network is not secure, Please read terms and User Name:
and use is at your own risk conditions before using tracva

Guest Network
Password:

@ 1 agree ' 1donot agree

Figure 18 Guest Welcome Page
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Components for this Deployment: (for deployment outside

US, equivalent SKU’s are available)

Table 1 Dell Networking 5524P

Description QTY SKU

5524P, 24 GbE Ports, Managed 1 225-0848

Switch, 10GbE and Stacking

built-in, PoE

Powercord, 125 Volt,15Amp, 10 1 330-6870

Foot

Switch includes Lifetime 1 929-2707,

Warranty repair. 931-

Choose Dell 2041,934-

ProSupport™ for 8788,

advanced technical 939-9130,

support. 939-9360

ONSITE 1 989-6188

INSTALLATION:

Hardware Install only

Asset Recovery, 1 960-1848

Program Managed

Table 2 Dell Networking W-1AP105

Description QTY SKU

W-IAP105, Instant Wireless 1 225-2051

Access Point, US

W-WIAP105,0ptional Mounting 1 331-0211

Kit, Recessed Ceiling, 9/16" or

15/16"

W-WIAP105 Flat Surface, Wall 1 331-0212

Box Mount Kit (for PoE only)

Basic Hardware Warranty 1 933-9147,

Repair: 5x10 HW-Only, 5x10 959-0600,

NBD Parts 959-0610,
968-7546,
968-7547

No Installation 1 900-9997

W-IAP Documentation Kit 1 331-5447
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B Additional Resources

B.1 Recommended Dell EMC publications:

Dell Networking W-Series Mobility

Dell Networking W-Series Mobility Support

Microsoft Lync Server 2010 on Dell Systems

B.2 Recommended Microsoft publications:

Microsoft® Lync® Qualified Infrastructure

21 Dell Networking W-Series Instant Access Point Wireless LAN Deployment Guide for Dell PowerEdge VRTX | version 1.0 DALEMC


http://www.dell.com/Wireless
http://support.dell.com/support/edocs/network/PC_Wser/
http://www.dell.com/Learn/us/en/555/business~solutions~engineering-docs~en/Documents~lync-server-2010-solution-architectures.pdf?c=us&l=en&s=biz&cs=555
http://technet.microsoft.com/en-us/lync/gg131938

	1 Introduction
	2 Network Topology
	3 Networking W-Series Instant Access Point (IAP) Configuration
	3.1 Power up and obtain IP address from DHCP server
	3.2 Connect to the instant SSID
	3.3 Logging into Dell Networking W-Series IAP
	3.4 Create New Employee SSID
	3.5 New WLAN Settings
	3.5.1 Client IP and VLAN Assignment
	3.5.2 Security

	3.6 WLAN Access Settings
	3.7 Employee WLAN
	3.8 Create New Guest SSID
	3.9 Guest WLAN Setting
	3.9.1 Guest Client IP and VLAN Assignment
	3.9.2 Guest Security
	3.9.3 Guest Access
	3.9.4 Connect to the Guest SSID


	A Components for this Deployment: (for deployment outside US, equivalent SKU’s are available)
	B Additional Resources
	B.1 Recommended Dell EMC publications:
	B.2 Recommended Microsoft publications:


