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1.1

1.2

1.3

Introduction

Purpose

This document addresses the configuration and implementation considerations for the key components
required to deliver Advanced Threat Prevention, Policy-Based Encryption and Removable Media Encryption
in a Citrix persistent or non-persistent Virtual Desktop Infrastructure environment.

Scope

Relative to delivering the virtual desktop environment, the objectives of this document are to:

Provide a configuration document for the setup of Endpoint Security Suite Enterprise in a VDI
environment.

Configuration of Advanced Threat Prevention.

Configuration of Removable Media Encryption.

Configuration of Policy-Based Encryption.

Configuration prerequisites

This lists the prerequisites needed:

Citrix Environment. See Section 4 for more details.

Microsoft SQL Server available. See Section 4 for more details.

Virtual Machine running Microsoft Server 2012 R2 for management.

.Net Framework 3.5

Endpoint Security Suite Enterprise and Dell Enterprise Server documentation located with the
downloaded zip files.

CALS — make sure that you have client access licenses for the Endpoint Security Suite Enterprise
available. This does not cover Citrix, Microsoft or application licenses requirements.

Note: For Endpoint Security Suite Enterprise CALS, contact Dell Sales Team or Support for
assistance.
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2.1

2.2

Solution architecture overview

Introduction

Endpoint Security Suite Enterprise software delivers an out-of-the-box Advanced Threat Prevention (ATP),
Policy-Based Encryption (PBE) and Removable Media Encryption (EMS) solution for virtual desktops that
provide antivirus and encryption that other solution may not be able to offer. Endpoint Security Suite
Enterprise is a turnkey solution that comes ready to integrate into your Citrix VDI environment. The Endpoint
Security Suite Enterprise unique architecture allows enterprises to protect their environment from endpoints to
virtual desktops and physical machines with a simple path to enterprise protection.

Endpoint Security Suite Enterprise overview

Endpoint Security Suite Enterprise is to be configured in the Citrix environment, which is outlined below. Dell
Enterprise Server includes the subcomponents shown below with a brief description of each.

Dell Enterprise Server Architecture
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DELL Data Protection Edition

( )

DOPE Enterprise Server (Internal DNS)

Ports: 80,61613,61616, 8443, 9000,

9011, 8449, 8050, 8090,8084, 8888, 2424-2430
Name (Most A Record): Foliow Customer Server
Nam ing Convention

ONS Alas (C-Name): ddp-ve <domanname com>
1P Address:

OS Name: MS Server 2012R2 Hyper-V

Virtual Machine

viPU: 4

RAM:8G3

Drive C:140 G8

DOPEC tibility Server 1099/RMI DOP Mgmt. Console Access
gt bt AD User: <ddpuser@domain com> Active Directory Cert.
DOPE Core Server 8888 MTTPS
Authority
00:! Sﬂu:;v \u:-v B3 HTTPS . AD Cort Name: see £5
DOPE Console Web Services 9011 HTTPS Cert Type & Ext: 3™ Party $5L
DOPE Console 8443 HTTPS SAN|UCHEV)

DOPE Policy Proxy 8000 TCP

Format: PFX | P78 & Key Flle

DOPE Key Server BOSO TCP Source: Versgn, Entrust, etc.

DOPE Complance Reporter B0B4 HTTPS

DOPE Message Broker Service 61613, 61616 TCP
DOPE Device Server 8081 HTTPS (Legacy) &

o DDP Remote Management Console: This is where the administrator will configure security policies
and domain settings for the environment.

o Dell Enterprise Server: Refer to section 2.3 for component breakdown of Endpoint Security Suite
Enterprise.

e Active Directory: Domain management.

o Microsoft SQL Server: Database used by Dell Enterprise Server.

e Certificate Authority: Handling of certificates in the domain environment.

o DDPE Client Agents: Encryption and Endpoint Security Suite Enterprise client software is installed in
VDI environment providing the Encryption client and Advanced Threat Prevention agent.
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2.3 Dell Enterprise Server Architecture

This is the actual back-end Dell Server installation which is made up of the following components.

e Compliance Reporter - Provides an extensive view of the environment for auditing and compliance
reporting.

e Core Server - Used for policy and license management as well as providing updates and registration.

e Key Server - Service that negotiates, authenticates, and encrypts client connection using Kerberos
API's. Requires SQL database to access the key data.

e  Security Server - Communicates with Policy Proxy. Provides the mechanism for controlling
commands and communication with Active Directory, which is used as an authentication source.
Provides authentication, including identity validation for authentication into the Remote Management
Console.

e Compatibility Server - A service for managing the enterprise architecture. Collects and stores initial
inventory data during activation and policy data during migrations. Processes data based on user
groups in this service.

o Device Server - Supports activations and password recovery.

¢ Message Broker - Handles communication between the services of the Dell Server. Stages policy
information created by the Compatibility Server for policy proxy queuing.

e Policy Proxy - Provides a network based communication path to deliver DDP policy updates and
inventory updates.

e Server Configuration Tool - Configures database communication with the Core Server and
Compatibility Server/ Security Server. Used to initialize the database upon installation or to migrate
the database to a newer schema. Used to control Dell Services.
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3.1

3.1.1

3.2

3.2.1

3.2.2

Hardware Components

Network

The following sections contain the core network components for Endpoint Security Suite Enterprise.

Dell Networking S4048 (10Gb ToR switch)

Optimize your network for virtualization with a high-density, ultra-low-latency ToR switch that features 48 x
10GbE SFP+ and 6 x 40GbE ports (or 72 x 10GbE ports in breakout mode) and up to 720Gbps performance.
The S4048-ON also supports ONIE for zero-touch installation of alternate network operating systems. For
BaseT connectivity, the S4048T model is available.

Server
The following sections contain the core Dell Server components for the Endpoint Security Suite Enterprise
solutions.

Dell PowerEdge R730
4 x 800GB SSD

= (2olololo

i
:
2 x 10Gb + 2 x 1Gb (BaseT & SFP+)

The Dell PowerEdge R730 is a 2U platform with a broad range of configuration options. The server comes
equipped with dual CPUs, 10 to 20 cores, and up to 384GB of high-performance RAM by default. A minimum
of four disks is required in the compute host, 4 x SSD for (Tierl). The PERC H730P is configured as a RAID
1+0 configuration connecting to the SSDs. Each platform can be outfitted with SFP+ or BaseT NICs. Refer to
the next section for more specification on the architecture needed and break down of the server
configurations.

Architecture overview
This outlines the architecture overview of the Endpoint Security Suite Enterprise environment.
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1-3 x 1-2 x

Dell Networking Brocade Dell EMC

54048

6510 Unity 300 (T2)

20 x 1.2TB SAS +
6 x 400GB SSD

2-26x (N+1)

2xCPU
R730] Zesracaran|

VDI Desktops

4 x 800GB SSD

2X

8GE RAM
4vCPUs

Separate Management and Compute Configuration.
2xCPY [ e Mgmt VMs &8
4GB RAM |
R730]__ zscmran |

In this environment we have separate management and compute nodes configured.

I
-
°

[

2

w

=]

=

Compute Node: Only has VDI desktops hosted on it.
Management Node: Only has management VMs hosted on it.

See the table below for the breakdown of the management VMs for the environment and their configurations,
this covers both configurations outline here.

Combined management and compute.

Dell Networking
S4048

128-512GB RAM
4 x 800GB SSD

—

Volumes

VDI VMs

BGB RAM

[ m
VDI Desktops
+ o E

:

Josiatad A4

4 vCPUS Or |3vcrus

BGE RAM
VEPLUS

*

e
£
(=]
=
+
2
-
o
£
o
(&)

Mgmt VMs
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All the management VMs are place on a single node with the VDI desktops.

Dynamic Memory
2GB 8GB Med

Management VMs configurations.

Broker (Citrix) 4 8 20% 1 140
MSSQL 2014 4 8 2GB  8GB  20%  Med 1 140
D ST 4 8 2GB  8GB  20%  Med 1 140
Server
TOTALS 12 24 6GB 24GB 3 420
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4 Software components

4.1 Software inventory

This details the installation of the Endpoint Security Suite Enterprise software and dependencies in the
environment. There are a number of components that make up the Endpoint Security Suite Enterprise
software and these will be outlined below and their function.

Server OS Microsoft Windows 2012 R2 Std. Ed.
MSSQL Microsoft SQL Server 2014 Std. Ed.
SCVMM System Center Virtual Machine Manager 2012 R2

Citrix Citrix XenDesktop 7.11
Dell Data Protection Suite Endpoint Security Suite Enterprise 1.3

Certificates Certificates any

Client OS Windows 10 Enterprise Win 10

Note: Client OS validation was done on the latest version of Windows operating system, Win 10,
Please refer to Vendor documentation for supported OS level and DDP documentation for supported
DDPSuite for supported version of OS.

411  Server OS
This is the operating system installed on the Host machines and virtual machines, which includes the
installation of the Hypervisor, Hyper-V used for virtualization where applicable, i.e. on a physical host.

Note: Experience with the installation of Windows 2012 R2 OS and Setup of Hyper-V is assumed and
therefore not covered in this document.
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4.1.2

4.1.3

4.1.4

4.1.5

4.1.6

4.2

4.2.1

13

Microsoft SQL Server

This is the database software that the Endpoint Security Suite Enterprise will use to update and query and
track the Endpoint Security Suite Enterprise environment.

Note: Experience with the installation of Microsoft SQL Server is assumed and therefore not covered
in this document.

System Center Virtual Machine Manager

This is the virtual machine manager being used. Due to the Citrix environment using Machine Creation
Services of the desktop images. Only MCS with Endpoint Security Suite Enterprise has been validated.

Note: Experience with the installation of System Center Virtual Machine Manager is assumed and
therefore not covered in this document.

Citrix
This is the virtualization that is used in the environment into which Endpoint Security Suite Enterprise will be
used.

Note: Experience with the installation of Citrix is assumed and therefore not covered in this document,
as well as the following components Virtual Delivery Agent, Persistent and non-Persistent
configuration, machine creation and delivery groups, machine creation services and Storefront.

Endpoint Security Suite Enterprise

Endpoint Security Suite Enterprise is to be configured in the environment. See section 2.3 Endpoint Security
Suite Enterprise Architecture for breakdown of the various components.

Certificates

Creation of signed certificates are beyond the scope of this document the only certificates implemented are
self-signed certs.

Note: Experience with certificates is assumed and therefore not covered in this document.

Dell Enterprise Server installation

Installation

This section deals with the Server installation. Please refer to documentation in the extracted file location for
further reference.

Copy DDP-Enterprise-Server-9.6.0.xxx.zip and extract to local system. This may take a while.

Copy the extractedLocation\EnterpriseServerinstallKey.ini file from the extracted file location to
C:\Windows
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Navigate to:

extractedLocation\DDP-Enterprise-Server-9.6.xxx\Dell\EnterpriseServer\x64
1. |Install

Appiication Tools

Home  Share  View Manage

© v 1 [ « installers » Enterprise Server » x64 » v ¢ [ searchxss

X F res Name = Date modified Type

. e U Y A — -
I Desktop &) 0x040c 22/06/2010 14:35 Configuration sett... 26K8
8 Downloads &) 0x0d07 16/03/2012 14:50 Configuration sett.., 26K8
‘% Recent places @] 00409 23/03/2010 16:44 Configuration sett... 2K

glopao ____ 22/06/2010 14:37 Configuration sett... 25K8

% This PC &) m Open b/03/201212:55  Configuration sett.. 15K8

&) 0d % Run as administrator B/D4/2012 14:44 Configuration sett... 14KB

€ Network 8] M: Troubleshoot compatibility P/06/2010 14:40 Configuration sett.., 24K¥8
o) od Pin to Start R/06/2010 14:41 Configuration sett... 25K8

] Share with B/01/2016 16:29 MST File 192K8

asiye previcus yersiors B/01/2016 16:29 MST File 2K8

St B/01/2016 16:29 MST File 124 KB

} B/01/2016 16:29 MST File 188 KB

o B/01/201616:29  MST File 184 K8

Copy B/01/2016 16:29 MST File 284K8

B/01/2016 16:29 MST File 244 KB

B/01/2016 16:29 MST File 120 KB

B/01/2016 16:29 MST File 120 KB

B/01/2016 16:28 Setup Information 1K8

5/01/2016 16:29 Windows Installer ... 15,490 K8

9/01/201616:30  Application 74,283 k8|

29/01/2016 16:29 Configuration sett... 7Kk8

27items  1item selected 72.5 MB

Right click Setup.exe.
Select Run as administrator from menu.

2. Install Wizard

Select the language for the installation from the choices below.

|English (United States) vl

Select the language for installation.
Click OK.
3. Dependencies

14
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2 Dell Enterprise Server x64 requires the following items to be installed on your computer.
&Py  Click Install to begin installing these requirements.

Status Requirement
Pending Microsoft Visual C++ 2010 SP1 Redistributable Package (x64)
Pending Microsoft SQL Server 2012 Native Client (x64)

Dependencies that are required will be listed for installation.
Click Install, wait for components to install this may take a while to run.
4. Welcome

Welcome to the InstaliShield Wizard for Dell
Enterprise Server x64

The InstaliShield(R) Wizard will install Dell Enterprise Server x64
on your computer. To continue, dick Next.

NOTICE: This program is protected by one or more U.S.
: Number

Patents, induding: 7665125; Number 7437752; and

Number 7665118.

Welcome wizard that will guide you through the installation process. Click Next.

5. License Agreement
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License Agreement

Please read the following license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPE A
APPLICATION SOFTWARE D

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN

ENTITY) AND DELL PRODUCTS L.P., ATEXAS LIMITED PARTNERSHIP, OR DELL

GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS

WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell" OR “DELL"),
WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL MEAN
COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AND ANY COPIES

THEREOF, TO WHICH THIS AGREEMENT IS ATTACHED OR OTHERWISE v

(® I accept the terms in the license agreement

() I do not accept the terms in the license agreement

InstaliShield -

This is the license agreement review by using the scroll bar located on the right hand side or
alternatively Click Print to print agreement.

Click I accept the terms in the license agreement.
Click Next.
6. Product Key

Product Key

Enter Product Key

Enter the 32-character Product Key

[ - - -

InstaliShield

Enter the Product Key, if you copied the EnterpriseServerinstallKey.ini as outlined in step 1, at start of
this section in the install guide, this will auto populate the Product Key information. Otherwise open the
EnterpriseServerinstallKey.ini and type in code manually.

Click Next.
7. Installation Type
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Installation Type

Choose the installation type that best suits your needs.

Please select a setup type.
ﬁ ®  Back End Install (Full Enterprise Server Installation)

@ )  Front End Install (Proxy Server installation)

[[J RecoveryIr i - Install lication files only and attach to an existing database

InstaliShield

[ <Bak |[ nNext> | [ Cancal |

Select Back End Install (Full Enterprise Server Installation)
Click Next.
8. Destination Folder

Destination Folder

Click Next to install to this folder, or dick Change to install
to a different folder,

Install Dell Enterprise Server x64 to:
C:\Program Files\Dell\

You may change to another install location by clicking the Change... button otherwise accept the
default location to install into.

Click Next.
9. Backup Location
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Backup Location

Select a badk up location

Select a back up location for the Server configuration files. This backup is required to
recover from a catastrophic Server failure.

Dell recommends that the back up location is located on a different
computer.

Back up Server configuration files to:

L7 cipsdumt

InstaliShield

[ < Back [ Next> ] [ Cancel |

You may change to another install location by clicking the Change... button otherwise accept the
default location to install into.

Click Next.

Note: The folder structure created by the installer during this installation step (example shown below)
must remain unchanged.

4 |, Backup
4 |, Compatibility Server
. conf
4

1. Compliance Reporter
.. conf

.. Core Server

[

1. Device Server

.. conf

[N

. Message Broker
J. conf
L. Security Server

.. conf

b

Note: Experience with File System Backups are assumed and therefore not covered in this document.

10. Certificate
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Install SSL Certificate

Select a Digital Certificate for this server:
) Import an existing certificate.
Import an existing certificate that was purchased from a Certificate Authority (CA).

(®) Create a self si d certifi and i t it to key store.
Create a self signed certificate and import it to key store.

Note: It is highly recommended that a digital certificate is utilized from a trusted certificate
authority.

Select "Cancel” to quit the installation process and independently purchase a 3rd party
certificate.

InstaliShield

[ < Back |l Next > ] | Cancel |

You have the choice of selecting what type of digital certificate to import into the server.
Click Create a self-signed certificate and import in to key store.

Click Next.
11. Create Self-Signed Certificate

Create Self-Signed Certificate

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name:  [DD.OSPREY.COM
* Required

Organization: ||

Organizational Unit: '

City: |
State: I Country (2 letter abbrv:) lus

InstaliShield

[ <Back ][ mNext> | [ cancel ]

Fill in Information as needed.

Click Next.
12. Install SSOS Cetrtificate

19
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Install SSOS Certificate

Select a Digital Certificate for this server to use for SSOS:

() Import an existing certificate.
Import an existing certificate that was purchased from a Certificate Authority (CA).

(® Create a self signed certificate and import it to key store.
Create a self signed certificate and import it to key store.
) Re-use SSL certificate for SSOS.

Note: Itis highly recommended that a digital certificate is utilized from a trusted certificate
authority.

Sd:c;:mod'mqjtﬁnistalaﬁmamuﬂhdepeﬁmﬂywmaseaidpuw
certificate.

InstaliShield

<Back || Next> ||

Click “Create a self-signed certificate and import it to key store,’

Click Next.
13. Create Self-Signed Certificate

Create Self-Signed Certificate

Please enter information that will be incorporated into your self-signed certificate.

Fully-qualified Computer Name: |DD.OSPREY.COM
* Required

Organization: ||

Organizational Unit: |

City: |
State: I Country (2 letter abbrv:) Jus

InstallShield

[ < Back Il Next > ] [ Cancel ]

You can elect to fill in additional information. But the required must be filled in.

Click Next.
14. Back End Server Install Setup
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Back End Server Install Setup

Select ports and host names for back end server

Click below to inspect or change host and port configuration. Select "Next” to accept the
configuration. Values are initialized to defaults.

| Edit Hostnames... |

| Edit Ports.... |

Works with Front End to communicate wth dients internally in your network or externally in
] the DMZ.

Front End Security Server
Host Port

| |s443

InstaliShield

Check the ports being used.
Click Edit Ports...
15. Edit Back End Ports

Client Authentication |3449 Compatibility Server |1099
Compliance Reporter |8084
Core Server |3338 Device Server |8081
Key Server |805° Policy Proxy ISOOO
Security Server IB443 SMTP IZS
TCP Port Stomp Port
Message Broker lélSls |61613
InstaliShield
| oK ][ Cancel |

This lists the ports that are used for the Endpoint Security Suite Enterprise. Also refer to the Endpoint
Security Suite Enterprise architecture diagram in Section 2.2 to make sure that the firewalls in your
environment can accommodate the ports listed for Endpoint Security Suite Enterprise.

Click OK.

Click Next.
16. Database Server
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i Dell Enterprise Server x64 - Install Shield Wizard ==

Database and Install-time Credentials

Specify nstall-time oedentials for the nstaler to set up the database

The nstaller uses these aedentials to authenticate to the SQU server, These permissons are
required: areate database, add user, assign permissions. The nstalled Enterprise Server does not
use these credentials, They are used only during instalation.

Patabase server to use: {l.e. ServerName\instanceName)

I] v} [ Browse... | Port:]

Instal-time credentials (not run-time):

®) Windows authentication credentials of current user

) SQU server authentication using the aedentals below

This is where you will configure the database connection for your environment to work.
Click Browse to select the server on which to install the database.

Server: someSQLDBName.

Port: 1433 —default port unless this has been changed in environment.

Select the authentication method for the installer to use to set up the Dell Data Protection database.
After installation, the installed product does not use the credentials specified here.

Select connect using either Windows authentication or Server authentication.

Windows authentication credentials of current user - If you choose Windows Authentication, the
same credentials that were used to log in to Windows will be used for authentication (User Name and
Password fields will not be editable). Ensure that the account has system administrator rights and the
ability to manage the SQL Server.

OR

SQL server authentication using the credentials below — If you use SQL authentication, the SQL
account used must have system administrator rights on the SQL Server.

The installer must authenticate to the SQL Server with these permissions: create database, add user,
assign permissions.

Name of catalog: database catalogue name, unless you wish to change it. Ours we changed to
DDP_Server_test

Click Next.

22 Dell Data Protection | Endpoint Security Suite Enterprise for VDI with Citrix | January 2017 @



The database catalog [DDP_Server_test] does not currently exist on the
SQL Server: hyperv-vm-sql, 1433

Click:
- 'YES' To allow the installer to create the catalog.
- 'NO' To confirm the catalog name before continuing.

[ Yes I I No I

The Question relates to the fact that the database does not contain the catalog that has been specified.
Shown above is an example table name we used.

Click Yes.
17. Service Startup Account Information

Service Runtime Account Information

Spedfy authentication cedentials for the se

Specify the user name and passward of the domain service account Dell services will use to acress
the SQL server. The user account must be in the format DOMAIN Username and have the SQL
server permissions Defaut Schema: dbo and Databass Role Membership: db_owner, public.

®  windows authentication using the credentias below
O SQL server authentication using the aedentials below
Service Account Run As User name:

I Browse...
Password:

| |

InstallShicd

Select the authentication method for the product to use. This step connects an account to the
product.

Windows authentication using the credentials below - Enter the credentials for the product to use,
and click Next.

Ensure that the account has system administrator rights and the ability to manage the SQL Server.
The user account must have the SQL Server permissions Default Schema: dbo and Database Role
Membership: dbo_owner, public.

These credentials are also used by Dell services as they work with the Dell Enterprise Server.
OR

SQL server authentication using the credentials below — Enter the SQL Server credentials for the
Dell services to use as they work with the Dell Enterprise Server, and click Next.

The user account must have the SQL Server permissions Default Schema: dbo and Database Role
Membership: dbo_owner, public.
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18. Ready to Install

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

InstaliShield

This is where you will proceed with the installation of the software, at this point you can use the back
button to step back through, to check if you need to change any settings.

Click Install
19. InstallShield Wizard Completed

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Dell
Enterprise Server x64. Click Finish to exit the wizard.

[ Launch Remote Management Console

[] Show the Windows Installer log

e
Check the box Launch Remote Management Console.

Click Finish.

24
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Client Installation

Endpoint Security Suite Enterprise client installation is performed on the master image for both persistent and
non-persistent VDI solutions.

Advanced Threat Prevention (ATP) Install

Note: ATP can be installed on persistent or non-persistent desktops

1. Create Master VM and install applications user will need. Install the Endpoint Security Suite Enterprise
client at this point as described later in this document.
2. Create Catalog and Delivery Group of either persistent or non-persistent desktops on Citrix Studio.

Refer to section 6.2.1 section below for ATP policy configuration.

Policy-Based Encryption (PBE) Install

Note: Policy-Based Encryption will not encrypt network drives by design. It can be installed on
persistent or non-persistent desktops.

1. Create Master VM and install applications user will need. Install the Endpoint Security Suite Enterprise
client at this point as described in section 5.7.1 and 5.7.3 following.

2. Refer to Endpoint Security Suite Enterprise documentation for scripted or System Center Configuration
Manager (SCCM) deployment methods.

Note: Step 2 is beyond the scope of this document.

System Data Encryption (SDE)

Note: DO NOT enable SDE in a VDI environment or Encrypt Windows Page File. This configuration is
not supported. If this feature is turned on the host will experience high disk 10 and CPU utilization due
to a file encryption sweep occurring that will affect the VM'’s that are assigned this policy. Contact Dell
Support for assistance if this policy needs to be configured in the environment.

Removable Media Encryption (EMS) Install

Note: If you wish to install the EMS piece only and not ATP at the same time, Create desktops using
the steps listed below. It can be installed on persistent or non-persistent desktops

1. Create Master VM and install applications user will need. Install the Endpoint Security Suite Enterprise
client at this point as described in section 5.7.1 and 5.7.3 following.

2. When the Endpoint Security Suite Enterprise client is installed shutdown the machine but do not restart it.
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3. Create Catalog and Delivery Group of either persistent or non-persistent desktops on Citrix Studio.
4. Verify USB redirection in user’s session.
5. In Citrix Studio enable the following policy or add to existing policy.

Policy name: USB Redirection this must be enabled for Removable Media Encryption to work.

v » Client USB device redirection Edit | Unselect
User setting - ICA\USB Devices
Allowed (Default: Prohibited)

6. Verify USB redirection in user’s session.

From Citrix pull down menu located at top of VDI session, the following Icons should be visible.

L] = Ry o

Home Ctrl+Alt+Del Preferences Full-screen Devices Disconnect

aanaas ® Suaaas

If the devices marked above do not appear in session menu then USB redirection is not enabled
or session needs to be updated.

7. Insert Removable media

L1 = By 0 . P

Ctrl+Alt+Del Preferences Full-screen Devices Disconnect

ssiaes # seeecs Generic Mass Storage

Click Devices,
Click Generic Mass Storage.

Refer to section 6.2.5 section below for EMS policy configuration.

55 Authentication

Note: The authentication features in Endpoint Security Suite Enterprise are not supported for virtual desktops
at this time. It is only supported on physical PCs. Please refer to Endpoint Security Suite Enterprise
documentation
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Endpoint Security Suite Enterprise Install

This section details the Endpoint Security Suite Enterprise client installation on client sessions. For all VDI
installations for persistent or non-persistent desktops, follow the client install directions on the master image
and make the registry changes documented below to differentiate between persistent and non-persistent
desktops.

Client Install

For VDI installations, the Endpoint Security Suite Enterprise client install installs the Encryption client and
Advanced Threat Prevention agent. All other software including any VDI agents must already be installed.
The Endpoint Security Suite Enterprise client install and setup of registry entries must be the last task
performed on the master image before deployment. The master image should not be restarted before
deployment.

In order to prevent the master image performing an activation before deployment with the Dell Server set the
following for the correct Endpoint group (Non-Persistent/Persistent VDI Endpoint group) on the Dell Server

e Turn off Policy Based Encryption
e Turn off Advanced Threat Protection

See the appendix section for instructions

1. File Extraction

Name Date mod
O ppee— B ]
Open
¥ Run as administrator
Troubleshocot compatibility
Pin to Start
Scan with Windows Defender...
Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Locate the DDPSuite.exe file, which should be where you copied or downloaded the software.
Right Click, select Run as administrator from menu.

2. Extraction
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] (*) DDP | Endpoint Security Suite X

@ Extracting DDP | Endpoint Security Suite Installer...

28%

Dell Data Protection | Endpoint Security Suite - InstallShield Wizard *

Setup Status

Dl Data Protection | Endpaint Security Suite is configuing your software installation. This
may take a couple of minutes.

Installing Prerequisites, please wait...

InstallShield
Cancel
Install will continue to the Welcome screen.
3. Welcome
Dell Data Protection | Endpoint Security Suite - InstallShield Wizard >

Welcome to the InstallShield Wizard for Dell
Data Protection | Endpoint Security Suite

The InstallShield Wizard will install Dell Data

Protection | Endpoint Security Suite on your
computer. To continue, click Next.

T T

On the Welcome screen, click Next.

4. License Agreement
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Dell Data Protection | Endpoint Security Suite - InstallShield Wizard x

License Agreement

Please read the following license agreement carefully.

DELL END USER LICENSE AGREEMENT - TYPEA ~
APPLICATION SOFTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN
ENTITY) AND DELL PRODUCTS L.P,, A TEXAS LIMITED PARTNERSHIP, OR DELL
GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF DELL INC. AND ITS
WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell” OR
"DELL"), WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE
SHALL MEAN COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED
MEDIA, PRINTED MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION,

AND ANY COPIFS THFRFOF TO WHICH THIS AGRFFMFNT IS ATTACHFD OR >
@) | accept the terms of the license agreement [ Print
(O | do not accept the terms of the license agreement o
InstaliShield

Review the license agreement by using the scroll bar located on the right hand side.
Click Print to print agreement.
Click I accept the terms of the license agreement.

Click Next.
5. Dell Enterprise Server or VE Setup

Dell Data Protection | Endpoint Security Suite - InstallShield Wizard *

Dell Enterprizse Server Setup
Pleaze provide the following informaticn about your Dell Enterprize Server. @

Please specify the fully qualified host name of the managing Dell Enterprize Server.
This server will be used to activate new uzers and retrieve their security policies. Far
example: servername. domain. com

Dell Enterprize Serer Hame

DDPServerdddrdess

Flease verify the fully qualified URL of the Dell Device Server. Thiz serviet will be uzed
to activate new users.

Dell Device Server URL

https: //DDPS erverdddrdess: 3443 wapi |

InstallShield

<Back [ New> || cancel

This is where you will point the client to the Dell Server you have installed in the previous section.
Dell Server Name: enterDDPEEServerNameFQDN
The Dell Device Server URL will auto-populate.

Click Next.
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6. Choose Destination Location

Dell Data Protection | Endpoint Security Suite - InstallShield Wizard >

Choose Destination Location

Select folder where setup will install files.

Install Dell Data Protection | Endpoint Security Suite to:
C:A\Program Files\DellsDell D ata Protection Change... ‘

I 1

| < Back jl Next > I | Cancel |

You can change the destination location by clicking Change..., we proceeded with the Default
destination.

Click Next.

7. Select Features

Dell Data Protection | Endpoint Security Suite - InstallShield Wizard X

Select Features

Select the features setup will install.

Select the features you want to install, and deselect the features you do not want to install.

& Security Framework. Diescription
&- i

Drivers Installs the underlying security

£ i lient framework and Security Tools,
E TEB'-"'F':” cien g the advanced authentication
reat Protection clients client that manages multiple

® BitLocker Manager authentication methods,

V] &dvanced Threat Protection including PBA and credentials
such as fingerprints and
passwords.

925.21 MB of space required on the C drive
1270.19 MB of space available on the C drive
! < Back \I Next > I . Cancel

Select Advanced Threat Protection.
Click Next.
8. Ready to Install the Program
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Dell Data Protection | Endpoint Security Suite - InstallShield Wizard

Ready to install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstaliShield

| <Back [ nstal | | Cancel |

You can use the back button to check or change setting before proceeding.

Click Install.

Dell Data Protection | Endpoint Security Suite - InstallShield Wizard

Setup Status

Dell Data Protection | Endpoint Security Suite is configuring your software installation. This
may take a couple of minutes.

Preparing to Install, please wait...

InstaliShield

Cancel

The installation will take some time to complete.

9. Installation Wizard Complete
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Dell Data Protection | Endpoint Security Suite - InstallShield Wizard

InstallShield Wizard Complete
The InstallShield ‘Wizard has successfully installed Dell D ata Protection |

Endpoint Security Suite. Before you can use the program, you must restart your
computer.

(O Yes, | want to restart my computer now.

(® No, | will restart my computer later.

Remove any disks from their drives, and then click Finish to complete setup.

< Back Cancel

Default action is: Yes, | want to restart my computer now,
Select No, | will restart my computer later.
Click Finish.

Do not restart or shut down the VM at this stage. It is necessary to insert the registry entries that
indicate that the client is running in a VDI environment.

5.6.2 Client manual and silent installation

This details the manual process to extract and install the components as needed, this covers in particular the
ATP install.

1. Use the following command to extract the DDP Suite installer into its individual components:
a. From a command prompt do not run from PowerShell:
b. DDPSuite.exe -y -gm2 /s /2"\"EXTRACT_INSTALLERS=C:\extracted\""

Note: the /s option can be left out as this is the silent option, and the path can be changed to
whatever suits your environment. This operation may take some time to complete.

2. Do the following to install ATP: Where the extracted installers are navigate to
extracted\AdvancedThreatProtection\Win64R
3. Atacommand prompt, enter the following commands:

a. The following example installs the basic Dell Client Security Framework component, without
the SED Management client or BitLocker Manager (silent installation, no reboot, installed in
the default location of C:\Program Files\Del\Dell Data Protection).EMAgent_XXbit_setup.exe
/s N"FEATURE=BASIC CM_EDITION=1 SERVERHOST=server.organization.com
SERVERPORT=8888 SECURITYSERVERHOST=server.organization.com
SECURITYSERVERPORT=8443 /norestart /qn"e
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b. The following example installs Advanced Threat Prevention (silent installation, no reboot,
installation log file and installation folder in the specified locations)

c. MSIEXEC.EXE /I "AdvancedThreatProtectionCSFPIlugins_x64.msi" /gn
REBOOT=ReallySuppress APPFOLDER="C:\Program Files\Del\Dell Data
Protection\Advanced Threat Protection\Plugins" /I*v "C:\ProgramData\Dell\Dell Data
Protection\Installer Logs\AdvancedThreatProtectionPlugins.msi.log"

and

d. AdvancedThreatProtectionAgentSetup.exe /s /norestart REBOOT=ReallySuppress
APPFOLDER="C:\Program Files\Del\Dell Data Protection\Advanced Threat Protection" /|
"C:\ProgramData\Dell\Dell Data Protection\Installer
Logs\AdvancedThreatProtection.log"NOTE: These components must be installed by
command line only. Double-clicking to install this component installs a non-Dell, non-
managed version of the product, which is not supported. If this is accidentally done, simply go
to Add/Remove Programs and uninstall that version.

e. To check successful installation open Programs and Features in Control Panel and check for
Cylance.

The following step will perform a completely silent install of DDP Suite.

1. From a command prompt that is started with administrative privileges run the following command:
a. DDPSuite.exe -y -gm2 /S /z"\"SERVER=<server fqgdn>\""

Create registry entries for VDI awareness

In order to operate correctly in a VDI environment (Citrix or VMware) the master image must be prepared by
inserting one of the following entries in the registry.

Note: Changes to the Windows registry are immediate and can have system wide consequences.
There is no automatic backup taken of the registry. Ensure that you are confident to make these
changes before proceeding.

Persistent VDI

For master images that will be used for persistent VDI solutions, add the following entry to the registry on the
VM immediately after installing the Endpoint Security Suite Enterprise client. Shut down the master image
once the registry change has been made.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session ManagerEnvironment]
"Dell_isVDI"=dword:1

"Dell_VDI"=dword:102

Non-Persistent VDI
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For master images that will be used for non-persistent VDI solutions, add the following entry to the registry on
the VM immediately after installing the Endpoint Security Suite Enterprise client. Shut down the master image
once the registry change has been made.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session ManagerEnvironment]
"Dell_isVDI"=dword:1

"Dell_VDI"=dword:101

Prior to deploying the VDI pools, ensure that Policy Based Encryption and Advanced Threat Prevention have
been turned on at the DDP Server on the correct Endpoint group.

Recomposing or updating VDI pools

Any updates to the master image require that the master image is started before changes can be made. If the
master image starts it will attempt to activate which will cause conflicts in the DDP Server.

In order to prevent the master image performing an activation before an update or recompose with the DDP
server set the following for the correct Endpoint group (Non-Persistent/Persistent VDI Endpoint group) on the
DDP server.

e Turn off Policy Based Encryption
e Turn off Advanced Threat Prevention

See appendix Section for instructions
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Endpoint Security Suite Enterprise Management Console

Remote Management Console

The Remote Management Console is where you will configure licenses, enable and configure policies, and
manage the environment.

You must first configure the Domain and Licenses before configuring the policies. The domain only needs to
be configured once. Licenses can be added as needed for your environment.

Browser Language
The language settings must be changed to match the locale that the endpoints are set to. The endpoints will
not update their policies correctly if this change is not made.

Note: The browser language changes being made are in Internet Explorer 11. If you are using a
different web browser, refer to product documentation to change the language settings.

Launch Internet Explorer

1. Go To Tools, Internet Options

Internet Options 2] x |

General [Security I Privacy I Content I Connections I Programs ] Advanced ‘

Home page
,’? To create home page tabs, type each address on its own line.
. http:/fgo.microsoft.com/fwlink/p/?Llinkld= 255141 ~

I Use current l I Use default I | Use new tab

Startup
() Start with tabs from the last session
(®) Start with home page

Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
Form information.

[]Delete browsing history on exit

| Delete... | | Settings I

Appearance

[ Colors III Languages III Fonts II Accessibility ]

[ ok [ cemcel || app

Click Languages.

2. Language Preference
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Language Preference

Add the languages you use to read websites, listing in order of
preference. Only add the ones you need, as some characters can
be used to impersonate websites in other languages.

Set Language Preferences

Changes to Language Preferences will take effect after

restarting the browser

Prefix and suffix options

["1Do not add "www' to the beginning of typed web addresses

Specify the suffix (for example .net) that should be added to
typed web addresses when you press Ctrl + Shift + Enter.

Suffix:

Click Set Language Preferences button.

3. Change your language preferences

1 (§8 » ControlPanel » Al CormolPaceiRems » Lingiage v ¢ | | Seweh Contolane p|
CookolPard Home Change yourlanguage preferences
Kce setings Kddlenguagesy s . Thenguage e hetop o chr)
Change date, tims, of number
fomsts feove Mowip  Movedoms
g | Windos daplelnguage Avaabefo dovelosd
BOA UL | iyt bt oghon oy
Kigdom) | ot time and rumberfemsting

Click Add a language

4,

Add a Language

* 158 CormoiPacel » AIC » Lingange »

®

v G| | Sowchinginges »

Add alanguage
Use the seaech box to find moee languages.
Graup langaages by: | Language name v

Dacish D Diveli
£

Engish et
Engleh

Click English.

36
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5. English

© - fiﬁn Cantrol Pand » A Cantrol P » Language » Addhnguages » Regiosalar v 0| ‘:(ll(hftg@ﬂ'ﬁﬂhh’.!

V)

At e

Use the search boxto find mose knguages.

wme Engih e \mw)‘ a lmm gl ] ‘WM‘

) EgaBkd  bod(nd)  bgwnte) b b))

Fol=al ey “‘2‘";.9, Pl \%M iy

Engshis]  EgishMNenlund)  EnglshPhigpee]  EnghiSngger]  Engish Soth ) W*:g:;“" ngieh Unted Kingéem]

]wsﬁ»MJ Fredd

Engish Unted St} Englih (Zmbebwe)

Click English (United States).

6. Change language preference

(€ v 18 ContolPanel » A1 CommelPaeelems » Laognge v 6] | Seach Comeiuen Pl

7

Contel e Change your anguage preferences

Tl " P 5 ah " el

Change date bme, ot numbes
foemats Adalngage Femove Mowwp  Movedonn

b e | Wdons oy gy b oot
Kingdom) | D tim, s rumberfrmsting

Click first language and select Move Down from menu bar so that English (United States) is first in the list as
shown below.
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€ = 155 ControlPanel » A Control Panel Rems » Language v 6] [Seach GoatrlP

ContiPacd Home Change your language preferences

Wi fist. The | .n fvour § " fts

¥
Change dite, time, o numbes
foomaty Addalnguage Remove Moveup Movedown

Windows dapley lngiage Enabled
frokth Uosed Keftoudlayeut US Optices
States) Date, bme, and numbes formatting

English (Urited | Windows dsplaylangusge Avadablefor domnioad Opes
Kingdom) | Keyboard ayeut United Kngdem

6.1.2 Domain configuration
On the server where Dell Server is installed, login and open a web browser.

1. Enter https://serverNameFQDN:8443/webui/Login

Dell Data Protection

Password

Use the following default username and password to access the management site.
Username: superadmin

Password: changeit

Note: Dell advises you to change the password at your earliest convenience.

2. Domain
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https://servernamefqdn:8443/webui/Login

@ https://ddpeese.osprey.com:8443 fwebui/manageDaomain L~ac

8 Dell Data Protection

Dashboard Domains
Populations © Add
Enterprise

I Domain Name Location
Non-Domain Users (none)
User Groups

Users

This is where you will configure the Domain information.
Select Domain from the left pane, and click Add.

3. Add Domain

Add Domain

Directory URL Refresh URL

Domain DNS Suffix [ |

Port

Distinguished Name:

User Nare Erer LOAP usemame@domain.com
Password

Alias

Host Name: domainName

Port: 389 or 3268

Distinguished Name: will auto populate
User Name: account to read AD
Password: passwordForAccount
Alias: domainName — Click Add

Click Add Domain

4. Domain Details
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Domain Detail for: someDomain

Security Policies Details & Actions Members Settings Key Server

Details

Domain Name
Location

LDAP Url

Status Good

Once the domain is configured, check the status before continuing.

Make sure that Status is Good. If not, investigate immediately.

6.1.3 Licenses
1. Licenses

athboard License Management

Upload

Deter

(UL

You will need to add licenses to use in your environment.

Note: License details are beyond the scope of this document. Contact your Dell Sales Representative
or Support for assistance.

Click Choose File.

2. Choose File to Upload
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(<] = 4 [ v ThisPC » johrw Oospreyfile) (R) » DDPE » 250.DE v @] [search 250.0¢

Organize MNew foldes g
o Narne - Date modified Type Saze

B Desktop [ #5008 03/09/2013 1348 XML Document k8]
16 Downloads

UL Recent places

1 This PC
& Desktop
k' Docurments
& Downloads
B Music
£ Pictures
B Videos
i Local Disk (C)
¥ johnw (Wospreyfile)

i Network

2]
0 @

File name: | 250_DE | [anFites

Highlight the license file, and click Open.

3. Upload License

License Upload Results

o 1 license(s) uploaded successfully. O icense(s) failled
to upload

Success
 The Emterprise Editon license (
) successfully uploaded

If license upload is successful, you will get the above dialog box.

Click OK.

6.2 Policy configuration

6.2.1  ATP policy configuration
1. ATP Policy Configuration
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Click Enterprise in the left pane.

Under Windows Threat Protection, select Advanced Threat Protection.

2. Security Policies

Enterprise
Advanced Theeat Protection
Cuarront Yok
Advarc Thevat Protecten ] = |

S atvanced g

Go to advanced settings to configure additional settings.
Click Show Advanced Settings.

Settings

Exclude Specific Folders [includes subfolders)

Miow Execution of Files in Exclude Folders
Background Threat Detection Run Once v

Memary Action: Memory Pratection Enabled

Memary Action: Enable Exclude executable fles o

\System3Z\Cmg SETVICE. BXe
IWindows\Systemn3Z\EMSSenice exe

Check Memory Action: Memory Protection Enabled.

Add files to Exclude Specific Folders (includes subfolders).
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Example may be C:\DDPE

Note: This document does not cover what Files, Folders need to be protected or excluded.

Enterprise

Advanced Theat Protection

[
wd Theeat Frotretan B3~

Refer to Endpoint Security Suite Enterprise Support for VDI for policy settings for persistent and non-
persistent VDI clients.

Click On to enable protection.

Click Save.
Commit
Y& Dell Data Protection
Dashboard Policies
Populations @ Pending Policy Changes. 2
Comment
ATP Enabled|
Commit History
Date Co ed Changed by Corr
Compliance Reporter T
Management
I C

Note: If single or multiple changes are made, you will need to save these changes for each policy and
then commit these changes for them to be updated.

Click Commit in the left pane.

Dell recommends that you to add a comment about policies you have changed and reasons for the
changes.

Click Commit Policies.

5. Verify ATP is Enabled.
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Dahbowd Enterprise
I . Owroe Jrcommnet
3 Count Overndes

xrpoon

After policy changes are committed, Advanced Threat Protection should show a Red flag and Green
Check Mark.

6.2.2 ATP client verification

1. Client verification on client desktop.

@

[Joes

DDP Console

Log on to client desktop and look for the above icon.
Double-click the DDP Console icon.

2. ATP Client

DDP | Endpoint Security Suite Enterprise

Encryption

C:i1s not protected
Your systerm’s data is not protected

Advanced Threat
Protection

Password Manager

Click the Advanced Threat Protection tile as highlighted above.

3. Status
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Advanced Threat Protection

Status

Dell Data Protection's Advanced Threat Protection employs artificial intelligence and machine learning to automatically bloc

Protection Status: Protected

The Advanced Threat Protection service is running and Protection Status is enabled

ed Threat Protection: Enabled
Memory Protection Enabled

File System
Uns. Files

Threats Quarantined

mory Protection

iolations

To check that Advanced Threat Prevention enabled for client.
Protection Status: Protected

Advanced Threat Protection: Enabled

Memory Protection: Enabled

6.2.3  Policy-Based Encryption Configuration

1. Policy-Based Encryption Configuration

0 caom 0

Q- @
@ )

Click Enterprise in the left pane.
Under Windows Encryption, select Policy-Based Encryption.

2. Enable Policy-Based Encryption
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Commen

Refer to Endpoint Security Suite Enterprise Support for VDI for policy settings for persistent and non-
persistent VDI clients.

Set Policy-Based Encryption to On.
Click Save.

3. Commit Policy

Policies

@ Pending Policy Changes: 1

Comment

FFE Update|

Commit Policies

Commit History

Date Committed Changed by Comment

superadmin FFE On E

Click Commit in the left pane.

Dell recommends that you to add a comment about policies you have changed and reasons for the
changes.

Click Commit Policies.

4. Verify policy is active
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Enterprise

Security Policies

Override
Count

Uncommitted
Overrides

l= Windows Encryption

3 Self-Encrypting Drive (SED)
Hardware Crypto Accelerator (HCA)
¥ @ Policy-Based Encryption
BitLocker Encryption

Server Encryption

After policy changes are committed, Policy-Based Encryption should show a Red flag and Green Check
Mark.

6.2.4 PBE Client Verification
1. Verify PBE on Client

=

2 < | ThisPC -
Computer View
4+ B8 > ThisPC > -~ O arch This P
# Quickaccess | ~ Folders (6)
§0 Desktop *
2 HA > - Desktop ‘ Downloads
@ Downloads =
& Pictures - ,‘=‘] HA J\ Music
&y Documents
D Music e~ Pictures m Videos
B videos _—
@ This PC ~ Devices and drives (4)
g/ EA fioppy Disk Drive (a9 b w:)
& Downloads -y Wy 3 57 GB free of 4.99 GB
=) HA Citrix (P:)

Open File Explorer and navigate to the user’'s home directories.

Note: The Citrix (P:) drive is the Personal vDisk for persistent virtual machines, drive letter may
change in customers environment.

Double-click on drive “Citrix (P:)”

2. Encrypted files
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5 | Documents
Home Share View
€« v A & « Citrix(P) > Users » sut3login_vsi1708 > Documents v

# Quick access Name Date modified

[ Desktop ~ # @' Book! 6/24/2016 10:17 AM
& HA * ¥ book2 6/24/201610:38 AM
& Downloads # {¥' book3 6/24/201610:39 AM
& pict A o 6/15/2016 2:44 PM
& Pictures ;

Note: Key icons show that the files are encrypted.

3. Properties

Open

Mew
Print

Process Directory

Encrypt for sharing...

Open Dell Data Protection Encryption...

Scan with Windows Defender...
Open with...

Share with

Restore previous versions

Send to

Cut
Copy

Create shortcut

Delete
Rename

Properties

Search Documents

Type

Microsoft Excel W...
Microsoft Excel W...
Microsoft Excel W...
Microsoft Word 9...

Size

8Kke
8K8
8K8
1,063 KB

Right click any file that shows the encryption icon in the user’s documents.

Click Prop

4. Encryption

erties.

Properties.

@' book2 Properties

General | Encryption Securty Detals Previous Versions

':‘I_--
gs
Type of file:
Opens with:

[bookz

Microsoft Excel Worksheet (xdsx)
E3) Excel 2016 [

P:A\Users\sut Jogin_vsi1708\Documents
7.82 KB (8.008 bytes)
8.00 KB (8.192 bytes)

Today. June 24, 2016, 39 minutes ago
Today. June 24, 2016, 39 minutes ago
Today. June 24, 2016, 39 minutes ago

[JRead-only [ Hidden
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Click the Encryption tab.

5. File Encrypted properties

@ book2 Properties X

General Y Encryption  Securty Details Previous Versions

Properties -

File name: P:\Users\sutJlogin_vsi1708\Docur
Encrypted: Encrypted for all users

Policy Compliance Status: No

Hardware Crypto No

Accelerator:

This indicates that the file is encrypted.

6. Folder encryption

| = | sut3login_vsi1708
Home Share View

“— S o > ThisPC > Local Disk (C:) > Users > sut3login_vsi1708 > v O Search sut
& Quickaccess A Name - Date modified Type
Desktop ~ freemind 8/23 File folder

[#] HA - Citrix 6/23 File folder
&8 Downloads = (35 Contacts File folder
B Pictures : Desktop File folder
&8/ Documents File folder

&) Documents @& Downloads File folder
D Music ¢ Favorites File folder
B Videos & Links File folder
B This PC J” Music File folder
#& OneDrive File folder

Desktop & Pictures File folder
& Downloads #P Saved Games File folder
[F] HA /- Searches File folder
D Music B videos File folder

When accessing the path C:\users\<username>, the encryption icon indicates that Desktop, Documents
and Downloads are encrypted folders.

7. File View
B <] = | Documents
Home Share View
“« ~ 7N .| <« Local Disk (C:) > Users > sut3lo
o ~
*# Quick access Name
¥ Desktop - 87 Book1
=) HA - 87 book2
@ Downloads G book3
. W yes
= | Pictures g

When accessing the path C:\users\<username> \Documents folders, you will notice that the encryption
icons are missing.

Right-click on the book?2 excel spread sheet and select Properties.
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8. File properties

@' book2 Properties X

General B§ Encryption Securty Details Previous Versions

=i

[ B8 [bookz

Type of file: Microsoft Excel Worksheet (xdsx)

Opens with: Excel 2016 Change...
Location: C:\Users\sutlogin_vsi1708\Documents
Size: 7.82 KB (8.008 bytes)

Size on disk:  8.00 KB (8.192 bytes)

Created: Today. June 24, 2016, 43 minutes ago
Modified: Today. June 24, 2016, 43 minutes ago
Accessed: Today. June 24, 2016, 43 minutes ago

Attributes: [JReadonly []Hidden Advanced...

Select the Encryption tab.

9. Encryption properties

d' book2 Properties x

General [ Encryption Securty Details Previous Versions
Properties

File name C:\Users\sut Jogin_vsi1708\Docur
Encrypted

Policy Complance Status:

Hardware Crypto
Accelerator:

You will notice that the fields are blank, and not like our earlier example where the fields are populated.

Note: This is due to this being a file system junction that has been created for redirection of the Users
home folders to point to the Personal vDisk (PvD).

6.2.5 EMS Policy Configuration

1. Removable Media Policy Configuration
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1&= (4 fovmrd =)
aq e 3
@ o -
w -~
3 e

Click Enterprise in the left pane.
Select Removable Media Encryption.

2. Windows Media Encryption

Enterprise

Security Policies Threat Events

@© Rewurn

Windows Media Encryption

Current Vatlue
Windows Media Encryption =N o

=

EMS Scan External Media

EMS Access to unShielded Media [Read Onty ~|
EMS Block Access to UnShieldable Media ™~

EMS Exclude CD/DVD Encryption (|

EMS Allow Read-access to unShielded Media (5.4 x Only) (]

EMS Encryption Algorithm [AES256 |

EMS Data Encryption Key | User Roaming ~|
EMS Automatic Authentication [Local ~]

EMS Access Encrypted Data on unShielded Device 2

Refer to Endpoint Security Suite Enterprise Support for VDI for policy settings for persistent and non-
persistent VDI clients.

Set Windows Media Encryption to On.
Click Save.

3. Commit
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& Dell Data Protection

Dashboard Policies

"opulation @ Pending Policy Changes: 1

Enterprise

Comment
Domains

EMS Enabled|

User Groups
Users

Endpoints

Commit History

Administrators
Date Committed Changed by Comment
Compliance Reporter 06/20/16 11:45:56 AM superadmin ATP Enabled
Management 06/20/16 11:23:03 AM superadmin TP off
I Commit 06/18/16 22:01:24 PM superadmin

Click Commit in the left pane.

Dell recommends that you to add a comment about policies you have changed and reasons for the

changes.
Click Commit Policies.

4. Verify Removable Media

Enterprise
Override Uncommitted
Count Overrides

a Windows Encryption
Self-Encrypting Drive (SED)

Hardware Crypto Accelerator (HCA)
» o File/Folder Encryption (FFE)
BitLocker Encryption

Server Encryption

n Authentication

@ Windows Authentication

@ Windows Threat Prevention
¥ @ Advanced Threat Protection
P & Threat Protection
Malware Protection
2 Web Protection

Client Firewall

@ Removable Media Encryption
» @ Windows Media Encryption
, Mac Media Encryption

® Media Encryption Settings

After policy changes are committed, Windows Media Encryption should show a Red flag and Green

Check Mark.

5. When the removable media is plugged into the client, an Unprotected Media Found dialog displays.
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Unprotected Media Found ? X

m._ Data Protection ' Encryption

Based on security polices, data moved from this computer to any external
media device must be encrypted. Would you like to continue?

If you select "No", you will be granted read-only access to the device.

Volume: (E:\)

No

Click “Yes”. This will create a vault on the removable media.

If you select No, you will be able to access the removable media but will not be able to add any files or
folders to the media.

6. Enter New Password

Enter New Password ? x

ML Data Protection Encryption

Please areate a new password for this external media device.
You may be prompted to enter this password whenever this
device is inserted into a computer.

If you select "Cancel”, the device will be left unshielded but
you will be granted read-only access to the device.

Volume: (E:\)

New Password: [ | ]

Retype Password: [ l

New Password: thislsYourPassword
Retype Password: thislsYourPassword
Click OK.

7. Shielding External Device
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Shielding External Device ? x

D@AL Datz Protection  Encryption

Your external device is being shielded. Do not eject your device
until this process is complete!

Volume: (E:\)

Note: Files already on the device will not be encrypted. Only new files that are added to the media will
be encrypted. Wait for the process to complete before continuing. This may take a while.

8. External Media Device Protected

External Media Device Protected ? X

ML Data Protection = Encryption

From this point on, new files added to this device will be automatically encrypted.
Note that if there were unencrypted files on this external media prior to Shielding,
they remain in their unencrypted state. To also encrypt existing files, contact
your Administrator for assistance.

Volume: (E:\) E

Click OK.

At this point, you can proceed to copy file to external media, and the files will automatically be encrypted.
9. Reading media on another computer

If you move the removable media to another computer, you will be prompted to enter the password for the
vault on the media before you can read the encrypted files.

Note: Recovering lost passwords and encrypting files that were on the media before creating the vault
is beyond the scope of this document.

Endpoint Security Suite Enterprise installation and configuration are complete.
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A Appendix

A.l List of features supported by Endpoint Security Suite Enterprise

Persistent/Non-Persistent VDI Physical PC

System Data Encryption Not supported Supported
Policy-Based Encryption Supported Supported
Removable Media Encryption Supported Supported
Supported
Self-Encrypted Disk Not supported If hardware is
available.
BitLocker Encryption Not supported Supported
Advanced Threat Prevention
Execution Control SUPEEEE SUFEEEE
Advanced Threat Prevention
Memory Protection SLEREIE SiEEE
Advanced Threat Prevention
Script Control Supported Supported
Authentication
Not Supported Supported

Refer to section 5.5

A.2 Prevent Master Image Activation prior to deployment or pool update
(Recompose)

The following actions will prevent the master image from activating if the master image is restarted or updated
before a recompose. This also will prevent conflicts on the Dell Server.
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Turn off Encryption client activation by choosing Policy-Based Encryption on the Enterprise Menu. Choose
Show advanced settings, clear the “Allow Activations” check box, and click Save.

Uner Liparience

Turn off the Advanced Threat Prevention by selecting the correct Endpoint group (e.g. Persistent VDI
Endpoint Group).

'@ Dell Data Protection

Dachbasid Endpoint Groups
Populations © 1
Group Name Count
Doma
Default Endpoint Group 16
User Groups Non-Persistent VDI Endpoint Group 0

Opt-In Endpoint Group 0

Persistent VDI Endpoint Group 6

Endpoint Groups

Select Advanced Threat Protection and set Advanced Threat Protection and click Save.

Endpoint Group Detail for: Persistent VI Endpoint Group

° o ]

reed Threat Probection

.
8

¥ Advanced Thosat Protection

Click Commit in the left pane.

Dell recommends that you to add a comment about policies you have changed and reasons for the changes.

Click Commit Policies.
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%8 Dell Data Protection

A.3 Recommended VDI policies

Please see the following location for Dell Data Protection | Endpoint Security Suite Enterprise addendum.
http://www.dell.com/support/home/us/en/04/product-support/product/dell-dp-endpt-security-suite-
enterprise/manuals?rvps=y

A4 DDP Resources

The following resources contain technical information about the Dell Data Protection product
The following page contains links to client and server manuals and also an Architectural overview

Getting Started with Dell Data Protection

Support site for Encryption is located at http://www.dell.com/support/home/us/en/04/product-
support/product/dell-data-protection-encryption/research

This site contains links to manuals, support articles and drivers. The following manuals can be found on the
manuals page

Endpoint Security Suite Enterprise Support for VDI

Endpoint Security Suite Enterprise Advanced Installation Guide

Enterprise Edition Advanced Installation Guide

Virtual Edition Quick Start Guide and Installation Guide

Enterprise Server Admin Help
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