Windows Server 2012 R2 and Hyper-V Server
2012 R2 Host Configuration

Rapid EqualLogic Configuration Series
Implementation Guide

June 2014

=

SISfeedback@Dell.com



mailto:SISfeedback@Dell.com
mailto:SISfeedback@Dell.com

Revisions

Date Status

December 2012 | Initial release

March 2013 Added Hyper-V 2012 content

June 2014 Updated for Windows Server 2012 R2 and Hyper-V Server 2012 R2

© 2012-2014 Dell Inc. All Rights Reserved. Dell, the Dell logo, and other Dell names and marks are trademarks of Dell
Inc. in the US and worldwide.
All trademarks and registered trademarks mentioned herein are the property of their respective owners.

2 Windows Server 2012 R2 and Hyper-V Server 2012 R2 Host Configuration | Rapid EqualLogic Configuration series
Implementation Guide



Windows Server 2012 R2 and Hyper-V Server 2012 R2 Host Configuration | Rapid EqualLogic Configuration series
Implementation Guide


http://en.community.dell.com/techcenter/storage/w/wiki/3615.rapid-equallogic-configuration-portal-by-sis.aspx
http://en.community.dell.com/techcenter/storage/w/wiki/3615.rapid-equallogic-configuration-portal-by-sis.aspx
http://en.community.dell.com/techcenter/storage/w/wiki/3615.rapid-equallogic-configuration-portal-by-sis.aspx
http://en.community.dell.com/techcenter/storage/w/wiki/3615.rapid-equallogic-configuration-portal-by-sis.aspx
http://technet.microsoft.com/en-us/library/hh831531.aspx

11

NIC device driver update and installation
This configuration is for Windows Server® 2012 or Windows Server® 2012 R2 hosts.

Download the latest driver update for the Intel NICs

Note: The following procedure is for an Intel 1G or 10G NIC. If you are using Broadcom® network

adapters (NICS) for SAN connectivity, proceed to “Downloading the latest driver update for Broadcom
NICs".

1. Go to http://support.dell.com and click Start Here under Support for Small Business.

2. Inthe following page, enter your server Service Tag. If you cannot find it, then browse the product

category to find the model of your server.

Next go to the Drivers & Download tab.

4. In the Refine Your Results window, select MS Windows Server 2012 or MS Windows Server 2012
R2/SP for the Operating System, and Network as the Category. Filtering by the Release Date also
helps to find the latest updates.

«

~ Refine your results: (13 files) See More Filtering Options

[=] Netwaork []

5. Download the most recent version of the Intel driver package for Intel PCI-E 10Gig and 1Gig
Family of Server Adapters.
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1.2 Install the Intel driver update

1. Click Install to start, and then click Next.
2. After accepting the license, make sure that only Drivers, Intel(R) PROset, and Advanced Network
Services are selected as shown and then click Next.

Setup Options

Select the program features you want installed,

Inskall:

EDrivers
[w]Intel(r) PROSE For Windows* Device Manager
I, fdvanced Network Services
|:|FC|:|E using Data Center Bridging
DiSCSI using Data Center Bridging
i[ | 5MASHYZ Provider

[ J1nkel{r Metwork Connections SMMP Agent

Feature Description
Advanced Metwark, Services software for beaming and YLARNS

Cancel

3. Click Next and then Install to complete the installation.
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1.3

Configure the Intel network adapters (NICS)

After installing the Intel driver, launch the Windows device manager and expand Network adapters. You
should see the Intel NICs listed, as shown.

= Device Manager = I:'-

File  Action  Wiew  Help

e m E 5| @ % 8

4 g2 SRA-10Gh-W2k12 “
[ (M Computer

b Disk drives

- B Display adapters

[ k:,_, OO CD-ROM drives

[ 95 Human Interface Devices

b g IDE ATASATAP] controllers

[ Z2 Keyboards

I j-f!, tdice and other pointing dewvices

- Bl Manitars

4 WF Metwark adapters
u¥ Broadcom BCMSZE10 Netitreme |1 10 GigE {NDISWBD Client) #127
uF Broadcom BCMSZE10 Metitreme |1 10 GigE {NDIS WBD Client) #128
KF |ntel(R) Ethernet 106 2P X520 Adapter
LF [ntel(R) Ethernet 106 2P X520 Adapter #2
L |ntel(R) Ethernet 10G 4P x540/1350 rHDC
L |ntel(R) Ethernet 10G 4P x540/1350 rNDC #2
L |ntel(R) Gigabit 4P ¥340/1350 rMDC
L |ntel(R) Gigabit 4P ¥540/1350 rNDC #2
LF Microsoft Kernel Debug Metwork Adapter

b 'S Parts (COM &LLPT)

[ = Print quedes

p ¥ Processars

[ € Storage controllers

[ (M Systern devices

b @ |lniersal Serial Bus cantreallars

For each Intel NIC that will be connected to the SAN, you need to change the following settings:

1. In Device Manager, double click the Intel NIC used for SAN traffic.
2. Inthe Properties dialog box, click the Advanced tab to configure the NIC settings.
3. Set the Jumbo Packet value to 9014 Bytes and click OK.

Repeat these steps for all the NICs used for SAN traffic.
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1.4 Downloading the latest driver update for Broadcom NICs

Note: The following procedure is for a Broadcom NIC. If you are using Intel Network Adapters (NICs),
refer to section 1.1 titled, “Downloading the latest driver update for the Intel NICs".

1

Go to http://support.dell.com and click Start Here under Support for Small Business.

In the following page, enter your server Service Tag. If you cannot find it, then browse the product
category to find the model of your server.

Next go to Drivers & Download tab.

In the Refine Your Results window, select MS Windows Server 2012 or MS Windows Server 2012
R2/SP for the Operating System, and Network as the Category. Filtering by the Release Date also
helps to find the latest updates.

~ Refine your results: (13 files) See More Filtering Options

|z| Network IZ|

[=]

Download the most recent version of the Broadcom Corporation -Driver package for “NetXtreme |
and NetXtreme Il driver family”.
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1.5 Install the Broadcom driver update

1. Launch the Broadcom driver installation update.

At the custom setup screen, select the Control Suite and BASP features as shown, and click Next.

Custom Setup

Select the program features you wank installed.

Click on an icon in the list below to change how a Feature is installed,

[ g;l Crivers and Management Applications
Conkrol Suite

SHMP

CIM Provider

Feature Descripkion

This Feature will install the
Broadcom Advanced Server
Program. This MDIS inkermediate
driver saftware allows Far load
balancing and Failowver, and WLAM
capabilities.

This feature requires 10ME on
wour hard drive.

Inskallshield

Cancel

2. A system reboot may be required to complete the installation.

Implementation Guide
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1.6 Configure Broadcom NIC device settings using BACS

Launch the Broadcom Advanced Configuration Suite (BACS) tool by going to Start > Broadcom Advanced
Control Suite.

File  ‘iew  Action  Filter  Context  Tools  Teams  i3C3 Help
| Filker: |.0.LL WIENY |:I |CDnFigurati0ns |:I Advanced

Explorer View &| [ tnformation | Corfigurations | Diagnostics I Statistics |

E- 988 Hosts Property Walue
= [, SRA-10GL-W2k12 .
" I Adapter! * Set Properties to Default Walues
-3 Adapter2 (BCMS7E10 BO) - Flow Cantral Rix & Tx Enabled =
B 9 Partd
. =T [0127] Broadcom BCM
¥ B [0012] Bro:
| B9 Portl
o Adapterd

- Interrupt Moderation Enabled (default)
& |umbo Packet om4a

- Large Send Offload Y2 (|Pwd) Enabled {default}
- Large Send Offload W2 (IPvE) Enabled {default)

B o Adapterd - Locally Administered Address Mot present
-

= Maxirurm Murnber of RSS Quewes 4
- Pause On Exhausted Host Ring Disabled {default)
- Priority & VLAN Priority & WLAMN enabled (default)

L PR

Jumbo Packet

Jumbo Packet enables the netwark adapter b transmit and receive oversized Ethernet frames
that are greater than 1514 bytes, but less than or equal ko 9000 bytes in length {3600 bytes Far
nebwork adapters that operate at 10 Gbps). This property requires the presence of a switch that
is able to process jumbo frames. Configure the byte size of Ethernet frames using the up and
down arrows, Before creating a team or changing advanced setkings of a team member, make

1. On the left pane, select the Broadcom NIC that will be used to connect to the SAN

2. On the right pane, click the Configurations tab.

3. Perform the following steps on each NIC port connected to the SAN network:
Leave all values at default except for the following:

Option Value
Flow control Rx & Tx Enabled
Jumbo Mtu 9014

4. Click Apply to save the changes.
5. Exit Broadcom Advanced Control Suite.
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2 Configure networking

Configure and optimize the NIC ports to be used for SAN connectivity.

1. Inthe NIC properties, disable (uncheck) all protocols except Internet protocol Version 4
(TCP/IPv4).

Note: If using Broadcom NICs, the Broadcom Advanced Server Program Drivers are protected and
cannot be disabled.

1 SLOT 3 Properties i

Networking | Sharing

Connect uging:

l_-'ll' Broadcom BCREFET0 Met=trerme (| 10 Gige [MDIS WBD C

Thiz connection uzes the following items:

| .@ File and Printer Sharing for Microzoft Metworks -
<t Broadcom Advanced Server Program Criver

[ = Microzoft Network &dapter Muliplesor Protocol
[ s Link-Layer Topology Discovery Mapper 1/0 Driver
[ -2 Link-Layer Topology Discovery Fesponder

(I |-t Pratocal Yersion B (TCPAPYE]

b |Rternet Pratacal Yerzion 4 [TCPAPwd] R

< m >
[nztall.. [Irinztall Froperties

Drezcription

TCPAP werzion 6. The latest verzsion of the intermet protocal
that provides communication across diverse interconnected
hietworks.

| F || Cancel |

2. Double click Internet Protocol Version 4 (TCP/IPv4) to enter the appropriate IP address for each
SAN connected port (refer to the Prerequisites Table in Preparation document selected from the
Rapid EquallLogic Configuration Portal, and then click Advanced Settings.
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3. Inthe WINS tab of the Advanced TCP/IP Settings dialog box, uncheck Enable LMHOSTS lookup,
select Disable NetBIOS over TCP/IP, and click OK.

Advanced TCP/IP Settings [ 2 [

IP Settings | DNS | WINS |

WINS addresses, inorder of use:

Edit... Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

[ ] snable LMHOSTS lookup Impart LMHOSTS.. .

MNetBIOS setking

() Defaulk:
IJse MetBIOS setting From the DHCP server, IF skatic IP address
is used ar the DHCP server does not provide NetBIOS setting,
enahle MetBIOS over TCPJIP,

() Enable MetBIOS over TCRJIP

# Disable MetBIOS over TCPJIP

(] 4 | | Cancel

4. Repeat the steps above to configure and optimize each NIC port to be used for SAN connectivity.
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3 EQL HIT kit installation

Download the latest Host Integration Tools (HIT) kit from
https://support.equallogic.com/secure/login.aspx and run the setup.

1. Select the Complete installation option, and then click Next.
2. At the Installation Complete screen, uncheck the Launch Remote Setup Wizard checkbox and
then click Finish.

iz Dell Equallogic Host Integration Tools -

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Dell
Equallogic Host Integration Tools, Click Finish to exit the
wizard,

[] Launch Remote Setup \Wizard

When the following message is displayed, click Yes to restart the system.

13! Dell Equallogic Host Integration Tools Install...| *

You must reskart wour syskem far the configuration
changes made to Dell EqualLogic Host Integration Tools
ko take effect, Click Yes to restart now or Mo if wou
plan to restart later,
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4 Configure SAN switch fabric

If you have already configured your SAN switches, continue to the next section. If not, refer to the specific
instructions for configuring each switch model in the Rapid EquallLogic Configuration Portal.

5 Configure storage

51 Configure array
If you have already configured the storage array, continue to section 5.2. If you have not completed the
array configuration, then complete the steps for array configuration using the instructions in the
Rapid EqualLogic Configuration Portal.

52 Edit volume access permissions for Windows host

1. The following steps will be performed at the Windows host that will access a volume on the
storage.

2. On the Start menu click Administrative Tools > iSCSI Initiator.

3. Inthe configuration tab, locate the Initiator name field and copy the contents.

iSCSI Initiator Properties -]
Targets Discovery | Favorite Targets I Yolumes and Devices ‘
| RADIUS Configuration | &= Dell Equallogic MPIO |

Configuration settings here are global and will affect any future connections made with
the initiator.

Any existing connections may continue to work, but can fail if the system restarts or
the initiator otherwise tries to reconnect to a target.

‘When connecting to a target, advanced connection features allow specific control of a
particular connection.

Initiator Name:

sta-10ab-w2k12 |
To modify the initiator name, click Change.
To set the initiator CHAP secret for use with mutual CHAP, CHAP,
click CHAP,

To set up the IPsec tunnel mode addresses for the initiator, _
click IPsec,

To generate a report of all connected targets and devices on
the system, click Report.

More about Confiquration
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4. The following steps should be performed from the Group Manager web application.
5. The next screen image illustrates how to use the iSCSI initiator name to limit iSCSI access.

Tip: Use this screen to edit initiator names for existing volumes.

Create volume -

Step 3 - ISCSI Access

iSCSl access

() Mo access
@ Restricted access
[:I Authenticate using CHAP user name:

D Limit access by IP address (asterisks allowed):

Limit access to iSCS| inttistor name:

sra-10gh-w2k12
Fee i Paste iSCSI initiator name here.

@ Set read-write O Set read-only

D Allow simultaneous connections from intiators with different IGNs
Allowy only if your environment can safely handle multiple initistors accessing the target.

[ £ aack“uext »l

If you need to allow simultaneous connections from initiators with different IQN names, check the box in
Access type.

Note: This is usually only necessary if the Windows node will be part of a failover cluster.
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6 Configure ISCSI — target discovery

To configure the host for iSCSI and target discovery, use the remote setup wizard as described in this
section.

1. Open the Remote Setup Wizard by clicking Start > Remote Setup Wizard.
2. Chose Configure PS Group Access as shown. Auto-Snapshot Manager will be loaded
automatically.

Remote Setup Wizard -

Welcome to the Remote Setup Wizard

Thiz wizard initializez one or more PS Series arays, creating or expanding a PS
Series group [SAMN].

Tao configure PS Series group access, credentials must be supplied. An
external program will be launched to da this. If credentialz are not configured,
wou will not be able to acceszs pour aray or manage snapshots.

| Initiahize a PS Senes Amay

Configure MPIC Settings
[will Launch Auta Snapzhat b anager)

Configure PS5 Group Access
[wall Launch duto Snapzhot Manager]

Canicel
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3. Click Add PS Group.

M=) Dell Equallogic Auto-Snapshot Manager
File  Wiew
€= Back =
Settings

o Add Hosts ()

P3 Group Access

E
II = Hosts (1)

E'_, sta-10gb-wzkiZ2 |

Launch

PS5 Group Access

‘tou can store different credentials that allow this host to access a PS
Group and perform operations related to Microsoft services, such as
wirkual Disk Service (¥D3) and Yolume Shadow Copy Service (WS5).

== ]

Lustornize  Help

\. Collect Logs

Add PS Group

Settings

1 Host Selected

| 4 0Errors - F1

4. Enter the group name and in-band group IP address, as shown below. Click Save and then close
the window.

16

4= Back = dh Add Hosts (- . CollectLogs
ST & sra-10gb-waki2 PS Group Access L7
4 Mevs PS Group Configuration (sra-10gb-w2kl 2% Add PS Graup
3 WDSWSS access (not set)
Smart Copy access (nok set) Delete PS Group
PawerShelfSHP access (not set)
You can store different credentials that allow this host ko access & PS
Group and perform operations related to Microsoft services, such as
Wirtual Disk Service (¥DS) and Yolume Shadow Copy Service (¥S5).
Group 'New PS Group Configuration': Settings T}
PS Group narne: Po3xE1108N
Graup IF: 10.10,10,130]
Fe
| Hosts (1) | Verify connection to PS Group
Settings 1 Host Selected Discard Save
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/ Configure MPIO settings

1. Open the Remote Setup Wizard by clicking Start > Remote Setup Wizard.

2. Select the option to Configure MPIO Settings. Auto-Snapshot Manager will be loaded
automatically.

3. In the MPIO Settings screen, exclude any network not used for iSCSI SAN traffic (for example, the
client LAN or management network). Click Save and then close the window.

&) Dell Equallogic Auto-Snapshot Manager
Eile  Wiew Launch  Custarnize  Help
4= Back = ok Add Hosts . Collect Lags
Settings 5 sra-L0gb-wzki2 Running MultiPath Status W
\J Equallogic MPIO is inskalled. EHCM Service is running.
Fail Over Policy | MPIO Connections L7
| @) Leask Queue Depth (Recommended) /| Use MPIO for snapshots
{_'Round Robin IMax Sessions Per entire Yolume -
|/ Fail Over Only Max Sessions Per Yolume Slice 23
Network Connections L7
Use [Py Exclude Mew Subnets
Minimum Adapter Speed i Ghps -
;| —Metwork Configuration L7
3¢ MPIO Settings i " || Included Description Action
: » 10010.10.0/24 Included by Mew Subnets setting Exclude
p o 192.168.40.0/24 Included by Mew Subnets setting Exclude
Excluded Description Action
» 169.254,0.0016 Default Link Local/Multicast Policy Include
E
i = Hosts (1)
Settings 1 Host Selected Reset ko DeFault
| @ 0Errars - & OWarnings
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8 Configure volume access

1. Open the iSCSI Initiator on a Windows host machine by clicking Start > Administrative Tools >
iSCSI Initiator.

2. Click the Targets tab to view the iSCSI target for the volume created on the array member.

3. Click Refresh to rescan the ISCSI targets.

4. Select a target to connect to and click Connect.

5. Click OK to confirm the connection.
Repeat steps 4 and 5 of "Volume access” for the remaining volumes.

6. Click OK to close the iSCSI initiator properties.

7. Inthe Start menu select Administrative Tools > Server Manager.

8. Click File and Storage Services > Volumes > Disks.

9. Right click the new disk (offline) and choose Bring Online.

10. Right click the disk again and choose New Volume.

11. Follow the New Volume Wizard to create a volume, assign it a drive letter or folder, and then
format it with a file system.
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